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HSS JlgJle HSS 29J:

¢ vessulogss)y/ildsé golhs guods wslule 1Uge (PDN) (GW) Jluwe udbé 1Jgo9d (APN)

* ews gdp lole wase Jese Inter-MME. szw ledle HSS wUo,9,6 Luwld esde 1JEle [Us
SGSN IJeglJs.

* o) B 9298 e e (UE) uwes 3158 Jodds suwlds §uos)s sleas Iy 19,
* ooz UE Slodl JJsuesd Usoe )6 13)s

oSy uwldJé NOR-NOA

< Notify-Request> ::= < Diameter Header: 323, REQ, PXY, 16777251 >
< Session-Id >
[ Vendor-Specific-Application-Id ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ Destination-Host ]
{ Destination-Realm }

{ User-Name }
* [ Supported-Features ]

[ Terminal-Information ]

[ MIP6-Agent-Info ]

[ Visited-Network-Identifier ]

[ Context-Identifier ]

[Service-Selection]

[ Alert-Reason ]

[ UE-SRVCC-Capability ]

[ NOR-FTags ]
[Homogeneous-Support-of-IMS-Voice-Over-PS-Sessions ]
*[ AVP ]

< Notify-Answer> ::= < Diameter Header: 323, PXY, 16777251 >
< Session-Id >
[ Vendor-Specific-Application-Id ]
[ Result-Code ]
[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Supported-Features ]
*[ AVP ]
*[ Failed-AVP ]
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7.3.105 Visited-Network-ldentifier

The Visited-Network-Identifier AVP contains the identity of the network where the PDN-GW was allocated, in the case
of dynamic PDN-GW assignment.

The AVP shall be encoded as:

mnc<MNC>.mcc<MCC>.3gppnetwork.org

2388 IJpdl el
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(Includes IMSI, Event Details)
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3. Process Notify Request
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(Includes Confirmation, Updated Data)
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5. Process Notify Response
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NOR Call-flow
w388 1Jpdldple guy Idledle-lJbdo/d)s

1. pued IUzoe s MME

* SVE 2w ldpuve,d Vs MME IJss sobde ledle HSS. Ui,o.:,Jé SUUOPU!
* OIS P9SE
* UESS) IS Iduveds Idos wew jshool (s uwesd Idpeeld: IJogsld)
© oS s Ilgbenld (8ds uvesd Idpeld: wuub I Es) wuub)

* 9516 IJuogd wes Huwlds NOR

2. o990 MME oI, wld notify-request

. SL”,O MME Clogile 5u01dé NOR Glgwegsle AVPS Iiguluss 1Jeldss:
- sz £Js luwe peld perd Gbods 1ezesd IdLupsé 1gles (PLMN) JJuieJs
IJos weo ssbool zse s Idpuve,d 2ldsl
* P& aduws Idgpd: 1dper 91U, Jeduws gpd IJS b,
* wdb pouil sldpupsd 9elde 1deouil: oersd MME gds luo IJpsuud
+ destination-host g destination-realm: «g,5 HSS Jpo o de
o IMSI (pg,3 1Jpuucesp): 1dpe s IUd,ss Jdpuucod



- VNI
o 2lJs eduws gpd IJpuols86: 1Jluuhs Is el 13l oo eduws 1Jged Sle 2lds Iy JI
wzods eds elds

3. HSS suwode 951990 weeldzé notify-request

* seldz HSS NOR 95wz 88 pu uozé AVPs 1UElod wo:
* o2dd pu IMSI Jogass p9de uved IUpube,d.
© S02dY pU LTS PV Vis6 1Je9,s (VNI) Juoelo wbludoe pe s pg)9bs
9P>E9P0-
s oease walule g,y Jogduw Iduvwds 9 1Jzlds 1Uzss6 IJos wpo jshool.
c 9s 2ld uele IJezdd pu 1Juoes: w@se 1316 1Ulew slduwdled lesls luvozlué wlzes.
s BlIloe ould puvddle (eds uwesd IJpeld: VNI 009.995) s 990 HSS Llesh [uwoglws
¢bol.
4. s,uvd HSS notify-response (NOA)

. sju»J HSS ,wlJé NOA |Js MME:

Diameter_success (2001): wubs) lJs vele 1Jpgldesd

- DIAMETER_INVALID_AVP_VALUE (5004): 5l Jlue gvodsé VNI g, Loldes

- DIAMETER_MISSING_AVP (5005): |3l Jlpe IJouss IJluslguss 1Jblo,sé (VNI
099956 9JJyuol plb 9o

- Szw9s Js VNIAVP [l Jly @ ogvew Os IJvyvd

s Jo lJuosed :

* AVP Vlgid (lo ledu)

5. &850 MME L pglJzé NOTIFY-RESPONSE

¢ gud odls NOA:
« Vs elds uzle e Iduclsg: w9luod MME gpdsleol
¢ Vs zlds Idlgulye |Js é_]oi‘ Sedd MME AVP 1Jusl v (B 2ldo 9g950) pu iaJ OTISd
lJe v dJé

lpwod ol IJIgble 9l odlzol

o« 1Jzlow Idiuwluus 09 1Jozdd ppl 131 Il 'notify request' 'enabled’ g, JILds '¢sple HSS'.
Sedoud oudss vy Idlple po 2l ©uBS3 9lzes Lulo, IJl9le, o0do:

R R Teddendhn

show hss-peer-service service all

Service name : hss<>
Notify Request Message : Enable
Service name : hss<>

Notify Request Message : Enable



o ol luc 03l sI9y VLW [ Suvubse bdow ol yugd in order to wgyse IJluosl) L_,E):

1. Request “config verbose”

2. Monitor Subscriber with all the required options:
monitor subscriber <imsi>, along with 19,33,34,35,A,S,X,Y,+++

3. Debug logs:
logging filter active facility diameter Tevel debug
logging filter active facility sessmgr Tevel debug
logging filter active facility mme-app Tevel debug
logging active
no logging active // to deactivate
4. Logging monitor:
configure
Togging monitor msid <imsi>

exit

5. Request syslogs which captures the issue.

wvsubsy luvdlds



Time Info

e Em e Em P smeh WM et B W Em B ot W 8 S BEE

190 2624-11-06 13:02:50.859.. cmd=3GPP-Notify Request(323) flags=RP-- appl=3GFP S..
191 2024-11-06 13:02:50.163.. cmd=3GPP-Notify Answer(323) flags=-P-- appl=3GPP Sé..
192 2024-11-06 13:02:50.859.. DATA (TSN=4269) (retransmission)

193 2024-11-06 13:02:50.163.. DATA (TSN=4147) (retransmission)

194 2024-11-06 13:03:58.438.. Paging

195 2824-11-06 13:03:50.745.. InitialUEMessage, Service request

196 2024-11-06 13:03:58.755.. InitialContextSetupRequest, UECapabilityInformation
197 2024-11-06 13:03:50.755.. DATA (TSN=239) (retransmission)

198 2024-11-06 13:03:50.804.. InitialContextSetupResponse

199 2024-11-06 13:03:54.489.. DownlinkNASTransport, Downlink NAS transport(DTAP) ..
200 2024-11-06 13:03:54.539.. UplinkNASTransport, Uplink NAS transport(DTAP) (SMS..
201 2024-11-06 13:03:54.893.. UplinkNASTransport, Uplink NAS transport(DTAP) (SMS..
202 2024-11-06 13:03:54.932.. DownlinkNASTransport, Downlink NAS transport(DTAP) ..

A B St b R 8k e aka e B E

Frame 191: 378 bytes on wire (3824 bits), 378 bytes captured (3024 bits)

Ethernet II, Src: Cisco_Sb:4f:6 —“—

802.1Q Virtual LAN, PRI: @, DEI: @, ID: 97

Internet Protocol Version 4, [
Stream Control Transmission Protocol, Comsfsmmed it it ymismiem toiim oo,

Diameter Protocol

Version: @x@1

Command Code: 3GPP-Notify (323)

End-to-End Identifier: @x264d9coe

AVP: Session-Id(263) 1=97 f=-M-

AVP: Origin-Realm(296) 1=41 f=-M-

AVP: Failed-AVP(279) 1=20 f=-M-

AVP Length: 20

AVP Code: 600 Visited-Network-Identifier
AVP Vendor Id: 3GPP (10415)

Length: 312
ApplicationId: 3GPP S6a/S6d (16777251)
[Request In: 198]
e
AVP: Proxy-Info(284) 1=48 f=-M-
AVP: Origin-Host(264) 1=55 f=-M-
AVP Code: 279 Failed-AVP
Failed-AVP: 000002588000000c000028af
AVP Flags: @x30, Vendor-Specific: Set
Data is empty

Flags: @x4@, Proxyable
Hop-by-Hop Identifier: @xdc2a@@al
[Response Time: 6.104076000 seco
AVP: Result-Code(268) 1=12 f=-M- val=DIAMETER_MISSING_AVP (5005)
AVP: Auth-Session-State(277) 1=12 f=-M- val=NO_STATE_MAINTAINED (1)

AVP Flags: 0x4@8, Mandatory: Set

AVP: Visited-Network-Identifier(600) 1=12 f=V-- vnd=TGPP
AVP Length: 12
[Expert Info (Warning/Undecoded): Data is empty]

PCAP IJpens) JJpuildJ

B 03l pyze sub IJodlb (PCAP). Iue suwebse Jlse 1J pud§9s 'Visit-network-identifier' wee
'notify-response’'.

lJzed 190 o 'Notify request’. 9 191 o 'Notify Response'.



IJdb, 1dulez ses B 03l IJuwsobs o9 'Diameter_ MISSING_AVP'. ¢, spdud lsuol 1956
'AVP failed' IU>s subs) IJs 'Visit-Network-ldentifier' 9ldss sg)uo w90 'Tdeslole Wl)gs'.

plebs: AVP 1JGSILud 09 AVP pzeg $98, pedsple cuopse IJigble guspl sop 1800

oupes vt Wluwolo 1Ugluo6 wo9esdsd AVP U] !
" 909d9d AVP Jp sop luuilde wuvdd Lozse

AVP &) pe9d 19 5 pEop>

" 8spd AVP g5, LozsSes

“AVP pbJye o995

“AVP pwowgd wundd uosse

- AVP s$ouo) £Js 01009 0-1 o d)llo. JIo ould oI )hsu s 1Ue,



o0 lzd Tuweduuld 1 udJs gluodlzel wuudd luolds: szo lJolds oo lJpolugs su) zpse

3Jel 09 03,02 purodl szw 8dsd 19 1Jozd8 pu wdos 206 Lbs-ubs) HSS JJg$>6
lJos wpod puvdds.

lJodsso Ideszes:

hss-peer-service <>
diameter hss-endpoint <>
no diameter update-dictionary-avps
--- more Tlines ---
exit

B 03l lJodasu: spdud 1o oys lue Je sdu ould 'no diameter update-dictionary-avps'. Jlge
IJpdJs 9luozs ewsel Jp $Io 0uld Glpsuw werse pesu IJs ls pu luosl 3gpp. Jol spdod
p9lzoé weo lduwsulsyole pse sJ9y 'diameter update-dictionary-avps 3gpp-r9/10' IUgl o
w9lzod yulo, 1JIsle) 2luosl 9l wild 1deuind J6 sl uozs.

suldolds: op opdseo [Us e luosh 9981 Jsdsd puudsd Star0S o lzd cuozst IeuudJé.
9os IJluosl, 11.

oulldesze wubdsd:

<#root>

Mode

Exec > Global Configuration > Context Configuration > HSS Peer Service Configuration

configure > context
context_name
> hss- peer-service

service_name
Entering the above command sequence results in the following prompt:

[context_name] host_name(config-hss-peer-service)#

Synt ax

di amet er update-dictionary-avps { 3gpp-r10 | 3gpp-r11 | 3gpp-r9 }



no di aneter update-dictionary-avps

no

Sets the command to the default value where Release 8 ('standard') dictionary is used for backward comp

3gpp-r10

Configures the MME /SGSN to signal additional AVPs to HSS in support of Release 10 of 3GPP 29.272.

3gpp-r1l

Configures the MME /SGSN to signal additional AVPs to HSS in support of Release 11 of 3GPP 29.272.

Using this keyword is necessary to enable the MME to fully support inclusion of the Additional Mobile S
a- nsi sdn

command in the Call-Control Profile configuration mode.

3gpp-r9

Configures the MME/SGSN to signal Release 9 AVPs to HSS.

Usage Cui delines

Use this command to configure the 3GPP release that should be supported for this HSS peer service.

This command 1is only applicable for the 'standard' diameter dictionary as defined in the

di ameter hss-dictionary

command.
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