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No. Time Source SrePort Destination DstPort  Protocol Length Tep Stream  Info
5413 3621.067000 10.162.21.22 3978082.129.130.230 443 TCP 74 259 39780-443 [SYN] Seq=0 Win=14600 Len=0 MSS=1460 SACK_PERM=1 T
5414 3621.070000 82.129.130.230 443 10.162.21.22 39780 TCP 74 259 443-39780 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 M55=1460 SA

5415 3621,
5416 3621.
5417 3622.
5418 3622,
5426 3627.
5428 3627.
5435 3629.
5442 3631.

819000
089000
809000
317000
696000
202000
457000

5444 3635.969000

o AET6] 2ET0)

o0l 250
o ALE0). ZED)
RBONZE0
- 1510 250

3978082,
3978082,
3978082,
3978082.

443 10.

129,
739,

172,

130.230
130.230
.130.230
130.230

39780 TCP

39780 TCP
39780 TCP
39780 TCP
39780 TCP

259 [TCP Retransmission]

443-39780 [SYN, ACK] Seq=0 Ack=1l Win=28

259 39780-443 [ACK] seq=1 Ack=1 win=14608 Len=0 TSval=6739606 TS
39780-443 [ACK] Seq=1 Ack=1 win=14608 L]

259 [TCP Dup ACK 5416#1]
259 CcTient Helle

259 [TCP Retransmission]
259 443-39780 [FIN, ACK]
259 [TCP Retransmission]
259 [TCP Retransmission]
259 [TCP Retransmission]

Client Hello

Seq=1 Ack=1 Win=29056 Len=0 TSval=29202
443-39780 [FIN, ACK] Seq=1 Ack=1l Win=29
443-39780 [FIN, ACK] Se Ack=1 win=29|
443-39780 [FIN, ACK] Seq=1 Ack=1 Win=29

5449 3638.975000 10.162.21.22
5453 3680, 373000 10.162.21.22
5465 3800.847000 10.162.21.22
5469 3805.165000 10.162.21.22
5470 3805.170000 82.129.130.230
6057 4104.%07000 82.129.130.230

3978082.129.130.230
3978082.129.130.230
3978082.129.130.230
BRI IO e, A - TSN P2

443 sSL
443 SsL
443 TCP
443 ssL
39780 TCP
39780 TCP

282
282
66
282
54
54

259 [TCP Retransmission] Client Hello

259 [TCP Retransmission] Client Hello

259 39780-443 [FIN, ACK] Seq=217 Ack=1 Win=14608 Len=0 TSval=675
259 [TCP Retransmission] Client Hello

259 443-39780 [RST] Seq=1 wWin=0 Len=0

259 443-39780 [RST, ACK] Seq=2 Ack=218 win=0 Len=0

443 10.162.21.22

isubl‘ Jpl 09 p9oe VS 030 1Jo9,6: Bluel weed 9o Idulse Iduwslyuss 1Jguivysoe JJgied
client-hello IJos JI 92> Ssol 2 9d SNI IJpuweise Jogdse Whatsapp. soldolds: JI Sedu
opss 1Jzeé client-hello gJs Iuol Whatsapp 9Jl sep Ido ilBol. wel 1o 030 1Jz506 o e B
papgeo uuDugSk_9 pZUJdO‘ SUp lLJ”L9|b°| _9u|Ju|J.,S uJDO_) EpJ;Slu IE_I.)O | ,J.UIJ pu&).)o Jt)loo
oyesy IJgpsd Olze UIJoIJ J@p 5449. 5453, 5469). gl¢s)l: swp lwols IJlouold. 9oiles g6

oo 8le PU 03l IJBusd Vs ¢bé I pd IJuilpds. 03l 09 I wow Bs lue JI spdu IJdsle wls
oublb e8> eds wosd Idpeld: cresd IJu9s6 J

Whatsapp.

Ml whatsapp_whatsapp 212176 and_fLdet Locap [Wireshark L12.2 (vE L0 o oo e e s =
File Edit Yiew Go Capture Analyze Statistics Telephory Tools Intemnals Help
DOANI BEXSI A DT L QA D WES%| B
Filter: | tcpstream eq 7 szpressmn Clear Apply Save
80211 Channeli| | ~ [Channel Offset:| | ~ | FCS Filter: |All Frames ~ |None EW\re\ess Settings,. Decryption Keys.
No, Time Source Destination Protocol Length Info g
855 190. 807000 73.39.13.38 73.193.239.9  TCP 74 434884443 [SYN] Seq=0 Win=14600 Len=0 MS5=1436 SACK_PERM=1 TSval=575328 TSecr=0 WS=64
856 191.081000 173.193.239.9 173.39.13.38 Tcp 74 443-43488 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MS5=1436 WS=64 SACK_PERM=1 T5val=684235558
857 191.111000 173.39.13.38 173.193.239.9  TCP 66 43488443 [ACK] Seq=1 Ack=1 Win=14656 Len=0 TSval=575389 TSecr=684235558
858 191.123000 173.39.13.38 173.193.239.9  TLsvl 282 client Hello
859 191385000 173.193.239.9 173.39.13.38 Tcp 66 [TCP Window Update]l 443-43488 [ACK] Seq=1 Ack=1 Win=525440 Len=0 TSval=684235862 TSecr=57538"
860 191. 399000 173.193.239.9 173.39.13.38 TLSV1 1490 Server Hello
861 191.399000 173.193.239.9 173.39.13.38 Tcr 1490 [TCP segment of a reassembled PDU]
862 191.399000 173.193.239.9 173.39.13.38 TLSv1 1314 Certificate
863 191.399000 173.193.239.9 SiE e e W B TLSV1 281 Server Key Exchange
864 191.415000 173.39.13.38 173.193.239.9  TCP 66 43488-443 [ACK] Seq=117 Ack=1425 Win=17536 Len=0 TSval=575450 TSecr=684235876
865 191.430000 173.39.13.38 173.193.239.9  TCP 66 43488-443 [ACK] Seq=217 Ack=2849 Win=20416 Len=0 TSval=575450 TSecr=684235876 o
« 111 »
session ID Length: O &

Cipher Suites Length: 70
@ Cipher suites (35 suites)
Compression Methods Length: 1
@ Compression Methods (1 method)
Extensions Length: 96
= Extension: server_name
Type: server_name (0x0000)
Length: 24
= Server Name Indication extension
Server Name 1ist length: 22
Server Name Type: host_name (0)
Server Name leng 19

I

w Extens ion:
@ Extension:
m Extension:

00
c0
[ol0)
[ol)
00
a3

ec_point_formats
elliptic_curves
SessionTicket TLS v

02

00
00
[ol)
oo

n

lwedunldd IJigble 9l oJlzol

1. capture nonitor subscriber insi

19 - User L3

XXXX with followi ng options



X - PDU Hexdunp
Verbosity |level 5

webs 030 1Isle, I29lJ pedd JJobossle.

# show act anal yzer statistics nanme p2p application snapchat
# show act anal yzer statistics nane p2p application whatsapp

JJozdd pu luosh 1dedsu IUluslbs:

#show pl ugi n p2p
Wednesday July 29 22:12:07 SAST 2015
plugin p2p
patch-directory /var/opt/lib
base-directory /lib
base-version 1.50.52055
modul e priority 1 version 1.139.505

IJzJ

Joruw 3dY sdjpd IJolds po 9uoe edlps eds IUzie Bud cbosd (Judd slouwle) sszw
lJes9) €l

iuuo'a>p oo 1J9lgs6 :

rul edef ssl _clienthello
tcp either-port = 443
tcp payl oad-length >= 44
tcp payl oad starts-with hex-signature 16-03
#exi t
sew &0 luwdlb s zips wblod Idpsze ledle. szw lu wdau 19J9s6 03l 1dpgze leds pu Bspd
lJpszo IJlwe,loss (ip-any rouledef) IJos Jlow wblwd 030 1Uz)jpd 9oouwew IS luwdlbol.

wluwedsle o3l ldodssu: sop ouo.;,..__s-_‘é lJz)e IJPblvéé Jouss [dwsles IJedles ig_JIo VB9b
pelul. sooopy 030 IUgje Wb 2jp wldss IUlouold 1Jlsdso Ws w9 g SSL (ro&q client-hello.
server-hello) IJewede wol wluwegsle 03l 1Jegzo: wsupl Jl wobloud zpse 1Uzie 1UIE)s W
389 SSL pg 03l IJpgzo. 9uldolds: 15l Jlu ould ©o8§ SSL suwes IUs weue IJobusdle
1JI3)s (wedle _?Iou.ul.., lJos ayss lp)le YIRS, Jol) WUl spdy I gy ould |s pgledo
09530 uwbyl Jlwo sywpez V8 JJzjie IJI9dso pu lousy IUs odles po wr9 g SSL
V|u.uot.)|ro o3l |.Jro_9€_o.

£5U6 pu IJodssy

Sew o odey 1Jisdsss leds JJpszo IJedene pw all-ip_004_012_00016 roledef (ip any-match =
true) 9

lole Iduveu 1U3s suwez werds 1Jpy9) 1Jppleds J whatsapp
rouledef.(sid_040_rg_400_rate_9999/sid_040_rg_400_rate_0032/ sid_040_rg_400_rate_0064 ¢

p2esesd IJououssd 400 gls pesd).

cluveple odl ldodssu wuoyw 2ipd IJesese IUElued wldepsd Ipsze IJpdes2s ssep
lJuwele wol wodl pu lgls wozsool. 03ly opl Blesel 1IJ99les 2o Spdu 4986 99les glouwle:



rul ebase nmbc-internet-rs action priority 1087 dynami c-only rul edef WatsApp_P2P_040_400_99999_Al | _i nternet chargi ng-
action sid_040_rg_400_rate_99999 action priority 1088 dynami c-only rul edef What sApp_P2P_040_400_00064_Al | _i nt er net
chargi ng-acti on sid_040_rg_400_rate_00064 action priority 1089 dynam c-only rul edef

What sApp_P2P_040_400_00032_Al | _i nternet chargi ng-action sid_040_rg_400_rate_00032 action priority [1090-9909]
dynamic-only ruledef ssl_clienthello charging-action sid 040_rg 400_rate99999/00064/00032 -->
Higher priority than all-ip ruledef and charging action with rating group 400

action priority 9910 dynam c-only rul edef all-ip_004_012_00016_M _i nternet chargi ng-action
sid_004_rg 012 _rate_00016

action priority 9920 dynam c-only rul edef all-ip_004_012_00032_M _internet chargi ng-action
sid_004_rg 012 _rate_00032

action priority 9930 dynam c-only rul edef all-ip_004_012_00064_M _internet chargi ng-action
sid_004_rg_012_rate_00064

rul ebase nbc-iphone-rs

action priority 1206 dynam c-only rul edef Wat sApp_P2P_040_400_99999 Al |l _i phone char gi ng-acti on
sid_040_rg_400_rate_99999

action priority 1207 dynam c-only rul edef Wat sApp_P2P_040_400_00064_Al | _i phone chargi ng-acti on
sid_040_rg_400_rate_00064

action priority 1208 dynam c-only rul edef Wat sApp_P2P_040_400_00032_Al| _i phone char gi ng-acti on
sid_040_rg_400_rate_00032

action priority [1209-8999] dynamic-only ruledef ssl_clienthello charging-action

sid_040_rg 400_rate99999/00064/00032 --> Higher priority than all-ip ruledef and charging action
with rating group 400

action priority 9000 dynam c-only rul edef all-ip_015_150_00016_ALL_i phone chargi ng-action
sid_015_rg 150 rate_00016

action priority 9010 dynam c-only rul edef all-ip_015_150_00032_ALL_i phone chargi ng-action
sid_015_rg_150 rate_00032

action priority 9020 dynam c-only rul edef all-ip_015_150_00064_ALL_i phone chargi ng-action
sid_015_rg_150 rate_00064

action priority 9030 dynam c-only rul edef all-ip_015_150_99999 ALL_i phone chargi ng-action
sid_015_rg 150 rate_99999

chargi ng-action sid_040_rg_400_rate_99999
content-id 400
service-identifier 40

billing-action egcdr
cca charging credit
exit

rul edef ssl_clienthello

tcp either-port = 443

tcp payl oad-length >= 44

tcp payload starts-with hex-signature 16-03
exit
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