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<radius change-authorize-nas-ip 192.168.88.40 encrypted key <key value
no-reverse-path-forward-check
no-nas-identification-check
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cli test-commands password <xx> #show radius info radius group all instance 385#

el 13D Jio 9209

:show radius info radius group all instance 385 AAAMGR instance 385 #
<> :cb-list-en: 3 AAA Group

socket number: 19

socket state: ready

local ip address: 10.176.81.215



local udp port: 50954
flow id: 0

use med interface: no
VRF context ID: 66
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:show radius info radius group all instance 385 AAAMGR instance 385 #
<> :cb-list-en: 3 AAA Group

<socket number: 19

socket state: ready

local ip address: 10.176.81.215

local udp port: 50954

flow id: 0

use med interface: no

VRF context ID: 66

————————————————————— > socket number: 21
socket state: ready

local ip address: 10.176.81.215
———————————————————— > local udp port: 3799
flow id: 0

use med interface: no
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bash-2.05b# netstat -lun | grep 3799
*:udp 0 0 10.176.81.215:3799 0.0.0.0
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Thursday August 06 2015
OUTBOUND>>>>
(Code: 4 (Accounting-Request
(Attribute Type: 44 (Acct-Session-Id
Length: 18
Value: 42 43 37 31 44 46 32 36 BC71DF26
0603A2BF 46 42 32 41 33 30 36 30
(Attribute Type: 31 (Calling-Station-Id

Length: 14
Value: 39 39 38 39 33 31 37 32 99893172
0911 31 31 39 30
(Attribute Type: 4 (NAS-IP-Address
Length: 6
.Value: C0O A8 58 E1 ..X

(192.168.88.225)



(Attribute Type: 8 (Framed-IP-Address

Length: 6
! .Value: 0A 55 12 21 .U
(10.85.18.33)
JlasVl gad b

Radius Protocol
(Code: Disconnect-Request (40
(Packet identifier: 0x2 (2
Length: 71
Authenticator: 4930a228£13da294550239£5187b08b9

Attribute Value Pairs
AVP: 1=6 t=NAS-IP-Address(4): 192.168.88.225
(NAS-IP-Address: 192.168.88.225 (192.168.88.225

AVP: 1=6 t=Framed-IP-Address(8): 10.85.18.33
(Framed-IP-Address: 10.85.18.33 (10.85.18.33

AVP: 1=14 t=Calling-Station-Id(31): 998931720911
Calling-Station-Id: 998931720911

AVP: 1=18 t=Acct-Session-Id(44): BC71DF260603A2BF
Acct-Session-Id: BC71DF260603A200
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show subscribers-only aaa- ;oI plaxiwl, dasiuill dwl=l) Acct-Session 9,20 o ol Say
.<> configuration active imsi

locall# show subscribers ggsn-only aaa-configuration active imsi 434051801170727]

Username: 998931720911@mihcl Status: Online/Active
Access Type: ggsn-pdp-type-ipv4 Network Type: IP

Access Tech: WCDMA UTRAN Access Network Peer ID: n/a
callid: 057638Db8 imsi: 434051801170727

3GPP2 Carrier ID: n/a

3GPP2 ESN: n/a

RADIUS Auth Server: 192.168.88.40 RADIUS Acct Server: n/a
NAS IP Address: 192.168.88.225

Acct-session-id: BC71DF260603A2BF
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<<<<<INBOUND

RADIUS COA Rx PDU, from 192.168.1.254:38073 to 192.168.1.2:1800
(Code: 40 (Disconnect-Request

Id: 106

Length: 61



Authenticator: 8D F1 50 2E DD 79 49 39 79 A0 B5 FC 59 3E C4 51

(Attribute Type: 32 (NAS-Identifier

Length: 9

Value: 73 74 61 72 65 6E 74 starent
(Attribute Type: 1 (User-Name

Length: 10

Value: 74 65 73 74 75 73 65 72 testuser
(Attribute Type: 30 (Called-Station-ID

Length: 9

Value: 65 63 73 2D 61 70 6E ecs-apn
(Attribute Type: 31 (Calling-Station-Id

Length: 13
Value: 36 34 32 31 31 32 33 34 64211234
567 37 36 35

(OUTBOUND 06:57:42:683 Eventid:70902 (6>>>>
RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:38073
(Code: 42 (Disconnect-Nak
Id: 106
Length: 26
Authenticator: 34 2E DE B4 77 22 4A FE A5 16 93 91 0D B2 E6 3B
(Attribute Type: 101 (Error-Cause
Length: 6
Value: 00 00 01 91
(Unsupported-Attribute)

radius change-authorize-" ,la.ull _$ "no-nas-identification-check” -,,05% plaill pl&
lexs 0 "NAS-IDENTIFICATION-MISMATCH" UazJl J1j Loy "nas-ip

(oSl 13D U 13D &axy

radius change-authorize-nas-ip 192.168.1.2 encrypted key
A27wvxlgy06ia30pcgswmdajxdllckgdns88i6192dghsqw7v77£f1 port 1800+
event-timestamp-window 0 no-reverse-path-forward-check no-nas-identification-check

aaa group default

radius attribute nas-ip-address address 192.168.1.2

radius server 192.168.1.128 encrypted key
A3ec01d8zs92edlgz2mytddjjrfllaf3ulwatpyr3gdlrs8mthlzc port 1812+

radius accounting server 192.168.1.128 encrypted key
A24x0pjdmjgnghOsclbnenllm6fld6drn2nw3yf31tmfldk9fr38e port 1813+
exit#

‘NAKed 58 JlasVl ghad b (65, Jais PDP §luw dpuusil,

(INBOUND>>>>> 04:27:13:898 Eventid:70901(6
RADIUS COA Rx PDU, from 192.168.1.254:42082 to 192.168.1.2:1800 (52) PDU-dict=starent-vsal
(Code: 40 (Disconnect-Request
Id: 115
Length: 52
Authenticator: BF 95 05 0B 87 B4 42 59 5F C6 CC 78 D7 17 77 7F
(Attribute Type: 32 (NAS-Identifier
Length: 9
Value: 73 74 61 72 65 6E 74 starent
(Attribute Type: 1 (User-Name
Length: 10
Value: 74 65 73 74 75 73 65 72 testuser
(Attribute Type: 31 (Calling-Station-Id
nbsp Value: 36 34 32 31 31 32 33 34 64211234; Length: 13&

567 37 36 35



Monday October 19 2015
(OUTBOUND 04:27:13:898 Eventid:70902 (6>>>>
RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:42082 (26) PDU-dict=starent-vsal
(Code: 42 (Disconnect-Nak
Id: 115
Length: 26
Authenticator: 75 D1 04 3E 31 19 9C 92 B2 2E 5D 5F 98 B9 34 99
(Attribute Type: 101 (Error-Cause
Length: 6
e Value: 00 00 01 93
(NAS-Identification-Mismatch)

rawo 9V AAA dcgozxo 9 jlawll 13® pounsi aie «l> go9

radius attribute nas-identifier starent

Monday October 19 2015

(INBOUND>>>>> 05:19:01:798 Eventid:70901 (6

RADIUS COA Rx PDU, from 192.168.1.254:55426 to 192.168.1.2:1800 (52) PDU-dict=starent-vsal

(Code: 40 (Disconnect-Request

Id: 171

Length: 52

Authenticator: 3A 67 43 25 DC 18 5C E3 23 08 04 CO 9C 31 68 68
NAS-Identifier = starent
User-Name = testuser
Calling-Station-Id = 64211234567

Monday October 19 2015
(OUTBOUND 05:19:01:799 Eventid:70902 (6>>>>
RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:55426 (26) PDU-dict=starent-vsal
(Code: 41 (Disconnect-Ack
Id: 171
Length: 26
Authenticator: 45 07 79 C5 EO0 92 53 28 8F AD A3 E3 C4 B4 52 10
Acct-Termination-Cause = Admin_ Reset
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(INBOUND>>>>> (05:14:41:374 Eventid:70901 (6
RADIUS COA Rx PDU, from 192.168.1.254:54757 to 192.168.1.2:1800 (43) PDU-dict=starent-vsal
(Code: 40 (Disconnect-Request

Id: 78

Length: 43

Authenticator: 84 5D FE 5E 90 OD C8 16 84 7A 11 67 FF 82 40 DB
User-Name = testuser

Calling-Station-Id = 64211234567

Monday October 19 2015
OUTBOUND 05:14:41:375 Eventid:70902 (6>>>>
RADIUS COA Tx PDU, from 192.168.1.2:1800 to 192.168.1.254:54757 (26) PDU-dict=starent-vsal
(Code: 41 (Disconnect-Ack

Id: 78

Length: 26

Authenticator: 34 84 5B 8E AF 02 1C F2 58 26 1B 0C 20 37 93 33

Acct-Termination-Cause = Admin_ Reset
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https://tools.cisco.com/bugsearch/bug/CSCuw78786
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