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Suod 03l lUpuwews Idpuildd 1Upced 86 woses) pead wele IULWSIS IUlsds (ASR) B euls
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Seed ASR Ulsds pdslusl 2s9s! suis IJs pesd vele 1Jess IUlzelds Jeglsdie leshs eduws
IJepd.

©2u9s LosES P IUbls IUlpwlms (KPI) gds 1Jess Ilzelds Jezladle lesh zduws gpd
ePDG slJe» IUlzelds Jduelele 1dos eddwol gpdiss lesls zduws gpd ePDG. 3] lug Lo €35
IJeelodle IJulzzs. Suwsoslee oy Idble I)ssuns wlddled.

spdsle ©pos>s6 |ywlusd

Joblisd ePDG. By lele wy9099d9d IUlue,uw (IPsec) os 1Jg pdsé 1Jos wowe weydle IPsec.
J3JYi oldogweo Jls glds ePDG: sz lovle veue Idozddle Idpuwedo od Idpclogs
Jluwodvle IdpeuvdJs 9luadlzol.

1. o2 pu glds vl s DPC I&ole ipseemgr oubgsdol gds 030 IJubléle. sz o odsy wblgle DPC B z1Js

w8 (Llgwosole Lblsle Ilguagsl).

show card table

2. 02838 pu 2lJs 1Jeshs JIJ Lol §s sessmgr/ipsecmgr po lzd eolees ol 131 wp pdlzbs is web £s) buses Josdd 2Js 1Je))
pU esw &3 Ideduwle JJJ bl 96 sessmgr/ipsecmgr I3 Bl Jlue 030 Idgpdsle B elds IJozisy/ldelys. eds pwesd IUpeld:
B o3l 1JI3)lze wos ipseemgr 1JzIJs over Jel 09 p9 oz oul.



[Tocal]abc# show task resources | grep -v good Thursday January 19 19:41:15 UTC 2023 task cputime memor

oul peld gJds sessmrsldoyvgsd eds IUobl$6 4 95 pe ©9ise £ podlBds Jdeduwle:

[Tocal]lxyx# show task resources max | grep -i sess Monday February 17 21:52:38 UTC 2023 task cputime mei

3. 02l pu leuolssle IJouuds) bl JIo ould ls logldluo B puvoss IPsec:

show crypto managers detail ~ ----------------- this command shows statistics per ipsec so we can check if any drops
show crypto statistics ikev2 — ----------------- this command shows overall ikev2 statistics for EPDGs for different msg flows




pIgES: oes g pdslo IJozdd IUuwluds pops Jlve Vs weus IJizslo sop lJges) eds puildd eds puvess IJoblds
25 Jlsopdy IPsec/serviceMar IUglue wolbls pesud pu 125 eduvle gpdleyds p9) Idpuwcése 9spdud Loz
1966 eldle Iduwdsb eds puwess IPsec B IJlzuolissle 1Jp3dsys yulwdl.

oz dies 1daksd gd

ol BJsds spdod bluol Jluued il Ideuind s sluadlizel wundJ i aJ:

© PO pus sop ok Bs IJpuwlds (e 1lubbs 1s 1debst sldsde 1eessso Juss IJlussl))

o oduoplplels cissle eds Iduvwds b9 ls céssle Bs IJodssos

o 1JuosE IJpuweddes J ASR s ePDG

o e IJlosldd Iloplisss JUIJBs6 1092936 B 1Uskis )6 Ipele 60 9p0 wsuol Id§unss IJes Jozlbe B zese

IJiosls Jloplisse JJiJ-_é.;é |9 OS 98896 91236 p2336 pu 9elisd [Jwulpe IUlueliss

Ssel sds lduvedle IJos wwsop wepseol:

o Iboly oBlosd Isge (SSD) pu Igd38 Sud 950 wie IeubdJs 9e I Iluosh swes Iluosls (51 Jp ogs IpuindJs
s wEs 3JY).

o Sys0gs Jpod Ipuuse Swd 1luosls (Jdaluws Idpdbus): sgbs 98¢ Iluosl swes Iluosh (51 Je e I puindJs
I w8 3JY).

© w909dsd b IJuveds Idouusl (SNMP) edisele Jess lovwse $ud 1JpundJs (JJoluws 1pdlud). sgbs sde
IJpuidJs 9ues IUpuvdJs (151 Jp wes IUpuvdJs cpse wes 3Jd).

« Bulkstats §oJ 1326 luwwde (JJoluws 1dedbus): oibs 98 IUduoss 9w IJduass (51 Jp wes IJ8unss
OEIY wEd 3JY).

¢ Sop ozpSE wulpz MONSUB 90881 Joso IUgshle:

monitor subscriber with options S, X, A, Y, 19, 33, 34, 35, 26, 37, 40, 50, 88, 89. Collect traces at verbosity 5 for problematic and non-problematic number

o Bepdle l8luo 03936 Lilde pLoLIES pu pUsLle LOJws (SSD) B Bueys wuslaz pu 30 [Us 45 58586 Jges,



eds oo I,V .

pdigds: uow 30 IUlouold po 519 1Js 533 09 Jyd o pduws gpd €ePDG.

o cpolelds pdbus IJodssole po 1deds IJos Jl coguon Bs lsé pundJle 9dl couvow B lss puvddle.

show configuration



show configuration verbose

« pbdse Jouoest lgbls IUgvedle:

logging filter active facility sessmgr Tevel <critical/error> logging filter active facility ipsec Teve

o eele Jisle) 1o spdu o odau pdsé Jlgvad il 1Jigble sl oJlzol:

show epdg-service all counters
-> View ePDG service information and statistics

show epdg-service statistics
-> View ePDG service statistics

show epdg-service session all
-> View ePDG service session infornmation

show egtpc statistics interface edpg-egress debug-info
-> View egtpc statistics for ePD egress

show session [ disconnect-reasons | duration | progress | setuptine | subsystem]
-> iew additional session statistics.

show crypto statistics ikev2
-> View | KEv2 statistics

show di aneter aaa-statistics all
->View Di aneter AAA server statistics.

show subscribers epdg-only [ [ all J | [ callidcall_id]]
-> View a |ist of ePDG subscribers currently accessing the system

show subscri bers epdg-service service_nane [ [ all ] | [ callid call_id]]
->View a |list of ePDG subscribers currently accessing the system per ePDG servi ce.

show crypt o nmanagers summary ipsec-sa-stats
---Need to collect with sonme iterations to check ipsec associations stats



azig g pbldocd wzps wwedle pod pwedle wuoese IJi'CJoIc 918w l[Jogwzsd 9 mon-sub g mon pro. sedud
slspl Idogpse Bs wlWdie lduoslus 9p,l8ws [Uzed eds 9236 [Jpgldzd 1Up,ydis6 (CPU) slispel.

<rded

03l pald gds Losés Jeedd vele eduvle gpd IJLGIG IJBJ@ J ePDG:

Initial Attach Sessions Success Rate ==((totsetupsuccess / totsetupattempt )*100)

00 eoze Ileuolissle sldeshle - 9 ol Bulkstatistic: spdod 1dg o) s IJesble 1dpuvegspd B 1Juosés Jpe s peulol.



epdg totsetup-attempt- Total number of epdg session setup attempts. Increments upon receiving IKE_AUTH

epdg totsetup-success Total number of epdg session setup success. Increments upon successful IPv4/IPv6/

00 ped 118,100 1Jp95 Wildys pLowses pu pdsule Loduws (SSD). spdud IJIbJle show crash list g 111z Jeg 86 ol 15l
Il ool Is £33 Jusslouwep po Iigbld IJos wiss 1Js logdluo pdi Ible IJIulgus (KP).

o0 SSD. spdud IJoz 8@ pu show licenseinfo glg,lzshow resource Jpg ;86 ol 131 Jlo 1Josgsue £8) puwos IJoodless 9 Tu £35
adurle Idepd sde Uopu I IJpumpese wo.

Fehehhhhhn

show resources #**#***** Wednesday December 07 16:58:25 IST 2022 EPDG Service: In Use : 1118147 |

p0 pezle 1Jle, show epdg-service statistics « spdo [Joedd po pwow B 1Uss swp jsboo.

* show epdg-service statistics **#****% Session Disconnect reason: Remote disconnect: 580994781 A

9p0 w0 el IWluudldss: spdo IJges) eds uvew 1180 95090 pdbuwe e Idpuwh &6y Idlubdlds Jis wolse.
wewe uvsobssele Ies sedud Idzuosd edsol pu 1ol

B 1Jzlds 1 (1UGb, 390 IJlbeold). wes cedsd IUpuuble: sdleb lo bdo EAP LIJGb, sop buwlde IUs ¢ AAA. 90 5J.
Sus)y Uluwozlus 1dpeddls 1Js 209e Byl pe e IJuvww DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION. Juo.szé
B zse ouwed evlis wslule s 1Jg>es (SPGW) o w 1B Gvd wuwew Bbg IJloold sg o, diameter-no-subscription. o3l
Iduwdsd buses! Jdpuwcse 390 luvesld: ubb,l Jive sep 1800 waluwbs e IUpuolb 86 sldedss o sldeeluvws (AAA)
WS 99w IJgpdss.



edicEs: leod eds 1deedd pu luveld APN B AAAHSS Jzuosd eds ude IIzooh 98 wldesose Jlkech
ew Uloeyued o lpdo Jud g Idgbese.

WO Idelds 2 (zduwé-setup-timeout). gu> wedsd IJTe ). sdlgb i lesh IJgduwé swp Vo0 wuwew Gbg IUloold Session-setup-
timeout. Jinsd 1Upss5 o0 1Jozdsd 1o ePDG &) wd Huwl JSEGTP_CREATE._SESSION_REQUEST |J.s SPGW. sJJuo Jl ol
s luvoeles Juduw Idussse. 98pdu pdlebs 1o odles bdule pooldss huvde 290 oJds bs .

Solution : In such cases mostly need to check why SPGW is not sending any response towards EPDG because EPDG maintains this setup timer within whi

B CASE-3 sop huwld bde wluwe 0ds 9009J (APN) s [Js PGW. JJdu swp ;800 o8 ses Iduwow
EGTP_CAUSE_USER_AUTHENTICATION_FAILED.



Solution : Here the issue can be either at HSS or EPDG itself need to check the authentication parameters being exchanged between EPDG/HSS/AAA

JJezdsd Vs zese Ieldle 1de3ds)s: po IJuoaas IJedlb wedle wuszse IJigble JJzuesd eds cedsd 19e, ool
9op 3luws odo luwedle 9838l Jpgsl) 3GPP: slusoubl [Js Iducksz: spdu weass gbd gpd 19 2d wasd puluwo. 9o [Jpop
edlebs 1o puwl Igpd spdo lu stodod ooel JJumsobsy 1dee.
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Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



