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IJpzod 1:

ip dhcp excluded-address 192.168.101.1 192.168.101.10
ip dhcp excluded-address 192.168.100.1 192.168.100.10
1

ip dhcp pool AP_VLAN100

network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
dns-server 192.168.1.254

1

ip dhcp pool VLAN101

network 192.168.101.0 255.255.255.0
default-router 192.168.101.1
dns-server 192.168.1.254

1

interface GigabitEthernetl/0/1
description AP9124_RAP (EWC)
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end
interface GigabitEthernetl/0/2
description AP9124_MAP_Staging
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end
interface GigabitEthernetl/0/8
description laptopl

switchport access vlan 101

switchport mode access

spanning-tree portfast edge

end

IUpzod 2:

interface GigabitEthernet0/1
description AP9124_MAP

switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

interface GigabitEthernet0/8



description laptop2

switchport access vlan 101
switchport mode access
spanning-tree portfast edge

end

interface GigabitEthernet0/1
description AP9115

switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

odssy EWC 9 RAP

w8 0950 1J$900 Judbos IJsue9d e EWC: sdjp lo cuupe uébé 1J9uesd 1dpuopus |s
Q;.QU.UOL

1. 1pl96 gulssu IJopde B 1dsuesd Jdsuwlisb 1UEluos wldlserue Judbs Isuesd 1z,
906l 1J9,09d 1Js IJuvwds [s puobds IUzel. loedd Ids Idodsse > Iielo > AAA > AAA
Advanced > ool 80 IJzolj: lu@) W99 IJj,y +lolWde:

y AAA
AR Acbianced
Global Cordg
MAC Address
RADAS Falback
o (I
Attribute List Name
MAC Agcress T Amritute List Name T Description T WLAN Profie T
[m]
AP Policy (m]
1

Password Poicy

AMA Interface

eulssu MAC W puolb 86 1Jzol;

I9lo, CLI:

9124EWC(config)#username 3c5731c5ac2c mac description MeshAP-RootAP
9124EWC(config)#username 3c5731c5a9f8 mac description MeshAP-MAP

Spdu oldss guslo MAC 1Jgloo wldlseoe pu eI ousésd show controllers wired 0 o0 9lzos

ool 1Isley (CLY Jodlos 1J9o9d. peld a0 odlos 1dsoasd 1Jes:

AP3(C57.31C5.AC2C#show controllers wired O
wired0 Link encap:Ethernet HWaddr 3C:57:31:C5:AC:2C



Spdu [Jpld 19009 1Js buds uldbs [Js osd IJluwluuss wluuegsle 11, wireless ewc-ap
shell username x" Jpl 09 p9_o¢:

9124EWC#wireless ewc-ap ap shell username admin
[...]

admin@192.168.255.253"'s password:
AP3(C57.31C5.AC2C>en

Password:

AP3C57.31C5.AC2C#

AP3(C57.31C5.AC2C#1ogout

Connection to 192.168.255.253 closed.

9124EWC#

odlzbé: 1 03l 1Jle, sJléis apciscoshell IUss Jlu polel Bs IJuwlud Bs 9psle wpde
Mobility Express.

lo Jl sesw IJ ap b6 username 9JJpes sJ9o Vs IJ ap Iuvd9o luvogpdo IJovuos)



username cisco 9JJps cisco waJl pu 3JI.

2. |uolws by § Idpuol> g6 9ldevgso:

Quick Setup: AAA Authentication

Method List Name™
Type®

Group Type | @

Ayailable Server Groups Assigned Server Groups
radius

Idap
tacacs+

D Cance [l Apply to Device

Slisps lusldse 1dpuolés

Quick Setup: AAA Authorization

Method List Name™* MESH_Authorization
Type* credential-download » @
Group Type lecal vy | @

Authenticated (m]
HAailable Server Groups
radius

Idap
racacs+

[=] Apply to Device

8lspes by§ IJotssd

I9lo, CLI:

9124EWC(config)#aaa authentication dotlx MESH_Authentication local
9124EWC(config)#aaa authorization credential-download MESH_Authorization local



3. lvedd IJs Idedsse > Jlundds > 1duvods. wel 1o 1dlgsh B osl ldpuwows sobde jub
lUlserow: 9p vopdsu sob Ilse,uw pel suvpr wopdle vslule wigwsdsd IJzuw, (BPDUs):

* Mash

Global Contig

Carer o

Backhaul

Security

IJuwelz woob lUlsesoe J9gsd wslule wyawsdsd IJzuw, (BPDU)

I9lo, CLI:

9124EWC(config)#wireless mesh ethernet-bridging allow-bdpu



pdlebo: wuvdd Vel yos Jl w@9p uldlb 1Usuo9d W6 IdubeJs [dpg v 8o wlglo
o9zso 9zdlo wslule oy9w9d9d IJeuw, (BPDUS) o) Loulb IdyveJé 1Jpg i 96.

Bl de sdo s s Lowlb pody) wso IJesdesu SJu wdas ool 2lzé [Jso.

I3l Jlue ould Loulble pod,)é. Slue weled Ids Iduwele wopdle valule wy9e9ded
lJzuw) (BPDUS). 131 Jp swpe 3JY. Bloe ol Clogile pJ@s STP s IJuvwJs.

4. 9p wodssy pdV wg)rs IJuveds IVl uoss et spdud wpass by puolb§o AAA
Sldodyso 1Ugluos IJes op cdssuol puwedl 1u8) 9200 9 ciuosue Juveds
lIJle,)luos.

loedd IJs edlps IJowsse esble podres 9223 brsdos Idpuolb§s 9leissd. Bp vepdso
¢shovb lJlse,uo.



“ 3 Mesh Edit Mesh Profile x

Profiles &

Advanced
Number of Profiles : 1

Name T Bridge Group Name Securty S GHz Band Bacichaul
[0  defaut-mesh-profile
1

2.4 GHz Band Backhaul

Ethemet Bridging Fast Roaming
8] [m]
]
Bridge Group
[}
2 5] Upeiste & Apply 1o Deviee

oSy pdV wiuosue Jubods IUlVeluoss

I9lo, CLI:

9124EWC(config)#wireless profile mesh default-mesh-profile
9124EWC(config-wireless-mesh-profile)#description "default mesh profile"
9124EWC(config-wireless-mesh-profile)#ethernet-bridging
9124EWC(config-wireless-mesh-profile)#ethernet-vlian-transparent
9124EWC(config-wireless-mesh-profile)#method authentication MESH_Authentication
9124EWC(config-wireless-mesh-profile)#method authorization MESH_Authorization

uwsdé e eluos JJgsly VLAN Looslus:

o 030 ldpsjo Jsudso pelded uldbs 9,09d IJuveJs Idgudwgeso Jedlelo VLAN Jzydo
P29 wslole ldlse,uw 1Upeslé:

« ] VLAN pdoo Ll sdo: wes 3Jd VLAN JI seldz wbl$s 9zuu yolo &yol
untagged.

- pl pu ogvdsd pu leyuse psule sebde gusel VLAN (bl pduo. suigbs
e IUlsesue JJl pu IUIblle Slo gdlele 1o pss sodd IJos Jsuw Jol gdlele
LPSS) w290 wygesd [Jlbblo.

* |o VLAN o3l sI90 peld wed 3Jd I Hub gldee 9861 IJ VLAN o vdsd eds
IJpsule (Guolé: pudsclg Iuwdow glbs).

C Bloe cessu puds ldlseruoe eds 9uoe b IUleuold: Sszo odssu suoe edles

eJs UvwJs Ethernet VLAN.



odpse: Jligvegsle wpssi AP VLAN: szow ldgle wpass glus IJIResl) Idgvwsled JuveJdo
VLAN.

lo Jl suvogped oo VLAN ST 09 SEUS IJ rapgé)@bcé 5%)9\;,: eJs VLAN iOJ;,S_: bouses
Suvdd eds ItJuLoJoc'S psule. Vs o3l IJyiyb: o SIS low 13 |.>|6: eJu grsbo ly sy
eJs IJ VLAN lods bosgs (ool VLAN 100): wg> 3JY lue weolz lo spdou VLAN
JuSles.

3. wuLoe u9bo IJgueg._J lJ>Igds6 |Js EWC 9spdud IJoz 8l pu eldé luuople 0 9bd
lJoue9d wluweesle 1dle, "show ap summary":



S124EWCHshow ap summary
Number of APs: 1

CC = Country Code
RD = Regulatory Domain

AP Mame Slots AP Model

Ethernet MAC  Radie MAC cc

RD IP Address

AP3C57.31C5.AC2C 2 C91244XI-B

lboly pdeue L8k 1Jse9d

3c57.31c5.ac2c 4cab.4d23.ased US

-B 192.168.109.11

Registered default location

Spdod lsuol 1986 Ldlbs 1Usod poLods gu 9lzos Idpuwesp Idruwspess (GUI) pse wlbo,
ubs 1Usosd J9og Flex+Bridge. JJzuo9d eds ywoesds IJluwesle spdud wess) luve
0Bb6 1Jsoed IU1u. B o3l IJlgsls sop luwegsle luve AP9124_RAP:

W All Access Points

i AP Model
1CSACIC s C8124000-B

1

T Access Points

General

General

Current Active AP Marna®*

Agrmin
f Sos i Swus Up Time
N ® 0 days 1 e

ming 37 sec

IJowluosd 1dgles Jugbo 1Jsosd

APICET INCE ALHE

detault location

l‘sr..m. o i

I

Tags

Verslon

Spdud oy Iesde IJzlds ep s edlps cussy IUubwds 9olds pu dosu 29,0
Judbs 9,09J IJzs) 9up wessu wdasu puds Idlse,ue eds eb louold pg perddle Juodle
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© ¢ Access Points

AP Certificate Policy

General
Current Active
TowlAPs:1
Admin §
AP Mo P Sl Suus Up Tima
ICEACIC Al COVZ4AN-B 2 L] e 37 sel
.
1 R
5 GHz Radios Backhaul
2.4 GHz Radios o
Dual-Band Radlos
Country
LSC Provision
2

=]

MAC | 0000.0000,0000

Edit AP = I

Mesh

Ethernet Port Configuration

o

5 Update & Apply to Device



Edit AP x

General Interfaces
General

Block Child

Daisy Chaining

Daisy Chaining strict-
RAP O

Preferred Parent MAC ‘ 0000.0000.0000

Role

Remove PSK

Backhaul

@ Radio Type and Slot can be changed only for a Root

Inventory Geolocation Mesh Advanced -
Ethermnet Port Configuration
D © Ethernet Bridging on the associated Mesh Profile should be enabled
to configure this section successfully
Port | 0 - |
‘ Mode | trunk - |
r - Native VLAN ID* | 100 |
| Root - |
Allowed VLAN IDs | 101 ':_Ta-|

W

AP

Backhaul Radio Type | 5ghz v |
Backhaul Slot ID. 1 v
Rate Types | auto - |

[z] Update & Apply to Device
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1. Op vuuosd ubs IUsuosd (AP) IJs 1Jpeesd 1 Jdogese. cuuoe uldbé IUsuesd IUs EWC
goboy Vs $lisesd udbs 1Usuo9d. Jp wogss) luveo IUs ybse pod AP9124_MAP 95,0
wod9suo WUrgy svods Vs edlpd cusy Iduveds. 1u8) B899 wrdse subosy eds IJzols:



"5 Ascass Pt ere

Mesh
W All Access Points
General Ethernet Port Configuration
Current Active Block Chid m] - .
) O
Total APs 2
e 0000.0000.0000
AP Mama P AP Mool i Sots ! Swus 100
AFD124_MAP M CHIZ4AN-B 2 1] o
APG124_RAP bl C9124AX-B 2 ©
"
1 -
Backhaul
5 GHz Radios
2.4 GHz Radios
-
Dual-Band Radios
Country
LSG Provision D Car 2] Update & Appiy to Device:
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pdlebo: pu Idluosl) 17.12.1c sep wEsS) pedd Idg)e IJIVe,)luos pu wdlb 109
(APs) b,l; 802.11AX oy 9600 Lo WO IJeluss lJs 115200 o Bs IJeluss.

IJz,skbo6 88> IJleuold o EWC:

A

| Y s I e 8 s I s Y s N s Y v s N o e N |

P

9124_MAP#

*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

:23.
:28.
:28.
:31.
:31.
:33.
:34.
134
:37.
:37.
:40.
:40.

0214]
1474]
1474]
1485]
1486]
4214]
1495]

.1495]

1505]
1505]
1515]
1515]

chatter: Device wired0 notify state change 1link Df
Re-Tx Count=1, Max Re-Tx Value=5, SendSeqgNum=83, |

Re-Tx Count=2, Max Re-Tx Value=5, SendSegNum=83, |

chatter: Device wired0 notify state change 1link Ul
Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=83, |

Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=84, |

Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=84, |



[*
[..
[*
[*
[*
[*

‘01/11/2024
]
01/11/2024
*01/11/2024
‘01/11/2024
‘01/11/2024

14:08:43.1524]

14:08:48.1537]
14:08:48.1538]
14:08:48.1539]
14:08:48.1542]

Max retransmission count exceeded, going back to I

BTock11s:
Remove a:
3C:!

CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshLink: Link Down Block Root port Mac:
CRIT-MeshWiredBackhaul[0]: Remove as uplink

cudd IJosbs s suoe IUlde ol go) Iduveds IUJIuvddss sovze gu wa9wsdsd RAP
ey uldd Jluwdds gds 1J9uls 36 Jpl woee gu wi9w9ded EWC gowglyy pgo:

[*
[*
[*
[*
[*
[*
[*
[*
[*
[*
L..
[*
[*
[*
[
[
[
[
[
[
[
[..
[
[
[
C..

‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
-]
01/11/2024
‘01/11/2024
*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

cee]

*01/11/2024
*01/11/2024
*01/11/2024

-]

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:

:51.
:51.
:51.
:51.
:51.
:51.
:53.
:53.
:53.8680]
:53.

:48.
:59.
:59.
:59.0106]
:59.0987]
:59.
:59.
:59.
:04.
:04

:06.
:06.
:06.

3893]
3894]
3915]
3926]
4045]
4053]
3898]
3904]

9232]

4388]
0000]
0106]

8466]
8466]
8769]
7842]

.7953]

6919]
8506]
8848]

CRIT-MeshRadioBackhaul[1]: Set as uplink
CRIT-MeshAwppAdj[1][4C:A6:4D:23:AE:F1]:
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (monO:
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (apbhi
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (apbhroO
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (mon0O) -
CRIT-MeshLink: Set Root port Mac: 4C:A6:4D:23:AE:]
Mesh Reconfiguring DHCP.

DOT11_UPLINK_EV: wgb_uplink_set_port_authorized: «
CRIT-MeshSecurity: Mesh Security successful auther

Set as Pal

Discovery Response from 192.168.100.40
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup
dtls_verify_server_cert: Controller certificate ve

CAPWAP State: Join

Sending Join request to 192.168.100.40 through po!
Sending Join request to 192.168.100.40 through pol
Join Response from 192.168.100.40, packet size 13

CAPWAP State: Run
AP has joined controller 9124EWC
Flexconnect Switching to Connected Mode!

soouad IJgsbs IUlo wdews Ideed Iusss Ulsws eo brsd wuler Ideed IUIEJSps.

Spdo o seuod ap C9115 116 go9lo eds VLAN 100 sogs 5Jd sedlds I ewe:
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wedsy: uog W Idlgaul, I VLAN 100 o IJ switchports Liuolbos VLAN loJs bousgs. in
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*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024
*01/19/2024

11:
11:

11
11
11

11:
11:
11:
11:

11
11

15:
15:
15:

40:
40:
:40:
:40:
:40:
40:
40:
40:
40:
:40:
:40:
13:
13:
13:

55

58.
.2070]
58.
58.
58.
58.
58.
.2600]
58.
58.
56.
56.
56.

.0710]

2070]

2150]
2150]
2400]
2530]
2600]

2670]
2670]
0000]
0070]
0070]

ethernet_port wired0O, ip 192.168.100.14, netmask .
CAPWAP State: Init

CAPWAP State: Discovery
Discovery Request sent to 192.168.100.40, discove
Discovery Request sent to 255.255.255.255, discove

CAPWAP State: Discovery

Discovery Response from 192.168.100.40
Found Configured MWAR '9124EWC' (respIdx 1).
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup



-]
*01/19/2024 15:13:56.1660] dtls_verify_server_cert: Controller certificate ve
*01/19/2024 15:13:56.9000] sudi99_request_check_and_load: Use HARSA SUDI cer:
*01/19/2024 15:13:57.2980]
*01/19/2024 15:13:57.2980] CAPWAP State: Join
*01/19/2024 15:13:57.3170] shared_setenv PART_BOOTCNT O &> /dev/null
*01/19/2024 15:13:57.8620] Sending Join request to 192.168.100.40 through po
*01/19/2024 15:14:02.8070] Sending Join request to 192.168.100.40 through po!
*01/19/2024 15:14:02.8200] Join Response from 192.168.100.40, packet size 13
*01/19/2024 15:14:02.8200] AC accepted previous sent request with result cod
*01/19/2024 15:14:03.3700] Received wlcType 2, timer 30
*01/19/2024 15:14:03.4440]
*01/19/2024 15:14:03.4440] CAPWAP State: Image Data
*01/19/2024 15:14:03.4440] AP 1image version 17.12.2.35 backup 17.9.4.27, Con
*01/19/2024 15:14:03.4440] Version is the same, do not need update.
*01/19/2024 15:14:03.4880] status 'upgrade.sh: Script called with args:[NO_UI
*01/19/2024 15:14:03.5330] do NO_UPGRADE, part2 1is active part
*01/19/2024 15:14:03.5520]
*01/19/2024 15:14:03.5520] CAPWAP State: Configure
*01/19/2024 15:14:03.5600] Telnet is not supported by AP, should not encode -
*01/19/2024 15:14:03.6880] Radio [1] Administrative state DISABLED change to
*01/19/2024 15:14:03.6890] Radio [0] Administrative state DISABLED change to
*01/19/2024 15:14:03.8670]
*01/19/2024 15:14:03.8670] CAPWAP State: Run
*01/19/2024 15:14:03.9290] AP has joined controller 9124EWC
*01/19/2024 15:14:03.9310] Flexconnect Switching to Connected Mode!
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3 Access Points Edit AP

General
W Al Access Points
Ganeral Tags
Current Active AP Name* APS1IE Pulicy LocaltilTag . B
default location -]
1 LY R ol
e I wwtocrigrore RO
Admin |
AP Name £ AP Model Poses ! Swus [m Vsl
APS118 il COTIBAXE-B 2 &
- -0 2 -]
R |
s @
1
LED Sottings -
5 GHz Radios ED State enaseen [

Ilisps vl 1Jyo9d pe ol osd 9115

AP Operational Configuration Viewer

APIIS
WLANs and Policles Site properties
LocalSWTag defaul-she-lag
Rarnot
= :opan = 1dotlx AP default-ap-profie Flas, Prafiy - defaul-flex-pro...
) LEL Stoic Miative VLAM ID : 100
open S0 : dotlx G o
v 0 : LocalSWProfle Palesy 0 LocalSWProhile
101 WLAN ID : 107
v o O Socuity - WRAD

AN = PEE_WLAN
D - PEE_WLAN
obcy € | LocalSWProfie
o101
v | WRAZ (PSK)

b)s588 &Hue wuvesd AP

IJozdd pu lduors

sedud 1988 Lers IJubods eu) 3lz0s Idpuwetse lumsess Idos webs lsual IJlz eu CLI
Bl oo ouuwgse IJle, show wireless mesh ap tree". Vs 9lzos IJpuwegsp lU)uw9pess: lowdd
lJs 1Jeslyes > Jlgwdds > 1duvode:



2”3 Mesh

iame [Hop Ctr,Link SNR,EG Mame,Chasmel,Pref Parest,Chan Util, clients]

Uved uldbs 9 09d Iduveds IJgudugessd

eds Isle 91Jgrsbs spdod 1Jeedd po 0dd Iduveds luwedsle IUle) 800 0dd e ds"™

APFL RAPEshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:8C:2C)

idx Cost Uplink InterfaceType

a8 16 TRUE WIRED

Mesh Wired Adjscency Info

Flags: Parent(P), Child(C}, Reachable(R), CapwapUp(W), BlockListed(B) Authenticated{A}
Address Cost Rawlost BlistCount Flags: P C R W B A Reject reason
3C:57:31:C5:AC2C 16 16 ] T/F: TFTTFT Filtered

Wired Backhaul: 1 [3C:57:31:C5:AC:2C]

idx Cost Uplink InterfaceType

1 Inwvalid FALSE WIRED

Hesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(W}, BlockListed(B) Authenticated{a)}
Address Cost RawCost BlistCount Flags: P C R W B A Reject reason
3C:57:31:C5:AC:2C 16 16 2 T/F: FFFFFF Filtered

Radic Backhauwl: @ [4C:AG:40:23:AE:F1]

idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType

2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE FALSE FALSE ALLOWED RADIO
No Radio Adjacency Exists
Radio Backhaul: 1 [4C:A8:40:23:AE:F1]
idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
3 MAINT DOWMNLINK UP Invalid FALSE TRUE FALSE FALSE TRUE ALLCWED RADIC
Mesh AWPP Radic adjacency info
Flags: Parent(P}, Child(C), Meighbor(MN), Reachable(R}, Capwaplp(HW},
Blocklisted{B), Authenticated(A), HTCapable(H}, VHTCapable(V)
OldParent({0), BoScan(s)
Address Cost RawCost LinkCost ReportedCost Snr Blount Ch Width Bgn Flags: FPOC N R W B A HV 5 Reject reason

AC:AG:40:23:590:51 Invalid Invalid @ & 75 @ 36 28 MHz - (T/F):

uldd s Juods g0 1)le

FFTFTFFTTTEF -




APS124 MAPSshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:A9:FB8]

igx Cost Uplink Interfacelype

@  Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(l), BlockListed(B) Authenticated(A)
Address Cost RawCost BlistCount Flags: PC R W B A Reject reason
IC:57:31:C5:49:F8 16 16 32 T/F: FFTFTT Blocklisted: GW UNREACHABLE

Hired Backhauwl: 1 [3C:57:31:05:49:F8]

idx Cost Uplink InterfaceType

1 Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(k), BlockListed(B} Authenticated{A}
Address Cost RewCost BlistCount Flags: P C R W B A Reject reason
F:57:31:Co:AD:FE 16 16 a T/F: FFFFFF Fllterad

Radio Backhaul: @ [4C:AB:4D:23:9D:51)
idx State Role RadiocState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE  FALSE FALSE ALLOWED RADIO

Ho Radio Adjacency Exists

Radic Backhaul: 1 [4C:AG:4D:23:9D:51]
Hops to Root: 1
idx Stete Role RodicState Cost Uplink Downlink Access ShutDown ChildrenAllowsd BlockChildstate InterfaceType
3 HMAINT UPLINK ¥ 217  TRUE TRUE FALSE FALSE TRUE ALLOWED RADIO
Mesh AWPP Radioc adjacency info
Flags: Parent(P), Child({C), Meighbor{N}, Reachable(R), CapwapUp(W},
BlockListed(E), Authenticated(A), HTCapable(H), VHTCapable(V)
0ldParent{0), BG5can(s)
Address Cost RawCost LinkCost Reportedfost Snr BCount Ch Width Bgn Flags: PO C MR W EBE AHWY 5 Reject reason
4C:AG:4D:23:AE:F1 217 272 156 16 mwm B 36 28 MHz - (T/F): TFFTTTFTTTEF -

arg1za_rarzifj
udd s Lo ds g0 1S sbs

[ Suwwlbse 399w yvwdsé VLAN trunking o uvdsd eds 1J ap glow:

AP9124_RAP#show mesh ethernet vlan config static
Static (Stored) ethernet VLAN Configuration

Ethernet Interface: O
Interface Mode: TRUNK
Native Vlan: 100
AlTowed Vlan: 101,

Ethernet Interface: 1
Interface Mode: ACCESS
Native Vlan: 0O

Allowed Vlan:



Ethernet Interface: 2
Interface Mode: ACCESS
Native Vlan: O

Allowed Vlan:

IJdpwssc ldeeesd 21dpeuad eds Ipad 2 op odds euslu IP po yboJs VLAN , 9 101:

:\Users\luke>ipconfig

dindows IP Configuration

Ethernet adapter usb xhci:

pecific DNS Suffix
IPv4 Address.
Subnet Mask
Default Gateway

luvede IUdposse, Idezesd 11desunse eds IJpesd 11P oo o ds VLAN 101:

Ethernet adapter Ethernet 6_White:

Connection-specific DNS Suffix .

Link-local IPv6 Address . . . . . : fe80::d1d6:f607:ff02:4217%18
IPv4 Address. . . . . . . . . . . : 192.168.101.13
Subnet Mask . . . . . . . . . . . i 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.101.1

C:\Users\tantunes>ping 192.168.101.12 -i 192.168.101.13

Pinging 192.168.101.12 with 32 bytes of data:

Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=7ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128

Ping statistics for 192.168.101.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 5ms, Maximum = 7ms, Average = 5ms



edlebé: 1 zle pdlebs lue Jlgouly ICMP Lsy lzo6 Windows szw |Juwple J ICMP
eds by gelss [Juble. ©89p iao_jé Windows ¢ vdJ lo,)lios welb,) ICMP W 2ol
zplss lduble.

ool wuwsb g JJozdd pusvb Ilse,owe 09 IJeuesd eds SVI Jubods VLAN 101 eds
JJlldpzodsw 9lesls Switch2 SVI |Js DHCP. szuoJ 1Jezed 2 SVI JuivwJs VLAN 101 s IP
p0 U ds VLAN 101 9spdud [ooly leuold Ideesd 1 VLAN 101 SVI J oo s VLAN 101
ozl pu lUlouold:

<#root>

Switch2#show ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM up down

V1an100 192.168.100.61 YES DHCP up up

VI an101 192.168.101.11 YES DHCP up up



GigabitEthernet0/1 unassigned YES unset up up

[...]

Switch2#

Switch2#ping 192.168.101.1 source 192.168.101.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.101.11

éﬁéééss rate is 100 percent (5/5), round-trip min/avg/max = 3/4/7 ms
Switch2#

<ffroot>

Switchl#sh ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.11 YES NVRAM up up

V1an100 192.168.100.1 YES NVRAM up up

VI an101 192.168. 101.1 YES NVRAM up up

GigabitEthernetl/0/1 unassigned YES unset up up
[...]

Switchl#ping 192.168.101.11 source 192.168.101.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.11, timeout is 2 seconds:
Packet sent with a source address of 192.168.101.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms
Switchl#

Jol luop IUsuoe 1Upeds ap 9115 |Js EWC:

- » Access Points

Al Access Points

Current Active Current Standby Preferred Active

Total AP3:3 O

AP 9115 oo op lJs EWC

op logile 3 guvodle pedss Jlgvddsse (WLAN). p9e9z6. PSK 9 dot1x we wessuwol |Us pdwd
o8O ywslywo pg VLAN 101 IJpg 96 Vs wogz 1J9o9J:

AP Name i AP Model : Slots i Stalus Up Time i IP Address : BaseRadioMAC : Ethemet MAC I AP Mode i



AP Operational Configuration Viewer

APS115
WLANs and Policies Site properties
LocalSWTag defaul-sine-tag
Rermate
WLAN = open WLAN = :dolix AR Join - dalaull-ap-profla Flox Profie & delait=-Mex=-pro...
' ) LED Stane : ) Mative VLAN 10 : 100
S50 : open S50 : dotlx Rogue Desaction :G
Polcy Q) : LocalSWProfle Poicy Q) - LocalSWProfile
o101 VLANID : 101
ity - Dpén wity - WPAZ
wLan = 1 PSK_WLAN
5510 ; PSE_WLAN
abcy (g : LocalSWProfile
o1
ty - WPAZ (PSK)
lJodssu ldogvgsds AP9115
Sedu Jdgpdle Ul pwdIds IUloyold wuvodlo WLAN:
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AP9124 RAPEshow mesh

adjacency
backhaul

bgscan

channel
client-debug-filter
config

convergence

dfs

dhcp

ethernet

forwarding

history
least-congested-scan
linktest

nat
res

security
stats
status
stp
timers

e b ds

MESH Adjacency

MESH backhaul

MESH Background Scanning

ME5H channels

MESH client debugging filter set
MESH config paramenter

MESH convergence info

MESH dfs information

Flex-mesh Internal DHCP Server
show mesh ethernet bridging
MESH Forwarding

MESH history of events

Mesh least congested channel scan
MESH linktest stats

Flex-mesh MNAT/PAT

MESH RES info

MESH Security Show

MESH stats

MESH status

MESH daisychain STP info

MESH Adjacency timers



AP91.44 RAPadebug mesh

adjacency MESH adjacency debugs
ap-link MESH link debugs

bg-scan Mesh background scanning debugs
channel MESH channel debugs

clear RESET all MESH debugs
client Debug mesh clients
convergence MESH convergence debugs
dhcp MESH Internal DHCP debugs
dump-pkts Dump mesh packets

events MESH events

filter MESH debug filter

forward-mcast Mesh forwarding mcast debugs
forward-table Mesh forwarding table debugs

history MESH history of events

level Enable different mesh debug lewvels
linktest Mesh linktest debugs

nat Mesh MAT debugs

path-control MESH path-control debugs
port-control MESH port-control debugs

security MESH security debugs

=tp MESH daisychain STP debugs
wpa_supplicant Mesh WPA_SUPPLICANT debugs
wWstp MESH W5TP debugs
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<#froot>

AP9124_RAP#show debug
mesh:

adjacent packet debugging is enabled

event debugging is enabled

mesh Tinktest debug debugging is enab
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Jan

16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.9938] INFO-MeshRadiol

<#root>
Jan 16 14:48:58 AP9124_RAP kernel: [*01/16/2024 14:48:58.9929] INFO-MeshRadiol
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.2889] INFO-MeshAwppA«
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.7894] INFO-MeshAwppA«
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.9931] INFO-MeshRadiol
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.9932] INFO-MeshRadiol
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.2891] INFO-MeshAwppA«
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.7891] INFO-MeshAwppA«
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.9937] INFO-MeshRadiol
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16 14:49:01 AP9124_RAP kernel: [*01/16/2024 14:49:01.2891] INFO-MeshAwppA«
16 14:49:25 AP9124 RAP kernel: [*01/16/2024 14:49: 25.5480] EVENT- MeshAwpp#

16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5481] EVENT-MeshRadi
16 14:49:25 AP9124 RAP kernel: [*01/16/2024 14:49:25.5481] EVENT- MeshRadi ¢

16 14:49:25 AP9124_RAP kernel: [*01/16/ 2024 14:49:25.5488] EVENT- MeshRadi c

16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5489] INFO-MeshRadiol
16 14:49:25 AP9124_ RAP kernel: [*01/16/2024 14:49:25.5501] EVENT- MeshRadi ¢

16 14:49:25 AP9124 RAP kernel: [*01/16/ 2024 14:49: 25.5501] EVENT- MeshAdj [ 1

16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5502] EVENT-MeshRad1i«
16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5511] EVENT-MeshLink
16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5512] EVENT-MeshSecul
16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5513] EVENT-MeshLink
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