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oouod 88> uvelos DNA Spaces 9 ME g0 wy909d9d HTTPS (IJpulds 443). B |eshs IUlzeul,
o3l 9upge ME 1Jos ogpd gJs 1542 AP $J NAT pg lodloss 9009 Jleds 1S 1dloo,oo.

lJodeso gv 9lzod ISy

Sod 16 $pJdu wsuosd 9236 Idopde Mobility Express ¢ pwlzle DNAC sJje lesls glse NTP 9
DNS sluoele udlos 5009 9less edis IJ1GJ. eds eduw s23le e dp IJIs 1es ouwows
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Se wIJsuosd 1Js slzos IJss. Mobility Express 99 13l9s6 IJe sl IUspus: lod, eds 2 iuvoe
euosle Jopdso supe 1dtwle. uwsd9p 9o 1Jews) wldéle clpsu weup IJesble Idpgse:



— c o W B nitpsy192.168.1.13, trmil#4 : o @ F

aifnenfns \
e CIISf.lO Cisco Aironet 1542 Series Mobility Express 0- A @ E

NETWORK SUMMARY ._/

ACCESS POINTS ® CLIENTS o EE x
B Interferers BY USAGE
ient | b Dl Usa "
# Wireless Dashboard .
AP Performance
Client Performance
‘? Best Practices APD4TE BEFR.TOTO

¥ Wireless Settings

i Management
-

mm  Advanced

lowdd 1Js Idbbé > 1Jsde 9olds po pilews WLC pg NTP. Luvdd IBe,luos: sop odasy
EWC puwo !l Jlgweesle 291> ciscome.pool.ntp.org NTP:

i c o @ & nupsy 192168103 Ll iy F 1

srfnen]u, .
e e cllsclc Cisco Aironet 1542 Series Mobility Express Q ﬂ @ - = '-ﬂ'
@ Monitoring

L Wireless Settings

TIME SETTINGS
ﬁ- Management

@ Access ) . Set Time Automatically
9 Time Zone (GMT +1:00) Amsterdam, Berlin, Rome, Vienna ’ O Erom Current Location
& Admin Accounts

(0]

¥ Software Update Set Time Manually * = 02/24/2020 11:21 PM ao

;’ Services MNTP Polling Interval = g8400 {seconds)
L

Advanced

time_settings_ntp_servers

add New NTP Server

HTF Index HTF Server HTF Stafus For All APs

N N
X x x

:_-:l

lowdd lJs gsble poddps > bale 9238 IJoedp > bele [pued bl IJigble 9] odlzol 902808
p0 1196 ¢ DNS. 9o vdd 180l o sop dssu ME puvudl Jlgwetsle g9l>e DNS
lJpwow9es. spdu beld guslo 9dsd HTTP gldpeuwdd Ws v lduowszs:
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e 'Ic||lsl1:‘ID|\' Cisco Alronet 1542 Series Mability EXpress Q A @ = a
@ Monitoring

£ wireless Settin gs

CONTROLLER TOOLS
ﬁ" Management
£ Advanced
* SNMP

& Logging

JARF Optimization Rastart Controller Conf guration i‘,":'l'l',_;\--w:_-l", T-f_|;|I;i|_"_;|'._.-',||||'-.:| Filas Troublgshgming Tools Upload File

~

£ Security Settings
DMNS Servers

DNS Server IP | Open DNS e 08 BT 23 [ 7]

HTTP-Proxy IP Address*

HTTP-Proxy Port*

oz lJlgsbloe 1Jdlgeddss > odlb IJguo?J‘ o2 dd pu luuople wBbs 9,09J 9lzxé gds 1UIEJ.
SpJu lu wdyy v dbs 1J9o9d 030 0 O wol IJus swpe wyvgsd ME gdsol:

& LE ] D & 193.168.1.13 E -9 %849

e T e e Q A @ ﬁ
Cisco Aironet 1542 Series Maobility Express =
ﬁ MCRHBNg cisco Cisco Airo f ability r
ﬁ' Wireless Settings

N WLANS ACCESS POINTS ADMINISTRATION

=
¥ pccess Points [

* Access Points
Groups

# WLaN U - CID - CEIXND
¥ SErs

' Guest WLANS e Primary Controller F'.‘l Puimary Contradies and Prefered Mastar t-'.; Prafened Master

& DHCP Server
Rafrazh

ﬁ- Management
&

Advanced ¢z O 4‘3

eds uwelus puslele DNA e wouwzsd 15e9d sldeuoe 1ds IWlesh > Idubudle
IUJluJds6>9,0.5J WLC/Catalyst 9800 o ling 9lod) eJs £3u2 IWes Ipess:



« = 2 @ © & nttpsy//dnaspaces.eu/setup/wirelessnetwork we & 7

Active APS

= Cisco DNA Spaces € 1 of 2000

Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 9800 Directly is an easy way to get your wireless network connected to Cisco DNA Spaces. No need to upgrade
Wireless LAN Controllers or recenfigure your wireless network.

(1 Install Root Certificate Need Help?
‘You can install the certificate from WLC CLI Access the below links 1o view
Wiew root cenificate & -
detailed help.
(2) Configure Token in WLC View Configuration Steps

Caonfigure the token in WLC to establish the connection.

Systemn Requirements

]4 Total controller(s) Frequently Asked

Questions

(3 Import Controllers into Location Hierarchy

Once the controllers are connected, you can impaort them into kecation hierarchy

controller(s)
imported to location Import Controllers
hierarchy

owwe e leess 9 URL:
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Token for WLC to connect to DNA Spaces

WG Cisco Catahyst 5800

Follow the steps below to configure token in WLG CLI

1 Execute the following steps in the WLC CLI mode

~SOVICDS cm disabis
bconfig cloud mww@ﬁfﬁ%w
cuoonfy dioud-Serioes senver id-
TOKEN
[mﬁ nmmmn]

d.config network dns serverip [drs_server_ip)
econfg cloud-services omx analie

2 = Check the summary using the following command:
a.show nMsp clowd -sorvices Summany

Ther rsult should be as fallows:
S hps: fivasilijepad ovic. dnaspaces . ou
1P fddross 63.32.127.190
Cornoctivity harps: UP
Sendco Status Active

et Roquast Stans HITPM .1 200 0K
Hoartboat Status 0K

IS 9lzos IJ9sw ME: czo gsblo po@dp6 > CMX. §p wJuod euslo URL sl,ej 1dpps)
Jdpolb9é:

«|=> ﬁj @ & nttps192.068.1,13 50eens/dashboard htrmi# ey = =2 T o

; ) e -ll:|l|5-::|';- Cisco Aironet 1542 Series Mobility Express Q A @ E ﬁ
& Monitoring

'ﬁ‘ Wireless Settings

'1’_ ) CONMECTED MOBILE EXPERIENCE: CMX
WELED =l

+

mm Advanced
+ SNMP

VU Enabled

& Logging

il RF Optimization CMX Status  Enabled o
# Controller Tools CMX Server URL * https:/ivasilijeperovic.dnaspaces.e
$¥ Security Settings CMX Server Token *  eyJ0eXAIOIJKV1GILCJIhbGEIOJIL

JJozdd o cluwsuw IUleuold 1ud) eds b lRowb Idboulb. B 2lds cluusuw IUleuald.
swes) Id Ids Idhoulb .Ji&.J.s:

? Test Link




webs I od IJolds sldloedld s luwaos)b spdle IJoede WS ouwdund IJpesde".
IJodaso v CLI (3208 Lulo, Iisle))

lJeedd pu ©dosu NTP 9ejlpuwor

(ME) >show time

T B, Mon Feb 24 23:38:13 2020
Timezone delta........ ... ... i, 0:0
Timezone location............ ... ... (GMI +1: 00) Ansterdam Berlin, Ronme, Vienna
NTP Servers
NTP Version. ...... ..., 3
NTP Polling Interval......................... 86400
I ndex NTP Key | ndex NTP Server St at us NTP Msg Auth Status
10 0. ci scone. pool . ntp.org In Sync AUTH DI SABLED
20 1. ci scone. pool .ntp.org Not Tried AUTH DI SABLED
30 2.ciscone. pool .ntp.org Not Tried AUTH DI SABLED

SpJdu |uolds g9le NTP 23836 Lluwaegsle 1Ule, config time ntp server <index> <ip_address>.

o298 pu wIdIsu g9l DNS:

(ME) >show network summary

RF-Network Name............. ... ... VE

DNS Server IPLl........ ... ... . .. . ... 192.168.1.1
DNS Server 1P2.... ... . .. . .. i 208. 67. 222. 222
DNS Server IP3... ... . ... .. . . 208. 67. 220. 220

SpJdu |uolds g9lse DNS 23536 Lluwegsle 1Jie, config network dns serverify <ip_addr>.

Joldss luuoele wdbs 1Us o9J:

(ME) >show ap summary

Number of APS. . ... ... . . . . e 1

A obal AP User Name............. .. adm n

G obal AP Dotlx User Name........................ Not Confi gured
d obal AP Dot1x EAP Method....................... EAP- FAST

* prefix indicates G sco Internal AP

AP Name Slots AP Model Et hernet MAC Location Country
| P Addr ess Clients DSE Location
*APD478. 9BF8. 7070 2 Al R- AP1542| - E-K9  d4:78:9b:f8:70: 70 default location BE

192.168. 1. 185 0 [0,0,0]

ol 30l wlodl 8p wldsuosd IUs uwelws puwldle DNA so Loz IJs Id]esh > IJgbedle



Ul pudFsd> 9,05 WLC/Catalyst 9800 ol i slow, e £aue Ies IJeess:
« 2 @ @ & https;//dnaspaces.eu/setup/wirelessnetwork e B fy

Active APs

= Cisco DNA Spaces 1 of 2000

Connect your wireless network

Connect WLC/Catalyst 9800 Directly

Connect WLC/Catalyst 3800 Directly is an easy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade
Wireless LAN Controllers or reconfigure your wirgless network.

1 Install Root Certificate Need Help?

You can install the certificate from WLC CLI Accass the Below links 1o view

Wiew root cenificate X
detailed help.

2 GDI‘IﬁQU re Token in WLC View Configuration Steps
| Confsgure the token in WLE 1o establish the connection.

System Requirements

14 Total controller(s) Frequently Asked

Questions

3| Import Controllers into Location Hierarchy

Once the controllers are connected, you can import them into kecation hierarchy

controllen(s)
imported to location Import Controllers
hierarchy

owe e Idpps) 9 URL:
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Token for WLC to connect to DNA Spaces

WG Cisco Catahyst 5800

Follow the steps below to configure token in WLG CLI

1 Execute the following steps in the WLC CLI mode

d.config network dns serverip [drs_server_ip)
econfg cloud-services omx analie

2 Check the summary using the following command:
a.show S chiiod - Sofvices Summany

Ther rsult should be as fallows:

S hps: fivasilijepad ovic. dnaspaces . ou
1P Addross 63.32.127.190

Cornoctivity harps: UP

Sendce Status Actva

et Roquast Stans HITPM .1 200 0K

Hoartboat Status 0K

Sp woubgsd Idisle) 1Jelss:

(ME) >config cloud-services cmx disable

(ME) >config cloud-services server url [URL]

(ME) >config cloud-services server id-token [TOKEN]
(ME) >config cloud-services cmx enable

JJozdd eu louwle Idlouald o uwele6 DNA Spaces wuele: 9 woungsd:

CMX Service
5= Y https://vasilijeperovic. dnaspaces. eu
[P AdAr eSS, .. 63.33.127. 190
Connectivity. ... https: UP
Service Status ............ i Active
Last Request Status........................... HTTP/ 1.1 200 K
Heartbeat Status ............................. oK
Payl oad Conpression type ..................... gzip

luvosib spdle Idoedp B IJose IJosyps JJesde

IWop wdS6 lJuwosiss Vs puwlzle DNA. weo IJlgshb>ldubedle IUJluwdIdsé>ososd

WLC/Catalyst 9800 pul i 0@, 999 spdle IJogde B IJlgwos)b.

|&




« = 3 o @ B hpsdnaspaces.eu/setupwinelessnetwork - 3 G O

Acthe AlPs a

= Cisco DNA Spaces ¢ 1 of 2000

Connect WLC/Catalyst 9800 Directly

Connect WLC /Catalyst 9800 Directly is an easy way 1o get your wireless network connected to Cisco DNA Spaces. No need to upgrade Wireless LAN Controllers or reconfigure
your wiraboss netwark,

1 Install Root Certificate Meed Help?

| Wi can insanll the cermacate from WLC CLI Arcess the belovw links 10 view detsded
Wiew root certibcats helg.

2 Gonﬂgure Token in WLC View Configuration Steps

Conhgune the wien in WLE 10 emablish the connection.
[ System Requiremaents

WView Toke:
'] 4 Total controfer(s) W Tomn Frequently Asked Questions

3 Import Controllers into Location Hierarchy

Once the controliers are connected, you Gan Empon them into location hiesarchy

o

0288 po 1y ISl 1069293 washs luwe zuvlod slud) B9 "IJalds™ 3l cec lalds weuo
IUpslde wldBed. Buugd wlbbo, B 1JBlsps bolo:

&« = & o U & nhitpsy/dnaspaces.e/setupwirelessnetwork e 2 1o

Import Controllers

Where do you want to import this Controller
Choose a location that you wani to import this controller.

=2, Search Locations ’x

TestLocation ®




loze eu wslo IP J9zss Idepde IJEluos wd 925 Idpswe [dpeles Jo sluagbo IJolds:

Sodart the Conwcka 5] tial ywid wWank 10 imion

¥ Or & ¥
L] L] L] L]

bl Jiwo Jp wop luolds Is plde 13,0 lod,y 898 luole W@ b:

WwSwpe bog) IUpbldus lJos odsd lue we luwas,s ME wogle 1Js Idousdusd 1doses
JJese:



Controller successfully
imported to location
hierarchy!

Total controllers added : 1
Total number of APs : 1
Total number of Locations : 0

Would you like to organize your location
hierarchy

Yes, take me to location hierarchy

| No, Continue with Setup |

UL‘, w8 wyuosd EWC wuglz wlduweleéd spdoud Idose olywegsle JJ psile DNA Spaces
1JI3)s.

IJordd pu lJuoes

Jl s92> eldsl lle JJoedd pu Loes 03l IJodssy.

luwed bl 1Jisble ol aJlzol
S99, o3l IJd e Idpedsple IJos spdud |uwegslpol Jlgwedgiled i'a]olc lJodasu sluadlzol.

s> wuoese IJigble gJs Mobility Express pza9sl JJglsé: 9l $98, 990 Jolué 030 1JpdlJs
IJJdes) po ldpedsple 2od uvow Buivd IUleuold wlduvelus. glse NTP p08,§95. 9 DNS I sz.J

DNA Spaces 9>l IJzpls6 15 : Jo HTTPS Lus9rs IJs udw wuozse
IJigble glbol, 1 et zle:




(ME) >show cloud-services cmx summary

CMX Servi ce
eI Vel o https://vasilijeperovic.dnaspaces. eu
IP Address. ... 0.0.0.0
Service Status ......... . Down
Connectivity. ... .. https: Failed to establish connection
Time remaining for next Retry................. 5 Seconds

Vs gldo wyud IUlogold olduweles: guszlad Mobility Express cooswo JJ 30 eluso.
Jupdsy vuoese IUlgble voullbs §p vovgsd:

(ME) >debug nmsp all enable
*emAéb: Jul 01 00:20:52.836: Started http trace logging to file /var/l| og/debug/w c-debug-
captures.txt

Jou 1212 o IJIZ2ble obolu, 9l 0,0 17 150 NTP 1J 09,995 9Jl 5,990 DNS LzJ |
ozld o wlzle, DNA 9251, |J?p|k5.6 lJ3s Spus 2096 py9) HTTPS. 9Josl Il wew S9uo8 slispl
vlole Idoglb 1Jg)e eds pu93 pzod AP.

SpJdu IJlbJlg bolo eds pold gds logold Bluvd ouvew NTP gs) pdyu:

(ME) >debug nmsp all enable

Debuggi ng session started on Jul 01 00: 20:52.839 for W.C Al R-AP1542] - E- K9 Version :8.10.112.0
SN : FGL2324B02P Host name ME

*nmepTxServer Task: Jul 01 00: 21: 05.408: Recei ved Message LOCP_HTTPS_SERVI CE_UPDATE
*nmepTxServer Task: Jul 01 00: 21: 05.408: Recei ved CMX servi ce conmand CMX_SERVI CE_LI NK_CHECK,

Buf fer Length 1292

*nmepTxServer Task: Jul 01 00: 21: 05. 408: connection failed. Attempt 1

*nnepTxServer Task: Jul 01 00: 21: 05. 409: configured Domain:vasilijeperovic.dnaspaces. eu
*nmepTxServer Task: Jul 01 00: 21: 05.409: Connect to data.dnaspaces. eu/ networ kdata, Tenent |d
vasilijeperovic

*nmepTxServer Task: Jul 01 00: 21: 05.409: Keep Alive

Url:https://data.dnaspaces. eu/ api/ confi g/ vl/ nmspconfi g/ 192. 168. 1. 13

*nmepTxServer Task: Jul 01 00: 21: 05.409: Initating cmx-cloud connetion. port 443, token
eyJ0eXAi O JKV1{ i nformation-onitted] | 8krcrpnmRqOg

*nmepTxServer Task: Jul 01 00: 21: 05.409: [CTX:0] Tx handles in use 0, free 1
*nmepTxServer Task: Jul 01 00: 21:05.411: [CTX: 1] Tx handles in use 0, free 32
*nmepTxServer Task: Jul 01 00: 21:05.411: Http connection URL

htt ps://dat a. dnaspaces. eu/ net wor kdat a?j wt t oken=eyJ0eXAi O JKV1{ i nformati on-om tted] | 8krcrpnRqOg
*nmepTxServer Task: Jul 01 00: 21: 05.411: Sending Echo Req in start. Refresh Handl e =Yes
*nmepTxServer Task: Jul 01 00: 21:05.411: Https Control path handl e nay be refreshed.
*nmspMkSer ver Task: Jul 01 00: 21: 05.413: Async Perform done on 1 nessages

eold eds IUlouold [Julee:

(ME) >debug nmsp all enable
Debuggi ng session started on Feb 25 01:13:04.913 for W.C Al R- AP1542] - E- K9 Version :8.10.112.0
SN : FGL2324B02P Host nane ME

*em\éb: Feb 25 01:13:10.138: Init cmx-cloud config: Already initialized
*emMeb: Feb 25 01:13:10.138: Starting connection retry timer
*em\eb: Feb 25 01:13:10.138: Posting Service Request 50 to Tx service

*nnepTxServer Task: Feb 25 01:13:10.212: Received Message LOCP_HTTPS_SERVI CE_UPDATE



*nmepTxServer Task: Feb 25 01:13:10.213: Recei ved CMX servi ce conmand CMX_SERVI CE_START, Buffer
Lengt h 1292

*nnmepTxServer Task: Feb 25 01:13:10.213: configured Domain:vasilijeperovic.dnaspaces. eu
*nmepTxServer Task: Feb 25 01:13:10.213: Connect to data.dnaspaces. eu/ networ kdata, Tenent |d
vasilijeperovic

*nmepTxServer Task: Feb 25 01:13:10.213: Keep Alive

Url:https://data. dnaspaces. eu/ api/ confi g/ vl/ nmspconfi g/ 192. 168. 1. 13

*nmepTxServer Task: Feb 25 01:13:10.213: Initating cmx-cloud connetion. port 443, token
eyJ0eXAi O JKV1{Q i nformati on-omnitted] | 8krcrpnmRqOg

*nmepTxServer Task: Feb 25 01:13:10.216: [CTX: 1] Tx handles in use 0, free 32

*nmepTxServer Task: Feb 25 01:13:10.216: Http connection URL

htt ps://dat a. dnaspaces. eu/ net wor kdat a?j wt t oken=eeyJ0eXAi O JKV1{ i nf or mati on-omi tted] | 8krcr pmRq0g
*nmepTxServer Task: Feb 25 01:13:10.216: Sending Echo Req in start. Refresh Handl e =No
*nmspMkSer ver Task: Feb 25 01:13:10.217: Async Perform done on 1 nessages

*nmspMkSer ver Task: Feb 25 01:13:10. 446: Received: 17 bytes header

*nmspMkSer ver Task: Feb 25 01:13:10. 446: Rx Header HTTP/1l.1 200 OK

*nmspMkSer ver Task: Feb 25 01:13: 10. 446: 00000000: 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
0d HTTP/1.1.200. XK.

*nmspMkSer ver Task: Feb 25 01:13:10. 446: 00000010: Oa

*nnmspMkSer ver Task: Feb 25 01:13: 10. 446: Received Heartbeat response on connection [ 0]

*nmspMkSer ver Task: Feb 25 01:13:10. 446: Stopping connection retry timer
*nnmspMkSer ver Task: Feb 25 01:13: 10. 446: connection succeeded. server IP 63.33.127.190
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