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IJodosulo
odosu lUbuds 1wl uss 2/3

- 9028 wy9wsded gb loold v s VLAN (VTP): Lboslos
Swds 03l pold IJogvdsd pu VTP luudyo.

vtp domain ‘name’
vtp mode transparent

- 1dub)d pewss: IJuivgys 1Jppcsd IJuwnsed JIJ Uveds Vian (PVST)
S9uee 03l lJpeld wdgsy PVST IJuw,sE.

spanning-tree mode rapid-pvst
spanning-tree portfast default
spanning-tree portfast bpduguard default
spanning-tree portfast bpdufilter default
spanning-tree extend system-id

- ¢JB8o VLANS sgsu
S9uoe 03l Idpeld Jswso lugvle vwdle VLAN.

vlian 151
name Voice_VLAN
!
vlian 152
name Video_VLAN
!
vlan 155
name WM_VLAN
!
vlan 158
name 8021X_WiFi_VLAN

- odosu IJuwsluo IJIve,)losé
Swp &Hue wdIsu Idwslws IJlve,)lose Vs ol Idpeld.

ip default-gateway <ip address>
ip route vrf Mgmt-vrf 0.0.0.0 0.0.0.0 172.26.150.1

- odosu IJuszso slehs IJoszse IUblo,s JJIL6 (VRF)
Swpe &ue wIdysu Management VRF Ws o3l IJpeld.

interface GigabitEthernet0/0

description Connected to FlashNet - DO NOT ROUTE
vrf forwarding Mgmt-vrf

ip address 172.26.150.202 255.255.255.0

no ip redirects



no ip proxy-arp
load-interval 30
carrier-delay msec 0
negotiation auto

no cdp enable

vrf definition Mgmt-vrf

- odysu IJobud gds w9999l IP DHCP
B 03l ldpelde op cdosy IJebdd gJs wy9e9dsd DHCP Jzess uvodle VLAN Uzl ob
wlJepsd IUJlpwdds.

ip dhcp snooping vlan 151-154,156-165

no ip dhcp snooping information option

ip dhcp snooping wireless bootp-broadcast enable
ip dhcp snooping

pdlzbé: sz 9o edlps eds pulds 1Jsods Jo§s Jel 09 p9 o I pld pulds
lJoodo/9uls lJpsuls.

- ooy VB wy9esded wedsd IJeusly (ARP)
Bes 031 IJpeld: op dose Bzuo ARP Jzase uvodle VLAN 1Jl,o6 Uldg esd IJJlgudds.

ip arp inspection vlan 151-154,156-165
ip arp inspection validate src-mac dst-mac ip allow zeros

pllebd: sz 9uoe edlpd eds pulds IUsods J&§6 Jel 09 p9 oz SOs peld pul9s
lUsuoJslBols IJpsule.

- pulds s odlo/guls 1Jeouss (IUgwelz wuvewdle VLAN IJo,9)86)
O o3l ldpeld wp wdssy puds 19 odol§ulo 1Jpods.

interface Port-channell
description Connected Dist-1

switchport trunk native vlan 4002
switchport trunk allowed vlan 151-166,4093
switchport mode trunk

ip arp inspection trust

load-interval 30
carrier-delay msec 0

ip dhcp snooping trust

interface GigabitEthernetl/1/1

description Connected Dist-1

switchport trunk native vlan 4002
switchport trunk allowed vlan 151-166,4093
switchport mode trunk

ip arp inspection trust

load-interval 30

channel-protocol pagp

channel-group 1 mode desirable



ip dhcp snooping trust

interface GigabitEthernetl/1/2
description Connected Dist-1

switchport trunk native vlan 4002
switchport trunk allowed vlan 151-166,4093
switchport mode trunk

ip arp inspection trust

load-interval 30

channel -

protocol pagp

channel-group 1 mode desirable

ip dhcp

snooping trust

L§IH’\JQS5 LJ¢3\3L§LJ

- 9lzos IJbL6 IUJlwdIdso
Os o3l Idpeld: swp wpdsu IUgblisws IJJIQUJ-:J@&Q@QP odysu guuo) Idoedp WS Uy ds
lJeedss IJdluwdIdss (WLC) 1Jglue wasoe Iduosed 5760 wlgwoulo ubs) Idoudd.

interface vlan 105

description Wireless Management Interface
ip address 10.101.1.109 255.255.255.240
load-interval 30

logging event link-status

no shutdown

wireless

wireless
wireless
wireless

management interface vlan 105

mobility group name 3850_Branch_1
mobility group member ip 10.99.2.242 public-ip 10.99.2.242 group GA-Domain-1
mobility group member ip 10.99.2.243 public-ip 10.99.2.243 group GA-Domain-2

pdleboé:spdod |uuegsle Cisco 5508 WLC Iy 8510 AireOS do)l$o Luwle Losd.

il

* pEJplo gp9psd
S92t 03l Idpeld wdssu Idpedele 1Ugp9pso.

aaa new-model
aaa authentication login PRIME_RADIUS_AUTH_GRP group PRIME_RADIUS_SERVER_GRP
aaa authentication dotlx PRIME_RADIUS_AUTH_GRP group PRIME_RADIUS_SERVER_GRP
aaa authorization network PRIME_RADIUS_AUTHO_GRP group PRIME_RADIUS_SERVER_GRP
aaa authorization network PRIME_CWA_MAC_FILTER group PRIME_RADIUS_SERVER_GRP
aaa accounting Identity PRIME_RADIUS_ACCT_GRP start-stop group PRIME_RADIUS_SERVER_GRP

aaa server radius dynamic-author
client 10.100.1.49 server-key 7 02050D480809
auth-type any



radius server PRIME_RADIUS_SERVER_1
address ipv4 10.100.1.49 auth-port 1812 acct-port 1813
timeout 1

key 7 121A0C041104

!

radius-server attribute 6 on-for-login-auth
radius-server attribute 31 send nas-port-detail
!

aaa group server radius PRIME_RADIUS_SERVER_GRP
server name PRIME_RADIUS_SERVER_1

WLAN

. Ubods 802.1X WLAN
SEp £ oSy uvods WLAN 802.1X B 03l 1JpelJ.

wlan ABCCorp-8021X 1 ABCCorp-8021X
band-select

aaa-override

nac

wifidirect policy deny

client vlan 8021X WiFi_VLAN

ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output
accounting-list PRIME_RADIUS_ACCT_GRP
security dotlx authentication-list PRIME_RADIUS_AUTH_GRP
session-timeout 21600

wmm regquire

no shutdown

- b ds WLAN 1Jgl o6 Lldpdelz IJpube,d puvedl
Sup &2 wdsu Uvods WLAN 1Jgl oo Cldpelz Idpuive,d puuodl B o3l IJpeld.

wlan ABCCorp_PSK 2 ABCCorp_PSK

band-select

client vlan PSK_WiFi_ VLAN

ip flow monitor wireless-avc-basic input

ip flow monitor wireless-avc-basic output

no security wpa akm dotlx

security wpa akm psk set-key ascii 8 AAPAAQeRgFGCE_dLbLEOCNPP[AAAAAAMcLKMPc TcSbIhbU\HeaSXF_AAB
service-policy output ABCCorp_PSK-PARENT-POLICY
session-timeout 7200

wifidirect policy deny

wmm require

no shutdown

- Bop yvwds WLAN
Sop e wdssu uveds WLAN IJpdo92s B o3l IJpeld.

wlan ABCCorp_OPEN 3 ABCCorp_OPEN
band-select

client vlan Open_WiFi_VLAN

ip flow monitor wireless-avc-basic input



ip flow monitor wireless-avc-basic output

no security wpano security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes

service-policy output ABCCorp_OPEN-PARENT-POLICY
session-timeout 1800

wifidirect policy deny

wmm regquire

no shutdown

oJ oo

- CWA Guest WLAN
Swp &u2 wdssu Jvwds WLAN 1Jgluos wuosd CWA B ol Idpeld.

wlan ABCCorp-Guest 15 ABCCorp-Guest
aaa-override

accounting-list PRIME_RADIUS_ACCT_GRP
client vlan GUEST_ VLAN

ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output
load-balance

security dotlx authentication-list PRIME_RADIUS_AUTH_GR
Pmac-filtering PRIME_CWA_MAC_FILTER
mobility anchor 10.99.2.242

mobility anchor 10.99.2.243

nac

no security wpa

no security wpa am dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
session-timeout 3600

wmm regquire

no shutdown

- pdluss IJeoudd sedssy yineds WLAN JJosud gds uldbé b 5760 Guest 1
O o3l ldpeld wp wdgsy Mobility 9 Guest WLAN gJs 5760 Guest Anchor 1.

wireless mobility group name GA-Domain-1
wireless mobility group member ip 10.101.1.109 public-ip 10.101.1.109 group 3850_Branch_1

wlan ABCCorp-Guest 15 ABCCorp-Guest
aaa-override

accounting-list PRIME_RADIUS_ACCT_GRP
client vlan GUEST WiFi_VLAN

ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output
load-balance

security dotlx authentication-list PRIME_RADIUS_AUTH_GRP
mac-filtering PRIME_CWA_MAC_FILTER
mobility anchor 10.99.2.242

nac

no security wpa

no security wpa am dotlx

no security wpa wpa?2

no security wpa wpa2 ciphers aes
session-timeout 3600

wmm require



no shutdown
- lehs wozso Slispd IJoede S 1Jsuesd (ACL) J CWA (IJpuol §8 1Jpydies JUssw)
Swe &0 IJodsso Jlghs wozse $lises IJozde B 1dsed (ACL) J CWA B o3l Idecld.

Extended IP access list PRIME-CWA-REDIRECT-ACL
10 deny icmp any any

20 deny udp any eq bootps any

30 deny udp any any eq bootpc

40 deny udp any eq bootpc any

50 deny udp any any eq domain

60 deny tcp any any eq domain

70 deny ip any host 10.100.1.49

80 permit tcp any any eq www

é_.),ok"a I0S |.J.J|uudd..$5 U,oo,j)pﬁ

- od9su udss Idobosd sldozdpe (AVC)
S9uoe o3l ldpeld wdysy AVC.

flow exporter PRIME_FNF_COLLECTOR_1
description FLEXIBLE NETFLOW COLLECTOR
destination 10.100.1.82

dscp 46

transport udp 9991

1

1

flow monitor wireless-avc-basic
exporter PRIME_FNF_COLLECTOR_1

record wireless avc basic

- odysu v IJs WLAN
S9uee ol Idpeold odysy v dé WLAN.

wlan ABCCorp-8021X 1 ABCCorp-8021X
ip flow monitor wireless-avc-basic input
ip flow monitor wireless-avc-basic output

- ogbdsd &Huo IJoublg 1IJo)sss JJg)se Juvwdle WLAN
s9uee Ipold odssu wuvdsd oo IJubld IJe,ss JJgse Juvwdle WLAN.

policy-map ABCCrop-8021X-PARENT-POLICY

description PRIME-ABCCorp-8021X EGRESS PARENT POLICY
class class-default

shape average percent 40

queue-buffers ratio 0

policy-map ABCCorp-PSK-PARENT-Policy

description PRIME-ABCCorp-PSK EGRESS PARENT POLICY
class class-default

shape average percent 30

queue-buffers ratio 0

- odysu v Jo WLAN
S9uot 0l Idpeld wdysy v ds WLAN.



wlan ABCCorp-8021X 1 ABCCorp-8021X
service-policy output ABCCorp-8021X-PARENT-POLICY

I od IJppbuwle
90wUopw I8 od 1Upsbule Jodsso IJusodle 1Jdlue]dss ol sds:
- luwegsle 1le, Wireless client fast-ssid-change JoJoso wgss, SSID LuyseE.

s lowepsle 8le) oubde) IJps IJpas) eds pdclz 9Jed 1dpa9) 9o ubds,ol.
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