lwoduuld [gble I oele CWO17X WIFi7 AP
9luedlzol pog Catalyst 9800 WLC

pl) o)2.5.) DNS

euwoos s CDP/LLDP
wodsle pJo RAF

0, )6 s e ?

2806 | 9.5 9_pg Meraki
AP 8.5 9,_pg Catalyst
e o 6 AP Llec

lo Sle 6
|Jp 9506
s9u2e 03l IJpuwows luueduld Tgble ,ub u§los 1IUg oed WIFI7 slusdlzol e £36 plzd.

lJpdoule lJpwedspd



9e6 IJoedp IUJluwdIss 9800 Series e
Cisco I0S XE 17.18.03 version -
CWo172| -

luoslh woe oubgsd vbo lJgo9d

ewdpel sop ldéle 2o 0dld 9,09d WIFIT 23536 9o vd B IJwposs wuvdd Lozse: wzdd
9l pu 218 pduy LED swadle wie wubgsd 9228 Idoede. spdod Iiese IJs ddsd vouse
IJiz036 Juessz udlos Idsuosd 1ezss JJozdd o 2lJs pdui, LED Jroaudd 9 v b
lJ9o9d: a3 disd wowse 09 | WiFi7

ozl pu lde> 1IJbos U pulbdole blge vl IJysosd (APs) (Wiso/wldsle [Je s>
wldbl s go)y yuods lse,uw) geldle LED 1Jpew9 986 r4»,_9IUJ uodao wslole U@Ib
lJoo9d (AP) Jigwe gl puvdds WOs IJblgé:

lJwd, wJo Cisco Wireless 9172

Bl oo 1Ubl§s JIvss: sop wposs uldbs Iy o9J voal;_goap@J uble ouvgsd °
Meraki J 09,6 |_wlusé/lde )l osé Jol.

Jiod 0,6 zos ouvede udbs IJsosd susly IP. Bbs 9o Meraki. Jl o J9y o dboé
1U9,09d £0586 £y wu99dsd CDP: 90l oo 3J luwegse w9999 LLDP
JIdeildo gds IJuvods.

udbs IJsuosd ey Blb,o eds IUzuesd eds ewslo IP

Bl wysde u@bo IJyuosd Vs 1dzuesd eds guslu IPc spdod io OGS £Js 9226 wedp udbs
IUso9d B 9uoe IJeszsd 290 louold B 1dsye O

Gp wougsd pedsple Ideszsd 290 louold B pbldus 9226 IJozde <Meraki> Jdzuosd eds
IJuvedle IJeldsé 9elds pelades Ideszsd.

<#root>

<Meraki>

offline-mgration-info

| [2000-01-01 00:00:36.528] AP in day0 - offline migration

Bl odse ubo lJyosd Vs odo IJzlJs:


https://www.cisco.com/c/ar_ae/support/wireless/catalyst-9100ax-access-points/products-installation-guides-list.html
https://www.cisco.com/c/ar_ae/support/wireless/catalyst-9100ax-access-points/products-installation-guides-list.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wireless-9172-series-access-points-ds.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wireless-9172-series-access-points-ds.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9100ax-access-points/wireless-9172-series-access-points-ds.html

88w IJ switchport o v dsd pu Lol pdcle: spdu lu sdsu lel suoe 1J9u09J: Is 908 *
tb Ilouold pe pzpsed VLAN 1Jgl 06 Llblys wdls IJs o] eds lwe luods.

e weee IJodlb 25p6 gds puds pz9d woLosd APs 908z o w8 § DORA (Ido il ¢
&uo: bdo« ACK) Joid§> ol Bl dlpw bdole DHCP wuod IJs [Jghe 9swpe Lezle 1de ) 902.
oul pold pu DHCP 2,36 ulze wsu IJ ap 9ld DHCP s J:

dhcp.id == Ox5ca99203

2 Time Source Destination Protocol Lengtl Info
97564 978.084928500 0.0.0.0 255.255.255.255 DHCP 348 DHCP Discover - Transaction ID @x5ca992@3
97598 981.113901400 10.127.197.201 10.127.197.225 DHCP 342 DHCP Offer - Transaction ID @x5ca99203
97599 981.114142500 ©.0.0.0 255.255.255.255 DHCP 36@ DHCP Request - Transaction ID @x5ca99203
97600 981.117014900 10.127.197.201 10.127.197.225 DHCP 342 DHCP ACK - Transaction ID @x5ca99203

IJedllb 9,006 AP: pglpds DHCP (DORA) Glzzs wso wdbs IUs s 9¢ls0 DHCP

Wubd wz9sd 9_oe AP Catalyst

ouwegse udlb 1Usuosd (APS) po Iduwduwds CWI7X 1Usé oipsd peodds go udlb
lJso9d pu lduwduwds Catalyst 9100 Series 1J9>506. Jozssd u9bé 9,09d CWI17x |Js
9uog Catalyst. wgwps Idgpdss gds wdssule Jvwds o6 wpl Vs 3JY gshle DHCP
slgsble DNS glpdluss 1J9ue9d [Js Iduweles.

wzled udbs IJsuesd lsdl luudse "IJgsh DHCP )80 43" I3l Jp sop wdosu s Beseb 9 SOE
ld9w29d 1ds 1P Bluel wsze I Iuwdsew DNS. Bspl sds Iddupls! Iduslisgs 1Jes spdo To
webd gpdsé lJogysd odo.

puvddle doszsd Iduwse 290 louald
¢sl) DHCP 3 43(0XF3) puwlisd 1Jezsd

9Spd esh 43 g5, woldes: Jl ouwadp udbs 1J9o9d Bspd uwdluwss euiss Loldzs
(eds uvosd Idpold: Buvd IJose wuge 1Jesh 1J9,es Iduozse pod OXF3).

<ffroot>

<Meraki>

of fline-mgration-info

| [2000-01-01 00:00:36.528] AP in day0 - offline migration

| [2000-01-01 00:06:54.265] [init] start offline migration detection (v1.1)

| [2000-01-01 00:07:59.65 ] [fast-offline-migration-delay] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:08:04.112] [fast-offline-migration][v4]

no fast offline migration by DHCP



| [2000-01-01 00:08:04.113] [fast-offline-migration][v6]

no fast offline mgration by DHCP

| [2000-01-01 00:08:04.113] [fast-offline-migration] waiting for 420sec before taking any migration dec

W ud ICMP: i_9J ezlods Juwbé 1y od JJsuesd IJs IP IJes wp edol sldos wpe *
luvodeldol pu 1Jgs!) 43 (0xF3) J.'abro DHCP. |3l Je §do.oold lpJlusé 9,09J ICMP |Js
IPlJss wp wedsdo: sund ugbs 1y o9d W IJluedld IUs 9uog Catalyst.

<#root>

<Meraki> offline-migration-info

| [2000-01-01 00:00:48.388] AP in day0 - offline migration

| [2000-01-01 00:02:59.526] [init] start offline migration detection (v1.2)

| [2000-01-01 00:04:00.774] [fast-offline-migration-delay] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:04:10.799] [fast-offline-migration]

[v4][icnmp] DHCP: WLC 10.127.197.201 is unreachable >>

Here 10.127.197.201 is IP of Switch present in Network
| [2000-01-01 00:04:15.906] [fast-offline-migration]

[v4] [ capwap] DHCP: W.C 10.127.197.201 is down

| [2000-01-01 00:04:15.906] [fast-offline-migration][v4] no fast offline migration by DHCP
| [2000-01-01 00:04:15.906] [fast-offline-migration][v6] no fast offline migration by DHCP

icmip &6 ip.addr == 10.127.197.201
o UTC Asrival Time Source Address Destination Address Length Protecol TID Info

3, 20826 15:11:34_ 18.127.197.238 18.127.1597.281 Echo (ping) request id=0x235b, seq=0/8, tt1=64 {no response found!]
3252 Jun 23, 2026 15:11:35- 18.127.197.238 19.127.197.201 93 ICHP Echo (ping) request 1d=8x235¢, seq=8/8, ttl=64 (no response found!)
3259 Jun 23, 2026 15:11:36. 1@8.127.197.238 18.127.197.2081 a8 IOHP Echo (ping) request id=@x235d, sequ@/@, ttl=64 (no response found!)
3266 Jun 23, 2026 15:11:37. 10.127.197.238 10.127.197.201 ag IHp Echo (ping) request id=0x235e, seq=0/@, ttl=64 (no response found!])

18.127.197.238 157, request i ' ' 64 {no response found!)

IJosllb 9,0d6 AP: g30 |pdluss 1U9uo9d |Js ICMP |Js IP 1Uss wpe gdo

~

pJ|an6:

w89p ubs 1Usosd skispel Llzle Rool lpdluss IJsuosd 1Us ICMP o986 wpsié
lJso9d |Js CAPWAP.

SpIdu luwegsle 1Jsé ledlouss 1Uguosd 1Us ICMP g6 £30 929> WLC B vwdod.



I3l 2uode wdbs 9,09d (AP) gds guslu IP Jogss wede Iduveds Ipedss IUJluuddss
(WLC) g, 2sh DHCP ;80 43 (0xF3) 92,96 0,9, CAPWAP »0 0 §bé 1Josd IJs WLC
IP Jsuwe $leds Jdsuosd: JIu ICMP sedy 1dsuosd IJs guslo IP 1J¢luo w9zé
IJoede B 1duveds 1dpedss 1Jdluuddss (WLC). Sl s;1d wledle o dbs 1J9 o9
IJloedld |Js suog Catalyst.

Bl zuode w9bé 9,09 (AP) eds guslu IP Jogé wede lduvodé IJpedsd IJJlpwddss
(WLC) s luosl 5 o330 o0 2J1J sl DHCP 53 43 (0xF3) 990 5293, lpdllss
19uo9d 10 ICMP [s WLC IP. ol s3lJ wlpdlo 0bbs Isuesd IJloedld s suoe
Catalyst. 9p¢ 3JJ: Jp swpdu pu ldlugoele lds goue) Idozde B Idubods Ipedss
lJJlgwdIso (WLC).

Vspl sds wyesd vlze wluwedsle lpdluse 1Jyuosd |Js ICMP:

<ffroot>

<Meraki> offline-migration-info

| [2000-01-01 00:00:49.2 ] AP 1in day0 - offline migration

| [2000-01-01 00:03:00.367] [init] start offline migration detection (v1.2)

| [2000-01-01 00:04:03.34 ] [fast-offline-migration-delay] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:04:08.56 1]

[fast-offline-mgration][v4][icnp] DHCP: W.C 10.127.197.201 is reachable

| [2000-01-01 00:04:08.56 ]

[fast-offline-m gration] [DHCP][I Pv4] migrate to Catal yst

icmp && ip.addr == 10.127.197.201

L UTC Arrival Time Source Addrass Destination Address Length Protocol TID Info
3429 Jun 23, 2026 15:18:38. 10.127.197.239 18.127.197.201 98 IcMp Echo (ping) request id=@x25dd, seq=0/@, ttl=64 (reply in 3431)
3431 Jun 23, 2026 15:18:38- 10.127.197.201 18,127.197.239 98 ICHP Echo (ping) reply id=0x25dd, segq=0/8, ttl=255 (request in 3429)

IJoslb 9,0d6 AP: IJe,zsd Iduwse 1Jolze Judbs 1dsuoed |Js 9o Catalyst o0 gJIJ lpdluss 1Usuosd |Js ICMP

lw2sb wulpe WLC £y pewp: IJWLC suvcese $)IJup w)prss LoSES Jasp pu CisCo ¢
ios XE 17.15.1 (I9 1Jz> bus suwlos IbJlé J IJ ap). suvow 1Jplss 86 luudow pdole T
SO
<#root>

<Meraki> offline-migration-info
| [2000-01-01 00:00:36.600] AP in day0 - offline migration
| [2000-01-01 00:02:49.984] [init] start offline migration detection (v1.1)
| [2000-01-01 00:03:53.950] [fast-offline-migration-delay] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:04:03.966] [fast-offline-migration][v4][icmp] DHCP: WLC 10.127.197.196 1is unreachable
| [2000-01-01 00:04:04.42 ]



[fast-of fline-m gration][v4][capwap] DHCP: W.C 10.127.197.196 is unsupported - version 17.12.4.22

| [2000-01-01 00:04:04.42 ] [fast-offline-migration][v4] no fast offline migration by DHCP
| [2000-01-01 00:04:04.43 ] [fast-offline-migration][v6] no fast offline migration by DHCP
| [2000-01-01 00:04:04.43 ] [fast-offline-migration][v4] missing DNS config (server and/or domain)
| [2000-01-01 00:04:04.43 ] [fast-offline-migration][v6] missing DNS config (server and/or domain)
| [2000-01-01 00:04:04.43 ] [fast-offline-migration] waiting for 420sec before taking any migration dec

euvldd oyzsd DNS

I3l egsy eds wdbs 19uo9d (AP) [Jeld 1Jeszsd Iduwse 390 louold wluuessle DHCP. Gyl
ozlod luwwesle iougv DNS. Ws Ideslssr oozdd udbo 1Jsuosd pu el Bl Jlue @ odde
luwe pzld Loldz (Bl 15) 9gwsle IP Jglse DNS (31, 6) pu ¢l DHCP. Uluweésle 030
lJpgdoplo. welod ugbé IUse9d ed hostname cisco-automationRate.<domain>. |31 gz o3l
IJed: cuodd udbs 1Usuosd Is Ieszsd IJs 9uoge Catalyst.

¢shle DHCP 08896: s ud IJ ap Iy suvede uines domain name (DHCP gsl) 15) Iy
DNS ulbJ ip (DHCP ¢sl, 6) oo IJ DHCP ¢lsJ.

<tfroot>

<Meraki> offline-migration-info
| [2000-01-01 00:00:48.565] AP in day0 - offline migration
| [2000-01-01 00:02:59.840] [init] start offline migration detection (v1.2)
| [2026-06-24 11:11:58.392] [fast-offline-migration-delay] forcing DHCPv6 INFORMATION REQUEST
| [2026-06-24 11:12:03.438] [fast-offline-migration][v4] no fast offline migration by DHCP
| [2026-06-24 11:12:03.438] [fast-offline-migration][v6] no fast offline migration by DHCP
| [2026-06-24 11:12:03.529]

[fast-offline-m gration][v4] mssing DNS config (server and/or domain)

>> DNS Option Missing in DHCP Response
| [2026-06-24 11:12:03.529]

[fast-offline-mgration][v6] m ssing DNS config (server and/or domain)



~ Dynamic Host Configuration Protocol (Offer)

Message type: Boot Reply (2)

Hardware type: Ethernet (8x@81)

Hardware address length: 6

Hops: @

Transaction ID: @x5ed813bc

Seconds elapsed: @

Bootp flags: 0x0000 (Unicast)

Client IP address: 0.0.0.0

Your (client) IP address: 10.127.197.238

Next server IP address: 0.0.0.0

Relay agent IP address: 0.0.0.0

Client MAC address: CiscoMeraki_desissbissesiesdesemiieid)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookije: DHCP

Option: (53) DHCP Message Type (0ffer)

Option: (54) DHCP Server Identifier (10.127.197.201)
Option: (51) IP Address Lease Time
Option: (58) Renewal Time Value

Option: (59) Rebinding Time Value
Option: (1) Subnet Mask (255.255.255.0)
Option: (3) Router

Option: (43) Vendor-Specific Information
Option: (255) End

Padding: 0000000000000000000000

DHCP Option 15 and 6 Missing

Il 90,06 AP: ¢1s,0 DNS 9l up 1Jpzld p895 B luweglos DHCP

VBubd IJgd: swes) eds élbe DNS zJ FQDN Cisco-AutomationRate.<your-domain>. e

<tfroot>

<Meraki> offline-migration-info

| [2000-01-01 00:00:48.565] AP in day0 - offline migration

| [2000-01-01 00:02:59.840] [init] start offline migration detection (v1.2)

| [2026-06-24 11:11:58.392] [fast-offline-migration-delay] forcing DHCPv6 INFORMATION REQUEST
| [2026-06-24 11:12:03.438] [fast-offline-migration][v4] no fast offline migration by DHCP

| [2026-06-24 11:12:03.438] [fast-offline-migration][v6] no fast offline migration by DHCP

| [2026-06-24 11:12:03.529]

[fast-offline-migration][v4] no fast offline migration by DNS

>> It received a DNS server and domain but unable to resolve the hostname
| [2026-06-24 11:12:03.529] [fast-offline-migration][v6] missing DNS config (server and/or domain)
| [2026-06-24 11:12:03.529] [fast-offline-migration] waiting for 420sec before taking any migration dec



Dynamic Host Configuration Protocol (0ffer)

Message type: Boot Reply (2)

Hardware type: Ethernet (@x81)

Hardware address length: 6

Hops: @

Transaction ID: @x3d491a56

Seconds elapsed: @

Bootp flags: 0x0000 (Unicast)

Client IP address: 9.0.0.0

Your (client) IP address: 10.127.197.217

Next server IP address: 0.0.0.0

Relay agent IP address: 90.0.0.0

Client MAC address: CiscoMeraki_da:iesttsisestesdmsimnttntos)

Client hardware address padding: @00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Offer)

Option: (54) DHCP Server Identifier (1@.127.197.201)

Option: (51) IP Address Lease Time

Option: (58) Renewal Time Value

Option: (59) Rebinding Time Value

Option: (1) Subnet Mask (255.255.255.0)

Optien: (3) Router

Option: (15) Domain Name
Length: 12
Domain Name: me—

Option: (6) Domain Name Server
Length: 4
Domain Name Server: TN

Option: (255) End

IJedlb 9,0J6 AP @ ¢l DNS slup Ieeld Iduozszlo p9e9slo eJs luvezlos DHCP

UTC Arrival Time Source Address Destination Address Length Protocel TID Info
Jun 24, 2826 89:44:20. 18.127.197.217 RS Sarepr 90 DS Standard query 8x6120 A cisco-automigrate. dman ars
Jun 24, 2026 B9:44:20. DS Sares 19.127.197.217

IJedlb 9,0d6 AP: BUid cpdsd luve 1Jpuosd

IP 155 sogsy 1Usuosd ldse: wd9e wdbs 1Js 0e] wpJ Cisco-AutomationRate
wuglz.<your-domain>: 9JJyol Jl wzw9s eds ledluss 1Jsuesd IJs ICMP |Js gogly IP
IJolog.

<#root>

<Meraki>

offline-mgration-info

| [2000-01-01 00:01:58.622] [init] start offline migration detection

| [2000-01-01 00:03:05.252] [fast-offline-migration-delay] forcing DHCPv6 INFORMATION REQUEST

| [2000-01-01 00:04:05.156] [fast-offline-migration][v4] no fast offline migration by DHCP
| [2000-01-01 00:04:15.290] [fast-offline-migration][v6] no fast offline migration by DHCP
| [2000-01-01 00:04:20.271]

[fast-of fline-migration][v4][icnp] DNS automigrate: W.C 10.27. XX. XX is not alive

>> No ICMP reachability to hostname resolved IP



Jpuildd Idpoed s wideszsd >9u louold

WO gldo wuvd vdbs 1JgLod Vs IJwszsd IJuvyse 290 louold wldloeyue: Bluel weled
IUlouold wuwelwé Meraki JJoz 8 ppl 131 JIu @ wpo luoldel |Us ivwdé Meraki Jpsé 7
338lis8 wdsul. Bl lpodbe udbs 1Js ol loule 030 1Jde,6 Lldlouold wuvelus Meraki

e s svuds Bspduol IJowssd [Js 9 oe Meraki.

9p8 3JI: Il [uwo o 0ELS 1Usuo9d wes 7 538lsd 290 1J9uesd Us uwzlws Merakils Jp wop
luoleol |Js yveds 9dp swp wdsuol wlguegsle guglo IP eloo: Oluel weas gugly IP
IJglue wol gy DHCP. W o030 IUpyzds: wrgd udbo 1suosd pieds Ideszsd 290 louold. W
IJoszsd 290 logold: ougwedgse udbs 1Jyoed by § 1o yuld DHCP 9 DNS gldbe 96 2
Jozdss p9de wluosd 9236 IJwedpe W Iy ds IJpedso IJJluwdIdsse (WLC) eds
IJubods op ldpeodle [Js s e Catalyst. spdo p9lzos puildd pgodds loule gpdss
lJoszsd 290 logald oldloe,oe

DHCP ¢sl) 43 wyesd luesl,

w8 wpdse IP ooz 8l wbs U o pu pl B Jlue §> luvedee DHCP OPT 43 og -
OxF1. sl wodes gusle IP Loldz WLC. 99 0Jé CAPWAP slJl uezlus po 1Jluosl
IJps890 BspIdud pslzos 030 IJigble:

<#root>
I'l No valid WLC IP recievd on DHCP Option 43 OxF1 !!

| [2000-01-01 00:14:19.658][fast-offline-migration] waiting for Omin before taking any migration
| [2000-01-01 00:15:07.101] [offline-migration] forcing DHCP renew
| [2000-01-01 00:15:07.102] [offline-migration] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:15:12.150] [offline-migration] migration decision
| [2000-01-01 00:15:12.150]

[offline-migration][v4] no W.C I P in DHCP option 43 >> No valid W.C | Pv4 received

| [2000-01-01 00:15:12.150] [offTline-migration][v4] missing DNS config (server and/or domain)
| [2000-01-01 00:15:12.151]

[offline-migration][v6] no W.C I P in DHCP option 52 >> No valid W.C | Pv4 received

| [2000-01-01 00:15:12.151] [offTline-migration][v6] missing DNS config (server and/or domain)

I'l No CAPWAP reachability to recieved IP !!

| [2000-01-01 00:10:50.713] [offline-migration] migration decision

| [2000-01-01 00:10:50.713] [offTline-migration][v4] WLC IP present in DHCP option 43
| [2000-01-01 00:10:55.759]

[offline-m gration][v4][capwap] DHCP: W.C 10.127.197.196 is down

decisi



1l WLC IP received on DHCP option is running on unsupported release !!

| [2000-01-01 00:39:44.529] [fast-offline-migration] waiting for 48sec before taking any migration deci
| [2000-01-01 00:40:35.585] [offline-migration] forcing DHCP renew
| [2000-01-01 00:40:35.586] [offline-migration] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:40:41.592] [offline-migration] migration decision
| [2000-01-01 00:40:41.593] [offTline-migration][v4] WLC IP present in DHCP option 43
| [2000-01-01 00:40:41.675]

[of fline-mgration][v4][capwap] DHCP: W.C 10.127.197.196 is unsupported - version 17.12.4.22

| [2000-01-01 00:40:41.675] [offTline-migration][v4] missing DNS config (server and/or domain)
| [2000-01-01 00:40:41.675] [offline-migration][v6] no WLC IP in DHCP option 52
| [2000-01-01 00:40:41.675] [offTline-migration][v6] missing DNS config (server and/or domain)

gl suud IJoszsd 290 lowold wlgwasle gsl DHCP. welad udbs IUguesd (AP) gsb
DNS g0 by luwople luwe 1deeld 9pedsple e DNS oo 53 DHCP. sedu lu suoe gu 030
IUg pds6 ¢ bol:

eldle wuvd wedsd DNS

<tfroot>

1l No valid DNS server or domain name received in DHCP reply !!
| [2000-01-01 00:14:19.658] [fast-offline-migration] waiting for Omin before taking any migration decisi
| [2000-01-01 00:15:07.101] [offline-migration] forcing DHCP renew
| [2000-01-01 00:15:07.102] [offline-migration] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:15:12.150] [offline-migration] migration decision

| [2000-01-01 00:15:12.150] [offline-migration][v4] no WLC IP in DHCP option 43
| [2000-01-01 00:15:12.150]

[of fline-migration][v4] m ssing DNS config (server and/or donain)

| [2000-01-01 00:15:12.151] [offTline-migration][v6] no WLC IP in DHCP option 52
| [2000-01-01 00:15:12.151]

[of fline-migration][v6] m ssing DNS config (server and/or donain)

I'l Unable to resolve the hostname

ci sco-capwap-controller.



| [2026-06-24 11:19:12.395] [offline-migration] migration decision
| [2026-06-24 11:19:12.395] [offline-migration][v4] no WLC IP in DHCP option 43
| [2026-06-24 11:19:12.479]

[offline-mgration][v4] no W.C | P resol ved by DNS

| [2026-06-24 11:19:12.527] [offTline-migration][v4] no PnP IP resolved by DNS
1l No CAPWAP reachability or unsupported version !!

| [2000-01-01 00:15:07.102] [offline-migration] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:15:12.150] [offline-migration] migration decision

| [2000-01-01 00:15:12.150] [offTline-migration][v4] no WLC IP in DHCP option 43

| [2000-01-01 00:15:12.150] [offTline-migration][v4]

W.C I P resol ved by DNS: 10.127.197.233

| [2000-01-01 00:15:12.151] [offline-migration][v4] [capwap]

DNS: W.C 172.16.30.10 is not valid/ unsupported version 17.12.4.22

lecslbs [Js bods 2 CAPWAP |de il

lo eds 2> yw9le DHCP 9 DNS swid bys@e: IJ ap swe bogo 2 CAPWAP |Jo il bde.
IJIgble IJulisgd woLopu:

Jl w9z luweeles JIJouled Broadcast CAPWAP  «
<#root>
| [2000-01-01 00:23:37.901] [offline-migration] forcing DHCPv6 INFORMATION REQUEST
| [2000-01-01 00:23:42.949] [offline-migration] migration decision
| [2000-01-01 00:23:42.949] [offline-migration][v4] no WLC IP in DHCP option 43
| [2000-01-01 00:23:42.949] [offTline-migration][v4] missing DNS config (server and/or domain)
| [2000-01-01 00:23:42.950] [offTline-migration][v6] no WLC IP in DHCP option 52

| [2000-01-01 00:23:42.950] [offline-migration][v6] missing DNS config (server and/or domain)
| [2000-01-01 00:23:48.22 ]

[offline-migration][v4][capwap-12] O W.C(s) detected (unsupported)

| [2000-01-01 00:23:53.66 ]

[offline-migration][v6][capwap-12] O W.C(s) detected (unsupported)

| [2000-01-01 00:23:53.66 ] [offline-migration] no migration & not claimed => restart detection



Josl I wow: olds po wpdso yope CAPWAP IJoJséliss eds 9236 Idoede 1w Isé
(WLC) JBowod bdole 1de ol U.__,c:. |Jial>§ .9|va eds o> uvsle. pdlzbé: SOp websd
o3l IJlgesh wuvdd lu,)los 9spdu lu sy o s bde 1Yo isld CAPWAP slos wzasol
e udllb 1Js osd Jluvesle Iele B 9008 1Js9p 0. §p wopdsy o3l 1dlgsls B pdod

oSV IJlusopele IJIVC o Judbos 1Jsuo9d. suvwgse pdd IJog) s 03l guspel
cuuoe uldbo 1Us ol |Js 9256 Idoede s IJwslso

<tfroot>

CW9800 (config)#

ap profile default-ap-profile

CW9800(config-ap-profile)#capwap-discovery onboarding ?
all Configure automatic CAPWAP onboarding from Meraki based on both unicast and broadcast discov
unicast Configure automatic CAPWAP onboarding from Meraki based on unicast discovery request only

IJlgwoglesd Idolzes sdJdu IJluosl) g Idpewpes — luwozles WLC J QEP'-{ eds |.J!yo)|J .
17.15.02 Ig [ ool Izoe:

<#froot>

| [2000-01-01 00:15:07.101] [offline-migration] forcing DHCP renew

| [2000-01-01 00:15:07.102] [offTline-migration] forcing DHCPv6 INFORMATION REQUEST

| [2000-01-01 00:15:12.150] [offline-migration] migration decision

| [2000-01-01 00:15:12.150] [offTline-migration][v4] no WLC IP in DHCP option 43

| [2000-01-01 00:15:12.150] [offTline-migration][v4] missing DNS config (server and/or domain)
| [2000-01-01 00:15:12.151] [offTline-migration][v6] no WLC IP in DHCP option 52

| [2000-01-01 00:15:12.151] [offTline-migration][v6] missing DNS config (server and/or domain)
| [2000-01-01 00:15:17.193]

[offline-migration][v4][capwap-12] 1 W.C(s) detected (unsupported)

| [2000-01-01 00:15:17.283]

[offline-m gration][v4][capwap-12] - unsupported - 10.127.197.196 - 17.12.4.22
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lJIouoelp pod vl IJ9oed Catalyst 1UIg)s JJlouold w9gé Uc:adro s Iduvedo IJppdss
(LAN) IJJluvddsé 9800. 9> wousl IJpunldd eds ol pyled:

oeds 1de il CAPWAP



poeds logble 089 DTLS -
poedé IJluopele

wbos® v wog iwodublu_é Ui'a]olc sluodlzol Cldlgulye [Js
Dop £0J56 luople 086 1909 Llwegsle Catalyst 9800 WLC.

Suivd wedsd IUpeld IJoubses J AP

Jl clos 0dbs IUsuesd po Iduuduwds CWITTX Legld cubses e223 puwwdl Jl spdu
oJ9su Le) Iduds 98! eds wilb 1Usuosd pu IJuvduwds CWI17x oy gJId 9236 1wz de.
Il e 3JYe 089 0 9s 1909 cdilissl vorrss se) ldeds wluvodsle byd pogss pod
Yol IJ 8w (RF 9 CDP/LLDP). 9 GPS/GNSS. 9oJW RAF gJs guuo) Idoede B IJuvwdJs
lJeedso IUJlgwdIdss (WLC).

>80 0806 1J909J (AP) Jduds gdis IUluosl, s 1JuoJs

Sod luveduuld Tgble IUeeld IJoubses sluodlizol wpdd pu lu byl wdbs 1J9uo9d pu
lJuvduvdo CW9I17x Series IJpzs> p389p OS IJods 1U3s w6 wdssuo £Js luosl) 9226
IJoede 9800 Jssd. 93l Jp sUu Idod> p3g9pl sbod Il dzoliso IdJluvddsso pugdiosu.

SpJdud IJoz 8l pu uabéb IJUJ> |.J5 Udulo yIe) UPJCE lJowus Jupesde AP 1Jezss 1Uglue
wd 9luosl, WLC ey goldss el Bl IlG 38 p 39J6 pesUb pulel
O Iuo)l_, 9236 wedp pedd Judbs lJyueed pu lduvduwds CWO1T7X.

olJluols s 3Jde spdud Idoedd ,Du lJoes 86 Idos wagoe IJeseds ldoubsess JIJ
.)3Jo Juilb IJso9d CWI17x APs o¢ l2.) 59, )0 o 9b00 | Cisco CW917x Wi-Fi 7

wee IJozdd pudep 29ded eds luosh WLC Judbs 1Usosd pu lduvduvds CWI17x.
ozl ppl Bl Jlue u9bé 1Uguosd spduol gd peldol IJoubsps wluwegsle lzas 1Ub, @
lJp>89p0. 131 Jp wod udbo 1Ug o9d IJpeld IJoubses: Wspdud H9s0 2lds uldlbe 1 o9J:

<{froot>

WLC#

show ap summary

Number of APs: 2

CC = Country Code
RD = Regulatory Domain

AP Name Slots AP Model Ethernet MAC Radio MAC


https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/ar_ae/support/wireless/catalyst-9100ax-access-points/products-technical-reference-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/technical-reference/cw917x-ap-country-codes-and-phases.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/technical-reference/cw917x-ap-country-codes-and-phases.html

CcC RD

IP Address State Location

LAB-9136 4 C9136I-ROW aaaa.bbbb.cccc aaaa.bbbb.cccc 1IN -RwWw 10.127.197.153
LAB-CW9172 3 Cw9172H aaaa.bbbb.cccc aaaa.bbbb.cccc
- -UN

10.127.197.152 Registered default location

<{froot>

WLC#

show ap config general | in AP_NAME| Country

Cisco AP Name : AP_NAME
ReguTlatory Domain Allowed by Country : 802.11bg:-AA 802.11a:-DNA 802.11 6GHz:
AP Country Code

: - >> No Country Code resolved

lpwele Idodhe

Sedo Judlb 1Jsuosd Wi-Fi 7 B Isoe Ideldps ed bes Ideds po 0l 1d9uesd 1U8>sp8
|Jp929506 |_9 vl 1so9d Wi-Fi 7 APs |Jpoodo o w guuo) Idoede B Iy ds
lJpedss IJJluuddss (WLC) eds Idbua: 9 po wdlb 1dsuosd Ides op Ideuilbel Jzs,ly
Jus9e9ds) CDP/LLDP. spdo JJIYe il Ipuweos [Js Idedhu luvegsle Lol 1lJIud
IJpuwews 1Js 1oy Iddluudds 19 1Y Idezle, Ju,sesdsd CDP/LLDP. 3l ogs) eds
0Bbé 1Jsoed Wi-Fi 7 Ido il o 8bs 1UsLo9d 1pzl9ns £us IdErw: Bspdod jiss IUgbi:

<#root>

[*06/28/2026 15:24:36.7773]

Sendi ng proximty_request payl oad

[%06/28/2026 15:24:36.7787]

Singl ePID Proximty resolution: Country Code not avail abl e



[*06/28/2026 15:24:36.7795] SinglePID Regulatory Blob resolution: Country Code not available
[*06/28/2026 15:25:35.8011] Sending proximity_request payload

[*06/28/2026 15:25:35.8025] SinglePID Proximity resolution: Country Code not available
[*06/28/2026 15:25:35.8031] SinglePID Regulatory Blob resolution: Country Code not available

peuvowd Ids Idu)ss IJJdlgedIds

JIds wgpd 030 ldbb)s98: Jog w86 1Uguo9d pe Les Idods IUss wp edo sldpeld Idoubses J
Wi-Fi 7 AP LIJ @, puol zos spdo oubd 2ip 1Yol 1Jz9l). szw Io oJdoy w9bs 1Jso9d
030 peLodb Lo £0ue) e B Iuineds 1Jeedess 1JIusJdss (WLC) pg 2 s
lJod> 1Jglue wol wldugd. swp woulbd 030 Idgje wlgweésle zols 1) wuvigs 2. 4 zseloyws:
J3Jd olds o0 wpdsu zoly I)hbsy wuwes 2. 4 zseloyws eds udbos 1Jguoed [Joss (IJzol;
lJ3s w8 pu gdldo 2d 5pej 1J29J6).

euvowwd |Js CDP/LLDP

Swp luwesle [Jss IJIde ol 1dpuweoss |Js CDP/LLDP guspl odsy w§bé 9,09d wepd
wdlpd bl§eol pg se5 o> wp pdo 9086 9,09d Wi-Fi 7 W 1guse IUeldps (090 ues wJd)
powods oS Idpezad 900w L) Iduede Vs 1o ds Ipedss IUJIgnddss (WLC).

Jluweésle 030 1Jb)s 86 wlds ppl sJs:

Sop wyvesd JJludbos IUsuesd wldezed vdwo.
JJIAPs ,obo [ 1J o wo WLC. »

wRw9s udbo 9,09d 91236 gds up) wdd wp do 905 wede IJgpdle LI LuLb. ¢
92> udbs IJsesd Wi-Fi 7 W Idsuae IUeldps seobde sej ldeds.

S

pdlebé: swp sgp Yool Idpgueos |Js CDPILLDP Lsel oy Iluesble 17.15.4 9
17.18.1 oy Cisco 10S XE. w2 pu wubesd euwes Idozdpe 9s IJubods Jpedsé
IJJlpvddsé (WLC) Jlzs 030 IUluoshle 1Upse9p6 19 IUlR>e.

luwoisle pJud RAF

I3l ogs, eds bysyo Proximity eJd IUezld Idoubspes: Ospdod [uueésle RAF (pJw wiosd
Ipeld ldoubses) po Jogs pedsple Meraki Jossd. JJdsle w3J9:

lbdo wdlos 1J9od Wi-Fi 7 Llguegsle wdlbs 9,09 uveluss slool |Js Guvwded. 1.



Jlegb o 08bs IJsosd Jl ceole lJs louold yvwds wdoes pedsele Meraki JJds oo p

luoldeol.
Sp wodosu ue) Ideds Idebdse Judls 1dsuesd Vs Iduveds IJos wp Ssol bdo2.
uldbs lUsogd.

e wouisd edd IJezld Ioubses po 9228 1Jozde sozesdo. Szw lu szuss IUpd 3,
eds lbLde IJouwduwds Judlb 1Jyue9d 9euwslo MAC 9,05 1o d>.

<tfroot>

Il Verify the data on RAF File !!
WLC#

show ap regul atory activation all

Regulatory Activation file Meta-data
Date Created : 06/30/2026 08:12:41
Created By : shchoube@cisco.com
Device count : 2

Organization Id : 1780642

AP MAC Serial Number Country code
AP1_MAC AP1_SN IN
AP2_MAC AP2_SN us

g0 luolds Bl 9,09J (APS) 23558 [Js 9236 IJozde ud ol IJos wobdy 19l 39J4.
ptodWs. Logol Bs Lvudle pudLods B Jogs ped9ple Meraki. 903l s_opu lu lesble
03 1J29J6 1J8,556 1J2luos wop Jl woely weuool Idoeo.

w6 1Jyo9d &) pusld 96 wuwow puvdds Vs IJe,ésuo

dwpe? louuople 06 9,09 1Js Le) Idods Iduoese: sbd Clpdluel IUILJIE g0 puvdJs
w9l Bl Jp ody pygues. wiuoe udlb 1IUsue9d Wi-Fi 7 Jz Lo IJegl g socbde o)lgsue
Cisco Wireless (CW). Ws Idpdlod: oguegse udlb 1Jysosd 7 Iduwle s g5y Wi-Fi o)lésue
lJogle 9Jl wobde 1oz 8y pu ldoglg.

<{froot>

WLC#

show ap summary |icense

For AIR Ticenses, per AP tracking of license state is unavailable. Please use "show license summary" to
Policy allowed state means device is deemed compliant due to a policy downloaded from Ticensing authori



AP Name AP Model AP MAC License Type License State Non Compliance Reason

AP1 CW9172H  xxxX.XXXX.XXXX  CW Non Compliant Never Licensed
AP2 CWI9176T  XxXXX.XXXX.XXXX  CW Non Compliant Never License
WLC#

show | i cense summary

Account Information:

Smart Account: <none>

Virtual Account: <none>

License Usage:

License Entitlement Tag Count Status

cisco-wireless-advan... (CNS_CW_A) 2 IN USE

Il Check the current level of license configured on WLc for WiFi7AP !!
WLC#

show version | in License Leve

License Level: adventerprise

AIR License Level: AIR Network Essentials addon AIR DNA Essentials

Next reload AIR License Level: AIR Network Essentials addon AIR DNA Essentials
Cisco Wireless License Level: Cisco Wireless Advantage

Next reload Cisco Wireless License Level: Cisco Wireless Advantage

ClJouwes Joso IdpundJs: srzs IJelds pu odssy puwess Idosgsue Iuozst eds 9800
WLC Jlgwegslpo Juslb 1dsuosd WIFi7. cobde ullb 1Usuosd WIFI7 o lésue 9o ldogwsé:
1. luwlwsle Cisco IJJlud I sé

2. psjo Cisco Wireless

Bl de sop oygsue uldlb 1Jsuesd Jlpwed ol Iablc lJosgsue lJ3ds 3IquIaoI eJs 9g36
IJoede W6 lduveds Idpedss IJJlgudIdss (WLC) Jo)IJ 9800 pu wdasy | [NEOK
|, wend uld 13 bl; | | oI Catal st 9800

per9gs Iduwedle

lIJuwedle oo WLC

Ip wopdsu ldblog IU5p0s Jpbldos EXEC Jdpuobdz JJeuesd eds ezt jpus *
Jzpse 1Jlsle,.
Ibol, 1Jigley:
Ibol) pdeue v dbs IUsuosd | €35 vl Id9uosd -


https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/217348-configure-troubleshoot-catalyst-9800-w.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/217348-configure-troubleshoot-catalyst-9800-w.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/217348-configure-troubleshoot-catalyst-9800-w.html

wed SH s ws eoe: -

Ibol, 99w wuvgsd vldbé Iy o9l -

ol 2l udlos 19 esd cdp -

bol, pagéglblo U6 |J3u03J J|ou¢J§| o

Ibol, o uld u¥9bs 1 osd Jlwuoldle 1Jzlds IJdlgwddso -

lboly pdzuo lugoele 0dbs IJ9Losd (AP) Jleuolle Jlgwddss -

show wireless certificate config -

[bol, Idudbs 1Upsesyd wol JJbLs IUJlgnddss -

|bol) |ooldle DTLS IJJlgwdIsé -

show logging profile wireless start last x days filter mac <radio-or-ethernet-ap-mac> -

lbol) IJovuush lJoubses Jugbs |yl IUIJ -

show ap config gle -
louold Jlgvdds show tech-support

lJoooe Idogul JJ)lbsy:

debug wireless ap_mac {aaaa.bbbb.cccc } {monitor-time} {n &9lu} ! swsz Jul Jovb -
: lJ9ge wpdsu ldowog Jpsé ouad |Js 24 s9pl -

JI s9z> wuoese Igble AP_MAC JlwdJds {aaa.bbbb.ccecc} ! Jogbsd wuoese -
lJIgble

w99pe WLC Cluunle ro.J%é oot lgble pg Client_info. 909 1o, JJoe 88 PU pJo
oo IJligble 1IU3s wpe lugulye dir bootflash: | wozse IJIgble !

O3St St wusese Wigble Iduisbs cuvzsd puwess wuozse IUigbls
I35 89568 w290 [ds 5sbé zze Iduvedle ldos op logulyol. $9>5 <y o)l
IJogvgsd s oddsd 1Jee,8 1Ujpuss lJos spdod gdidel g,00
lJduwedle. J3dI s9uos vogbsd ouoese IgJié_Jolc slispl ds wolsé gduwé
lpwednld 1Jisble 9l odlzol.

Jogbsd JJ wuopse IJigble: $p wouvgsd 1Jble,) IJoldss:
# ooz Uil IJoble Il el s 1JIJ N

#1Jéle wooese IJigble IJIJ !

g lzod ldpwesp lhuuspess:
IJgbo96 1. loedd lJs luved vl IJigble gl uodlzol > IJooug IUpuve.
IJg1096 2. 168, 89,8 luolds 9bbgd euslu MAC Judbs IJs o9

lJglo9s 3. guspl w9y puweesl Jose ldoowg IJpuve lu®) V98 wie. wpz)d woe
IJogbgsd oup Jolus ouvesd cuoese IIgble [s 1J8s00 29J s peldes puvess
wede poedds veuldso MAC IJos we wgdool.

IJgo9é 4. g5 ol Ipuind 6 1Jos ooss luveduuld 1Jigble gl adlzol: lo6,) B9



lsoles.

IJgbgs 5. JIJ 09l MAC wpe wuoeseo: Spdud logile pdd ywed szee JJ Iduwedle
lJecedds weuslo MAC 3JJ Cldoudy B9 lugble.

IJg1096 6. 120y 1Uprs Idos 8 1o s3ow IUsol pdd Iduwed IUpzet Slod) B98 cbosd
eds 1Jzol;.

IJg9s 7. spdud 1o wussd Idpd wldudy B8 1U,e) 1Juoés) 1Je9es> wesh luwe
IJpJb. 03l 1lJpJ® p929> B ez, 18)lue Boot Flash (1J519,6 1p86) IJgl o wops
IJoede 880 lsuol uuwo pu IJpawe po I CLI (9lzosd Lulo, 1Jisle)).

lJoylb 25p6 puopu wpo ouodSwo L9luwbs Blispes IJoede Vs IU9o9d (ACL) Jeusly *
IP JuBbs IUgo9d (AP):

I ousle Blisps wedp wldsuesd (ACL) !

ip access-list extended cap-filter

IJuwele Jeuosyd ip <AP_IP> Uls

IJuwelz ip s puosd <AP_IP>

Modosu IJoylb 1dgjes !

lJodlb Idyulyvse Jglgos MYCAP Po1l gds 2> (wdle

2ee dlsos Jpgiu MYCAP IJes e JIJo @l IJgilus 100

o yw lJodllb MYCAP $lises 9,09J CAP-FILTER bl ué |Jo@lle MYCAP pble 96
any/ipv4/ipv6.MAC !!

e lJoglb IJulguve MYCAP !

Mebes IJlowle

<980 lJollb 1J vl jve MYCAP

lJoylb IJuulgve J MYCAP o oss, flash:|tftp:|http:.../filename.pcap

lJuvedlo po AP

ubs IJ9 o9 Vs 9 oe Meraki

pedyple lde,esd 29u louold Jdzuesd eds Iduwedle 1Jzldss 9glds ezlads IJeszsd. »
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lboly IJoBuss I Gp wree pedsple IUeruo IJoduss Jewesd eds zese wdluosd *
lJodssu seldle 1U)bsy Jugs 1Jsueed.
Ibol) louold dtls ! IUez 88 pu Iduveble 9ldeulds glduvd,le gldluoeshle J DTLS -«
Pl 86 [prlod 1Jbb ;0856 99226 wede IJouwesd Bl suod SSH Jopdsy wuwesd 9236
IJozde 9802 Iduvedle
ouoese IJigble IJlguluus
oY gpsd debug capwap -
¢bl g o.sJ debug capwap -
bl gpsJ debug dtls
2> gpsd debug dtis -
cuoese Iigble Idecdp
debug capwap client keepalive -
debug capwap client pmtu -
2,9Js gpsd debug capwap -
oSluosd gpsd debug capwap -

wedlo pu pred 9,0Jé AP IUpoodd

IJodlb 1Uz)eo IUpuopus gds o093 AP Idpouod *
oy &ds Ywue mycap §l,o <AP_CONNECTED_PORT> JJI -
Uil s IJo@lb mycap obludls -
2ee Idpdio ldesge Jidodlb Idyulgus 50 -
o> lJoylb oJwd mycap flash:mycap.pcap -
lJoslb IJ ol ve mycap wae/ls$les -

show monitor capture file flash:mycap.pcap -

pedd pu3 1Jezod -
2350 2duws 1 ouo3, Glo <AP_CONNECTED_PORT> -
pw eduws 1 Elss JLu XXX gpdss Joywds sd,) >>>—lJpsule pg Id pe syob -
o€ wireshark gl,.

pdlebi: [0 ¢hes luvogpdo pdole SJ9u: zpg psule Buwes wsu selposy 9 spled
sob eds ok pBclz psuls.
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