Oop gpdsle wrdsé L9y v ks Iy o9l
Jepdsle Idogi, gu v

lJpzogsle

lJp 95,00

S o3l ldpuwews Iunldse IJe,dsle 1IJBelds Juos,s6 ubls 1Us o9 ew Cisco gu,
Juodlo WAN: ool 5955 [Us p9lzes wrasle jeu 1J9uesd slJesesdiss.



b9 w886 UL9,6 LIS IU909d pu Cisco

ogs odsle 1oy, Ideoebes el o)l Judle 1Jsuesd (AP) ey Cisco. sJdu &> SJsu pu
IJoogw coudss 030 ldhoulble gu)y Guwds 1Jeub s 1Usluues (WAN) IJos oops) wipw
9009d el 1Js 1Upslde Idwgsss. spdu lu edsu bysés cuisd o986 CAPWAP IJGsluvss.
p& luol Belds B Iubodle IUpedss: wbsiss 9ywel 18 p9E98s6 gwy Ubwdle WAN.

S oI o3l IJSuwe pwww 229¢ 031 98223 10,8 IJwasJé sldpzuwis Idpuopes Jlple
sl Weldo gu wed.

IJoess: wuisd ue9y6 CAPWAP IJosluvss sy WAN

Supe wpdsd IJgpdsd Il wlowss Jondss Lo9,6 udbs 1909 &) CAPWAP s RFEC 5415,
lJOuwpe 9.1. wose o030 IJIJs6 Jogro ldoedp Vs Iduveds 1dpedse IUJlgvdIdso (WLC) g0
w296 Vb6 1ol IJzr$36 puluiyb lds ullb IUsLosd IJpeods gu) wd§ CAPWAP.
Aot JIJ 5uulds ble wslole (09,6 (RFC 5415, 103 up 9.1.1) c2e9s £Js p2a3€6 o0
wslole oslaz 1Jeloss: sk, goues IJeeds b Iuineds 1pedess 10JIusJdss (WLC)
l8ub luweelos wslule (09,6 (RFC 5415 1J8uwe 9.1.2) pu 086 1Usuosd Swd Luwld
lJpezp9ed IJoldss.

w9002 IJuesss £pdss 0dJ 1Jue9,8 wso udbs IUsuosd s WLC Ieule 9295 wdbs IUs o5
VO gldo IJovgsd.


https://datatracker.ietf.org/doc/html/rfc5415#section-9.1

AP WLC

: Configuration Update Request (Image Identifier = x) |

:‘ Configuration Update Response (Result Code = Success) |

: Image Data Request (Image Identifier = x, Initiate Download) )_:
Image Data Response (Result Code = Success, Image Information = {size, hash}) :

Image Data Request (Image Data = Data)

< |
i . Image Data Response (Result Code = Success) )E
L( Image Data Request (Image Data = Data) i
i Image Data Response (Result Code = Success) }E
Ioop / [Image Data Transfer] E
i‘( Image Data Request (Image Data = Data) :
; Image Data Response (Result Code = Success) }E
L( Image Data Request (Image Data = EOF) :
Image Data Response (Result Code = Success) }E
:_( Reset Request (Image Identifier = x) |
Reset Response (Result Code = Success) }
AP wLC |
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Time AP

wie
2.934990 E248 Application Data E 6246
2.334990 5248 - . s
2.335082 5248 - Agplication Data - s
2.335082 5248 - Application Data o240
2.335982 5248 - App lcation Data Sfrs
2.336989 5248 _ EPEREAE 5246
12.726968 5248 | Application Data o
12.856011 5248 Application Data . 5246
12.856011 5248 = Appllcation Data s
12.807018 5288 E Application Data i 5246
12.909017 o Application Data _JI 6246
12.809017 5248 L- Ape CHEoe/ it 5246
12.917012 5248 | Apsilcation Kiste 5240
12.918004 5248 SEEIE L . 5246
12.918004 6248 | Application Data o
12.919011 5248 | Application Data a0
12.919011 5248 | Application Data 5208
12.919011 5248 | A n Data a0
12.920018 5248 : Agplication Data ous
12.920018 5248 | A n Data 5208
12.920018 5248 | Application Data e
12.921010 528 | Appfcation osta | 0
12.922017 524 Application Data 5246

: et ! 5248
12.922017 5248 - S :
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Time AP -
505.694495 5260 1= Application Data a6
595.694581 8260 | Application Data s
595.694653 5260 | Application Data a0
595.694713 5260 | Agplication Data 248
595.604803 6260 = Application Data e
505.604899 5260 - Application Data sus
595.694965 6260 = Application Data o
595.695053 5260 '« Application Data saue
595.695132 6260 Application Data o
595.695156 8260 | Application Data s
595.605837 8260 | Application Data o
595.695857 5260 - Application Data 5200
595.605882 6260 | Application Data + s2an
595.695003 5260 | Application Data - sus
595.695921 6260 | Application Data 5o
595.695945 5260 | Application Data o 5240
595.695969 6260 | Application Data o 5200
595.606146 5260 | Application Data o
595.696217 5260 Application Data o
595.696236 5260 | Application Data P
595.696261 5260 | Application Data sass
595.696292 6260 = Application Data e
595.696379 6260 = Application Data saus
595.696451 6260 - Application Data sats
595.696539 5260 - Application Data o
595.696619 8260 | Application Data  saue
595.696707 6260 | Application Data a0
695.696765 5260 - Application Data 20
595.696809 8260 = Application Data s
595.696897 5260 = Application Data o
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lJodgsy (CLI)

a b~ wWON -

uidsd w9 udbs 9,09 SuEsSU 2re LId3s CAPWAP:

<ttroot>



configure termnal ap-profile capwap w ndow size

<- Between 3 to 20

end

hob pdo og)ssd 0dbs IUsuosd wedles 0988 98p wldobusd eds vl 1Jsuesd (ped
IJgdosle 29 3 B wudss Selds JJuoss Jupelu sob pdod wgisd udbs Idsuesd Iduorse
gwo &Jled 1Jpsde).

oz (CLI)
<#root>

show ap profile nane detailed

| in indo <- View CAPWAP window size in an AP profile
show capwap client rch

| in Window <- View CAPWAP status and modes for a specific AP(Look for CAPWAP STiding Window and Activ
show ap config genera

| in indo <- View AP configuration details(Shows Capwap Active Window Size)
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IUJlouddsé (WLC).
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©@9p 0B 1JsLosd IJIuwluwss wouisd 1Juess pu uues Idoede B IJubwds
lJpedsé IJJlgnddss (WLC) eo) boolb goods IUleuald sluwgs IJoubly (g156 o)
CAPWAP).
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929> U db6 9,09J (AP) Iuwluss BEb ©@§9p wouisd IJuo9rs guy Uveds IUleuold
9luwes IJobol g (WAN).

sepd eds ssbs Beldss hoolble IJgveds [Jepdss IJlgug (8os wa9e9dsd TFTP)
Jogjse Idues) Ids uilb 1dsuesd (AP) IJelogs.

lJodysy (CLI)

<tfroot>

Enable Predownload in Flex Profile:

configure term nal
wireless profile flex

pr edownl oad

<- Enables the Efficient Image Upgrade option.

end

Configure a Site Tag and Associate Flex Profile:

configure term nal
wireless tag site



flex-profile

<- Ensure 'no local-site' is configured if not already, for Flexconnect mode

end

Attach Policy Tag and Site Tag to AP(s):

configure term na
ap

<- Use wired MAC address

policy-tag

site-tag

rf-tag

end



Trigger Predownload to a Site Tag:

enabl e
ap i mage predownl oad site-tag

start

IJozds (CLI)
<#root>
show ap primary |ist

<- Display 1list of primary APs

show ap i mage

<- Display predownload status of APs:

show ap nane

i mge

(Initially shows 'Predownloading', then 'Complete')

<- Display image details for a specific AP

show capwap client rch

<- Check if Flex efficient image upgrade is enabled on the AP console

lJos9y/ Idlgooble
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od9y 030 IJbb) 596 o936 Jouuyse gpdsle ©rdss L0968 udbs IUsLo9d (AP). 9¢l 0 S
gpdsle IJoui IJJws) 19 1Upsl$e 1Jwgsss 28 $pdo b 8858 0 1d9uesd 98s9> IJubl$
lJoys 1Uglues wovd Ideedpe bs CAPWAP |Js zed gpdsle IJousisd IJoddssse slgd
IJobly ouweerd 99l bysdl.

w6 glps eds 1Jgpdsd

1. 50p £302 L6 LS 1J9Lesd U268 eds euues IUorde Vs Iduveds IUpedss
lJJlgwdIso (WLC).

2. sup wpdsu iougv <y 9s6 HTTPs OOB godgswo gds 9236 [Jwgdpe.

3. oelad udbo 1Jsuo9d (AP). I3l Jlue wigp bys§s OOB.: wujsd 1Jue9,s IUplbdyws pu
tbe lJsse nginx eds 9226 [Jeedp o) HTTPs gds 1Jpeuds 1U3s wp wdysuo.

4. 5l vz wujsd HTTPs: cuwe ey ubs 19 o9d Vs gpdss [Jo,@ss.

5. Vs 2lds Wubd wujsd HTTPs: wg9s w¥bs 1Uguosd wdiliss! IUs Iovd9o oujsd
CAPWAP IJ3sluvs slgd Idoblg.

sboy IJodlb IUzies guues IJozde Bs ldubeds IJeedss IJluvddss (WLC) 1dss sgpd
Jghp HTTPs 90, 8bs 1Jgo9d Jgpsd HTTPs 1U3s swdl louold TCP IJ@sluvs o) 1Jpodds
8443 9o uisd IJpduws.



Time

26.079042
26.079042
26.080049
26.248040
26.248040
26.249032
26.249032
26.250039
26.252038
286.252038
26.253045
26.263045
26.256035
28.256035
26.2660356
26.256035
26.257042
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.263039
26.264030
26.264030
26.264030
26.264030
26.264030

60534 : 60534 + pesync-hips(8443) [ACK] Seq=1 Ack=1 Win=29312 Len=0 TS5val=5801800 TSecr=1785999230 ! 8443

o client Halla . e
60534 - posync-httpsiB443) -+ 60534 [ACK] Seg=1 Ack=518 Win=64768 Len=0 TSval=1785999359 TSecr=5801668 | pass
oonsa | Hella Retry Request, Change Clpher Spec e
c0534 | 60534 + prayne-nitps(A443) [ACK) Seq=518 Ack=100 Win=20312 Len=0 TSval=5801669 TSecr=1785899400 | 443
60834 Change Cipher Spec, Client Hello 5“43
e Server Hello, Application Data ! gaqa
e pesyne-hiips(8443) - 60534 [ACK] Seq=1448 Ack=1041 Win=64256 Len=1348 TSval=1785900403 TSecr=5801870 [TCPE POU IN105] | ean
60534 Application Data, Application Data, Application Data E s4a3
60534 E
60634 Applicavion Data . 8443
s0534 - Application Data : aaa3
0534 - Application Data 8483
aoesd | Application Data . 8443
i
aos3 60534 + pesync-niips(8443) [ACK] Seq=1395 Ack=4322 Win=43392 Len=0 TSval=5801677 TSecr=17850990407 | 443
60534 -
60534 H pesync-hiips(B443) - 60534 [ACK] Seq=5670 Ack=1398 Win=64128 Len=1348 TSval=17 14 TSecr=5801678 [TCP PDU n129] ' Baa3
o083 pesyne-htips(B443) - B0534 [ACK] Seq=7018 Ack=1395 Win=64128 Len=1348 TSval=1785090414 TSecr=5801876 [TCP POU reassembled in 129) | adda
Gﬂﬁ.ﬂ posync-=hitpsi8443) -+ 60534 [ACK] Seq=8366 Ack=1395 Win=64128 Len=1348 TSval=1765999414 TSecr=5801676 [TCF POU reassembled in 129] E 8443
WUSQ -hiltps(B443) 4 60534 [PSH, ACK] S569=9714 Ack=1395 Win=64128 Len=1348 TSval=17888959414 TSecr=5801676 [TCP FOU reassembled In 125] i 443
60534 = ECSMC-NIPI(8443) + 60534 [ACK) Seq=11062 Ack=1395 Win=64128 Len=1348 T5val=1785988414 TSecr=5601676 [TCR PDU © 128) g4
60531 posync-https(8443) 4 60534 [ACK] S80=12410 Ack=1395 Win=64128 Len=1348 TSval=1785999414 TSecr=5801676 [TCP PDU reassembled in 129] : Baa3
60834 - pesync-hitps(8443) < 80534 [ACK) Seq=13758 Ack=1398 Win=64128 Len=1348 TSval=1785999414 TSecr=5801676 [TCP POU re: in1 _]_, P
SOE3s pesync-hitps{B443) + 60634 [ACK) Seq=15106 Ack=1335 Win=64128 Len=1348 TSval=1786885414 TSecr=6801676 [TCP PDU 1 IN128] ...
60534 ;
BO834 60534 < pesync-hitps(8443) [ACK] Seq=1395 Ack=7018 Win=45157 Len=0 TSval=5801683 TSecr=1785999414 “'3
60534 i 60534 = pesync-hilps(B4435) [ACK] Seq=1395 Ack=0714 Win=54012 Len=0 TSval=6801683 TSecr=1785990414 m‘a
i | K] S58q=1395 Ack=12410 Win=60672 Len=0 T5val=5801683 TSecr=1785099414 :
60534 60534 -+ pesync-hitps(8443) [ACK] Seqg=139% Ack=15106 Win=66560 Lan=0 TSval=5801683 TSecr=1785 414 \ pa43
60534 | B0534 < pesyne-hty 43) [ACK] Seq=1395 Ack=17802 Win=F2320 Len=0 TSvals5801684 TSecr=17856959414 :

o3BG 2ip wudss Iduoy) Idpwewsd IJs HTTPS

lJodosy (CLI)

<tfroot>

Enable the HTTPS upgrade method:

configure term na
ap upgrade nethod https

end

Configure a custom HTTPS port (Optional - default is 8443):

configure term na
ap file-transfer https port

end



lJodssy (GUI)

1. luoyd lJsConfiguration > JluJds > Wireless Global.

2. B Guwp <888 L6 LS 1J9 0] Bp vopdsy luwdsw HTTPs.
3. (lewshs) bed IUSse Ss 2dd e0ds HTTPs.

4. 108, 998 wbosd eds IJzols.

IJozdd (CLI)

<tfroot>

show ap upgrade net hod
<- Check global HTTPS method status
show ap file-transfer https summary
<- View configured and operational HTTPS file transfer port

show ap nane

config general | sec Upgrade

<- Check if a specific AP supports 00B capability (Look for "AP Upgrade Out-Of-Band Capability : Enabl
show wi rel ess stats ap i nage- downl oad
<- View the method used for recent downloads (Check the Method column)

show pl at form sof t war e yang- nanagenent process

<- Verify nginx server status

lJoses/ Idlgooble

.+ sobdo wyulez Cisco 10S® XE Dublin 1J] osl, 17.11.1 15 1uosl, Tzse.

* £ 28906 e SRl 1oz dp IUJluwdIdss 1de opws po Cisco by uélb suesd Cisco
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* subdo wpdsy wdssu HTTPS IJglp gds 9226 Idogdpe.

* Sew oubEsd ghe NGINX eds 9226 [z dpe.

-+ St 1o $Y9u Idpuds IUss wp cdssue Blodl JJsuesd wsu 9226 Idepde sudlb
IJs o9 (APs).

c Spdu lu wvgid Ide,8s 13 Jlge TrustPoint 1Jgl oo wglbe HTTPS weess eJs
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Supported Access Points in Cisco Catalyst 9800 Series Wireless Controller Software Releases

Table 5. Cisco Catalyst 9800 Wireless Controller and Supported Access Points
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Version Number Release
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(1), 9164 (1), 9166 (1/D1)

Cisca Catalyst Wi-Fi 6 APs: 9105AX (I/W),
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3800 (I/E/P), 4800 (1)
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Integrated Access Point in Cisco 1100 ISR
(ISR-AP1100AC, ISR-AP1101AC, and ISR-
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Cisco Catalyst Industrial Wireless 6300
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Cisco Catalyst 9124AX (I/D/E) Access
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Pluggable Modules: Wi-Fi 6 Pluggable
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