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> Frame 269: 91 bytes on wire (728 bits), 91 bytes captured (728 bits)
> Ethernet II, Src: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
> Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.116
> User Datagram Protocol, Src Port: 5247, Dst Port: 5248
> Control And Provisioning of Wireless Access Points - Data
> IEEE 802.11 Data, Flags: ......F.
> Logical-Link Control
> 802.1X Authentication
v Extensible Authentication Protocol

Code: Request (1) <l

Id: 1

Length: 5

Type: Identity (1) e
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Frame 264: 114 bytes on wire (912 bits), 114 bytes captured (912 bits)
Radiotap Header v@, Length 54

802.11 radio information

IEEE 882.11 QoS Data, Flags: ....... TC

Logical-Link Control

802.1X Authentication

Extensible Authentication Protocol

Code: Response (2) «

L " " ™

[1d: 1

Length: 18
Type: Identity (1) el
Identity: host/iseuserl i
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Frame 281: 506 bytes on wire (4048 bits), 506 bytes captured (4048 bits)
Ethernet II, Src: 00:00:00 00:00:00 (PP:00:00:00:00:00), Dst: 00:00:00 PR:00:00 (PO:00:00:00:00:00)
Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.88
User Datagram Protocol, Src Port: 58838, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
|Packet identifier: @x24 (36)
Length: 464
Authenticator: 48f74e792b11604d918824d947629485
[The response to this reguest is in frame 285]
~ Attribute Value Pairs
¥ AVP: t=User-Name(l) 1=15 val=host/iseuserl
Type: 1
Length: 15
User-Name: host/iseuserl < -l
AVP: t=Service-Type(6) 1=6 val=Framed(2)
AVP: t=Vendor-Specific(26) 1=27 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=576
AVP: t=EAP-Message(79) 1=20 Last Segment[1]
Type: 79
Length: 20
EAP fragment: ©201001201686f7374216973657573657231
v Extensible Authentication Protocol
Code: Response (2)
Id: 1 o l—
Length: 18
Type: Identity (1)
Identity: host/iseuserl « -l
> AVP: t=Message-Authenticator(80) 1=18 val=262b63190+7340d9b9db2+888ealch79
> AVP: t=EAP-Key-Name(1l02) 1=2 val=
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RADIUS ¢lo wlouold RADIUS Lo ISE 9 WLC. Jel spdod IO s B 030 lJe5p0 I ISE &>
£SU pEy EAP 238> Jgle 201 sep luvedslpo Joglde IUlouold wsu ISE 9ldg psd. 980> 030
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Frame 285: 169 bytes on wire (1352 bits), 169 bytes captured (1352 bits)
Ethernet II, Src: VMware 8c:8e:41 (00:0c:29:8c:8e:41), Dst: Cisco 56:49:8b (f4:bd:%9e:56:49:8b)
802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 260
Internet Protocol Version 4, Src: 192.168.160.88, Dst: 192.168.160.20
User Datagram Protocol, Src Port: 1812, Dst Port: 58038
RADIUS Protocol
Code: Access-Challenge (11)
|Packe‘t identifier: 0x24 (36) =l
Length: 123
Authenticator: 9046d29958d0812dPalcacl/7f20842a0
[This is a response to a reguest in frame 281]
[Time from request: ©.003997000 seconds]
v Attribute Value Pairs
> AVP: t=State(24) 1=77 val=333743504d5365737369616e49443d3134413041384330303030303030313041
¥ AVP: t=EAP-Message(79) 1=8 Last Segment[1]
Type: 79
Length: 8
EAP fragment: ©1c900060d20
v Extensible Authentication Protocol
Code: Request (1)
Id: 201« ~ale—
Length: 6
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: 0x28
> AVP: t=Message-Authenticator(80) 1=18 val=587539e3839%e8adeefbcod5735443d3a
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> Frame 347: 102 bytes on wire (816 bits), 182 bytes captured (816 bits)
> Radiotap Header v@, Length 54
> 802.11 radio information
> TIEEE 882.11 QoS Data, Flags: ...... F.C
> Logical-Link Control
> 802.1X Authentication
v Extensible Authentication Protocol
Code: Request (1)

[1d: 201 - —comli—

Length: 6
Type: TLS EAP (EAP-TLS) (13)
~ EAP-TLS Flags: @x20

e... = Length Included: False
.a.. = More Fragments: False
.1, = Start: True
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Frame 349: 300 bytes on wire (2400 bits), 300 bytes captured (2480 bits)
Radiotap Header v@, Length 54
802.11 radio information
IEEE 802.11 QoS Data, Flags: ....... TC
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Response (2) & smile——
[Td: 201 - e —
Length: 284
Type: TLS EAP (EAP-TLS) (13)
v EAP-TLS Flags: 9x8@
Length Included: True
e More Fragments: False
..8. .... = Start: False
EAP-TLS Length: 194
~ Transport Layer Security
v~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (©x0383)
Length: 189
> Handshake Protocol: Client Hello e
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Frame 365: 260 bytes on wire (20880 bits), 260 bytes captured (2080 bits)
Radiotap Header v@, Length 54
802.11 radio information
IEEE 802.11 QoS Data, Flags: ......F.C
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Request (1)
[1d: 204
Length: 164
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: @xee
v [3 EAP-TLS Fragments (2162 bytes): #353(1002), #359(1002), #365(158)]
[Frame: 353, payload: ©0-1001 (1082 bytes)] < -l
Frame: 359, pavload: 1802-2803 (1002 bytes) - ——
[Frame: 365, payload: 2004-2161 (158 bytes)]
[Fragment Count: 3]
[Reassembled EAP-TLS Length: 2162]
~ Transport Layer Security
> TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate

€ W oW W W W

>
> TLSv1.2 Record Laver: Handshake Protocol: Server Key Exchange
> TLSv1.2 Record Layer: Handshake Protocol: Certificate Request
> TLSv1.2 Record Laver: Handshake Protocol: Server Hello Done

uwolé lJgpsd

wee 1o $uwd ISE zese Iizsle ssop lghs wepseol woluwbs 1Jgpsd: suodd w338 1z50é
IJs 1gpsd Jhuwld inse ol B TLS. pu 1pcsde 1o souwd IJgesd pgisve IJgluo B 030
lJeazds pu led 191 1dpuol$6. 500l wuove IJlp) 19¢, wedesl. walel pod ISE: pusdsp
IJepsd whhuwld £36 Izsle TLS WO O w [J9 8w« 91236 pu 030 05 Uiol>wo.

seds eduw ol olsul pe ISE: sruwd pebop Igedle wslule EAP IUElL06 wop lgudd MTU
wddisd. B o3l 1Jeruo IJosuoses: wslule 802.1x os 1492. 1Jp v dJs pg 309 1o 1 ap seole
lo suosW IJ CAPWAP g9l J3JY 09 suvebse Joo bhuwde 1Js IJ WLC.

DI s28 3JIT see eds udbs 1yuosd wriiss Idzies zos spduel Iuolds 1,99
sbhuwldol Ids guuo) Idezdp WOs Idyveds Idpedss IUJlgeddss (WLC). JI wogs bys$o
Judbs 1Usesd Jdzuesd eds IUeies IUs euue) Idegde Os Iduveds IUpedss IUJlpud Jsé
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> Frame 367: 1588 bytes =slssss (12704 bits), 1588 bytes captured (12704 bits)
> Radiotap Header v®, Length 54
> 802.11 radio information
> IEEE 882.11 QoS Data, Flags: ....... TC
> Logical-Link Control
> 802.1X Authentication
v Extensible Authentication Protocol
Code: Response (2)
Id: 204 « e
Length: 1492 < -sealil—
Type: TLS EAP (EAP-TLS) (13)
v EAP-TLS Flags: ©xc®
1... .... = Length Included: True
I More Fragments: True
Y DO Start: False
[EAP-TLS Length: 4692 il

cubbss 1z 506 £ IJuudd:

> Frame 56: 1482 bytes -~ =wilsssssm 356 bits), 1482 bytes captured (11856 bits) on interface /tmp
> Ethernet II, Src: Cisco b5:e6:00 (0c:75:bd:b5:e6:80), Dst: Cisco 56:49:8b (f4:bd:9e:56:49:8b)
> Internet Protocol Version 4, Src: 192.168.160.116, Dst: 192.168.160.20
> User Datagram Protocol, Src Port: 5248, Dst Port: 5247
> Control And Provisioning of Wireless Access Points - Data

Reassembled in: 57
v Data (1424 bytes)

Data: 918800000c75bdb3022038689362ec7edc75bdb3022f000100002a2a030000008880100...

[[Length: 1424] - el

Iob less czesgo eds IJuwd:



M Wireshark - Packet 57 - FromTheWire2.pcap

> Frame 57: 156 bytes ~ e 248 bits), 156 bytes captured (1248 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
Ethernet II, Src: Cisco_b5:e6:00 (@c:75:bd:b5:e6:00), Dst: Cisco_56:49:8b (f4:bd:9e:56:49:8b)
Internet Protocol Version 4, Src: 192.168.160.116, Dst: 192.168.166.20
User Datagram Protocol, Src Port: 5248, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
[2 Message fragments (1530 bytes): #56(1424), #57(106)]
IEEE 802.11 QoS Data, Flags: ....... i
Logical-Link Control
802.1X Authentication
Extensible Authentication Protocol
Code: Response (2)

€ v % v v v v v ow

[Id: 204 ==

Length: 1492 il —

Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: Oxc@

EAP-TLS Length: 4692

les wzpse zese lele IJgpsd v [Jogle:

> Frame 397: 340 bytes on wire (2720 bits), 349 bytes captured (2720 bits)
> Radiotap Header v@, Length 54
> 802.11 radio information
> IEEE 802.11 QoS Data, Flags: ....... TC
> Logical-Link Control
> 882.1X Authentication
v~ Extensible Authentication Protocol
Code: Response (2)
Id: 207 o a—
Length: 244
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: 9x08
v [4 EAP-TLS Fragments (4692 bytes): #367(1482), #373(1486), #391(1486), #397(238)]
[Frame: 367, payload: ©-1481 (1482 bytes)]
Frame: 373, pavload: 1482-2967 (1486 bytes
[Frame: 391, pavload: 2968-4453 (1486 bytes)]
[Frame: 397, payload: 4454-4691 (238 bytes)]
[Fragment Count: 4]
[Reassembled EAP-TLS Length: 4692] .
~ Transport Layer Security
> TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
> TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
> TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

iolss IJg psd s WLC

oodds 9236 Idoedpe Vs Idyveds 1Jpedss IJJluwdIdso (WLC) giisswos CAPWAP gogs>
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MJogwes Jhslopsle 1douusbi. 1o, 1o goue) Idezde Bs 1dubeds IUppdss
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p0 1Jzs IJI8uos JJoudd 1Uss swdé 1500 9226 1Uzs IIEuas JJoudd: Bl el 1Uss puodse wo
9236 IJozgdp Ws Idyveds Idpedss IUJlgwdIdss (WLC)S wzjse 1Uz)jed ei6 ié)s.

gu 0o IJudlbsr wsd9pe suuey Idoegdpe Vs Iduveds IJpedss IJdluunddss (WLC) wogjise
lJzieo eds 1396 wuvdd 1)l os. U868 oul os udwol Jpl o pg ISE. I gle 09 zeJ
IJzipd LoEs)8 wel IS 2o luo I3l JIo sz edsol 1des) gws 038 o) BJu czele IJs
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U206 1zl IUes oond gouo, Ieede B 1duvods IUepdss IUJlovddss
(WLC):

> Frame 318: 1414 bytes === (11312 bits), 1414 bytes captured (11312 bits)
> Ethernet II, Src: Cisco 56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware 8c:8e:41 (00:@c:29:8c:8e:41)
> 862.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
> Internet Protocel Version 4, Src: 192.168.160.20, Dst: 192.168.160.88
v Data (1376 bytes)
Data: e2b6@714071152b7012807e%e3a7bbf3calo2bfdld2c29bbeaac2la7@l0fe86f73742160..

[[Length: 1376] - st




> Frame 319: 695 bytes « agijfsss= 560 bits), 695 bytes captured (5560 bits)
> Ethernet II, Src: Cisco_56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware_8c:8e:41 (00:0@c:29:8c:8e:41)
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
> Internet Protocol Version 4, Src: 192.168.160.208, Dst: 192.168.160.88
> User Datagram Protocol, Src Port: 58038, Dst Port: 1812
~ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x28 (4@)
Length: 2025 -~ eiliem—
Authenticator: e3a7b@f3cal62bfd8d2c29bbeaac?la?
The response to this reguest is in frame 322
v Attribute Value Pairs
> AVP: t=User-Name(1) 1=15 val=host/iseuserl
> AVP: t=Service-Type(6) 1=6 val=Framed(2)
> AVP: t=Vendor-Specific(26) 1=27 vnd=ciscoSystems(9)
> AVP: t=Framed-MTU(12} 1=6 val=576
> AVP: t=FEAP-Message(79) 1=255 Segment[1]
> AVP: t=EAP-Message(79) 1=255 Segment[2]
> AVP: t=EAP-Message(79) 1=255 Segment[3]
> AVP: t=EAP-Message(79) 1=255 Segment[4]
> AVP: t=EAP-Message(79) 1=255 Segment[5]
v AVP: t=EAP-Message(79) 1=229 Last Segment[6]
Type: 79
Length: 229
EAP fragment: 8bcdbe38a7487cb8dcafbel664bbd95+72ct96eBc91bbcdBchbdect7de3dfedalt15¢ch73989..
v Extensible Authentication Protocol
Code: Response (2)

|1d: 204 et

Length: 1492
Type: TLS EAP (EAP-TLS) (13)
> EAP-TLS Flags: @xc@
EAP-TLS Length: 4692
> AVP: t=Message-Authenticator(80) 1=18 val=ffcd8b97d2d366fd9d995043bfe27607
> AVP: t=EAP-Key-Name(182) 1=2 val=
> AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)

TL Josv g 1dg)e:DR
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Cisco ISE WLC Access Point Wireless Client

fmz e — == _J —
EAP-TD Request ;
% & :
4 Access-Heguest \ EAP-TD Rslw
N,
ccess-Challe EAP Request >
< Acress-Heauast * EAP Response with 105 Client Hello
Access-Challenge - TLS Fragment 1 of 3 > E. egquest >
A
< Access-Request EAP Regronse |
Access-Challenge - 105 Fragment 2 of 3 > EAP Request >
e
* Access-Request EAP Hesponse ]
Access-Challenge Fragment 3 of 3 > EAF Request >
(' EAP/TLS Fragment1 in CAFWAFP Fragment1 P nse - 1 ragment 1 of
; Access-Request Fragmentl with EAP/TLS Fragment 1 EAP/TLS Fragment in CAPWAP Fragment2
- Access-Request Fragment? with EAP/TLS Fragment 1 |
Access-Challenge > EAF Request >
< EAP/TLS Fragment2 in CAPWAP Fragment] 2] nse =1 I f
& Access-Request Fragment1 with EAP/TLS Fragment 2 - EAP/TLS Fragment2 in CAPWAP Fragment2 |
Access-Request Fragment2 with EAP/TLS Fragment 2
Access-Challenge > EAP Request
\/‘ EAP/TLS Fragment3 in CAPWAP Fragment] EAP Response Fragment 3 of 3
Access-Request Fragment1 with EAP/TLS Fragment 3 < EAP/TLS Pragments in CAPWAP Pragment?
Access-Request Fragment2 with EAP/TLS Fragment
Access-Accept > [ EAP Success >
T
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Bsel sds wdaso WLAN. Ioole IJIool sop CESS) predes [Jeobe [Jpuvegsps B b B
Slisps b, 9.

9800#show run wlan
wlan TLS-Test 2 TLS-Test
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
security dotlx authentication-Tist TLS-AuthC
no shutdown

|16 1o,y 1Uslz06-1J o0, Lluwegsle 9236 1Uzs 1JI8uos JJudd (MTU)
lJIwe,)loso

900l [wol p2)> p2p9Es £93p g3 wubS) IS Ebe ISE. wp |Uolss Tp) 1Uslz0s 1Upu03)
JJluvhe |Jds WMI IJgluo w6 9ld3s Jp swp wessu MTU Jo. Wsel sds yvdd IJodsse.

9800#show run aaa

!
aaa authentication dotlx TLS-AuthC group NoMTU
!

!

radius server ISE

address ipv4 192.168.160.10 auth-port 1812 acct-port 1813
key 6 _ gINMNXObF[AbPBVNaYibbBMhNMFAbKUAAB

!
aaa group server radius NoMTU

server name ISE

ip radius source-interface V1an260

deadtime 5

1

9800#show run inter vlan 260
|

interface V1an260

ip address 192.168.160.20 255.255.255.0
no ip proxy-arp

end

éJro| VIRIRVY- I |u0|;9o PTPIEC Eﬁbp NoMTU |Js éksroé b,9 lJPUObLéé |Jp_)&g_;]06 Vub.__;dé
WLAN. sop luvogsle Il ip radius source-interface vian260 Jeze9e6 1Jg9lsp 030 9J1 was
Uuwds VLAN 260 9258 1> IJIBuos JJoudd (MTU) wegus luel ouuagse 9226 1Jes IJle ol
JJudd (MTU) 56 1500. BEb io s8> IJ MTU po 1500 ive suvobse luvog pdo 1Jg 00
Jusb all o) suzow IJsho B IJloole.

interface V1an260
ip address 192.168.160.20 255.255.255.0



no ip clear-dont-fragment
ip redirects

ip unreachables

no ip proxy-arp

ip mtu 1500

sllo: lub, 1s 1Jz5eé 1dos sz busld uivels IJgesd Bsol [Us ISE wpzps o suoss euue,
IJoedp Bs 1duvwds 1 ppdss 1JJluu]dsé (WLC) wslole RADIUS:

pdlebs: ouli IJulse gds 1Jgb o9 15=18._9o'>l Swueeu lJ)99uw [Je9e9d bz 2eedd
IUlse,ue pod sluw Gvods VLAN g)luw IUb o 86 2. 9J1 wpogwe 030 Idpuldg [Us 9256
IJz> IJlsuos JJuldd.



> Frame 581: 1518 bytes === 12144 bits), 1518 bytes captured (12144 bits)
> Ethernet II, Src: Cisco_56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware_8c:8e:41 (00:0c:29:8c:8e:41)
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
> Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.88
~ Data (1480 bytes)
Data: del3071407c63226010e07be21b83acectb80ed7eB8c2c3a900fc3c9a010f686173742169..
[Length: 1480] m—

> Frame 582: 548 bytes . —ssi======384 bits), 548 bytes captured (4384 bits)
> Ethernet II, Src: Cisco 56:49:8b (f4:bd:%e:56:49:8b), Dst: VMware 8c:8e:41 (80:0c:29:8c:8e:41)
> 802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
> Internet Protocol Version 4, Src: 192.168.160.20, Dst: 192.168.160.88
> User Datagram Protocol, Src Port: 56851, Dst Port: 1812
~ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xe (14)
Length: 1982 e g
Authenticator: 21b83acec6b8@ed7e8c2c3a90@fc3c%a
[The response to this request is in frame 585]
v Attribute Value Pairs
> AVP: t=User-Name(1l) 1=15 val=host/iseuserl

oule spdud 16 wys e Iduslule pgil Bs 1480. spdod IJeuoed eds oo IJlgsle Jopw 9226
Iz 1IBuos JJodd (MTU) b,l; 1500 gds slzes WML 1Jz 506 IJelJsé 13J pw 550 wlse
sJIJu spIdud i oS Ideze IUlzelds Joslule RADIUS o9 1982. 90¢ 3JY: W& uze lJoduvse
lJs 9226 1> IJIgos JJowd (MTU) IJzss26.

luweesle 91206 Jsuve WMI og 9236 1Uzs IUIGLos JJodd (MTU) eoJg 1200

IJToe [ e,u0 Tod osss 1dozsss Bs 9236 1Ues IUlsuos JJodd (MTU) Iuoé) eepl sJJdo JI
OSd I SS9y o3l IJugss) eds Ls qdé 09 ié)s. ol PU pubIdJo oyl V| config SLB¥S LWOLwo
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op wesswol eds 1200. Bspl sds yvdd IJodysu:

9800#show run aaa

!
aaa authentication dotlx TLS-AuthC group MTU1200
!

!

radius server ISE

address ipv4 192.168.160.10 auth-port 1812 acct-port 1813
key 6 _ gINMNXObFibbBMhNMFAbKUAAB

!
aaa group server radius MTU1200

server name ISE

ip radius source-interface Vlan261l

deadtime 5

1

9800#show run inter vlan 261
|

interface Vlan261



ip address 192.168.161.20 255.255.255.0
no ip proxy-arp

ip mtu 1200

end

w83 3JYilze ISV wusg IJzsp wluweesle 9226 1Jzs IJleuos JJudd (MTU) 1IJIE oso.
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Frame 2817: 1214 bytes ~ "2 bits), 1214 bytes captured (9712 bits)
Ethernet II, Src: Cisco 56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware 8c:Be:41 (00:0c:29:8c:8e:41)
802.10Q Virtual LAN, PRI: ©, DEI: @, ID: 260
Internet Protocol Version 4, Src: 192.168.161.208, Dst: 192.168.160.88
Data (1176 bytes)
Data: del3871407c¢6b995011907be@7bf6d7e9c9914e3491a+7321e39¢+57010F686173742169..

€ W oW W W

[[Length: 1176] —estf—

Frame 2818: 852 bytes _#.6 bits), 852 bytes captured (6816 bits)
Ethernet II, Src: Cisco_56:49:8b (f4:bd:9e:56:49:8b), Dst: VMware_8c:8e:41 (00:0c:29:8c:8e:41)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 260
Internet Protocol Version 4, Src: 192.168.161.20, Dst: 192.168.160.88
User Datagram Protocol, Src Port: 56851, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @x19 (25)
Length: 1982 - el
Authenticator: 87bf6d7e9c9914e3491af7321e39¢f57

£ W oW W W W

oule JI ojld wsloule RADIUS 1982 Ulse 9JJu 030 IUp)6 wpo wziisé Iduslule gos 1176 Lol
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9800(config-if)#do sho run inter vl 261
|
interface Vlan261

mtu 9100

ip address 192.168.161.20 255.255.255.0
no ip proxy-arp

ip mtu 9000

end
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> Frame 50@7: 2025 bytes ~-ujmmsm (16200 bits), 2025 bytes captured (16200 bits)
> Ethernet II, Src: 00:00:00 _00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_P0:00:00 (P0:00:00:00:00:00)
> Internet Protocol Version 4, Src: 192.168.161.20, Dst: 192.168.160.88
> User Datagram Protocol, Src Port: 56851, Dst Port: 1812
~ RADIUS Protocol

Code: Access-Request (1)

Packet identifier: @x22 (34)

Length: 1983 ~eiff—

Authenticator: 2e4d43d8fb5c78f770@fbc639fbBc9cP

[The response to this request is in frame 5010]

> Attribute Value Pairs
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