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* OWE (cuvds) Jigvdds luwoel;s) 09 lewsls J IEEE 802.11 1J3s S99 wuvds)
JJsuwb IUJluwdIs. 1o I ue pu Idpuolsds I e uaowsé s OWE o weuw Bog
louold Jiuwdds € lpo wso vdlb IUsuesd sldeedle.

« suwoEse OWE IJovds, Ideuvows 1s g9l)jpesle Diffie-Hellman Jlgshs lJouvds,
IJJlowdIs.

* pu gdld OWE: s@9p IJgpsd 9086 U9 09d woubd pudlese Diffie-Hellman l&ole
lz)le 1Jsoo9d Sluweésle IJuwy 1spss Iduloz pe Ipuoldes I uless [Uloglo.

© 5958 luwegsle OWE |Js weuwso lplo 1dube s 1JJluwdIss Je pdsle IJouin 1dos
swp Bsol uuiy IJuvodle 1Jpdeges 9 1Upuie,Js 1Jpguenss IJs PSK.
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1. Bp wodosu Uiwdd WLAN 08926 91236 390 ls wuvds oy sopdsy IJwe.

2. 8p wodssy SSID T, Lleshle wlpsy OWE sogsso e per® WLAN 1Jplde9z B
9u2e Iluesdld-wlan-id. §e wogbsd ¢sl wo SSID B SSID lueéld OWE osl.

3. 8P wOESSU IBe perd UivwIds WLAN IJluedldss Bs edd "ssoe IJloeslJ-wlan-id"
IJpbese JJuivwJs Idpedss 1JJlundIdss (WLAN).
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1. spdu Lo iaojé IJLuul> J SSID 1Jewde9es. spdud jaswol pu gJIJ luwe SSID 1Jglo wol
s PCAP IJogle.

2. Jpl spduul IUIbJle eJs SSID 1Jpgds 1U3s wp wpdsuo wlguedsle luue "2y woJ"
ol po lugwpe SSID IJgl o wo s PCAP.

3. vped o Sodds Idgpdle 1bl) 1Jpeoly6 J SSID 1Jeweyes: 31 Jlo Jsso g S>&0 SSID.
BspJduo ldose s hwld bdo IUlgwed wl) |Js SSID luedlds (909 SSID ppdy
J.Joiro@Q w>Jl po SSID p80920).

4. spJdu JJgpdle lJpre9p50 Os OWE IJzo9d eds luvogled wzdsd pu SSID

IJlvosldss.

L Spdu o 0 Ipuol 86 1Updeges wusu IJepsd 9 AP.

- Spdo JJgpsd buwld bdo 13l 1Js w@bos 1Jgsosd pe vl osd wuld pdele DH
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8. spdu lole puoldzs Huless llotlo wso wdbs IJsuosd szols Idepsd.
9. ve> blys Upu_élog’_sa wuzle spdu io SY9u PSK pu ldpuwess Idolus vlgel

10. spJdu JJgpsd IJzuosd eJs IP o DHCP 9 ARP 9pl |Js 3JY..

1. spJdu \J:Jg_ro@.,] IJlvedld |Js zldé RUN.

12. 3l Jlpe lzojo Idgpsd £, IUpgwpr6 OWE: Bspdyuol huwld bde PROBE Jwee SSID

IO wo 9spduoel Idzuo9d eds IP pulyins ppl spduel IUIGe @I IJs 2ldo RUN.

o O

bl 1Jeulys 1Jisods

* oulc sy PCAP oy IJogle: & SSID "Open-Owe" (bl uglg). IU3s segwss eds
oluosd SSID Ul dldss 9suvpes "Owe-Transfer".

Mo Tima Source Dastination Protocol Langth Info
47285 1025-01-21 09:53:18.259879 Cisco_dd:2e:87 Broadcast 802.11 376 Beacon frame, SN=1157, FNe@, Flagse........C, BI=19@, SSID="OPEN-OWE"

Frame 47285: 376 bytes on wire (3008 bits), 376 bytes captured (3008 bits)
Radiotap Header v@, Length 36
A din information
Flags: ........ c
IEEE E@82.11 Wireless Management
Fixed parameters (12 bytes)

er set: "OPEN-OWE™
set ()

Tag: Supported Rates 6(B), 9, 1Z(B), 18, 24(B), 36, 48, 54, [Mbit/sec)
Tag: D5 Parameter set: Current Channel: 48

Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country Information: Country Cede IN, Environment ALL

Tag: Power Constraint: @

Tag: 0BS5 Load Element B@Z.1le CCA Version

ag: RM Enabled Capabilities (5 ectets)

es {B82.11n D1.18)
n (882.11m D1.10)
flities (8 octets)

»j: VHT Operation

Tag: Tx Power Envelope

Tag: Vendor Specific: Micresoft Corp.: WMH/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = §
Tag: Vendor Specific: Cisco Systems, Inc: Aironet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11} (11}
Tag: Vendor Specific: Cisco Systems, Inc: Adronet paknown (44)

Tag: Vendor Specific: Wi-Fi Alliance: OWE Transition Modg

L ance)
cific OUI Type: 28

or Spe
BESID: Cisco_dd:Ze:Bf (49:ce:2d:dd:2e:B1)

IJuo9,é-1 : bl bl Ideolys J SSID IJpcdesz
¢yl SSID pgdso

.« 5081 Jodsso IUuvods 1dpzdss IUJluvddss (WLAN), sep oelbsd Tdos”



Jeg 8 SSID "Owe-Transition" o3l 9p¢ 3JYJ: Spdud puiless pulyle SSID IJegdsso
Vs PCAP AIR IJws wewss eds luwpe SSID "Wildcard". 9p¢ 3JY: I3l Gpo wldoedd
pu odd 1Jgjps Bluel wewss eds wldlosd Owe-Transfer.

* lzued eds pey 9 BSSID IJpgds wluwesle 030 Iz p6: pod "40:ce:24:dd:2e:8f"
9oz guo Vs IJodlb 1Jg)es.

* 99 030 IJgjpo: whbo, 030 1Ugluoso: SSID "p9 995" 9eze9s eds SSID IJluedlds
IJglue wol J "Open-Owe" 9 BSSID 1J¢gl o wol "40:ce:24:dd:2e:87".

Ne. Time Source Destination Protocel Length Inbe
22581 2025-01-21 @9:52:23.230007 Cisco_dd:2e:8f Broadcast Ba2.11 390 Beacon frame, SN=2483, FN=0, Flags=........C, BI=10@, SSID=Wildcard (Broadcast)

Frame 22581: 390 bytes on wire (3128 bits), 398 bytes captured (3128 bits)
Radictap Header v@, Length 36
882.11 radio information
IEEE 802.11 Beacon frame, Flags: ........C
IEEE 802.11 Wireless Hanagement

Fixed parameters (12 bytes)

Tagged parameters (314 bytes)

Tag: SSID parameter set: Wildcard SSID
Tag Number: SSID parameter set (@)

Iag leooth- B

on
Tag: S t Rates G(B), 9, 12(B), 1B, 24(B), 36, 48, 54, [Mbit/sec)
s&t: Current Channel: 48

Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country Information: Country Code IN, Environment ALl

Tag: Power Constraint: @

Tag: RSM Information

Tag: 0BS5S Load Element BB2.1le CCA Versiom

Tag: PM Enabled C bilities (5 octets)

Tag: HT Capabilities (862.11n D1.18)

Tag: HT Information (8@Z.11nm D1.10)

Tag: Extended Capabilities (8 octets)

Tag: VHT Capabilities

Tag: WHT Operation

Tag: Tx Power Envelope

Tag: Vendor Specific: Micresoft Corp.: WMM/WME: Parameter Element

Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = 5
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled

Tag: Vendor Specific: Cisce Systems, Inc: Aironet Unknewn (11) (11)
Tag: VWendor Specific: Cisco Systems, Inc: Adronet Unknown (44)
[7e9: Vendor Specific: Wi-Fi Alliance: OWE Transition Mode |

Tag Musber: Vendar SPecific (221)

Tag length: 19

OUT: 5@:6f:a (Wi-Fi Allianee)

Meodor Soecidic OUL Tung. B

|Bss1p: Cisco_dd:ze:s7 (40:ce:2a:dd:ze:s7)|
SSID leogin: 8

SID: OPEN-DWE

IJu29,6-2 : SSID IJpgd.s - luwéld OWE
e buwld bdo oz8sd pu lJgpsd IJs SSID 1J¢lue wozesd OWE

* 9lgweubl |Js SSID |bl) Ideul,y6 "Open-Owe". swg, Idgpsd eds wdlosd SSID
I.Jié)..s IJos seolz 1ds wssosdol s o3l Idgusulsy: os "Owe-Transfer”. |51 Jly
IJepsd Slal eds sep wuvds) OWE Bspduo zsuisy huwld bdo IJlguodywl)
|Js SSID "OWE-Transition" 9ldzo9d gJs luvezles.

* op buld bde IJlgwediles |Js OWE-Transition BSSID "40:ce:24:dd:2e:8f" 9z o0J
eds luvozlws. Jel spdud IUIblg eds ol osd SSID WS zjes luveglwo Probe

0>0.



Na. Time Source Destination Protocol Length Infa

8569 2025-01-21 99:51:57.316400 ee:13:eB:aB:cd:5b Cisco_dd: 2e: 81 BR2.11 197 Probe Request, SN=@, FN=8, Flags=........C, S5ID="OWE-Transition"

8510 Z025-91-21 @9:51:57.318412 ee:l3ized: ad: cd:5b ERZ2.11 48 Acknowledgement, Flags=........ C

8511 2025-81-21 @9:51:57.319223 Cisco_dd:2e:Bf ee:l3zed:ad ER2.11 398 Probe Response, SN=T82, FN=0, Flags=.. + BI=18@, SSID="OWE-Tramsition"
———Hal2 2fei=-01-21 09:51.371.313233 Castondd: 2e:61 E02.11 A8 Acknonledgenent, Flags= ¢

Frame B589: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
Radiotap Header vB, Length 36

B adio infgrmation
Flags: sowssensC
IEEE B92.11 Wireless Management
Tagged parameters (133 bytes)
Tag: SSID paramétér s&t: “OWE-Transitian®
Tag Nuaber: SSID parameter set (@)

Tag: Supported Rates 6, 9, 12, 18, 24, 3§, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 48
Tag: HT Copabilities (882.11n D1.18)
Tag: Extended Capabilities (11 octets)
Tag: VHMT Capabilities
Ext Tag: ME Capabilities
Tag: Vendor Specific: Wi-Fi Alliance: Multi Band Operation - Optimized Commectivity Experience
Tag Number: Vender Specific (221)
Tag lengt 7
OuT: 50:6 (Wi=Fi Alliance)
Vendor Specific OUI Type: 22
MBO/OCE attribute: 230102 (Cellular Data Capabilities)
Tag: Vendor Specific: Microsoft Corp.: Unknown 8

1Jue9,6-3 1 bdw 1doedsd
Iy buwld !uuoalyé |J|u.uudu.u|!_9 U AP |Js |Jap§J

.+ odds IUgpsd luvozlus Ilguedusole J SSID "Owe-Transfer" |Jl igo spdd ol os]
SSID IJi_oJ.sé "Open-OWE" L.s WiFi Alliance.

2500 2025-91-21 @9:51:57.318400 ece:ld:eB:al:cd:Sb Cisco_dd: 2e:8f 802.11 197 Probe Request, 5N=3, FN=0, Flags=.. «o€, SSID="OWE-Transition"
8510 2025-91-21 09:51:57.318412 ceildicBiaicd:Sh 802,11 48 puledgrarnt, Flags=.....e..l
8511 2025-81-21 9:51:57.319223 Cisco_dd:Ze:8f ceil3ieBiaBicd:5h  BER.11 398 Probe Response, |5

782, FN=8, Flags=........(; BI=18@, SSID="OWE-Transition"
8512 2005500521, 83:51:57,319233, Cisco.ii2e:Al BE2.11 48 ACkiORICI0CAC e ELAGSS c
Frame B511: 398 bytes on wiré (3184 bits), 398 bytes captured (3184 bits)
Radiotap Header v@, Length 3&
0 v

afors g

be Response

Fixed parameters (12 bytes)
Tagged parameters (322 bytes)
Tag: 55ID parameter set: “OWE-Transition™
Tag Nusber: S5ID parameter set (@)
14

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 48
Tag: Country Information: Country Code IN, Environment ALl
Tag: Power Constraint: &
Tag: RSN Infermation
Tog: 0BS5S Load Element 802.11e CCA Versien
Tog: RM Enabled Copabilities (5 octets)
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (B82.11n D1.18)
Tag: Extended Capabilities (8 octets)
Tag: WHT Capabilities
Tag: WHT Operation
Tag: Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WHM/WHE: Paraneter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = 5
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11) (11)
. fe- 2 (44}

: Wendor Specific: Wi-Fi Alliance: OWE Transition Hode

23 Wumber: PeCiTic 12217
Tag length: 19

QUI: 59:67:0a (Wi-Fi Alliance)
Vendnr Specific OUT Type: OB

OFEN-OWE

lJuo9,6-4 1 lpweeles wldeuvel
Voe ldeuol> 9o

v euesd eds luverles Idpuvol spdu lu wese 1deuoh §6 IJpdeses weo Igpsd
9 AP JJozdd pu wuluosdlledlusle WiFi JJgpdls God 1JIEe,l.



Ho. Time Source Destination Protocol Length Info

8518 2025-81-X1 89:51:57.327265 eell zaB:cd:5b 882,11 48 Acknowledgesent, Flagss........C

Frame 8517: 7@ bytes on wire {56@ bits), 790 bytes captured (568 bits)
ARadiotap Header w@, Length 36
882.11 radio information
IEEE 802.11 Authentication, Flags: ........C
TypesSubtype: Authentication laxmbl
Frame Control Field: Oxbodd
.00 2000 BA11 1100 = Duration: 6@ micreséconds
Receiver address: Cisco_dd:Ze:B1 (48:ce:24:dd:2e:
Destination address: Cisco_dd:2e:8f (48:ce:24 CH:id ]
Transmitter address: B:ad:cd:5h (ee:l3

ssss ssss saas ODOQ = Fragment number:
|00 2000 2001 .... = Sequence number: 1
Frame check sequence: @x92872869 [unverified]
[FCS Status: Unverified]
[WLAN Flags: ........ cl

IEEE #02.11 Wireless Management

Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 0x0001
Status cede: Successful (@x@00a)

No. Tirme: Source Destination Protocol Length Inife
8520 2025-81-71 89:51:57.327278 Cisco_dd:2e:Bf ee:13:eB:aB:cd:5b B882.11 78 Authentication, SN=T83, FN=@, Flw’- ........ C
#521 2025-81-21 89:51:57.327349 Cisco_dd:2e:8f 882.11 48 Acknowledgesent, Flagss=.. .
8522 2025-81-21 99:51:57.329457 ee:l3:ef:aBrcd:Sh Cisco_dd:2e:8f 882.11 337 Association Request, SH-Z FHlU Flagss........ €, SSID="OWE-Transition"
8523 2025-01-21 99:51:57.329466 oe:l3:eBzal:cd:5b 802.11 48 Acknowledgesent, Flags=........C

Frame 8520: 7@ bytes on wire {560 bits), 7@ bytes captured (560 bits)
Radiotap Meader w8, Length 36
802.11 radio information
IEEE 802.11 Authentication, FLAgs: .....ve €
TypesSubtype: Authentication (@x88ab)
Frame Control Field: @xbded
000 9909 9911 1100 = Duration: 6@ microseconds
Receiver address: ee:l3:e8:aB:cd:50 (ee:l3:ed:a
Destination address: ee:l3:eB:a8:cd:5b (ee:13
Transmitter address: Cisco_dd:2e:8f (48:ce:24
Source address: Cisco_dd:2e:Bf (4B:ice:24:dd:
B55 Id: Cisco dd:2e:87 (48:ce:2d:dd:2e:8l)
wess wess wess 8008 = Fragment number: @
9011 9980 1111 .... = Sequence number: 783
Frame check sequence: @xc3c21908 [unverified]
[FCS Status: Unverified]
[WLAM Flags: ........ €l
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: @x0002
Status code: Successful (@x@00a)

lJuo9,6-5 1 Vo ldpuobds wes IUluwedusle IJulze

bdo IJIgo)ly po ldgpsd |Js AP

* Vs o030 ldgjps: Jlglb 1 Spedu JJgpsd Ll Bspo pedes Diffie-Hellman JJo v ds).

No. Timea Source Destination Protocol Length ol
r B522 2025-01-21 09:51:57.329457 ee:13:e8:al:cd:Sh Cisco_dd:2e:8f 802.11 337| Association Re t] SN=2, FN=0, Flags=........C, SSID="OWE-Transition®
B523 2025-01-21 09:51:57. 229466 ee:13:e8:aB:cd:5b 802.11 48 oW . T [

‘Frame 8522: 337 bytes on wire (2606 bits), 337 bytes captured (2696 bits)
Radiotap Header v, Length 36
802.11 radie information
IEEE 802.11 Association Request, Flags: ..
IEEE 802.11 Wireless Management

Fixed parameters (4 bytes)

Tag: Supported Rates G(B), 9, 12(B), 1B, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: -29, Max: 14

Tag: Supported Channels

Tag: HT Capabilities (882.11n D1.10)

Tag: RSN Information

Tag: RM Enabled Capabilities (5 octets)

Tag: Supported Operating Classes

Tag: Extended Capabilities (11 octets)

Tag: WHT Capabilities

Tag: Vendor Specific: Samsung Electronics Co.,Ltd

Tag: Vendor Specific: Samsung Electronics Co. Ltd

Tag: Vendor Specific: Microszsft Corp.: WMM/WME: Information Element
IE"'- Tag: OWE Diffie—Hellman Pnramel:rl

Ext Tag length: 34 (Tag len: 35)

E don LCF group (15
Public I(!y : Te2T82badcTTa98cTOTEA1M 22349334 Tec 1604 c64345d ce L OBLEBB2127 131

1J09,6-6 1 bdo IUIGeslu



© Is woug RACspdud wie hiss uvedle Idgpsd pu popds IUIGes 1o

2025/01/21 15:21:57.391071821 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.391117645 {wncd_x_RO-0}{1}:

[client-orch-sm] [21675]:

(note): MAC: eel3.e8a8.cd5b .

[client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

op buwld luwezlos lJIYeslo po AP IJs g psd

Mo

Source

B527 2025-01-21 @9:51:57.333153 Cisco_dd:2&: 81

Time Destination
es:13:e8:al:cd:5h
Cisco_dd:2e:Bf

Protoced
BO2.11
BO2.11

B528 2025-91-21 @3:51:57.333161

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1960 bits)
Radictap Header v@, Length 36
1l cadig iofgrmatign
TEEE 802.11 Association Response, Flags: ........
Type/Subtype: Association Response (0x90ol)
Frame Control Field: @éxleee
.000 2000 8011 118 = Duration: 60 microseconds
Receiver addréss: ee:13:eB:aB:cd:5b (@e:13:6B:a8:cd:50)

Destination address: ecil3:eB:aB:cd:5b (ee:13:eB:a8:cd:5b)

Transmitter address: Cisco dd:Ze:8f (d9:ce:24:dd:Ze:Bl)
Iibm(e address: Cisco dd:2e:87 (4@:ice:Zd:dd:2e:8r)
BSS Id: Cisco_dd:2e:8f (40:ce:24:d4d:2e:87)
............ Fragment nusber: @
S2311 2201 2288 = Sequence number: 78B4
Frame check sequence: @x7fbedlll [unverified]
[FC5 Status: Unverified)
[WLAN Flags: ........C]
IEEE 882.11 Wireless Managesent
Fixed parameters (6 bytes)
tapabilities Information: @x1111
Status code: Successful (BxddRa)
««00 2000 2000 2001 = Association ID: @x@@el
Tagged parameters (175 bytes)

Tag: Supported Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbitssec]
Tag: RSN Informatisn

Tag: Vendor Specific: Microseft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (882.11n D1.18)

Tag: HT Information (882.11n D1.10)

Tag: Extended Capabilities (B octets)

Tag: VHT Capabilities

Tag: VHT Operation

Tag: FM Enabled Capabilities (5 octets)

Tag: B5S Max Idle Period

1Juo9,6-7 * IUlwezlus po sdIU 116eslo

2025/01/21 15:21:57.391334260 {wncd_x_RO-0}{1}:
2025/01/21 15:21:57.392296819 {wncd_x_RO-0}{1}:

oobd ldevslose

Length

[client-orch-state] [21675]:
[dot11l] [21675]:

Info B .
245 Association Response, SN=TBA, FN=8, Flags=........
48 Acknowledgement, Flags=........C

(note): MAC: eel3.e8a8.cd5
(note): MAC: eel3.e8a8.cd5b Associati

Sedu lple puoldzs soless ldloglo wso wdbé 1Jsunad szob IUgpsd.

Lowld IJpdolz-1 wsluwlbs @b 1 o]
buwld KEY-2 w9l wbs IJgpsJ
Luwld Idpdole-3 wsluwbs u§lbs IJsesd

Luwld KEY-4 ool ubs IJg psd



Time
2025-01-21 @9:51:57.360919

Source

Cisco_dd:2e:8f

Destination
ee:13:e8:a8:cd25b

Procal

Length Ini
Key (Message 1 of 4)

8541
8542
8543
8544
8545
8546
8547
B548
8549

2025-01-21 09:51:57. 360930
2025-01-21 09:51:57.363375
2025-01-21 @9:51:57. 365554
2025-01-21 @9:51:57. 365603
2025-01-21 09:51:57. 366921
2025-01-21 09:51:57. 366029
2025-01-21 09:51:57. 368482
2025-01-21 09:51:57.373313%
2025-01-21 @9:51:57.373334

Cisco_dd:2e:87
ee:13:e8:a8:cd:50

Cisco_dd:2e: 81

Cisco_dd:2e:86
ee:l3rediaBicd:5h

Cisco_dd:2e:8f B02.11
Broadcast B0Z.11
Cisco_dd:2e:8f EAPDL
ee:13ie8:a8:cd:5b Baz.11
ee:l3red:aB:cd:Sh EAPOL
Cizco_dd:2e:8f Baz.11
Broadcast BaZ. 11
Cisco_dd:2e:81 EAPOL
ee:l3:ediaB:cd:5Sh Bez.11

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Weader v, Length 34
892.11 radio information

IEEE 802.11 Qo5 Data, Flags: ......F.C
Logical-Link Control
802. 1% Authentication

Wersio
Type: Key (3)
Length: 117

n: BBZ.1X-2084 (2)

Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
Key Information: @x@038

Key Length: 16

Replay Counter: @

WPA Key Nonce: 1728747ac242742113711043b6769471eaf8a1a7E eb2e1083d188c5aZedSded

Key Iv:

(L]

WPA Key RSC: 2000000000000000
WPA Key 10: 2920000000000000

WPA Key MIC: @eaee
WPA Key Data Length: 22
WPA Key Data: ddl4@00fac@421b5504abPa33sc3sselfdaadacizar

LLE L] L]

1Ju09,6-8 1 poldzs juless Idleglole

2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

2025/01/21

puolb 96

2025/01/21
2025/01/21
2025/01/21
2025/01/21

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

15:

L2

15:
15:
15:
15:

21:
21:
21:
21:57.
21:57.
21:57.

57.
57.
57.

392538716
392557538
392640494
394830551
395171903
420590731
21:

57.420706435

21:57.420775720

21:57.426548998

21:57.426725965

21:57.426727805

21:57.434078994

21:57.434099154

vlees

21:57.434111288
21:57.434250308
21:57.434286035
21:57.434308953

2lJs wede IP

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

48 Acknowledgement, Flags=........C

376 Beacon frame, 5M=3335, MN=@, Flagss........C, BI=10@, S55ID="0PEN-OWE"

215 Key (Message 2 of 4) w/
48 Acknowledgement, Flags=........C
267 Key (Message 3 of 4).
48 Acknowledgesent, Flags=........C

376 Beacon frame, 5NM=3336, FN=8, Flags=........0, BI=18@, S5ID="newssidd"

171 Key (Message 4 of 4)
48 Acknowledgement, Flags=........C

[cTient-orch-sm] [21675]:
[client-orch-state] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:

[client-keymgmt] [21675]:

[client-keymgmt]
[client-keymgmt]
[client-keymgmt]
[client-keymgmt]
[client-keymgmt]

[client-keymgmt]

[cTient-keymgmt] [21675]:
[cTient-auth] [21675]:
[cTient-auth] [21675]:
[cTient-orch-sm] [21675]:

(debug) : MAC: eel3.e8a8.cd5b

(note): MAC: eel3.e8a8.cd5

(note): MAC: eel3.e8a8.cd5b L2 .
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (note): MAC: eel3.e8a8.cd5b

(info): MAC: eel3.e8a8.cd5b

(note): MAC: eel3.e8a8.cd5b L2
(info): MAC: eel3.e8a8.cd5b C(Cli

(debug) : MAC: eel3.e8a8.cd5b



2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

15:
15:
15:
15:
15:
15:
15:
15:

21:
21:
21:
21:57.
21:57.
21:57.
21:57.
21:57.

57.
57.
57.

434789679
436611026
437239513
437508189
534166453
535325325
535874658
536500021

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

IJepsd B 2lJs IJovgsd

2025/01/21 15:21:57.537017277 {wncd_x_R0O-0}{1}:

Jepdle £ 1pre90s0 Jogids, OWE

[client-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b |
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[cTient-iplearn] [21675]: (info): MAC: eel3.e8a8.cd5b

[sisf-packet] [21675]: (info): TX: DHCPv4 from 1interfac
[cTient-iplearn] [21675]: (note): MAC: eel3.e8a8.cd5b
[sisf-packet] [21675]: (info): TX: DHCPv4 from interfac

[client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5

* 9pu eJlJ pilgeo lbl) LJrgOl;)lJE) oo SwgHd Idgpdle gds ol 131 Jlugl Blbyso s sgp
b,s80 lJogvds) 030 le JI. 909 2lJs €50 >gp0lc Spdu Jol Wb | wld bdw wzdsd
Juez SSID "OPEN-OWE" 9spduol IU8sle wpuolb 86 pde9z6 glbso 9ldzuesd eds

eu9lu IP: 900 &p w93 gldo RUN.

2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16

15:
15:
15:
15:
15:
15:
15:
15:

36:
36:
36:
36:
36:
36:
36:
36:

06.
06.
06.
06.
06.
06.
10.
10.

178370757
209288788
248651191
248751507
281808554
303307756
305041414
305777492

{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:

pedople IUloold IJuwsse

[cTient-orch-sm] [17332]: (note): MAC: d037.4587.8f35 .
[dot11l] [17332]: (note): MAC: d037.4587.8f35 Associati
[cTient-auth] [17332]: (note): MAC: d037.4587.8f35 Ope
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[client-ipTearn] [17332]: (note): MAC: d037.4587.8f35
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3

.+ spdool cdssy OWE Béb B ldp ol 6 1Jpdeszs Iy s WebAuth (CWA/LWA/EWA).

« FT ésy p289p S low$ld OWE.

e Bl @po wopdso FT pwozuod eds ouwlds IJgbl oo,



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @ WPA3 O Static WEP O None
MAG Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wrPaPolicy O wpA2 Policy O Status Enabled v
GTK O WPA3 Policy
Randomize . D Qver the DS D
Transition
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AEs(ccmpi28) & ccemp2se O Auth Key Mgmt
GCMP128 ) GCMP256 () s Thomaiiins maie 2o o 2 g
SAE O FT + SAE O
Protected Management Frame OWE FT+802.1x O
_ 802.1X- O
PMF Required v SHAZ256
Transition Mode WLAN ID 9

Association Comeback Timer* 1

SA Query Time* 200

.| Update & Apply to Device

IJuo9,06-9 @ Huwldo ?_Joi e wpdsy FT W SSID Jogosd OWE

OWE é_.,g_) PIXE9p pPE PSK/dot1x

ueu €8 Vsu eds wpdsuy OWE s oo IJuydsolo.
1. 802.1x Ig FT+802.1x

2. PSK Ig FT+PSK Ig PSK-SHA256

3. SAE ig FT+SAE

4. 802.1x-SHA256 I9 FT+802.1x-SHA256

I3l 2lodo wpdsy s pu 030 IUluuldso: spdod IJeuosd eds Huwlds 1Ug bl



Edit WLAN

|

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @® WPA3 Q Static WEP O None

MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wraPolicy O wpa2 Policy O Status Disabled v
GTK O WPA3 Policy o
Randomize
Transition 0 i
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O .

802.1X/FT+802.1X/802.1X-SHA256/PSK/FT+PSK/PSK-
SHA256/CCKM/SAE/FT+SAE
Protected Management Frame

SAE O FT + SAE O
PMF Required . OWE FT+8021x O
Toquee S —
Association Comeback Timer* 1 ‘ SHAZS
Transition Mode WLAN ID 9 ‘
SA Query Time* 200 ‘

Update & Apply to Device

1Jue9,8-10: 1Jzuo9d £ds Luwlds gbl loule cpdso byd puolb§s Ig)s b SSID OWE



Edit WLAN

‘

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 QO WPA2 + WPA3
MAC Filtering O

Lobby Admin Access )

WPA Parameters

wPAPolicy O WPA2 Policy

GTK O WPA3 Policy

Randomize .
Transition
Disable

WPAZ2/WPAS3 Encryption
AES(CCMP128) CCMP256
GCMP128 O GCMP256

Protected Management Frame

PMF Required

Association Comeback Timer* 1

SA Query Time* 200

IJue9,6-11: 5uulds gl leule opdsey AKM

000

00

@ WPA3 O Static WEP QO None

Fast Transition

Status Enabled v
Over the DS O
Reassociation Timeout * 20

Auth Key Mgmt

FT + SAE O

OWE FT + 802.1X
802.1X-

SHAZ256

Transition Mode WLAN ID g

Update & Apply to Device

- G IUluool,y Cisco I0S® XE 17.9.6 10S. spdod o s esl "OWE" Lopeu AKM gospl
o2 "WPA2+WPA3" e s Is 21d spdod 1dzuo9d £ds Huwlds Igbl Bloe g,y bl eds

luwegsle OWE pg o030 IJpge9gs.



Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 ALA

) WPA + WPAZ ® WPAZ + WPA3 O WPA3 (O Static WEP ) Nona
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
WPA O WPA2 Status Disabled -
Policy Policy
GTK O WPA3 Over the DS (W]
Randomize Policy
Transition O Reassociation Timeout * 20
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) cempzss O T
GCMP128 O acmpzss O 802.1X-SHA2S 1X/B02.1X AKM and AES
cipher, 3 PSIUPSK AKM and AES
cipher, 4. CCKM AKM AES Cipher
Protected Management Frame OWE is supported with WPA3 (WPA/WPAZ must be
disabled)
BME [TFemiea . 802.1x O PSK O
CCKM A O SAE O
Association Comeback Timer* 1 FT + SAE O OWE
) Fr+8021x O FT + PSK 0
SA Query Time* 200 802.1x- 0 psk-sHAzs6 O
) SHAZ56
Transition Mode WLAN ID 7
MPSK Configuration
Enable MPSK O

| Update & Apply to Device

IJ09,6-12: 5uls gl guspl wpel, WPA2+WPA3

- s IJluosl Cisco I0S® XE 17.12.4, guspl wgal, "WPA2+WPA3". Jl spdod Iz09J



eJds IUzsh, "OWE" s AKM.

Edit WLAN ®

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AN

O 'WPA, + WPA2 ® WPAZ + WPA3 O WPA3 O Static WEP ) None
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
weaPslicy O WPA2 Policy Status Enabled -
GTK (] WPA3 Policy
Randomize . Over the DS O
Transition |:|
Disable

Reassociation Timeout * 20
WPAZ/WPA3 Encryption

AES(coMP128) B CCMP256 O Auth Ksy Mgt
eempize O gempzse O N R
VWAL SECUnty vaihd Combnations. Syuite r, 2
802 1X-SHA25 2. 1X/802.1X AKM 5
oher, 3, PSK-SHAZSE/FT-PSK/PSK AKM and AES
Protected Management Frame E,; f COEM _.L.C._ffnj ,E; Cigher e
WPAZ security valid combinations: 1. SuiteB cipher, 2
PMF | Required v 802 1 X-SHAZ256/FT-802.1X AKM and AES cipher, 3
\ ; SAE/FT-SAE/OWE AKM and AES cipher.
Association Comeback Timer* [ 1 802.1X D PSK D
CCKM A O SAE O
SA Query Time* ‘ 200 FT + SAE () FT+8021x O
FT + PSK O 802.1%- a
SHAZ56

psk-sHaz2s6 O

MPSK Configuration
Enable MPSK O

Update & Apply to Device

IJ09,6-13 1 ,uuls glol - £30 1Jz09d £Jis gy OWE s AKM




lweduuld IJlgble gl oJlzol

1. 0283 pu ldodssule 1Jesz9ss s JJ pu yvedle WLAN 908 SSID 190926 9995
SSID OWE TRANSITION szw wessu pgyd WLAN IJlso@lds.
2. sgv websd gsh IJoe Ws SSID Judd OWE.: 95w wpdsuo b9l s SSID
lJp9e926.
.02 pU iw|d§y UpuobLéé/UouDQQ..ﬁs_)/ft |.J|o)89p6 |Jp_9uba6 d§ odo |.J|0L9|Jo
4. 5l Ylpo Idodssule 266 po wolss WLC. WS zs gee Iduvedle sldluoshle 1Jelbdyeo
Jounssd bl 1Jeubd .

w

oowe RAS EPC (IJoglb 1UsJs 1Upopuw)

cuwzsd 10529 1Js 91206 [ e weese lygusess WLC > ued sl IJizble sl odlzol ->
SOE pUE > [l guslo WIFi Jgpsd -> 1od) W96 glus 1Izesh g pdle” -> woe

wuwesd 1>ed [Js slzos Idpuwetse ILhumgess (GUI) 1UElLes wolzos pumveise Ium9ele
(WLC) -> I ued sl Iigble sloodlzol -> Iedlb 1Uzse -> [uolds luue pJwd 2363 -> ige, 9lzos
IJsLods 9 WMI VLAN/IJslz08 -> Loe.

o0 zoli IJg psd: o lodor spdod couse busd Wireshark sozese [Jodlb 1Jz506 lpos)
9lz06 WiFi.

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debuqgging-and-log-collection-on.html#anc12

gble ogliss

SpIdud wepsgo vluwogsle gluve Mac Is odosu l2>s uilb 1y o9d Vs 9 o¢ sniffer. 1U)gle
lyzoe IJs o030 IULooulblo:

pU Jposso) Mac IJpzesd:

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-
packet-captures-over-the-air-on.html

ou u9bé 9,09d Sniffer:

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/217057-configure-access-point-in-sniffer-mode-o0.html

Sp we9uosd Jpusse) peesd 9le> (¢ wireshark) weods Idpesd sszw lu seess eds
obosd Wireshark powo WBso: 9szw 1o Sewss ¢bp Wireshark o3l g Js |odloss [Js,o9d 1Us
9lz06 WLC WML szo IJuwple wldu,9esdsd "5555 19 5000 Iy 5556" b g3l Iz plss 31 i
09293l wsu gl WLC 9¢lse Wireshark.

IJozdd pu 929> ls "gscaler" powe B 03l IJJpusse) s wp wowse Wireshark. 31 Jlg
g ldozle "lsdle wubgsd" 9pelads. I3l Iy ould is 23l 2plss ped Windows Defender Ig is


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html

Juse 0929> Wso: ld)yzle weglbsd 030 9pzleds wzpss PCAP.

weold
gwspl sozad IJgpsd pu wdbs 5009 IJs s Blue seolz Ids 1JEsle wose IUgbsle.

¢ 12l U Lwld [ehss I3eololBeslo - seops £ bdo Igpsd.

* sdjp buwld oulosd DH (Diffie-helman) ws bdo IJlge)lo.

* Sedu ddepsd lJeuosd eds wBluosd DH O luweelos ULl po AP wule eds
PMK o3l swp lugilye Ws JJ pu IJgpsd 9 AP.

* spdulo wpe puslies Lidlsrs suless Ilegle wsu udbs IUsuesd sldeesd.

* Ws OWE! luo sgg o spdu fte J3JY 802.11r dsuw ppdu.

* 9098 JJ py6¢ g pl Szd IJgpsd: VBluo szolz IJs lple puoles jolese Idleglole wgs
owbd DH WS p9uwuwo puveyJo.

* IJdgpsd 9udbs I od IJos ouwwgse PMKID 1JglLoo woli odyy )86 JIJ udloo
9u29d 9gpdle.

- Bllogoad IJgpsd woduw udbs 1Usuosd: Bspdy o suveise uduw PMKID. Bs wguo
lJuovsubsyole: I3l wpe 239 IUgpsd ieJ.:,_) PU 9,6 u¥bé 1y o9d eds luuvle PMKID
2o 8ds Ige p0 1o 1Jgpsd suvotse vbuw PMKID Jdpuoldzs whugs o).

roC;UZ

Bllouad IJgpsd wodw udbs 1Jgo9d: spdud pilose PMKID ¢ wo Vs JJ pu
Association-Request 9 Association-Response. Ws |wozles "IJIGo)le" Jl spdud 59506
oBluosd DH Bl dlpe ouwegse vdyw PMKID.

¥522 2025-91-21 @0:51:57.329457 ee:ld:ed:sbicd:Sh Cisca_dd: JezBf Bz n? 21 b5 50 da b a3 35 <3 55 o7 74 45 04 6 30 af Assccistion Reguest, SN=2, Fu=R, Flages........C, SSID="OWE-Tr.
44117 2025-81=21 89:53:12.847592 ee:13teS:aBicd:Sh  Cisco_do:Ze:Bf 802,11 337 21 b5 50 da bB a3 35 <3 55 ¢7 14 da a4 a6 33 af Assoclation Request, SNe2, PR, Flagse........(, SSIDs"WE=Tri
Frome #322: 337 bytes on wire (2456 bits), 37 bytes coptured (2696 bitsh
Rediastap Hesder vl, Leagth 36
802.11 radio information
IEEE #02,11 Association Request, FLOGS: seesressf
2.

tic Wireless Encryption

21 b3 50 da b8 a3 35 ¢ 55 e7 74 da ad ab 33 af
01:ac (Looo B#2, 111 BIF (428)

Public Key: Pc 37 82 ba 4c 77 a9 Bc 7@ 76 dl fa Je 31 93 34 Te cl d 4c 64 34 5d cc T8 b9 bb 6B b2 12 ff 31

IJuo9,6-14: |uweisle o w PMKID



Dadtingtisn
ee: 13 el al:cd: b

Me Tieris Sequencs Musbe (BE)

Souses
BIIT D025-01-21 ©9:31:57.330133 Cisco_dd:Te:Br

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1968 bits)
Radiotap Header vd, Length 3§
802,11 radio Laforsation
IEEE 802.11 Association Response, Flags: ........C
IEEE 802,11 Wireless Managesent
Fixed paraseters (6 Eytes)
Tagged parameters (175 bytes)
Tag: Supported Rates 6(8), 9, 12(8), 18, 24(B), 36, 48, 54, Mbitssec]
Tag: RSN Inforsaticn
Tag Musker: RSN Information (48)
Tag length: 42
R Versfen: 4
Growp Cipher Suite: B@:8f:ac (Ieee 502.11) AES (COM)
Pairwise Cipher Suite Cownt: 1
Pakrwise Cipher Suite List #0:07:ac (leco 8R2.110 AES (CCH)
Auth Key Managesent (AKM) Suite Count: 1
Auth Key Managesent {AKM) List 00:9f:ac (leee BO2.11) Opportunistic Wireless Encryption
R Copabilities: Suwdbed
PHKID Count: 1

Peatsesl Ltk
Boi. 11 a5

List

PHRID: 21 b5 58 da BB a3 35 &3 S5 a7

Group Management CIpNer Suite: 0B101iac (leee BBZ.11) BIF (128
Tag: Vendor Specific: Microsoft Corp.: W/WME: Parameter €lement
Tag: HT Capabilities (502.31n D1.18)
Tag: HT Informatios (262.1%n O1. 180
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities
Tag: WHT Operation
Tag: M Enabled Capabilities {8 octets)
Tage BSS Max Tdle Parisd

lJuo9,8-15: |uwozlod Iz pess pg PMKID (0O ywo

PMKID )
1 b3 50 da b0 a3 35 c3 55 €7 14 da a4 o6 33 of Associstion Responie, SN=TE4, FHsD, Flagss........C

JJleowb 8p w23 o3l ldepsd $295! o guues Idoede B Idubeds IJpedss 1dJluvddss
(WLC) 5op I3eoluo p)6 158 wuduw ulbs 1Uguosd: B o3l lds e syuwd 1dgpsd o duw
PMKID gp¢ 3J9Y oyund udbo 1J9o9d wdlosd DH Ws |uwozlws IUIGelo.

Tieme Source Dstinaticn Peotoesl

; Sacuance Namber (BE)
~ 48117 2025-91-1 09053:12.847507 ee:l3reBraBicd:5h  Cisco_dd:ZerBf

Langth
802,11 337

Frose 44137: 337 bytes on wire (2696 Bits), 337 bytes captured (2696 bitsh
Radiotap Weader w@, Length 36
802,11 radie informstisn
TEEE BO2.11 Association Request, Flags: .
IEEE 802,11 Wireless Managesent
Fixed paraseters [4 bytes)
Tagged parsseters (269 bytes)
Tag: 5510 paramcter set: “OWE=Transition™
Supgerted Rates Gl0), 9, 120}, 18, zale), 34, 48, 34, [Mbitssec]
Tag: Power Capability Mim: -20, Max: 14
Tag: Supported Channels
Tag: HT Capabilities (802,110 D1.10)
Tag: ASH Information
Tag Nusber: RN Intoraatics (48)
Tag length: 42
RS Warsion: 1
Group Cipher Suite: ®8:8f:ac {Teee BA2.1M) AES (CCM)
Palruise Cipher Suite Count: 1
Pairwise Cipher Swite List ®8:07:ac {Ieee 802.11) AES (€M)
Auth Key Mansgesent (ARM) Suite Cownti 1
Auth ey Hanagement (AKM) List @8:df:ac (Teee 882.11) Opportunistic Wireless Encryption
RGN Capabilities: G=d0c

21 b5 58 da b 33 35 €3 55 7 14 da 34 a6 33 af
Group Management Cipher Suife: B@:@f:ac (leee 8@2.111 BIF (128)
Tag: W Enabled Capabilitics (5 octets)
Supported Operating Classes
Extanded Copabilities (81 sevens)
VHT Capabilities
Tig: Verdor Specific: Samiung Electremics Co.,Ltd
Tag: Vendor Specific: Samsung Electrosmics Co.,Ltd
sa: Vepdse Specidie: Mireosoft Coep.: WeM/er: Totorsatios Fleses
Ext Tag: OWE Diffic-Hellman Farameter
Ext Tag length: M4 (Tag Lens 33}
Ext Tag Musker: OWE Diffie-bellman Parameter (32)
Group: 256-bit random LCP group (19)
Public Key: ba ba 15 2b T a5 4 82 21 16 11 0b ad 95 20 41 cf 95 79 55 3d dc 77 96 bb b3 59 52 42 25 of &f

PAKID Into
21 b5 50 da b@ a3 35 c3 55 e7 14 da ad a6 33 af Assoclation Regquest, SMe2, FMe=B, Flagss.

va.C, SSIDS"OWE=Tr.

IJuo9,6-16: wes 1z, iJu,uJ IJepsd ud v PMKID pg o8l osJ DH



Mo, Time Sounce Destination Frotocol Length Sequence Mumber [BE] FMKID

o
aavas mvw v ma e cmun wrmme e i e ey v Fieeun s s i gy e mmaeg 50 awp o

44121 2025-01-21 09:3] #5187 Cisco_dd: ee:id:ied: afzcd:5b BeZ.11 266 Association Response, SN=12¥D, FN=8, Flags:

Frame 44121: 266 bytes on wire (2128 bits), 266 bytes captured (2128 bits)
Radiotap Header wi@, Length 36
242.11 radio information
IEEE #02.11 Association Response, Flags: ........C
TEEE $02.11 Wireless Maasgesent

Fixed paraseters (6 bytes)

Tagged paramcters (196 bytes)

T upported Rates GiB), &, 12(B), 18, 24{0], 36, 48, %4, [Mbitrsec]

Tog: RSN Inforsatien
Tag Museer: RSN Information (45)
Tag length: 26
RS Wersdoni 1
Group Cipher Sulte: :0T:sc [Teee $02.11] AES (COM)
Pairuise Cipher Suite Coumt: L
Pairwise Cipher Suite List @8:0fiac {Iece B92.11) AES {CCH)
Auth Key Mansgesent (M) Suite Counts 1
Auth Koy Honsgesent [AWM) List 8d:df:oc (Tewe 82.1%) Oppertunistic Wireless Encryption

Group Masagesent Cipher Swite: 80:df:ac (leee AB2.11) BIF (128)
@ Vendor Specific: Microsoft Corp.: WM/WME: Parascter Elesent
MT Capabilities (882.11n D1.18)
HT Enfermation (602,110 01,100
Extended Capabilities (8 ectets)
VHT Capabilities
VHT Operat ion
R Enabled Capabilities (5 eitels)
S5 Max Jole Feripd
Ext Tag: OWE Diffie-Hellman Parameter
Ext Tag Length: 34 (Tsg len: 33)
Ext Tag Nusber: OWE Diffie-Hellsan Paraseter (32)
Group: 256-bit random ECP group (19}
Public Key: ed 44 ea 80 6f 13 €0 35 33 93 55 31 7d b7 2e ab &4 04 26 Te 62 da d9 22 BA <5 de £5 €2 63 al <

1Juo9,6-17: cumweise udbs 1UsLosd Gse DH Jluusle PMKID IJzsss 1Jgluo wol

G5 03l lpeld: suveise IJ po wdbs 1Uso9J sl psd AP b s PMKID 1o ule Jzle
puol 826 Huless IUlozlo w28l po uwlsd "M1 9 M2".

No. Time Source Destination Protocol Lengih Sequence Number (BE) PMKID Into

| B540 2025-01-21 89:51:57.360919 Cisco_ddrZe:sf cerldieBraliicd:Sh  EAPOL 193 Key (Message 1 of 4)
B543 2025-01-21 89:51:57.365594 ceridic8raicd:Sh  Cisco_ddiersf EAPOL 215 [T 55 56 da B4 a3 35 cF 55 cf 74 da a4 a6 33 af Jkey (Message 2 of 4)
B545 2025-01-21 09:51:57. 266921 Cisco_d i ceildie EAFOL 267 Key {Message 3 of 4]
B548 2025-01-21 09:51:57.373313 ee:ll d:5k  Cisco_d EAPOL an Key {Message 4 af 4)

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Header v@, Length 34
802.11 radio information
IEEE 802.11 Qus Data, Flags: ......F.C
Logical-Link Centrol
B02.1% Authentication
Version: 802.1%-2094 (2}
Type: Key (3}
Length: 117
Key Descriptor Type: EAPOL RSN Key (2}
[Message number:
Key Information: Ox@@EE
Key Length: 16
Replay Counter: @
WRA Key Nonce: 17 28 f4 Ta c2 42 74 21 13 71 1b 43 b6 76 94 71 ca 8 al a7 8f eb 2e 10 83 dl BB c5 a2 <@ 5d ed
Key IV: @0 22 @0 22 22 @2 20 00 &0 20 29 20 20 o0 00 M
WRA Key RSC: 2@ 20 20 o0 20 @2 2@ 2@
WRA Key ID: 8@ 20 22 20 20 88 20 @@
WPA Koy MIC: @@ 20 22 @0 20 82 20 20 @0 0P 90 00 20 49 20 @9
WPA Koy Data Length: 22
WPA Key Data: dd 14 22 &f ac @4 21 b5 50 da b a3 35 c3 55 7 14 do a4 o6 232 af
Tag: Vender Specific: Iece B2.11: RSN PMKID
Tag Number: Vendor Specific (221)
Tog length: 28
OUL; 89:@fiac (Icee 892.11)

Vendor Specific QUL Type: 4
Data T PHKID KDE (4]
PHKI b5 5@ da b9 a3 35 ¢3 55 e7 14 da a4 a6 33 ar

IJuo9,6- 18: AP slJg psd 13l suwessplo duu PMKID

B 03l IUpelJ: 1g psd 1Uss Suwesse by PMKID 9JJo AP Ll ueésle PMKID ppoJds o e
louildol L 238 1Jgpsd: ©2dd po yuwlisd "M1 9 M2".



Mo Tirne Sournce Destination Protacal Length Ssquence Number (BE) PMKID Info:

44128 2025-91-21 99:53:12.837869 Cisco_dd:2e:8f ee:l3cBralicd:Sh EAPOL 193 Key (Message 1 of 4)
44133 2025-91-21 99:53:12.861273 cerliieBradicdiSbh Cisca_dd:Ze:8f EAPOL 215 [21 b 5B da b® a3 35 c3 55 ef fd4 da a4 ab 33 af P&cy {Message 2 of 4)
44135 2025-91-21 99:53:12.862728 Cisco_dd:Ze:8f ee1l3eBralicd:5b EAPOL 67 Key (Message 3 of 4)
44138 225-91-21 99:53:12.865398 ce:ldieBradicdiSbh Cisca_dd:Ze:8f EAPOL 171 Key (Message 4 of 4)

Frame 44128: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Header v@, Length 34
#82.11 radio information
IEEE ®82.11 QoS Data, Flags: ....R.F.C
Logical-Link Control
BE2.1X Authentication
Version: BRZ.1X-2084 ()
Type: Key (3]
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 1]
Key Information: @x9938
Key Length: 16
Replay Counter: @
WRA Key Nence: 17 28 f4 7a €2 42 74 21 13 77 1b 43 b6 16 94 71 ea 78 al a7 87 eb 2e 108 83 d1 88 <5 aZ ¢@ 50 ee
Key IV: @0 00 @0 00 00 09 00 02 00 80 22 92 @0 20 20 @0
WPA Key RSC: BB 89 99 20 0@ 82 20 B9
WRA Key ID: 82 89 90 @0 @9 20 Bp 90
WRA Key MIC: BB 90 00 00 00 00 00 B0 00 99 0O B 90 00 0O 00
WPA Key Data Length: 23
WRA Key Data: dd 14 9@ 8f ac 84 41 1b cf d7 7a 34 cb 58 70 13 87 47 ba d2 4e 1f
Tag: Vendor Specific: Teee BB2.11: RSN PMXID
Tag Mumber: Vemdor Specific (221)
Tag lemgth: 29
OUL: B@:8f:ac (Ieee BO2.11)

Cats Type: PMKID KDE (4)
PMKID: 41 1b <f d7 7a 34 cb 50 70 13 @7 47 b8 d2 4e 11

1Ju29,6-19: AP 9ldg psd wluwwgsle PMKID pgoJd

B 03l IUpeld: huwd g psd pedele DH B bdo IUIGe,lo 9eldz AP pol o p louslde J PMK.

2025/01/21 15:18:50.157081690 {wncd_x_R0O-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157082294 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157523328 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157531792 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532236 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532538 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157841380 {wncd_x_R0O-0}{1}: [dotll-frame] [21675]: (debug): MAC: eel3.e8a8.cd5b OW

w83 03l Jp s@p IJgpsd vdwo 1Uss souod wudw u @b IJguosd: Vs 03l Iy du: u§bo
1Jsu09J (AP) Llouile PMKID 2o,

2025/01/21 15:21:57.391898613 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391903915 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906073 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906329 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
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