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RFC 5176.

8. wadl pu B9lise IJogdp Vs 1Jsuesd (ACL) IUSIuJs JJoujsd: swp luwogsle Gslse Idozdp
9 1J9uo9d (ACL) IJos wp wdssuel puwodl eds suues Iduedpe Vs Iduveds IJpedss



IJJluwdIdsé (WLC). s uwd Ebp ISE luwpe $lises Ioedpe Vs 1Uguo9d (ACL) Wb 9ldss wpe
odsuo wldded Vs 920 IJoedp.

9. sgpd 03l IJoopse JYJ pu gldle uvedle VLAN 989kise 1oz dp Os 19 uo9d (ACL). Ws
2lJs weles vods VLAN: Bpl edsol [Ul lghs wozso 1dpuds 80 slduwelz (JJzum) wodss
I8 )9, Idoslule eds yveods VLAN Ideg 596, oldouwed JBlses Idezde Ss 1suo9d
(ACL) swp wbosd Slses Idopde Bs 1dsuesd (ACL) Idwle§s Jdpuolb$6 1dos o
oddsol Vs Susd Isuesd.

S99, o3l IJvdd weesdl vuoys! Josdd ldes 6 o3l

© @

Wireless User AP WLC ISE

1. 802.1x Authentication Phase

2. Access Accept (with redirect URL and ACL)
3. WLC apply ACL to client and move to posture state

4. HTTP GET request (80)

5. URL redirect received in Access Accept

6. NAC initiates Posture Validation 7. ACL letting the traffic reach ISE server

-

9. Send EAP-START

10. 802.1x Reauthentication Phase

11. Access Accept (new ACL, VLAN)

WS Epd [Ups)oé

Vs gldo IJlwegsle o300 swp o,oceJ‘gg SSID IJPLJ‘US‘E:)P -..9@]0 J._J.ouu..;;.é),o@;, lJedwuwssy
JJdsoe. Jl wops gldle luwedsle 136 pod BYOD g Guest g Is zldle 1858 gJs SSID osl.

g logold gpsd Jluwdds o SSID Posture (Posture) Jisd o6 szw dse wujsd 926 Posture
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RADIUS 9800 WLC
E E

(300000,
000000
—

Client

e Idogbsbs Jduveds
odosu AAA gJs 9800 WLC
IJgbo9s 1. 1o ¢lse ISE |Js wdasy 9800 WLC. Iuedd IJs Idedssy > IJolesy > AAA >

IJg9l>0/lJpzpoele > RADIUS > 1Jgslsp > + | olds 9lsgld pedsple ¢lse RADIUS Jpl o9 p9 02
B 1Juos,. olds po wpdsy sep CoA J Posture NAC.

_ Configuration~ > Security~ > AAA

+ AAA Wizard

Dashboard

© Monitoring

Servers / Groups AAA Method List AAA Advanced

- Add
- RADIUS
)( Administration p Servers Server Groups
TACACS+
) Licensing Name Y Address
LDAP

’ Troubleshooting




9800 |uule ¢lsp RADIUS

Create AAA Radius Server %
Mame* posture-radius Support for CoA @

Server Address* 10.124.57.141 CoA Server Key Type Clear Text -
PAC Key CoA Server Key (@) sssse

Key Type Clear Text v Confirm CoA Server Key sesee

Key* (3) sesse Automnate Tester

Confirm Key™ esome

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count 0-100

oBluosd vue I, Jluuils byl 9800

IJg 1096 2. |uuile Blispd boyd 1dpuolb8é. loodd IJs Idodsse > IJolese > AAA > §lises b3
AAA > 1Jpol> 96 > + [ olWo Jel 09 p9 oz Vs IJuo9)s:
B . Cisco Catalyst 9800-CL Wireless Controller Weicome sis!

Configuration~ > Security~ > AAA Show Me How o

+ AAA Wizard

Servers [ Groups AAA Method List AAN Advanced

| + Add |

Name T Type Y Group Type T

Authentication

Authorization

Accounting
default login local

1 10 w

Walk Me Through >

9800 |_olds Blispd puol>§6



Quick Setup: AAA Authentication x

Method List Name™ posture-authn-list
Type* dot1x v | (@D
Group Type group v | (&

Fallback to local

Available Server Groups Assigned Server Groups
Idap radius —
) =)
tacacs+ - —
) =)
(2] ()
[E'

ll.%] Apply to Device

9800 |uuile vl osd Blisesd IJpuol> 96

IJglo96 3. (I2esbs) B wluusle Blsps Iuvldse Idpzlunes Jel 09 p9 oz B IJL09,6:

Configuration~ > Security~ > AAA| Show Me How °

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
l + Add ‘
Authorization
Name Y Type
Accounting

9800 |_ol8s Blisps zumlole



Quick Setup: AAA Accounting x

Method List Name* ‘ POSTUREacct |
T').'pe* ‘ identity L | @
Available Server Groups Assigned Server Groups
Idap |T'| radius |-?-|
tacacs+ — -
©J L~
(»] )
(«] B

=l Apply to Device

9800 Juuile o Bluosd Blises 1Usu09]
odysu yvedé WLAN

IJglogs 1. logile yvods WLAN. lue@d Ids IJoedssy > gdlple 9pdule IJog )5 > WLANS > +
luolwe IJgveds 9odssuol puwe 1Jelzo:

Configuration~ > Tags & Profiles~ > WLANs

[ -]

luol9s 9800 WLAN

IJg oo 2. 1s¢J 1Upedsple 1gles Juivwdd WLAN.



Add WLAN x

General Security Advanced
Profile Name® | posture_demo | Radio Policy @
S5ID* | posture_demo | Show slot configuration

6 GHz

WLAN ID* | 1 | Status enasien (] @
© WPA2 Disabled
Status enasen () € WPA3 Enabled
Dot11ax Enabled
Broadcast SSID enaleD ()

5 GHz
Status enaBLED [

2.4 GHz

Status enasten [

802.11b/ | 802.11blg v |
gPolicy

=l Apply to Device

9800 |ogile s WLAN glpd

IJg1o96 3. luedd lJs edles IJowsse lelo slge, bysds 1Jielo IJpbdsus. B odo lJelds: ge,
'802.1x" 98lispo polb 86 AAA (Idos Ypo wlugblisel W IJglbgs 2. Vs Suwp wdosy AAA)
plbJyo:



Add WLAN

‘

General Security

Layer2 Layer3

® WPA + WPA2

MAC Filtering

Advanced

AAA

O WPA2 + WPA3

Lobby Admin Access

WPA Parameters

WPRA
Palicy

GTK
Randomize

WPA2 Encryption

AES(CCMP128)
GCMP128

o

WPAZ
Policy

OSEN
Policy

CCMP256

GCMP256

Protected Management Frame

PMF

| Disabled v |

O WPA3

O Static WEP

Fast Transition

Status

Over the DS

Reassociation Timeout *

Auth Key Mgmt

802.1x

v |

Easy-PSK
FT + 802.1x

B802.1x-
SHA256

O None

|. Adaptive Enabledw |

|2II]

PSK
CCKM A
FT + PSK
PSK-SHA256

[= Apply to Device

9800 |uisle 1ol WLAN o0 Ipuwess 1dolos

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA
— |
Authentication List iDDStIJFE-authn—Iist v
Local EAP Authentication

9800 |uuile 1ol WLAN AAA

oJd9su pdVd wg)ysW Idyuslywo




g pdV S pusluws: spdud 1o ©d) wiuesue IJepdls 1Ussu Jasop Jinods VLAN. oy
wso IJlesble 1Jiss (ped Blses 1Jopde B 19,09 (ACLS). 2936 106 (Q0S). Mobility
Anchor. Tz036 1Je98se: 90l 1ds 3J9). spdod lel luuwgsle pdd wg)sd IJuwvslyws
IJIGe,loos 1Jgluo wd s louble pJwd og s 2aso.

IJglo9s 1. louble pJBd o) IJuwsluws 2383 loedd IJs IJodsse > 1Jgdlple 9pdle
IJogrsd > Iduwsluws 986 wlugble sl 2o

Configuration - > Tags & Profiles~- > Policy

+ Add

Admin Y Associated 6 T

Status Policy Tags Policy Profile Name
o L Y | posture_demao_pp
(] default-policy-profile

1 10 »

9800 |_ol86 pJd &g 5B Loz

olds U wpdsu pdud lJog,su.

Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QO0S and AVC Mobility Advanced
Name™ posture_demo_pp WLAN Switching Policy
Description Enter Description Central Switching enasten
Status ENABLED . Central Authentication ENABLED .

Passive Client B oisesep Central DHCP enasiep [

IP MAC Binding enasLer [ Flex NAT/PAT B oisasiep

Encrypted Traffic Analytics . DISABLED
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT 2-6

5]
(%]
w

9800 |uuile pJd wg s yusluws gl



lJglbgs 2. i'ao_) uvwJo VLAN. Ieoo.jJ IJs gdlpé IJowsse ywsluwle 1Usuosd 9lgw, luwe guods
VLAN pu IdB8lisesd Idpogwsdo 19 1Jew pg)d VLAN 95l Jl o @p wodssy Blisesd [Jopde s
lJ9o9d (ACL) B pJd gy IJuwslwe:

Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Moability Advanced

RADIUS Profiling WLAN ACL
HTTP TLV Caching IPv4 ACL | v |
DHCP TLV Caching IPvE ACL | v |
WLAN Local Profiling URL Filters @
Global State of Device Disabled (X)
Classification . \
Pre Auth | v |

Local Subscriber Policy Name | v | B - .

' ) Post Auth | v |
VLAN
VLAN/VLAN Group | VLAN1072 6
Multicast VLAN ‘ Enter Multicast VLAN ‘

9800 Iu ise uvsluws pdd wg)sd VLAN

1Jg1096 3. 9 wodssu pd we)rsI IJuwsluws JEwsd celysle ISE (Iduwele worly)
AAA) 90 sy IJo99sue (CoA) (2lds NAC). sedud weass bisdsd peluvesd wubdd lRosbs
ls ol



Edit Policy Profile %

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabric Profile
Session Timeout (sec) | 1800 ‘ ® Link-Local Bridging
Idle Timeout (sec) | 300 ‘ gﬂIIJ_NS Service | default-mdns-ser . |
olicy Clear
Idle Threshold (bytes) | 0 ‘ Hotspot Server | -
Client Exclusion Timeout (sec) ‘ &0 ‘ User Defined (Private) Network
Guest LAN Session Timeout Status
DHCP Drop Unicast
IPv4 DHCP Required v DNS Layer Security
DHCP Server IP Address 10.10.10.1 DNS Layer Security | NotConfigured v |
Parameter Map ' Clear
Show more ===
Flex DHCP Option
for DNS
AAA Policy
Flex DNS Traffic
Redirect
Allow AAA Override v
WLAN Flex Policy
NAC State '
) ( N \ VLAN Central Switching
Palicy Mame | default-aaa-policy x » |
- - Split MAC ACL ' v |
Accounting List | POSTUREacct  x v | P . J

WGB Parameters Air Time Faimess Policies

[l Update & Apply to Device

9800 |uile pJd g s yusluws podop

cdysu gdlpd [duwslyws

sled gdled 1dyusluwé 09 Idedly 1Uss ©89p B0 wywb SSID wpdod s IJuwslyws 1Jglue
wd. spdud el lugile gdlpo yusluws 23836 19 luwegsle gdled [duwsluwe IUIW o)l os6.

loedd s IJedsso > edlple wpsss 9usuosle > edlele cpss) > gusluws 98e wluplds
&) 2583 Bl Use 1ley Jpl 09 p9oz S 1Ju0gss:



Configuration~ > Tags & Profiles~ > Tags

Site RF AP

==

Policy Tag Name

|‘ﬁ;::\"| I

= Vionitorin (8]

default-policy-tag

vdministration 1 10 »

luols6 gdles Iuoz 9800

3p b pJ0 050 WLAN pdod o) I usluws 1pbJsy:

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
MName™ posture-paolicy-tag
Description Enter Description

V¥ WLAN-POLICY Maps: 1

+ Add

WLAN Profile Y Policy Profile h i

posture_demo posture_demo_pp

1 10 -
oluosd L Iduvsluws 9800
oesSu gdlps IJyuslws
Op woessu edled lduusluwsd Jullb 1Usuesd ldepbdycs. luodd lds IJedsse > Jigudds >

b 1Jsuosd > luwe w8bs IUsuosd > edlple Idopsss IUeles 980 wlaile IJpops IUplbdsws.
e lud) eds wpase sobosy eds IUeols .



Edit AP x

General Interfaces High Awvailability Inventary ICap Advanced Support Bundle
General Tags
AP Name™*

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is
Lacation® default location not allowed while changing Tags.

Base Radio MAC

Policy posture-policy-tag b
Ethernet MAC

Site default-site-tag v B
Admin Status

RF default-rf-tag v B

AP Mode Local v

wESSULYe [Juog 9800

lel>s wozso wdasu Slises IJozde Vs IJsuosd (ACL)
loedd IJs IJedsse > IJiply > ACL > + Add Jluuile Blisps wpdp B 1J9 09 (ACL) 23836,

oew9s Ylisped Idoedp WOs 1J9uo9d (ACL) IJpuwwgses Jlgle wozso psrgd Posture eds wdw
polbdole CWA (Ideuols§6 1Jeydjsé eds 1U9sw).

weolg lds )Wuo 2Js 1Ueys) IJs gi§> e300 Iduwslgwo (PSN) Jpzyd ISE 993JY ;9 0 DNS
Ilduwelz wldolds. Blisps [Jozdpe B 1Jsuosd (ACL) IJegls wozsool 030 Jsuwe Blises wedpe
WO lJsuosd (ACL) in@é 9dJuol Blisps cedpe Vs 1Uguo9d s Idugbo IJos wess 2ydo
IJeos) Ides coodd [Js 9226 1Jpeldes 1Jesdss (eds 1desltsuwe) Jeiss pu ldpeldzs (ped
lelss IJeszso) 9l o5 2596 IUp)9) Idos owds eds puwvess IJoslole (gus 1dy900) sozow
lehé IJogzso. Sgw o ©wd9 Ilspo lJozgdpe W6 1Jyuosd (ACL) wosl Iduvdd (luweowsd
10.124.57.141 Leo9lo ISE IP s 03l Idpel):



Edit ACL x

ACL Name* POSTURE_REDIRECT_# ACL Type IPy4 Extended

Rules

Sequence® Action permit v

Source Type any v

Destination Type any v

Protocol ahp v

Log DSCP None v

+ Add
Sequence Y Source T Destination Y Destination T Source YT Destination T
t Action T SourcelP Y Wildcard P Wildcard Protocol ¥  Port Port DSCP T Log

10 deny any 10.124.57.141 ip None MNone None Disa
20 deny 10.124.57.141 any ip None Mone None Disa
30 deny any any udp MNone eq domain None Disa
40 deny any any udp eqdomain  None None Disa
50 permit any any tcp None 20 WwWw MNone Disa

eBluosd Blises Idopde B 1Usuo9d (ACL) IUpgls cozsool 906! JJpes!, 9800

odysu Jlises IJopde Ss Idsuosd (ACL) JJuor

WO odo 1Jglds sdjpd wedss Blise Idozdp Vs 1Usuod (ACL) I ods gds 9800 WLC J
ISE Jogosd Iduwsobssole 1dewsld§s 9¢s) Idpwsld§s wule eds voses Idopdd pu
|JPQ\.§5.

Configuration -~ > Security~ > ACL

+ Add # Associate Interfaces

ACL Name : ACL Type
POSTURE_COMPLIANT_ACL |Pv4 Extended
POSTURE_NON-COMPLIANT_ACL |Pv4 Extended
POSTURE_REDIRECT_ACL IPv4 Extended

1 |1ov|

Slises IJepde B 19 o9J 9800 ACL IJglpb

Jomsobisy IJesldd: luuaese woulbs Iduele Jdzpse s o3o IUels. sdodaso Uil 6.
Spdud lsuol o weuod eJs ISE wedpe wv9s o s Blisps wpdpe Os 1Usuo9d (ACL) WO
UoSTo pu9l9 96: 909 pl sebd Iduwpelz JJzpese eds IUzluw 9800:



Edit ACL %

ACL Name*

Rules

Sequence®

Source Type

Destination Type

Protocol

Log

Sequence

+

T

Action

permit

Y

P Wildcard

any

|:'.|Ov_

P Wildcard

any ip

POSTURE_COMPLIANT ACL Type |Pv4 Extended
Action permit
any v
any -
ahp v
DSCP None
Source Y Source Y Destination Y Destination YT

Source Y Destination Y
Port DSCP Y Log "

Protocol ¥ Port

Mone Nane Naone

Disable

9800 ACL - p9ld

ldouwes Jduwsoliss €8 Idpesldd: suwer IJgpsd wldsuosd lds uodle pesusé S$b.
eho ol sY9u Ebpe IJluodlz (ISE Gdywo WO 030 IJzlJo):

Edit ACL x

ACL Name*

Rules

Sequence*

Source Type

Destination Type

Protocol

Log

Sequence

20

30

40

50

+

T

IPv4 Extended

‘ POSTURE_NON-COMP ACL Type
Action permit
: any v
any v
ahp v
DSCP None

Source Y Destination Y Destination T

Action ¥ Source IP Y Wildcard P Wildcard
permit 10.124.57.141 any
permit any 10.124.57.141
permit any any
permit any any
deny any any
[ 10 v

Source YT

Protocol Y  Port

None
Mone
Mone
eq domain

None

Destination Y

Port DSCP Y Log
None None Disa
None None Disa
eq domain Mone Disa
None None Disa
None None Disa

Blisps IJepdpe B 1J9,09d (ACL) o,l; 9800 - &5, pesld s

lesls wdsso AAA 99 oes6 eds ISE



pubdo lJgsog: Vs o3l Idpeld: woped pobdole wpass IJogld g Vs lJoyivlwd el 31 Jly
ould pd ool pesu eds uvbe IJpdow ldpuwese JIigool Jposse, Windows le JI.

IJg b9 1. Lo WLC 9800 |Us NAD gJ.s ISE. 1oedd 1Js 1bLs> el I o ds> fzos
I s> | olbs:

= Cisco |5E
MNetwork Devices
——

Netwark Dovices
Drefault Davice

Dewice Security Settings

Metwaork Device Groups

Administration - Network Resources

Network Device Profiles External RADIUS Servers

1 WLCOBDD

Network Devices

RADIUS Server Sequences NAC Managers

Namae WLCSB00
Deseription
IP Addrss tE 10.124.60.41 32
Device Profile &% Cisco v
Modal Namae Lo
Software Version w
Network Device Group
Lecation All Lecations ~ Sel To Default
IPSEC Mo b Set To Default
Device Type All Dovice Types v Set To Default

luold6 zolj IUubods 01

= Cisco I5]

Network Devices

Metwork Device Groups

Administration - Network Resources

Metwork Davice Profiles External RADIUS Servers

Netwark Devices I

RADIUS Authentication Settings I

Default Device

Dewvice Sacunity Ssttings

luol®s zolj s 02

RADIUS UDP Settings

Protocol RADIUS

I Shared Secret sasen

[ Use Second Shared Secret

Second Shared
Secret

I CoA Port

RADIUS DTLS Setings
DTLS Required
Shared Secret radius/dtls

Cof Port

Issuer CGA of ISE = N
Cernificates for Coa,  Sekect if required (optional)

DNS Name

RADIUS Server Sequances MNAC Managers

1700 I Set To Default

2083 Set To Default

External MOM

External MDM

pxGrid Direct Connectors

pxGrid Direct Connectors

1Ug1096 2. p wouisd 25e6 uuiy 9236 IUluwedold sldee 1Uglues wldepsd IJlpw po Cisco
99236 1Jegled eds p9de wyulpeg Cisco Software CCO gJs IJ9se.



lJoe9d 9ldwze W Cisco Secure Client:

Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB
cisco-secure-client-win-5.1.2 42-webdeploy-k9.pkg
Advisories [

Secure Client 5.1.2.42

ISE Posture Compliance Library - Windows / Head-end 30-Jan-2023 19.59 MB
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9.pkg
Advisories [

9236 1Je9ld § pe pesl) ISE 4.3

IJg 96 3. wepsd 2ied uuin 926 IUluwedold sldee 1Ugluos oldgpsd 1Jleud pu Cisco 92506
9226 IJeglws g J ISE Client Provisioning. lowdd 1Js old; IJg pJ> Posture> Client Provisioning
(9u2es8 IJgpsd)> 1deslss - ludy B9 luplds. Tt el Idwsulez eu IdEiue Ieeds eu
IJeswe Idpogwsd:

Overview Network Devices Client Provisioning Policy Elements

Client Provisioning Paolicy
Add .~
Resources +

Client Provisioning Portal

[

Agent resources from Cisco site
Native Supplicant Profile

Agent Configuration

Agent Posture Profile

AMP Enabler Profile

O O 0o O

wepsd Jepsd IUleo



= Cisco ISE

Work Centers - Posture

Owverview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
Selected 0 Totsl 13

Eliest Provisloning Belcy

esources il -

(s Prasdalstag Port O Wi Type Varilon Last Updirte Dascrption
[m] CiscoTemporalAgentOSX 4.10.02051 CiscoTemporaligentOEx 4.10.2081.0 Z021/08/10 031231 With CM: 4.3.1858 4353

I O  GiscoSecureClientCompasnceModuleWindows 4.3.3335.6146  CiscoSecuweCEonComplinncomodisloWindows 4.3.3335.6146 I 2024/03/30 19:268:34 Cisco Secure GEent Win...

[m] Cisco-ISE-Chrome -NSP Native Supplicant Profiie Hot Applicable ZO1EMOSOT 04:01:12 Pre-configured Native 5.
O  GiscoAgentlessOSX 4.10,02051 GiscoAgentiessOSK 4.10.7051.0 2021/08/10 03:12:36 With CM: 4.3.1858.4353
[m} bloomiest-Posture for Windews AgentProfile Mot Applicable 2024703530 19:31:40 test windows PG for con...
O  AnyGonneciDesktopWindaws 4.10.7073.0 AryConneciDes kiogWindows 4.10,7073.0 2024/03/30 19:47:18 AnyGonnuct Secure Mab...
(] Mac DsXSPWizard 2.7.0.1 Mac DsXSPWizard 2.7.0.1 ZO2V0B0 0T 22T Supplicant Pravisioning ..
O  GiscoagentiessWincows 4.10.02051 GiscoAgentiessindows 4.10,2051.0 2021/08/10 03:12:33 With CM: 4.3.2227.6145
] Clsco-ISE-NEP Hative Supplicant Profile Mot Applicable 2016110507 D112 Pro-configured Native 3
0 WLCHS00-windows AgeniContig Noi Applicable 2024/04/01 17:44:50 Test for WLCSH00 Wirele
[0 WinSPWizsrd 3.0.0.3 WinSPWizard 3.0.0.3 FO2UDB0 0F:12:27 Supplicant Pravishening
0  GCiscoTemporaligentWindows 4.10.02051 CiscoTemparaligeniWindows 4.10.2081.0 2021/08/10 03:12:28 Wikh CM: 4.3.2227 6148

CiscoSecureClisntDesktopWindows 5.1.2.042

CistoSecweChamDesktapWindows

5.1.2.42 I

wpsd 1J9z26 IJuelbss g psd IUlpo 9lJesld " ugle

202403730 19:20:54

Ciaeo Sacurs Chant fof

IUgog6 4. lojiis pdd o s 9,086 IUg psd IUloedld 1Js e)ld; 1Jg pJ> Posture> Client
Provisioning> Resources> Add> o JW wg) s 9,086 IUgpsJ:

= Cisco ISE Wark Centers - Posture a @ &
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Paolicy Sets Troubleshoot Reporis Settings
Ciatrt Presvisioning Puliey
o i I - Drilet 17 Wit
Resouizes
it Presvisioning Parsl Agent Posture Profile
Name *
Bblonmeest-Posture for Windows
Description:
test windows PC for connecting WLCSE00
r
Agent Bohavior
Parameter Value Tascription
Enabie debug log No w Enabiles the dedeg log on the agent
Opécate on non-B02. 1K wirtless [™ ~ Enables the agent 16 aperale an nan-802,1% wirahess netwarks.
Enable signature check Mo hd Chock the signaturg of executables boforn unming 1hem
Log file size ] ] The maximum agent log file size
Femadintion tmer 4 ming IF the user fails to remediate within this specified time, mark them as non-compliant
Siealth Mode Disabled ~ Agent can act as ¢ither clientless or standard mode. When stealth mode is enabled, it runs as a service
without any user iMerface.
Enable notifications in stealth mode Dinabled v Display user no! n when in Steahth mode.

eV weHs 9uoess IJeled

lJgl9é 5. [uunle luodld odysu 1dsdsd IUs pild; Idg pJ> Posture> Client Provisioning>

Resources> Add> Agent Configuration:



= Cisco ISE

Overview

Glient Pravisioning Palicy
Resources

Glient Pravisioning Partal

luols wdysy lJ9dsd

Metwork Devices

Client Provisioning

Policy Elements

Work Centers - Posture

Posture Policy Policy Sets

* Select Agent Package:

CiscoSecureClientDesktopWindows 5.1

I * Configuration Name:

WLC2800-windows I

Description:

Description Value Notes

Test for WLCSS00 Wieless dotlx
e

* Compliance Module

CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection

I s postre

VPN ]

Zero Trust Access (]

Network Access Manager |:|

Secure Firewall Posture O

Network Visibility [}

Umbrella O

Start Before Logon (]

Diagnostic and Reporting Tool I

Profile Selection

* ISE Posture bloomtest-Posture for Windows w

Troubleshoot Reports Settings

I.J'abgé B. 9p woldss prgd wads) IUgpsd: luvogsp IJluwlpus IJIe,luos JJlgool,
"0918. 8", (Iyzle louvle CSR slJobousd Juvolss SSL pu ¢bp CA: 9l wawsld gJled "ozp9esd
IJuwoble" Ws leshle Il wlw 0300 9)Jl STIL WedS) ES) 2999 wo Juwolss Ieole epdséd

IUlzeol,.)

loedd IJs eold) 1Jg pd> Posture> Client Provisioning> wglole leshs 1Jg psJ:

= Cisco ISE
Overview

Client Provisioning Palicy
Resources

I Client Provisioning Portal

Network Devices

Client Provisioning

Policy Elements

Work Centers - Posture

Posture Policy Policy Sets Troubleshoot Reports

Client Provisioning Portals

You can edit and customize the default Client Provisioning portal and create additional ones

Creata

(default)

Client Provisioning Portal

Default portal and user experience used
to install the posture agents and verify

compliance on user's devices

iEQJ w8lwé leol> 1dgesd 01

Settings



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

T e R . ) o
Al Portal Behavior and Flow Settings Portal Page Customization

Resources

I Client Provisioning Portal Portal & page Settinqs

Portal Settings

HTTPS port:* B443
(8000 - 8598}
Bidirectional por:* 8449
(8000 - 8998)
Allowed Interfaces:* Far PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
O Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup
O Gigabit Ethernet 2 O Bond 1
Uses Gigabit Ethernet 2 as primary
O aigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup
O Gigabit Ethernet 4 O Bond 2
Uses Gigabit Ethernet 4 as primary
[ Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup
Certificate group tag: * Test-CPP -

Configure certificates at:

Administration > System > Certificates >
System Certificates

Authentication method: * Certificate_Request_Sequence -

Configure authantication methods at:

Administration > ldentity Management >
ldentity Source Sequences

lgesh) wolws lesl IJgpsd 02

lJglbgs 7. louble yusluws wji9ss Idgpsd. lowdd Ids pld; 1dgpd> Ppsture> Client
Provisioning> Client Provisioning Policy > Edit (vg)s)): [a)le wog zos> lgdlo.

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoaot Repaoris Seitings

Client Provissaning Palicy

Client Provisioning Policy

Resources

Cliemt Provisianing Portst . . :
Dafine the Client Provisioneng Policy 10 determing what users will receive upon login and user session initation:
For Agent Configuration: version of agent, agent profile, agent compliance module, andfor agent customization package,
For Native Supplicant Conliguration: wizard profile and/or wizard, Drag and drop rules 1o change the order

w
Riilé Nam Identity Groups Oparating Systems Othar Conditions Rasiilts
o | WLCSB0O -Windaows Any Windows A Condition(s) WLCHSB00-windows Edit
| 105 amy Apple 05 Al Conaitienls) Ciscor1SE-NSP Edit
e | Androld Ary Ardrold Condition(s) Clsco-1SE-NEP Edfit
] Windews Ay Windows Al Canditien(s) CiscoTemporal fr Edit
dows 4.10.02051 And
WinSPizard 3.0.0.3
And Cisco-ISE-NSP
B MAC 05 Ay Mo 05X Caondition(s) CiscoTemporalAgentOSK Edit
4.10.02051 Ang
MacOsKSFWizard
2.7.0.1 And Cisco-ISE-
NSP
-] Chromebock Any Ghrome G5 Al Caondition(s) Cisco-ISE-Chrome-NEP Edit

logile wog wods) IJgpsd

lJ¢b9o 8. lugile Giygb 1Jpd. luwdd IJs p)ld) IJg pJ> Posture> Policy Elements>
Conditions> File Conditions> Add> File Conditions:



Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

—
Conditions e File Conditions List > WLCS800-Posture-dema

Anti-Malware File Condition

Anti-Spyware

Anti-Virus I Mame * WLCS800-Posture-demo I

Application

Description test for WLC 9800
Compound
Dictionary GCompound N
e it * Operating System Windows All w
Dictionary Simple

Disk Encryption Compliance Module  Any version

External DataSource I * File Type S—— - I
File
Firewall * File Path USER_DESKTOP WLC9800-Posture-Demo.txt ()

Hardware Attributes
* File Operanor Exists

Pateh Mansgement

Registry
Seript
Service

use
louble 2lJsé pJud

U096 9. louble £ pdsle 1luadlz loedd 1Js pold; 1gpd> IUs oe> eoluo, 1wl ws>
gedslo Uluadlz > pdd> |ols:

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Conditions 3 File Remediations List > WLC9800-Posture-Dema

File Remediation

Remae: ons

Application ;
* Name WLC9800-Posture-Demo O]

Anti-Malware

Anti-Spyware Description your PC must have file named WLC9800-Posture-

Anti-Virus

I Compliance Module Any version

File

Firewall Version 1.0

Launch Program
File Uploaded WLCS800-Posture-Demo.txt

Link

Patch Management

Script

use

Windows Server Update Servi...

Windows Update

Requirements
Allowed Pratocels
Authorization Profiles

Downloadable ACLs

logule pgldzs pJd

lJglbgs 10. lugble pobde. luodd IJs o)ld) 1Jg pJ> Posture> Policy Elements> Requirements>
I»lz pobdole gas6:



Qverview Metwork Devices Clignt Provisioning Policy Elements Posture Palicy Policy Sets Traubleshoot Reports Settings

Conditions »
Remadiations - m
Application Reguiremeants
Auth-Mbhorins Name Operating System Compliance Module I Posture Type l I it I I Actions I
Anti-Sgpware
Any_AM_instaliation_Mac  for  Mac 05X wiing  dox or later wsing  Temporsl Agent matlf ANY_se_moc_inst thes  Mussage Text Oniy Edit
Anti-Vieus it
F
= Defaui_Apsivis_Reguirem  for  Windews All using 4 of lnter waing  Tempedal Agent metil  Default_Ape\is_Co  them  Select Remesations Edit
Pl ent_Wie_temoorsl o_Wies
Launch Program Defaws_ApgVis_Requirem  for  Mac 05X using 4. 0r later wsing  Temporal Agent metif  Defoult_AppVis_Co them  Select Remediations Edit
ent_Mac_temparal nditioe_Mac
Linik
Dofs_Hardwar_attribet  for  Windaws All uiing  4x or later wing  Temporal Agent matlf  Mardware_AHrbute them  Sesect Remaciations Edit
Pateh Managament _ :
o5_Requiremant_Win_tam 3_Check
Seript poral
usa Defaw tar Mss 05X using 4. of later wing Temporal Agent Haidware_Atifibute  thes Select Remadistions Edit
a5 _Rbau
Windaws Server Update Sersi porsl
Windows Update .
Defaun_Firewall_Requirem  for  Windows All using 4 or later using  Temporal Agent metil  Defoult_Firewall_C  them  Defaun_Firewall_Remediation  Edit
ent_Win_temporsl onditien_Win _win
EE—— Dafawt,_Firewall_Bogarem  for s DSX wiing  dx or later wsing  Temporal Agent marlf  Defoult_Flrewali & them  Defauls_Firewall_Remadiation  Egit
ant_Mac_tempodal andition_Mac Mac

Amerwed Peotocols

WLCHEDD Posture: [Jihes LCHBO0-Posturs -Deme Edit
damo

Autherization Prefiles

wing  Any version I using Agent

Downlosdable ACLs

MNote:

Remadia 3 fitered based on the aperating syaten

Ramadiation Actions are nct opalicatile for

tien Consditions (configured using the Bravision By Categery or Provision By Everything options), Hardware Gonditians, and Extornal Da

rce canditians
Remediations Astians ane not appiicable for Agentiess Posture type

louble pobdole 1dyoge

IJglb9s 1. logble gusluws IJysog. loedd IJs eold; 1dgpd> 1Usoe> o)lz uusluws 2os6:

= Cisco ISE Work Centers - Posture Q

Ovarview Network Devices Cliant Provisianing Paolicy Elemants Posture Policy Policy Sets Troubleshoot Reports Settings

Posture Policy ([EXEZS

[Dafne the Posture Policy by configuring rulos based on oparating system andier othar condiions WiLca00

Status  Palicy Options Ruily Mame Identity Groups Operating Systo Compliance Module Posture Type Dther Conditions Reguirements
] Policy Options oy Windaws All g warsion Agent WEAI0- -
Dama

louble vog IUsoe

IJglogs 12. [ugvle odles pdVle wg)swd wigasd: elds IJsuog €s) pe)y9do: gldo IJsog )
pw9ld 9ot 2lJo 19 og pugld§o. luwdd Ids gulue) IJuez> IJuwlisg> Authorizaton>
Authorization Profile> | _olwé:

Dictionaries Conditions Results

Authentication o

Alfowad rotoncls Standard Authorization Profiles

For Policy Export go te Administration = System > Backup & Restore = Policy Export Page

Authorization ~
Authorization Profiles + Add
Dewnloadable ACLs . L
(] Name Profile -~ Description
WLCE800 *®
Profiling >
a WLCHB00- Postura -Compliant =k Ciseo (7)
Posture >
O WLCHB00- Posture -NonComphiant & Cisco (7)
CHent Provisioning >
O WLCHB00- Posure-Unknown & Clsco (D)

louble pdVdle og)rsd ldogssd 01



Dictionaries Conditions Results

fR—
Authentication - Autharization Profiles & WLCGE00- Posura- Unknown
b hidinind Authorization Profile
Authorization - * N WLCSE00-Posure-Unknawn
Avthocizaion Profliss |M5Cf|p|l¢ﬁ

Downloadable AGLS

* Acoess Type

Profiling . ACCESS_ACGEPT
Fosture » Network Device Profile & Cisco  + @
Clisnt Provisioning » Service Template [m]

Track Movement

Agentless Posture oo

Passive Identity Tracking [J (O

~ Common Tasks

O Veice Domain Permission

Wab Redirection (CWA, MDM, NSP, CPP)
Chent Provisioning (Posture]

TR,

©

ACL

POSTURE_REDIRECT _ACL L Value Client Provisioning Portal (defi ~

O Suppress Profiler GoA for endpoints in Logical Profile

louble pdUdle og)rsd Idogssd 02

Dictionaries Conditions Results
—
Authentication .U Authorization Profiles > WLCO800-Posture-Compliant
Allowsd Erotoccls Authorization Profile
* Name

Authsrization w WLCB00-Pasture-Compliant

Autherization Profiles .
Description

Downloadable ACLs

* Access Type

Prafiling 3 ACCESS_ACCEPT ~
Posture > Metwork Device Profile &% Cisco v &
Client Provisioning ¥ Service Template (]

Track Movement oo

Agentless Posture oo

Passive Identity Tracking O

~ Common Tasks

O Interface Template

@

O Web Authemication (Local Web Auth)

Airespace ACL Name

POSTURE_COMPLIANT_ACL

O Airespace IPvé ACL Name

loble pdVle og)ysd IJegssd 03




Dictionaries Conditions

Authentication

Authorization b
Authorization Profiles

Downloadable AGLS

Profiling »
Posture »
Client Provisioning H

Results
AU U FIUie

* Name WLECIB00-Posture-NonComp

Description

Sy ———
ceass e ACCESS_AGGEPT v

Network Device Profile & Cisco v @

Service Tamplate
Track Movement

Agentless Posture

O O0O0OaO0O

Passive Identity Tracking

~ Common Tasks

O Interface Tomplate

[ Wab Authentication {Local Wab Auth)

Airespace ACL Name POSTURE_NON-COMPLIANT

[ Airespace [Pvi ACL Name

~ Advanced Attributes Settings

IJg 9o 13. luble pzesele ywsluwle. loedd lJs vog>

Policy Sets

Status  Policy Set Name Description Conditions
B Hotwork Acoess Dvice 1P Address EQUALS 10,124.80.41
] WLEIHO0- Possurn- Dama AND
T Nomassed Radius S5I0 CONTAING posture_semo
@ ow Disfmut policy sat

logble pzesele pusluvle

peeogle> lsgous luole:

Allowed Protocols | Server Sequence  Hits  Actions  View

Delault Netwerk Accass >

Delault Network Access < b= >

IJglogs 14. lugble gusluwd 1dpeuob 86 IUloedld 1Js 1duez> peesele lduwsluwle> wauwse
"WLC9800-Posture-Demo"> yog IJpol>§6> | ol 96:



= Cisco ISE Policy - Policy Sets

B Metwork Access-Device P Addess EQUALS 10.124.60.41
[-] WLCRBOO- Posture - Demo A Datault Nokwork Access o=
T Mermalised Rasius 590 CONTAIMS pasture_dems

2 Authontication Palicy (2)

Status  Rule Name Conditions Use Hits  Actions

Inernal Wsers

]
" Options {‘}

All_User_ID_Stores

[
&

= Options
logile gusluws puol> 96

1Jglo9s 15. luuble pusluws Idegssd IUluould [Us 1duoe> pzesele Iduwsluwlo> oyuwse
"WLC9800-Posture-Demo"> yoz IJwgosd> |ol96:

Aathorization Policy (4)

Resulis

Status  Ruble Nama Conditions Profiles Security Groups Hits Actions
@ Postur-Compiiam b SessionPosiureSiaius EQUALS Complisnt WLCOBOO-Posting - Co. Saloct from lisy &
a Posture - Nesampisnt B SesscnPotureStatus POUALS NonComplant WLEGIBD0-Posture-No. Salact from list @
©  Posture-Usknoan b Session PeshureStatus EQUALS Uninow WLCHBO0-Posure-Unk. Saloet fram lisy &
a Dt DenyACCess Salect from list @

logble gusluws Idogssd

IJloeJs

1. Igeol, SSID IJpwod Posture_demo pg wslule lgwpls 802.1X 1Jozses.



posturg_demo
% Seoured

Enter your user name and password

wic9800 - ser

--#--4

&)

oK Cancel

Metwork & Internet settings
Change sefbngs, such as makong a connecton metered.

P .
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ISE Posture:

Chechng requirement 1 nf 1.

(C ~ Scan Again

1o MO sl
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Aumhonized TRLE
Clher WAG Address T Pl Addess T IPeG Addiss L 00000008 | SA LS DED
I A0 2 T8 P =R 3001100k B0 1 133005512 AP WALL 0 B D 00000004
Lol
1 10 %
Dotz

ALTHENTICATID

wilbh_sve_peiriture_coma_pe_ ksl |ty J54)
VLANIOTZ
1R

Filter-I0r FPOSTURE_COMPLIAMT_ACL

WLAN Nama

WLAN

Aot Temar 1800
DS Snoopoed Pvd Addeossos Hora
DONS Sroapid PvE Addeessas Mo

£8) puslg:



» Clores

S v (] -
= e
. —

H

‘Bedscued O oin ol 1 Chemts O u
i THi,

Coort AL Address T i Adkdreas T iPvd Addreas A Marma T &£ _—

1EPE.2501 cT18 Eal R Lk 007 V003 Badic] 133 dedo 5R1Z AR _WALL 3T [ o
h Met
1
Letal Paliclos

Server Policles

Resutant Polkcks

eJs ISE: vouwlbé w9l pu uedle Radius lJpeol 6 Joid§) el Bl Yy IJuez Iduoese
pblog.

By 2B 2008 DEE61S.4 B &
Wiy FB. 20008 O3 EHRAE B &
iy PB. 2004 DR E0:37.8 B &

lweduvld IJlgble gl oJlzol
Slisps IJozdd

ol po louald IJgpsd sewslo IP Loldz 9z2u09do edso.

« olds pu o guuo) Joedp B IJuvuds 1Jppdss 1JJlundIsé (WLC) spuod £Js gusle
URL |glse IJw9zso Iduoese 981spe0 IJoede W6 1J9o9d (ACL) oo ISE. spdud IJlbdle
gdso gw) 9lzod IJpuuetspe IUyuwspss (GUI):



* » Clients

Clants

]
e

Babenrtined O st of | Clhassts

(Cllsril WAL Addiress T Pvd Addsess T i Acidress A e T s3ib

TEGG AR 718 A0 346030 SeB0-R1G - TCa B INE AP WALL 30 P

Local Poliches

Seiver Policies

Reudinnt Policies

* Blde odu gpdss lgbo IJugzse oddlisss: Blowe ldpuwesruo 9zlad luvesle gusly IP
cuv9liss. gds uwwsd IJpold: 10.0.0.1. I3l gpdw lelbé Iduggso: pu ldppedy i o9y
Josd puvdds B wedsd DNS. w288 pu w9, ¢lbe DNS Loldz Jssd go, DHCP 900
Snwo eds 2 luwele Iposd.

* bl oplelhs w9zso Broswer |Us URL Joglws ISE 9JJo segd) wgpsd lduowdes: Bozdd
pel BN IIG Iuwe p2ld ISE &) puold IUss Elbp DNS: soldelds soes) eds Idepsd td URL
IJglue wldpesgd. Jed oo Idpuivdds wuuygd: wzgdl pu luwe IPIJpLoswd IJoloo/FQDN
W pu pJdV wg)sY IJegssd Jougds) euslu IP s sugle URL Jlghs Idegzse. 9pe 3JY.
&> sJ9w 3JY Tz 1Jpglocd 1Jleuss Jive se,u0 susle IP 1Jgluo o ISE.

w» [Common Tasks

help v Al FOSTURE _REDIRECT _ALL e Walud Chent Provisiocning Podtal {defi -

ozpsE wurese IJigble
wedisy woozse Wigble g5 C9800
wedisy woozse Wigble g ISE

Ieslze

o JwdJo CWA g s olbo 209156 9800 WLC g ISE - cisco



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215523-quick-start-guide-on-what-logs-and-debug.html#toc-hId-1428918920
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215523-quick-start-guide-on-what-logs-and-debug.html#toc-hId-1428918920
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html#toc-hId-1774653233
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html#toc-hId-1774653233
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html



https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113476-wireless-byod-ise-00.html
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113476-wireless-byod-ise-00.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215260-ise-posture-deployment-best-practices-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215260-ise-posture-deployment-best-practices-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
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