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1 EAP Type=EAP-TLS
. | __EAP Request Start bit set, no data

2.
EAP-type=EAP-TLS
(TLS client_hello)

3

EAP-Type=EAP-TLS
TLS certificate
TLS client_key_exchange 4
TLS certificate_wverify
TLS change_cipher_spec
TLS finished

5

6
EAP-Type=EAP-TLS [

PMEK

EAP success
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| EAP Request

| EAP Response

EAP-Type=EAP-TLS
TLS server_hello
TLS certificate
TLS server_key_exchange
TLS certificate _request
TLS server_hello _done

-

[ EAF Request

EAP Response

EAP-Type=EAP-TLS
TLS change_cipher_spec
TLS finished

PMK ‘

EAP success ‘
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TLS server_hello
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Certificate
Server_key_exchange
Certificate request
Server_hello_done
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Certificate (for server validation)
Client_key_exchange

Certificate_verify (to verify server trust)
Change_cipher_spec

TLS finished
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Change_cipher_spec
Handshake finished message
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Configure the WLC as a network device and set the pre-shared key.

sEnsure the Internal CA i3 enablad for issuing caertificates and authanticating
usars.

*Select the identity store sequence used to authenticate logins to the portal. By
default, the certificate_requast_sequence is employed.

Define the certificate templates that users are permitted to use for generating and '
downloading caertificates.

*Create a portal page where users can download certificates, with settings to
control portal behavior.

+Add users to tha ISE internal database who will use the cartificate. Create as
many usars as neadead,

*Dafine an identity source sequence for the policy set to determine tha
authentication source for the service,

CECCERE

=Establish a policy set to define authentication logic and actions.
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v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port 1700
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Dashboard
Certificate Management »

Context Visibility | nte I'TI a I CA Setti I"'Ig S A For disaster recovery It |5 recommended to Export Intema
Certificate Autharity 5

Operations Overview

Palicy Host Name ~  Parsonas Rola(s) CA, EST & OCSP Re... {

Ise3genvc Administration, Monitoring, Poll... STANDAL...
Administration ot g. Po I3
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Work Centers Certificate Templates
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Identities Groups External Identity Sources Identity Source Sequences Settings

> Allow_EMP_Cen

Identity Source Sequence

~ |dentity Source Sequence

* Name
Allow_EMP_Cert

Description

v Certificate Based Authentication

Select Certificate Authentication Profile Preloaded_Certific

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds
Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points
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2.3 0288 pu wesSU IJluwe Idossd JJesuose (SAN) eds euslo MAC,
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Cartificate Managament

Cartificate Authority
Overview
Issued Certificates
Certificate Authority Certificat...
Internal CA Settings
Certificate Templates

External CA Sattings
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Edit Certificate Template

* Name

Description

Subject

Common Name (CN)

Organizational Unit (OU)

Organization (0)

City (L)

State (ST)

Country (C)

Subject Alternative Name (SAN)

Key Type

Key Size

* SCEP RA Profile

Valid Period

Extended Key Usage

EAP_Authentication_Certificate_Template

This template will be used to issue certificates for EAP Authentication

2

SUserName$

Example unit
Company name
City

State

us

MAC Addrass

2048
ISE Internal CA

730 Dayl(s) (Valid Range 1 - 3652)

5

Clignt Authentication |_| Sarver Authentication
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J' Bookmarks Blocked List BYOD Certificate Provisioning Client Provisioning

Dashboard Portals Settings and Customization

Context Visibility

Operations Portal Name: Description:

EMP CERTIFICATE PORTAL
Policy

Administration Language File

Work Centers

T N —— Portal Behavior and Flow Settings Portal Page Customization




Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

~ Portal Settings
1
HTTPS port:*

(8000 - 8999)

Allowed Interfaces:* For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured

Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup

Gigabit Ethernet 2 Bond 1
Uses Gigabit Ethernet 2 as primary
Gigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup

Gigabit Ethernet 4 Bond 2
Uses Gigabit Ethernet 4 as primary
Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Authentication method: * Certificate_Request_Sequence

Configure authentication methods at:

Configure authorized groups
User account with Super admin privilege or ERS admin privilege will have access to the portal

Available

Q

ALL_ACCOUNTS (default) Employee

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default)




» Login Page Settings

> Acceptable Use Policy (AUP) Page Settings

> Post-Login Banner Page Settings

> Change Password Settings

~ Certificate Portal Settings

Certificate Templates: * EAP_Authentication_Certificate_Template = .,
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Portals Settings and Customization

Portal Name: Description:

EMP CERTIFICATE PORTAL

Language File
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e | BHps:/10.106.32.31:844 3/certprovportal/PortalSetup.action?portal=45aea9cb-29c8-4f73-98bb-63543bba423a

i : .
CISCO Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:
emp
Password:

Sign On
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| ® Enabled | g emp Employee
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Fatus  Rule Hame Conditlans His  Actons

+  Optlons
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Rasults

Fuaus  Rule Hame Conditlons Proflles Security Groups His  Actons
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*Configure I'SE as a RADIUS serser on the WLC.

sConligura a RADILES sarver group and map tha ISE sanser craated in prévious step. J
+Create authantication and autharization methad lists linked To the FRADIS sarsar growp.
=Apply the respective mathod list vo the WLAN configuration.

=Credte a policy profile and map it to the VLAN and othear sattings.

IS

o= sLonligure a policy tag and associate the WLAN profile wath 1t

=Apply the policy tag to thae AP }
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Create AAA Radius Server
Marma*® ISE3 Suppart for CoA

Clear Text

Server Address*® 10.106.32.31 Co er Key Type

Automate Taster




luol86 e ISE B guuoy IUeedp B IUuvwds IJpedss IUJluuddss (WLC)

Oy YSP) |u0|do ldtbn‘" Sbo, &_9.5 é|3p6 ldéﬁbP'

£)u0 9130 RADIUS
Lol 86 pzp9e6 29150 £ 9800 WLC

JIuol5 pze9e8 £915p £J 9238 IJczde B Idubods 1dpzdss (LAN) 1JJlu]dss 9800, id e
lJgbsle IJeldse:

1. 1oedd Ids Idedssy > IUlely > AAA.
2.108) 993 edlpd lJowasw pzesesd 1Jeabe: &p ludy 998 luolds Jluyile pzeses 29be
g>Sy0.

Edit AAA Radius Server Group

C-Fiitering

Desd-Tima (mins)
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AAA Quick Setup: AAA Authentication
viethod \ame*

AAA Method List
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,q,;_.\.m Quick Setup: AAA Authorization

+ AAA Wizard Methad List Name™ CERT_ALUTH

AAA Method List

Add Delete

Mame

[0 cerT_aUTH
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Policy

10y Glone Craniing a Polny or conhguring | in 'Frabian’ state, @l result in ines of connasthaty for cliants associated with this Palcy prafia

Poiicy Profile Nams
CERT-ALTH
rafalit-policy-predie iyl WLAN Switching Folicy
Cenral Switching
Gontral Authentication
Central CHCP

IP MAC Binding Flax NAT/PAT

Encrypted Traffc Analvics

Access Policies

RADIUS Profiling

HTTP TLV Caching

DHCP TLV Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name Search or Select

VLAN

VLAN/VLAN Group

Multicast VLAN
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Advanced

WLAN Timeout

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

Guest LAN Session Timeout

DHCP

IPv4 DHCP Required

DHCP Server IP Address

AAA Policy

Allow AAA Override
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FT + BO2.% U

PME Disaliind - 802.1x ]
SHAZSS

MPSX Configuration

Enakle MPSK

Security

Authentication List CERT_AUTH

Local EAP Authentication D
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Diieie

Mamig* CERT_POLICY_TAG

Dascriptian
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A Changing Tags wi
Static

AP MAC Address eC7l.750e. 10
£ Select Flle

Policy Tag Mame CERT_POLIC

g mapping

Site Tag Name

RF Tag Mama defaull-rf-tag

wEssu edlpd v 9bé 1dso9d

Sop wubésd vdssu guues oede Vs 1dybeds Idpedss IJJluwddss (WLC)
w8 [Jopld IJlgs

aaa group server radius ISE

server name ISE3

ip radius source-interface Vlan2124
aaa authentication dotlx CERT_AUTH group ISE
aaa authorization network CERT_AUTH group ISE
aaa server radius dynamic-author

client 10.106.32.31 server-key Cisco!123
!

wireless profile policy CERT-AUTH
aaa-override
ipv4 dhcp required
vlan 2124
no shutdown



wlan CERT-AUTH policy CERT-AUTH
wlan CERT-AUTH 17 CERT-AUTH
security dotlx authentication-Tist CERT_AUTH

no shutdown
1

wireless tag policy CERT_POLICY_TAG
wlan CERT-AUTH policy CERT-AUTH
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© Not Secure| https://10.106.32.31:8443/certprovportal/PortalSetup.action?portal=45:

at] et ] |
cisco Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the usemame and password supplied to you.
Username:
amp
Password:

---------
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CISCO

Certificate Provisioning Portal

Certificate Provisioning

| want to: *

Generate a single cenn(wlthout a certificat...

| Common Name (CN): * |

S -

[ MAC Address: * |

242f.d0da.a563

Choose Certificate Template: * 9

EAP_Authentication_Certificate_Template

Description:

Certificate Download Format: * o

PKCS12 format, including certificate chain (...

[ Certificate Password: * ]

Enter password to download and view/install the certificate

Confirm Password: *
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Management Console.
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&
B File Action View Favorites Window Help g X
|5 = HEFE
ik L
C le Root
s Add er Remeove Snap-ins = .th

l‘Cm\mleRont -
You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For More A N
extengible snap-ns, you can configure which extensions are enabled. ore Actions

Available snap-rs; —
Smap-n Wendar s | Console Roat Edit Extensions.. .,
= ActiveX Control Microsoft Cor... ol Certificates (Local Computer)

ﬂa\uthcmamn Manager Microsoft Cor...

I Certificates Microsoft Cor...
5. Component Services  Microsoft Cor..., Maove Up
& computer Managem... Microsaft Cor...
& Device Manager Microsoft Cor... Add >
7 Disk Management Microsoft and...
LEE"T"I Viewer Microsoft Cor...
_ Folder Microgoft Cor...
| Group Policy Object ... Microsaft Cor...
B 1P Security Monitor Microseft Cor...
B 1P secunity Policy M. Micrasoft Cer..,
= Link to Web Address ~ Microsoft Cor... Advanced. ..

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

oK Cancel
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& &» Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\admin\Desktop\emp-2025-01-06_08-30-59\emp_C4-E£9-0 Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (,55T)

MNext | Cancel
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| & &4 Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ] Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Indude all extended properties.

Next Cancel
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2-6- I woble IJuuguoss: lo,d Bs 1dpeds IUuvguos.

& &# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
Personal Browse...

Next Cancel
weisu Idgvoble s ldpeds Uuvguos
Condele Koot Issued To - Iisued By Expiration Date  Intended Purposes Frendly Mame
v (5 CerMicat=s (Lecal Compuled EJl pertificate Services Endgoint Sub C& - medgeave Cerificate Services Mode CA - ise3gemc 1732035 <Al ErcipoantulbrCi
w . ﬂlmm! Certficate Services Mode CA - ise3gere Certificate Services Root CA - ise3gemac 1732035 <Al certificate_nodeCA
- - ol Certficate Services Root CA - iselgenve Certificate Services Root CA - isedgenve 1272025 <Al certificate
w Tusted Rost Cetifical 7 N - _
Comificates Ly emp Centificete Services Endpoirt Sub CA - isedgenve  1/BR202T Client Sasthentication emp_C4-E5-0A-00-...
' {:'\IIFP"SO Trust o ise3 germeclab local iredgenvelab bocal 1aneT Server Authentication, Client Authentication  Sef-Sgred
Imtermediate C |

0dJ IJosldsue Ss polziop
o9uoSd goly Windows

wpzd udd Iduvoble [Js Ideélio IJuoeses: luvogsp IUgbsle IJoldss JJlouold olduvwds
IJpzdsé IJJlauddsé (WLAN):



1. 108) 84S o) Iduvods B 2z Iduble Jgruo IUubodle IdJlpuddss 1 eclzs.

2. logw slogd) eds luwe IUuvods 1Upedss IUJlguddss (WLAN) IJos o,ge Bs Idloold
vOI.

3. 1ud) eds wavosd solug lss pbldule [uoldss Jldpld gpdss Idossosd wluuwegsle
wwobod Jdpuol> 96.

El AVctest

ﬂﬁ; blizzard

8~ CERT-AUTH
7
Secured

D Connect automatically
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8, - CERT-AUTH
(7 ©

Secured

Enter your user name and password

Connect using a certificate

b
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C:\>netsh wlan show interface

There is 1 interface on the system: 200%

Name : Wi-Fi 3
Description TP-Link Wireless USB Adapter
GUID ee5d1c47-43cc-4873-9ae6-99e2e43c3%¢ea
Physical address 24:2f:d@:da:a5:63
State connected

| SSID CERT-AUTH |
BSSID a4:88:73:9e:8d:af
Network type Infrastructure
Radio type : 802.11ac
Authentication : WPA2-Enterprise
Cipher CCMP
Connection mode Profile
Channel : 36
Receive rate (Mbps) : 360
Transmit rate (Mbps) : 360
Signal : 1eex

| Profile : CERT-AUTH |
Hosted network status : Not available

C:\>netsh wlan show profiles CERT-AUTH | find "Smart"
EAP type : Microsoft: Smart Card or other certificate

Joedd pu lJosposyd IUdluvdds

IJozdd pu lduozs

588 1o IJ WLAN s3so $85 IJoe gl ulbs |J WLC:

<#root>

POD6_9800#show wlan summ
Number of WLANs: 2
ID Profile Name SSID Status Security

17

CERT-AUTH

CERT- AUTH

UP [WPA2][802.1x][AES]

sdde o 1J ap sdsw W98 IJ WLC:



POD6_9800#show ap summ

Number of APs: 1

CC = Country Code

RD = Regulatory Domain

AP Name STots AP Model Ethernet MAC Radio MAC CC RD IP Address State Location

AP1 3 C9130AXI-D cc7f.75ae.1fc0 a488.739e.8da0 IN -D 10.78.8.78 Registered default location

olds pu 1y wBbs 1Us o9 wue vwdé WLAN:

<{froot>

POD6_9800#show ap name APl wlan dotll 24ghz
STot id : O
WLAN ID BSSID

17 a488.739e.8da0l

POD6_9800#show ap name APl wlan dotll 5ghz
STot id : 1
WLAN ID BSSID

17

a488.739e.8daf

louold g psd wlowegsle EAP-TLS:

<tfroot>

POD6_9800#show wire c1i summ
Number of Clients: 1
MAC Address AP Name Type ID State Protocol Method Role

242f.d0da.a563 AP1 WLAN

17

IP Learn 1llac

Dot 1x
Local

POD6_9800#sho wireless client mac-address 242f.d0da.a563 detail | in username|SSID|EAP|AAA|VLAN

Wreless LAN Network Name (SSID): CERT-AUTH

BSSID : a488.739e.8daf

EAP Type : EAP-TLS

VLAN : 2124
Multicast VLAN : O



VLAN : 2124

lJuwedle IJess J Cisco Radius ISE:

Status Detalls Identity Endpoint ID

Identity Endpoint ID

wvedlo ISE Radius Live

u9e Idpuolb 8o lJow osds:

Authentication Policy

Authentication Policy

ate Authentl...

ficate Authenti...

Authoriz...

Autharizatic

EMP Wirel...

EMP Wiral...

Authoriz...

Authaorizatic

Permi

PermitAce...



Authentication Details

Source Timestamp

Received Timestamp

2025-01-08 11:58:21.055

2025-01-08 11:58:21.055

Policy Server ise3genvc

Event
Username emp

Endpoint Id 24:2F:D0:DA:ABL:63

Calling Station Id 24-2f-d0-da-a5-63
Endpoint Profile TP-LINK-Device
Identity Group User |dentity Groups:Employee,Profiled

Audit Session Id 4D084EOAO000007E46FOCBF7

Authentication Method dot1x

Authentication Protocol EAP-TLS
Service Type Framed

MNetwork Device lab-9800

Device Type All Device Types
Location All Locations
NAS IPv4 Address 10.78.8.77
NAS Port Type Wireless - IEEE 802.11
Authorization Profile PermitAccess

Security Group Employees

wedle ISE lJowosdss

lJoll WLC EPC 1J3s sbo, e EAP-TLS:




Destination

65 17:36:58  Cisco_Se:Bd:iaf TpLinkPte_da:a5:63 95 Request, Identity

68 17:36:58 Cisco_f%e:8d:af TpLinkPte_da:a5:63 EAP 95 Request, Identity

69 17:36:58 TpLinkPte_da:a5:63 Cisco_fe:8d:af EAP 11@ Response, Identity

78 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af EAP 118 Response, Identity

73 17:36:58 Cisco_%e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

74 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af TLSv1. 2 384 Client Hello

78 17:36:58  Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 182 Request, TLS EAP (EAP-TLS)

79 17:36:58 TpLinkPte_da:a5:63 Cisco_9¢:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)

83 17:36:58 Cisco_9e:8d:af TplinkPte da:a5:63 EAP 178 Request, TLS EAP (EAP-TLS)

84 17:36:58 TpLinkPte da:asS:63 Cisco_9¢i8d:af EAP 118 Response, TLS EAP (EAP-TLS)

87 17:36:58 Cisco_9e:Bd:af TpLinkPte_da:a5:63 TLSv1. 2 248 Server Hello, Certificate, Server Key Exchange; Certificate Request, Server Hello Done
95 17:36:58 TpLinkPte_da:a5:63 Cisco_9e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

18@ 17:36:58 Cisco_9e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

182 17:36:58  TpLinkPte_da:a5:63 Cisco_fe:Bd:af EAP 648 Response, TLS EAP (EAP-TLS)

187 17:36:58 Cisco_fe:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

189 17:36:59  TpLinkPte_da:aS5:63 Cisco_f%e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

114 17:36:59 Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

115 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:8d:af TLSv1.2 347 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
118 17:36:59 Cisco Se:Bd:af TpLinkPte_da:a5:63 TLSv1.2 147 Change Cipher Spec, Encrypted Handshake Message
119 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)

126 17:36:59  Cisco Se:8d:af TpLinkPte_da:a5:63 EAP 94 Success

IJedlb WLC 1Uss sbo, 2,36 EAP

s splod )ob )8 87 1Ugbgs 8 W IJ EAP-TLS wr8 @ suoW Vs wilse 1J9es$6.
s splod )ob )8p 115 1JEbys 9 Ws IJ EAP-TLS w9 suowd Vs wilso 1Jges§e.
c spled )ob )8 118 1Jgbys 10 W IJ EAP-TLS wr8 8§ s Vs wilse 1Uges§s.

wwewg Radio Active (RA) IJss sbo, louold Idgpsd: wpo oS wows RA 03l Jg,yuo £
SJdsd pu ldow9s dlo lduadé JgyJdé 1dpeol>96.

2025/01/08 11 58 20.816875191 {wncd_x_r0-2}{1} [ewlc-capwapmsg-sess] [15655] (debug) sw e
Luwld Huwlds DTLS 1Jpeuied,6. IP 10.78.8.78[5256]. IJlbgJ 499

2025/01/08 11 58 20.85139212 {wncd_x_r0-2}{1} [radius] [15655] (peJ9plw) RADIUS |, uld bdo
lJoe9d IJs 10.106.33.23 1812 id 0/25. len 390

2025/01/08 11 58 20.871842938 {wncd_x_r0-2}{1} [radius] [15655] (,eJ9,lw) RADIUS wp
od@so ey id 1812/25 10.106.33.23. Access-Challenge. len 123

2025/01/08 11 58 20.872246323 {wncd_x_r0-2}{1} [dot1x] [15655] (e J9plw) [242f.d0da.a563
capwap_9080009] we Luwld 258 EAPOL - IJlool, 3.EAPOL IJuse EAP. byd IJze9Js 6. EAP-
lJouse = EAP-TLS

2025/01/08 11 58 20.881960763 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080003] wpe lyvodle 25p6 EAPOL - 1Jlosl, 1.EAPOL IJuse EAP. bad 1z e9Js 204.
EAP-Type = EAP-TLS

2025/01/08 11 58 20.882292551 {wncd_x_r0-2}{1} [radius] [15655] (g J9,lw) RADIUS |, ywlJ
bdo 1Usuesd IJs 10.106.33.23 1812 id 0/26. len 663

2025/01/08 11 58 20.926204990 {wncd_x_r0-2}{1} [radius] [15655] (eeJ9,lw) RADIUS wp
odyso ey id 1812/26 10.106.33.23. Access-Challenge. len 1135

2025/01/08 11 58 20.927390754 {wncd_x_r0-2}{1} [dot1x] [15655] (e J9plw) [242f.d0da.a563
capwap_9080009] v Luvld 2508 EAPOL - 1Jl o1, 3.EAPOL 1Juge EAP: bbyd 1Uzesds 1012,
EAP-Type = EAP-TAP Is

2025/01/08 11 58 20.935081108 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] wpe lywedle 2506 EAPOL - I1J]osl) 1.EAPOL IJuge EAP. bed IUzesds 6. u9g
EAP = EAP-TLS

2025/01/08 11 58 20.935405770 {wncd_x_r0-2}{1} [radius] [15655] (g J9elw) RADIUS |, ywlJ
bdo 1Jsuesd IJs 10.106.33.23 1812 id 0/27. len 465

2025/01/08 11 58 20.938485635 {wncd_x_r0-2}{1} [radius] [15655] (eeJ9,lw) RADIUS wp
oddso puid 1812/27 10.106.33.23. Access-Challenge. len 1131

2025/01/08 11 58 20.939630108 {wncd_x_r0-2}{1} [dot1x] [15655] (e J9plw) [242f.d0da.a563
capwap_908009] we Luwld zjes EAPOL - IJlue>l, 3.EAPOL IJuge EAP. bed IJze9Js 1008.



EAP-IJugge = EAP-TTAP Is

2025/01/08 11 58 20.947417061 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] wp luwedle zjedéd EAPOL - IJluosl, 1.EAPOL IJuge EAP. bbyd 1Uge9ds 6. u9¢g
EAP = EAP-TLS

2025/01/08 11 58 20.947722851 {wncd_x_r0-2}{1} [radius] [15655] (g J9,lw) RADIUS |, wlJ
bdo 1Jyosd IJs 10.106.33.23 1812 id 0/28. len 465

2025/01/08 11 58 20.949913199 {wncd_x_r0-2}{1} [radius] [15655] (eeJ9,lw) RADIUS v
odlsoe pu id 1812/28 10.106.33.23. Access-Challenge. len 275

2025/01/08 11 58 20.950432303 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] wp Luwld 2jpé EAPOL - IJ|e>l, 3EAPOL IJu9e EAP. bbed IJzpsJé 158.
EAP-Type = EAP-TLS

2025/01/08 11 58 20.966862562 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] wpe wJis zjed EAPOL - IJlosl) 1.EAPOL IJuse EAP. bodJ 1Jze9Js 1492,
EAP-Type = EAP-TAP Is

2025/01/08 11 58 20.967209224 {wncd_x_r0-2}{1} [radius] [15655] (g J9elw) RADIUS |, wlJ
bdo 1y osd IJs 10.106.33.23 1812 id 0/29. len 1961

2025/01/08 11 58 20.97137739 {wncd_x_r0-2}{1} [radius] [15655] (peJ9plw) RADIUS wp wJ9so
eu id 1812/29 10.106.33.23. Access-Challenge. len 123

2025/01/08 11 58 20.971708100 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] we Lwld giesé EAPOL - 1Jluosl,) 3.EEAPOL IJuge EAP. bbyd IJzesJds 6. EAP-
lJuge = EAP-TLS

2025/01/08 11 58 20.978742828 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] wpe wJis zjed EAPOL - IJlosl) 1.EAPOL IJuse EAP. b IJze9Js 1492,
EAP-Type = EAP-TAP Is

2025/01/08 11 58 20.979081544 {wncd_x_r0-2}{1} [radius] [15655] (g J9,lw) RADIUS |, wlJ
bdo 1y osd IJs 10.106.33.23 1812 id 0/30. len 1961

2025/01/08 11 58 20.982535977 {wncd_x_r0-2}{1} [radius] [15655] (e,eJ9,lw) RADIUS v
odisoe pu id 1812/30 10.106.33.23. Access-Challenge. len 123

2025/01/08 11 58 20.982907200 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] we Lwld gjesé EAPOL - 1Jluosl, 3.EEAPOL Iduse EAP. bbyd IJzesds 6. EAP-
lJuse = EAP-TLS

2025/01/08 11 58 20.990141062 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] wpe wJis zjed EAPOL - IJlosl) 1.EAPOL IJuse EAP. b IJze9Js 1492,
EAP-Type = EAP-TAP Is

2025/01/08 11 58 20.990472026 {wncd_x_r0-2}{1} [radius] [15655] (pgJ9elw) RADIUS |, wlJ
bdo 1y osd IJs 10.106.33.23 1812 id 0/31. len 1961

2025/01/08 11 58 20.994358525 {wncd_x_r0-2}{1} [radius] [15655] (e,eJ9pelw) RADIUS w e
oddso pu id 1812/310.106.33.23. Access-Challenge. len 123

2025/01/08 11 58 20.994722151 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] we Lwld giesé EAPOL - 1Jluosl, 3.EEAPOL IJuse EAP. bbyd IJzesds 6. EAP-
lJuge = EAP-TLS

2025/01/08 11 58 21.00173553 {wncd_x_r0-2}{1} [dot1x] [15655] (peJ9plw) [242f.d0da.a563
capwap_9080005] wpe |uvedlp 206 EAPOL - IJlosl, 1.EAPOL IJugge EAP. bbgd Iz psds 247,
EAP-Type = EAP-TLS

2025/01/08 11 58 21.002076369 {wncd_x_r0-2}{1} [radius] [15655] (e J9elw) RADIUS |, wlJ
bdo 1Jyosd IJs 10.106.33.23 1812 id 0/32. len 706



2025/01/08 11 58 21.013571608 {wncd_x_r0-2}{1} [radius] [15655] (,eJ9,lw) RADIUS & p
odso pu id 1812/32 10.106.33.23. Access-Challenge. len 174
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
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