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+ ubosyg OpenSSL (IJluesl) 3.0.2).
+ 9800 WLC (Cisco 10S XE: IJ]_o>l, 17.12.3).
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weues) pdY wdosy OpenSSL

logvle pJd VLS SRS openssl.conf oy >dsd IJgpd 1Jelds eds 1Jzols IJpewo OpenSSL.
Ip wuwg 0o IJlgulo, 9duo ol Jugwds, OpenSSL wldedssule IJJes Jusdse IJuvolss.
Spdud opys) 03l Idpdu Jsuluwe lzoslzled.

[ cal]

default_ca = IntermCA

[ RootCA ]

dir = ./RootCA

certs = $dir/RootCA.db.certs
crl_dir = $dir/RootCA.db.crl

database = $dir/RootCA.db.index
unique_subject = yes

new_certs_dir = $dir/RootCA.db.certs

certificate = $dir/RootCA.crt

serial $dir/RootCA.db.serial
#crlnumber = $dir/RootCA.db.crlserial
private_key = $dir/RootCA.key

RANDFILE = $dir/RootCA.db.rand
name_opt = ca_default

cert_opt = ca_default
HAHHHBRHHAARHH A A Modify defauTlt days for certificates signed by Root CA (Intermediate cert
default_days = 360

default_md = sha256

preserve = no

policy = optional_policy

[ IntermCA ]

dir = ./IntermCA

certs = $dir/IntermCA.db.certs
crl_dir = $dir/IntermCA.db.crl
database = $dir/IntermCA.db.1index
unique_subject = yes

new_certs_dir = $dir/IntermCA.db.certs
certificate = $dir/IntermCA.crt
serial = $dir/IntermCA.db.serial
private_key = $dir/IntermCA.key
RANDFILE = $dir/IntermCA.db.rand
name_opt = ca_default

cert_opt = ca_default

# Certificate field options

HHHAHHBRRHAAHH R Modify default days for certificates signed by Intermediate CA cert (devi
default_days = 1000

#default_cri_days = 1000

default_md = sha256

# use public key default MD

preserve = no

policy = optional_policy

[ optional_policy ]
countryName = optional
stateOrProvinceName = optional
localityName optional



organizationName = optional

organizationalUnitName = optional
commonName = supplied
[ req ]

default_bits 2048

default_keyfile privkey.pem

distinguished_name regq_distinguished_name

attributes = reg_attributes

x509_extensions = v3_ca # The extentions to add to the signed cert

string_mask = nombstr

[ req_distinguished_name ]

countryName = Country Name
countryName_default = MX
countryName_min =2

countryName_max =2
stateOrProvinceName = State or province

stateOrProvinceName_default = CDMX

TlocalityName = Locality
localityName_default = CDMX
organizationName = Organization name
organizationName_default = Cisco Tab
organizationalUnitName = Organizational unit
organizationalUnitName_default = Cisco Wireless
commonName = Common name

commonName_max = 64

[ reg_attributes ]

# challengePassword = A challenge password
# challengePassword_min =4

# challengePassword_max = 20

#This section contains the extensions used for the Intermediate CA certificate

[ v3_ca ]

# Extensions for a typical CA

basicConstraints = CA:true
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always,issuer:always
subjectAltName = @Intermediate_alt_names

[ v3_req ]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth, clientAuth

[ cri_ext ]

# CRL extensions.
#authorityKeyIdentifier=keyid:always,issuer:always

#DEFINE HERE SANS/IPs NEEDED for Intermediate CA device certificates



[Intermediate_alt_names]
DNS.1 = Intermediate.example.com
DNS.2 = Intermediate2.example.com

#Section for endpoint certificate CSR generation
[ endpoint_req_ext ]
subjectAltName = _alt_names

#Section for endpoint certificate sign by CA

[ Endpoint ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth

subjectAltName = _alt_names

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]

DNS.1 = Endpoint.example.com

DNS.2 Endpoint2.example.com

#Section for IOS-XE device certificate CSR generation
[ device_req_ext ]
subjectAltName = @IOS_alt_names

#Section for IOS-XE certificate sign by CA

[ I0S_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth , serverAuth

subjectAltName = @IOS_alt_names

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 = IOSXE.example.com

DNS.2 IOSXE2.example.com

lousle pJdle ladss Jdossle 1de 086

Ge wlogble pzds eds IUsdsd IUzlds suwes RoOtCA. Lilgdo: §p wluuile 3 pedsle ig)s
ouwpes RootCA.db.tmp. RootCA.db.certs. gRootCA.db.crl.

mkdir RootCA

mkdir RootCA/RootCA.db.tmp
mkdir RootCA/RootCA.db.certs
mkdir RootCA/RootCA.db.crl

Bp wluuble pJd suwpes RootCA.db.seuld sl slgd peds ROOICA. szw lu szess o3l IJedud
eJds 1dB8speo IJldss Jhde Idouwduwds Jduvoble: 01 o5 [J 866 1Upes30 WO o030 IJzl1Js.



Ip v!oui':lgc oJd suwpes RootCA.db.crSerial sl¢J pzd> ROOtCA. szw o szoss 03l IUpdd gds
lJB8seo IJladso Jydp Blispes lobld 1duiolss: 01 o 1J8Sp0 [Jpzr30 WO oo IJzlJs.

echo 01 > RootCA/RootCA.db.serial
echo 01 > RootCA/RootCA.db.crlserial

e clouile pJd suwes ROOICA.db.index sl pzJ> ROOtCA.

touch RootCA/RootCA.db.index

Ip wlouble pJd ol we RootCA.db.rand sIgJ ped> ROOICA 990 wpedise o 8192 Llse guigliss
Jsged 9less Jpads IUbdle IJeuslsss IsleJis.

openss1 rand -out RootCA/RootCA.db.rand 8192

Ip vlouvle ped> eds IUsdsd IJelds suwes IntermCA. Lolgdoc §p wlugsle 3 pedsle |E,)6
ouwes IntermCA.db.tmp. IntermCA.db.certs. glntermCA.db.crl.

mkdir IntermCA

mkdir IntermCA/IntermCA.db.tmp
mkdir IntermCA/IntermCA.db.certs
mkdir IntermCA/IntermCA.db.crl

Sp wlugile pJd suwpes IntermCA.db.serial slgJ pzJ> IntermCA. szo 1o szess 03l IJpd eJs
lJB8speo IJlsdso e Idouvduwds Jduvoble: 01 os 186 p0 [Jper6 s odo IJzlJs.

Bp wloule pJd suwpes IntermCA.db.criserial slgJ pzJ> IntermCA. szw o Szoss 03l IJpJud
eJds 1J9seo 1Ul9dss Jyde Blises lobld Idyuol>s 01 o 136 [Jpes36 s o0 IUzlJs.

echo 01 > IntermCA/IntermCA.db.serial
echo 01 > IntermCA/IntermCA.db.crlserial

Ip vlugvle pJd oluwpe IntermCA.db.index sIgJ pzd> IntermCA.

Ip wlugvle pJd wluwe IntermCA.db.rand >I3J pzJd> IntermCA 98 wpdiso 8192 Llse
evislss Jsepd JSless Jpod> 1L Sl IJesbolisss IUsledss.



touch IntermCA/IntermCA.db.index

e wlogvle pdd luwpe IntermCA.db.rand >IgJ ped> IntermCA 98 wpdiso o 8192 Llsw
eusliss Jsged Jsless Joods> 1L 3le Idesbglisss 1oleds.

openss1 rand -out IntermCA/IntermCA.db.rand 8192

031 09 05dJ IJpJd g lousle JJ pdusle CA Iz, 1Uisds 9l ey wb.

mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfilesl$ tree

— Intermca

— IntermCA.db.certs
— IntermCA.db.crl

— IntermCA.db.crlserial
— IntermCA.db.index
— IntermCA.db.rand
— IntermCA.db.serial
L— IntermCA.db.tmp
RootCA

— RootCA.db.certs

— RootCA.db.crl

— RootCA.db.crlserial
— RootCA.db.index

— RootCA.db.rand

— RootCA.db.serial
L— RootCA.db.tmp
openssl.cnf

I

logle Juolsé py28 pU2YY s

B woubgsd o3l 1die, Jluuile Ipdelz 1J8luo J CA 1Uzs,.

openss1 genrsa -des3 -out ./RootCA/RootCA.key 4096



oSy sobde OpenSSL pud w9ds) ewbid pi9) gu> louble P‘-'9=°|C- lod eobs 1dp,9,
w86 9ldpdclz 1UEl Lo 1U3s e logblio eds 098¢ lpo. spdo Jls yvgue spduo
1J9,o9d 1ol [uosly Lioble J CA 1Jgs, IUglue wd.

Bp wloule Juolsé CA p98e6 slos! 1Uzs) wluwagslereldio, £Js OpenSSL. wuuis x509
lJedlpd slgdsl bdo w9 gse yuolssé (CSR) w9 geo slosl odilssl. e woz)s)-dayddpesdped
Slawe 1Jpsupsg IJwssd: sbldod Idpdcle vodsse luve pube,d. olds pou cblod Ulgwe
IJublsg 1ss bgdoo pe 1luve Idwssd JJesuose (SAN).

openss1 req -new -key ./RootCA/RootCA.key -out ./RootCA/RootCA.crt -config openssl.cnf -x509 -days 3650



Suwwes IJpdu 1Jss op lugilge RootCA.crt 959z »lgd ped> ROOLCA. 03l 1Jedwd 09 Liolss
IJesze IJpuoo8 1.

logule Jvolsé CA 9 wsbs

Ip vlouvle ped> Jogisy yuolsé CA IJguwsbé 1Up99eé slgd 1dpezd> [Jg3).

mkdir ./RootCA/RootCA.db.certs/IntermCA

logvle polz ¢lue Jduiolss [Jyusbs.

openss1 genrsa -des3 -out ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key 4096



o3t swlbdo OpenSSL pud wyds) golis i) gu> logble P‘-'9=°|C- lod ewhs 1Upas)
uS6 9ldpedclz 1Uglue 1U3s wpe luubldo eds p9dE lpu. Spdu Jls Jivgue J>so 2
lJsue9d Idso luosl) gueble J CA Iy wsb 1Uglue .

logsle bbdo ©98sE Uolss pize pus8 Suvsh. cbde pud Ideelod IUb;0s6 52ld pedsele
Il

openss1 req -new -key ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key -out ./RootCA/RootCA.db.certs/Inte

Ip w985E CSR puy b wlgwegsle §uupe ROOICA oy pJud openssl.cnf.

openss1 ca -config openssl.cnf -name RootCA -extensions v3_ca -out ./RootCA/RootCA.db.certs/IntermCA/In



Swves Idpdu 1Uss wpe lugilge IntermCA.crt 95925 s1gd ped> ROOtCA. o3l IJpedwd 09 Lisol>s
IJesze 1dpuesd 1.

lodd IJuivelss 1o wsbos 9ldpdelz 1Us pedse 1dss lugvloo Jgie pu ldpddle IUlsdss JJpoze
IJpuo59 1Uguwshb.

cp ./RootCA/RootCA.db.certs/IntermCA/IntermCA.crt ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key ./Inte

03l 09 0sJJ IJpdd wgs luusle IJpbole 1Ugluo sldeslisoe JIJ po 1z, IIsds slde,lés e
lJowslos.

mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfiles$ tree

|— IntermCA

— IntermcA.crt <------ Intermediate CA certficate
— IntermCA.db.certs

|— IntermCA.db.crl

|— IntermCA.db.crlserial

|— IntermCA.db.index

|— IntermCA.db.rand

|— IntermCA.db.serial

|— IntermCA.db.tmp

L IntermCA.key <------ Intermediate CA private key
— Rootca

|— RootCA.crt {=====- Root CA certficate

|— RootCA.db.certs

| |— 01.pem

| L— Intermca

| |— IntermCA.crt

|

|

|— IntermCA.csr
L IntermCA. key
|— RootCA.db.crl
|— RootCA.db.crlserial
|— RootCA.db.index
|— RootCA.db.index.attr
|— RootCA.db.index.old
|— RootCA.db.rand
|— RootCA.db.serial
|— RootCA.db.serial.old
— RootCA.db.tmp
L RootCA. key {====== Root CA private key
L openssl.cnf

louvle guobsle golj

louvle guolss zol; Cisco 10S XE



louble pzd> 238> Jugisu yvoblw golj Cisco I0S XE.

mkdir ./IntermCA/IntermCA.db.certs/I0OSdevice

Ip wlugvle IJzols pdelz gluo 10Sdevice.key g9lJzol; CSR I0Sdevice.csr. iuuo'@p IO e
device_req_ext J|_olws Juvwdle SAN Lopu IUGuwe IJp3Y9,) |Us CSR.

openss1 req -newkey rsa:4096 -sha256 -keyout ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.key -node

B woedxsd Buwpe pJ [IOS_ALT_NAMES] openSSL.cnf Lzse soblod IUluwe Idblisg 1U3s
w990 £Js CSR pg yvwJs pub§s IJogiso (SAN).

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 IOSXE.example.com

DNS.2 IOSXE2.example.com

o99s¢ 10S XE zolj CSR pg 9uwpe CA IntermCA IJguwshb. iu.uot.)p -config JJlwlyo |Js pJd
oJd9sy OpenSSL -extensions 9JJlilyo |Js Guwe IOS_CERT. s95s 03l |Us ledle yvwdo pub 96
lJogiso eds [duuolsé 1Jpes9e6.

openss1 ca -config openssl.cnf -extensions IOS_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/I0

w3 030 IJgbyo: Ypo wluyile uolso Loldzs Jzoly IOS XE wwes I0SDevice.crt pg IJpdolz
lJ¢luo 1Jpble g 10Sdevice. key.

ltoshs - logsle uolsé u9lbs olsé

gw> 00 IJudbé: §po wuui) poze PP peds Sluesh yielss 9lzss Jzol; 10S XE Iglue o J.
Spdud lsuol luwegsle Idesze [Jpuos9 ol Jlousle guobsle 0956 w9bé IJuolsé. 9030
IJuvoble Loldes lsuol eds uvwsd !JPQU‘ Jlple puol> 86 EAP ppdso eds 9zdle wede
lJubveds |Jpedss IUJluudIdss 9800 19 pos puol> 96 dotlx pg 9050 RADIUS. s wlgsd o3l
lJOuwpe eJs lounle yuolxé v 9bbd olss.

louvle pgd> Jogisu volisg ugbs IJuolss.



mkdir ./IntermCA/IntermCA.db.certs/Endpoint

I wwedrsd Buwpe pJu [ endpoint_alt_names>OpenSSL.cnf Lese soblod IUluwe Idyslise
lJ3s w990 gJs CSR pg o Js pub§o IJogiso (SAN).

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]

DNS.1 Endpoint.example.com

DNS.2 Endpoint2.example.com

Ip wlogile pdclz udbs IJuoelss IJgluo 9 WLC CSR Cluwedsle udbs wolse 19w e _req_ext
Juvedle pub§s [Jogiso (SANS).

openss1 req -newkey rsa:2048 -keyout ./IntermCA/IntermCA.db.certs/Endpoint/Endpoint.key -nodes -config

99SE uwolbé goly v 9bé lJuolss.

openss1 ca -config openssl.cnf -extensions Endpoint -name IntermCA -out ./IntermCA/IntermCA.db.certs/En

luvosyb Idgvelsé |Js zoly Cisco 10S XE

Sp wlodile pJBd szogs eds CAlJz3) SlJogwgs Iduwsbs gds Idpdd ubywo gledbo Us
JIntermCA/IntermCA.db.certs/WLC/ |Jpgd> 1J3s szed [Jluwpe certfile.crt Jpl 09 plodoe
JJluwes)b Ids golj Cisco 10S XE.

cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/I0Sdevice/certfile.crt

e 9236 Idepde B 1duvods [Jppdss IJJluuddss (WLC) po 1duudoeds 9800 Il
peeds Jlousle pJod PEX Jlguasls Iauebs. Jlogble eJod PRXIJgl00 wd Bp woubésd
25 030 IJIsle, 9881 Jlosl, Cisco 10S XE.

Slze louble 9ouisd Luolsle, CSR g,J.s Catalyst 9800 WLCs JJz 09 £Js pedsele
0 IL08Js6 29d gpdss luwasul Iduiolss



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html

JJluoshle 1JiBse po 17.12.1:

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdev

Jdluosly 17.12.1 19 ool Tese:

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.pfx -inkey ./IntermCA/Inte

luves)ls volsé I0SDevice.pfx |Js gol)j Cisco I0S XE:

WLC# configure terminal
WLC(config)#crypto pki import

pkcsl12 [tftp://

| ftp://

| http://



| bootflash:

] password



pdlebé: olds pu Iy Uioble CAlJos wp logbldel Josl IUsdsd £9¢908 wol oo $wd
IJIz036 1Jos ceole s 1Jeedd po uivelss IJzels. eds wuwsd Ipeld: I3l op luvele
Uolss 1Jzols JIg) 1o puwdsd IJssw eds zols Cisco 10S XE. W|y Is Jpwsoe, 9
v 2 Sud IJs eagd Idpuwdsd seole Is 929> uvoble CA gds pju IJe$s
lJglue wo.

Bp wotbsd Ildozdd pu ldlobld Jduvoble wlb)yl Jese 9295 Blised lubld Jduvoble gds
IJloe,ue spdo Jzoly Cisco 10S XE Wz ool pu 1Jpsze Idpuesd 1U3s Gpo wuyinyo.

Sew websdol gds Jls udlb 1o @s lJos wgs zicl po puwbh Jozd8- szwss Root CA
TrustPoint ¢ Js v w |wpe Intermediate/Device TrustPoint og IJvduwdo -1l [ pdz 96 WS
lJoolss.

9800#configure terminal

9800(config)#crypto pki trustpoint IOSdevice.pfx
9800(config)#revocation-check none
9800(config)#exit



9800(config)#crypto pki trustpoint IOSdevice.pfx-rrrl
9800(config)#revocation-check none
9800(config)#exit

IJozdd pu lduogs
lJoz9d pu pedypele IJuuolsé gdJs OpenSSL
JJoedd pu pedyele [duiel>s Jduvoble Idos we lugilsel: gds pzlbos Jsugduw IUb,0s6

Bp wovgsd Ul

openss1 x509 -in

-text -noout

loo SErup pedsple I uolss JleJs.



Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

28 pu pedyple IUubolsé gds zolj Cisco 10S XE.

sbog 1Jloshow arypto pi certificates verboseo g J9 ol [Josg s po JJ 1Jeslésuo IJpoles eds 1zols.

9800#show crypto pki certificates verbose
CA Certificate <------ Type of certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 2A352E27C69021ECE1AA61751CA1F233E0636FB1
Certificate Usage: General Purpose
Issuer: <-—-——————————- DN for issuer
cn=RootCA
ou=Cisco Wireless
o=Cisco Tab
1=CDMX
st=CDMX
c=MX



Subject: <------—-------- DN for subject

cn=RootCA

ou=Cisco Wireless

o=Cisco lab

1=CDMX

st=CDMX

c=MX
Validity Date: <-------- Validity date

start date: 14:54:02 Central Jul 22 2024

end date: 14:54:02 Central Jul 20 2034
Subject Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit) <-------------- Key size
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 432021B5 B4BE15F5 A537385C 4FAB9A94
Fingerprint SHAl: 86D18427 BE619A2A 6C20C314 9EDAAEB2 6B4DFE87
X509v3 extensions:

X509v3 Subject Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7DS8

X509v3 Basic Constraints:

CA: TRUE

X509v3 Subject Alternative Name:
RootCA <----------——- SANs
IP Address :
OtherNames :

X509v3 Authority Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7D8
Authority Info Access:
Cert install time: 16:42:09 Central Jul 22 2024
Associated Trustpoints: WLC.pfx-rrrl <---------- Associated trustpoint
Storage: nvram:RootCA#6FB1CA.cer

v duld IJizble sluoJlzol

lIJoz 88 pu lJlobld 09295 WS IJpdly

e luwesyb Iduvoble |Js Cisco 10S XE: we wpdsy Voo lobld uélb IJegs Idos we
logulgel zasel. bl wp w@ssp Ubolss IUs IJzol) 1U3s seelz lJs luvwésle udlb 1Je 9o

Jduvoble lJpuww9)»é Jdowz 8l puoli sugd IJzoly su Blised lubld guoble g8, 092956
95V9Ud. wup bolgs Idy)uwlde gds 1Ugere 1Ub,8.s6.

Jul 17 21:50:39.068: %PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed
Reason : Enrollment URL not configured.
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/220422-configure-ca-signed-certificates-with-io.html
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https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/sec-vpn/b-security-vpn/m_sec-deploy-rsa-pki-0.html#GUID-44796FDC-72A0-4240-895A-CCA9DB62CAE6
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/221946-understand-certificate-information-to-cr.html
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