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9ldozdd puo gluwed il IEbliso 9l adlzol Lluwegsle puolb o IUsse 1Ughzss.

IJecbdole IJlgul jusé

lJpolbdolo

o900 Cisco Llu oday Jssd pe,us Lldpslose 1Jeldss:
9800 WLC

AireOS WLC

NEXINONEN

e eple Juvd 1Jogse (ISE)
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9800 WLC. IJlosl, 17.12.1
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op louvle IJpedsple 1Js)é B 03l lJpuueos po 1UI2056 10092958 B wsisé pepdss ¢luos.
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html

oJd9sy Wired Guest g Js Catalyst 9800 1J ool wplss 2ul;6
Iz, 9800

e ldotbsbs Jduvedo

Foreign-9800 WL% Anchor-9800 WLC

T Internet

Access Switch

e,

S
=
Wired Client

byosdszs! IUuvoJs

lJodosy eds Foreign 9800 WLC

odsu 2Hsbs pedple 95w

IJeb9s 1: loodd IJs IJedsso > Ulelo > puol>$6 IUgsw: 9235 9p:s: 90288 pu guslo IP
lJblo,s 1Uglue w9226 Iduedpe gugbsb TrustPoint: golds po wesso lJuse eds puol> 96
lJ9s e



O
O

Parameter Map Name
global

‘Web-Filter

Web Auth

Edit Web Auth Parameter

Virtual IPvd Address

192.0.2.1

Trustpoint

TP-self-signed-3... «

General
Parameter-map Name global
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth

Captive Bypass Portal
Disable Success Window
Disable Logout Window
Disable Cisco Logo

Sleeping Client Status

Sleeping Client Timeout (minutes)

0O OO0 0O

Virtual IPv4 Hostname

Virtual IPvE Address

Web Auth intercept HTTPs

Enable HTTP server for Web
Auth

Disable HTTP secure server
for Web Auth

Banner Configuration

Banner Title

Banner Type ® None

Banner Text



pdlzbé: el o puolb 96 1ose Jd HTTPS o9 lesh I2oshs. bl Jlue lglhé wgso HTTPS
plodswd. Sszw wpdsu tsh HTTPS Jlew,lyo puob$é 1sse. 9pg 3J9: Il ssuas
woldl lJodesy Jlve $jss pu luwweslp 9226 1dpeelded 1Jp,d556 (CPU).

Igogs 2: wow edlpd IJowssw esble podrps: §p wodasu euslu URL Jobes IJssw
IJgbhzss Jlebs wozsoe IJepsd. Bp wotssy "lebs wzsoe guslu URL Joywzsd Id>esd" 8%lels
o9zs0 g0 IJB nd" el "lels wozso g0 IJozle” Wos 1o shiss. werd wdssvol swp )00
pelswd guslu URL Jlghs Ideszse eds o9 ogrs puolbds ldssew.

General Advanced

@ Preview of the Redirect URL:

[ http://10.127.196.17 1/webauth/login.htmI?switch_url=https://192.0.2. 1/login.htm|&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171

Portal IPV6 Address XIXIKIKD X

edlpd cussw puBrps

od9sU 8lz0s uwb, IJisle, (CLI)

paraneter-map type webauth gl oba

type webaut h

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht i
redirect portal ipv4 10.127.196.171

i ntercept-https-enable

trust poi nt TP-sel f-si gned-3915430211

webaut h- htt p- enabl e



pdlebs: B o3l luwsubsy: sop luvedsle Hsbd IUpeded Ieles. zuve Idpclbde $p
wodSo Brsbs peded 95w pELoLPs EU bHSY W [l 90 $p woessy Evdlu
URL Jlelsé IJeszse luvdd edles IJowsse eshle podsps. sop wose lesble
TrustPoint 9 IP IUblo,s6 pu pJd IJeg)s IUgp9ps.

leshble AAA:

IJg o9 1: |ouble gls RADIUS:

o3 IJs ©dos > lelo > AAA. slod, 8938 "lual 96" ipudd Buwe IJgbell ezpogs: 59
Loz6 "lugile gl AAA Radius”. s¢J lawpe 1Jgl e 9809l 1P 9l u, 1 puine,d.

Create AAA Radius Server

Name* | Support for CoA (@)

Server Address* IPvd/IPv6/Hostname . CoA Server Key Type | Clear Text \
PAC Key ()] CoA Server Key (©)

Key Type | Clear Text v Confirm CoA Server Key

Key* (@) . . Automate Tester O

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 1-1000

Retry Count 0-100

| Apply to Device

ey ¢ RADIUS

od9su 8lzos uwb, IUisle, (CLI)

radius server ISE-Auth
address ipv4 10.197.224.122 auth-port 1812 acct-port 1813



key Fedededed
server name ISE-Auth

IUgloos 2: louble pzeoesd ¢9l50 RADIUS:
22> "ol 98" Lopu Suwe presele IUEhe Jorass preses tobe sowasd IUbe Jsop
wuopsuol B wdasy lJpzeses.

Create AAA Radius Server Group

Name* ‘ ISE-Group| < (® Name is required
Group Type ‘ RADIUS
MAC-Delimiter { none v J
MAC-Filtering | none v)
Dead-Time (mins) ‘ 5 ‘
Load Balance
Source Interface VLAN ID [ 2074 v ] !1
Available Servers Assigned Servers
ISE-Auth

plE

p2p9E6 £9l>0 RADIUS

©d9s0 9lgod yulo, IJlsle, (CLI)

aaa group server radius ISE-Group



server name ISE-Auth
ip radius source-interface V1an2074
deadtime 5

IJg1096 3: odosy Blisps Iuuldsw AAA:

loedd [Js edles Idowsse "dlses by AAA". 9235 "l uolds Lo eu IJpuol> 86" 5235 luwe Blsps
b8 wuse "ouwrsd 1029J" 909e Idezeses I "ezpses’ 99p wogssu preses Wbbe IUpob o
lIJos op odysuol luwdd Suwpe preses IJeslbe IJpesus.

Quick Setup: AAA Authentication

Method List Name*

Type* Iogin v @

Group Type group | ®

Fallback to local O

Available Server Groups Assigned Server Groups

undefined EE=Grmup
Radius-Group
Test-group
test-group
undefined
tacacs1

TGS ‘

AMEE
BEEEE

Slisps b, § 1Upuol>§6

od9su 8lzos uwb, IUisle, (CLI)

aaa authentication Tlogin ISE-List group ISE-Group

oId9su pdV wgssW IJuoe

IJgbgo 1: luwdd IJs IJodsse > edlple 9pdule Ideg s > IJgwsluws gldow luupe pdd
lJog)rsw 1Uzyss WO gdlps IJowssy glpi 98, vopdsue wlgwedsle oussd IJzlds.



Add Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile

General Access Policies QOS and AVC
Name* [ GuestLANPolicy]
Description l Enter Description
Status enastee [

Passive Client

IP MAC Binding

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

pd oe)s IJuoz

B oisesleD
enasten [P

. DISABLED

B IIII

2-65519

Advanced

WLAN Switching Policy
Central Switching ENABLED .
Central Authentication evaer ()

Central DHCP enasteo [

Flex NAT/PAT . DISABLED

IJglo96 2: e edlps IJowsse uvsluwle 1Jsvod: e vogssu ubods VLAN gbglisss 2o
Sup lJpld cessu yvods VLAN gds 9236 ldogdp WS IUpyuws. Bs o3l pold guvdJe VLAN 1



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O
=EN IPva ACL

DHCP TLV Caching O

IPv6 ACL
WLAN Local Profiling

URL Filters
Global State of Device Disabled (&)
Classification

y i Pre Auth

Local Subscriber Policy Name | v

Post Auth
VLAN
VLAN/VLAN Group | 1 v ®
Multicast VLAN ‘ Enter Multicast VLAN

edlps wousse voz 1Jsuesd

196 3:wze £d1p6 IJowsse cudd: Bp wowssd 9236 wedp Idbuwle 1Js Iguluus (1) 980

cudIsu iog'slj lJoovld lJelysss sldeldess [Roshsl Jeobdole [dod,l,

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (3) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.106.40.11 & & 1076.118.70 [Primary(n €
& 107611875 >
& 107611874 »
b lJoudd

od9sU 8lz0s uwb, IJisle, (CLI)




wireless profile policy GuestLANPolicy
mobility anchor 10.76.118.70 priority 1
no shutdown

odysy pdud wgysW Lveds LAN Jdoswd

IUgbss 1: luedd [Us wdaso > Jluwdds > yvods LAN lJuos: 9235 |uolWs: 9 vdJe e
pJV ©g)sW )8 pduw VLAN Gwddse: bgd peyd o ds VLAN Jdpuweddpsu IJuosOsy
lJuvdIdssu 9owsd glds pdud Idog)su 1Us ppdu.

General Security
Profile Name* Guest-Profile Client Association Limit | 2000
Guest LAN ID* 1 Wired VLAN Status
mDNS Mode Bridging v Wired VLAN ID* 2024

Status enABLE ([

pJd BE,sB Uvods LAN I oscd

IJglogs 2: oo edlps IJowsse Iiplo: o wopdse puoh$6 1Ussw 90ESsU Ersbsd pedps
e 96 1Josw 9g3> ¢lbpe Radius pu 1UBlspes [dpouwsdé Jdpuol>96.



dit Guest LAN Profile

General Security

Layer3

Web Auth ENABLE .]
Web Auth Parameter Map global v ‘
Authentication List ISE-List | v

edlps IJowsse "elo yuwds LAN 1J o s 8"
o9 9lzos yulb, 1J19le, (CLI)
guest-Tan profile-name Guest-Profile 1 wired-vlan 2024

security web-auth authentication-list ISE-List
security web-auth parameter-map global

tHsbs Guest LAN

loedd lJs IJodsse > Jluwdds > guods Guest LAN.

22w Suwe wdsu Ersbs LAN I osd: 235 [Uolds 980 wogssu e we)ssd Iduwsluws
9pJW g )5 Guest LAN



Guest LAN Map Configuration

% Delete Map

: GuestMap

Guest LAN Profile Name Y  Policy Name Y ‘
) Profile Name Guest-Profile
Mo records available.
10 v | items per page 0 - 0 of 0 items Policy Name [GuestLANPoIicy{

sbs Guest LAN
od9sU 8lz0s uwb, IJisle, (CLI)

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

cuvdsd gJs Luwle 9800 WLC

od9su sbo pedele 950

lJgb9s 1: luodd IJs IJodssy > IJi,oIo > p 0> 96 I‘Jgtg.__,‘ga» £p9pS 999 pu gusly IP
lJblo,s 1Uglue w9226 Iduedpe gugbsb TrustPoint: golds po wesso lJuse eds puol> 96

Configuration~ > Security* > Web Auth Edit Web Auth Parameter

General Advanced
—
Parameter-map Mame global Virtual IPv4 Address 192.0.2.1
Parameter Map Name
O global < Maximum HTTP connections 100 Trustpoint TP-self-signed-3.. v
Web-Filter 4
O Init-State Timeout(secs) 120 Virtual IPv4 Hostname
1 10«
Type webauth v Viirtual IPvE Address X IMINTK
Captive Bypass Portal O Weab Auth intercept HTTPs
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo D
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title

Banner Type ® Mone O Banner Text



Ersbs lJpedps IUgp9ps6

IJgb96 2: cee edlps IJowssy dsble podrpé e wodssu guslu URL Juodzs 1dssy
IJgbese Jlehs wozso Idgpsd. Op wogssy lehs wozsoe guslu URL Jogwesd IUsgsd" 9"lel>6
wozso gwd IJuwyud" el "lgls wozsoe gws Idugle" Wos lgoshss.

wezy’ wdgsuolc sup g2 pelsud guslo URL Jlgls [Jwgzse eds rng'Q og)ﬁgé puol> 96
lJ9s -

General Advanced

® Preview of the Redirect URL:

[ http://10.127.196.171/webauth/login.htmI?switch_url=https://192.0.2.1/login.htmI&redirect=<website-name>

Redirect to external server

Redirect URL for login http://10.127.196.171/w
Redirect On-Success http://10.127.196.171/w
Redirect On-Failure http://10.127.196.171/w

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.196.171

Portal IPV6 Address XX XXX

edlps LSy P90

o950 9lgod yulo, IJlsle, (CLI)

parameter-map type webauth global

type webauth

virtual-ip ipv4 192.0.2.1

redirect for-login http://10.127.196.171/webauth/login.html
redirect on-success http://10.127.196.171/webauth/logout.html
redirect on-failure http://10.127.196.171/webauth/failed.html
redirect portal ipv4 10.127.196.171

intercept-https-enable.

trustpoint TP-self-signed-3915430211

webauth-http-enable



leshblo AAA:

IJgbbgs 1: |ugile gls0 RADIUS:

lbodJ Ids wdose > lelo > AAA91LE, 998 1ol 8 Iuwdd Sume 1Jeb e/l presgs: 9eds
Iduo 26 "lousle gle AAA Radius”. s luwe IUghe 98wl IP slduw, Idpuie,d.

Create AAA Radius Server

Name* | Support for CoA (3)

Server Address* IPv4/IPv6/Hostname | CoA Server Key Type | Clear Text v
PAC Key O CoA Server Key (D

Key Type | Clear Text v Confirm CoA Server Key

Key* ® . . Automate Tester 0

Confirm Key*

Auth Port l 1812

Acct Port | 1813

Server Timeout (seconds) . 1-1000

Retry Count . 0-100

| Apply to Device

odosu ¢lbe RADIUS

©J9s0 9lgod ywlo, IJlsle, (CLI)

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key TehhNN

server name ISE-Auth

IUgo96 2: louile pzeoesd g9lsp RADIUS:
22> 12198 o Yuwe presele IUthe Jogrs presesd ¢9be sowasd IJeshe Jsope wuppsuol
B wdasu ldpzeses.



Name* ISE-Group
Group Type | RADIUS
MAC-Delimiter none v
MAC-Filtering ' none v
Dead-Time (mins) 5
Load Balance . DISABLED }
Source Interface VLAN ID 2081 v ‘
Available Servers Assigned Servers

‘ ‘ ISE-Auth

P2PIES UL Bl Ip)wls

o J9su 91208 Julb, 1JIsle, (CLI)

aaa group server radius ISE-Group
server name ISE-Auth
ip radius source-interface V1an2081
deadtime 5

IJg 1096 3: odasy Blisps Iuuldse AAA:

loedd lJs gdled lJowsse Blisps by AAA: 9255 [ols Lo eu IJpuol> 96 9235 luwp Blispd
)3 cuse "ouvrsd 129" 909e pre9es I "preses” 95p wESSU pre9ES Tbe Ieuold 90
lIJos e wdssuol lwdd Guwe pzeses 1UEbe ldpesus.



Quick Setup: AAA Authentication

Method List Name*

Type* login | @

Group Type group v | ®

Fallback to local O

Awailable Server Groups Assigned Server Groups

undefined | ISE-Group ‘
Radius-Group
Test-group
test-group
undefined
tacacs1

AMEE
(J BB

Slised by 1Jpuol>§6

oJ8S0 9lz0s yulb, IUlsle, (CLI)

aaa authentication login ISE-List group ISE-Group

oSy pdVd wgHsW IJuoe

IJgbogs 1: luwdd IJs Idoedsse > 1dedles 9pdle [dog)sed > IJywsluws 980 wodsy pdd
SO IJuwslgws coduw Idluwe 1Je9zes s 9296 Idoede 1Ughzss 98p vopdsy pdd
lJog)se.



General Access Policies QOS and AVC Mobility Advanced

Fe* | GuestLANPolicy | WLAN Switching Policy
Description Enter Description ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O
SGACL Enforcement O
Default SGT 2-65519

S oeHsS Guslgws Idhuwle

IUglo96 2: Jopu pwsluwle 1J9u09d: 9o wogssu uveds VLAN IUEl 06 wldgpsd Iduwdds pu
lJSlised |JpuwsJo



General Access Policies QOS and AVC Mobility Advance

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)
Classification

Local Subscriber Policy Name ‘ Search or Select v ’
VLAN
VLAN/VLAN Group VLAN2024 v | ®

edlpd IJowsse uwsluwle 1Usuesd



pllelod: szo 1o seblod cdsss pdd wersd Iduwsluws pe IJ pu spole IJoedp
IJ¢bzso 99zole Ideede Bs IUhuwle: wlgvoeule guvwJds VLAN.

lJglb9eé 3: wzw gdlpd IJowsse lJoudd: g Hlob ouoss).



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility [. DISABLED ]

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anc

wuedSy Ideywls



pdlzbo: sgsu o3l IJodasy 9256 IJwgdpe WS IJuveds 1dpedss IJJlpwdIdse 9800
(WLC) Jewuo, Idoedp B Iuvwds 1dpedss IUJluvddss (WLC) IJpewe Jis
Jvodo pedss Jlgwddsse (WLAN) p 8,06 wpdd wg)sWd Idgwsluws [deess. guspl
o990 9236 IJogdp Vs Idyveds IJpedss IUJlgwdIdss (WLC) Uiagv.;;é bb,l; 9800
wlehs wozso IJgpdle |Us suuo) Idopdpe WS 1w ds IJpedso JJluwddse (WLC)
IJpyuws: Sluol w9s) wuluosd 29d Uvwdo IJgveodo Idpedss IJJlgwdIdse (WLAN)
90JS wersS Idumsluws IJpeso JJgesd. 03l spduslol WLC Tu sbod 1J IJpolgwy
wwsluws e uosuo Sduvuw eds Idpeedspes luvede.

od9su 8lzos uwb, IJisle, (CLI)

wireless profile policy GuestLANPolicy
mobility anchor
vlan VLAN2024
no shutdown



odsu pdV weHsY veds LAN JJuoswd

lJglogs 1: luowd Ids Idodssy > Jlgudds > u‘bg.__,dé LAN IJ_os: &p 233 luolwos Jloile
pJV wg)sW Juwdo LAN I.J,_n,'o.,gué godysuo. wlds py wblo@ luwe pdV 1o s pg luwp
926 Idogdp IJgbhzse. Jligh lue szw websd yvods VLAN IJuwddss gds 920 [Jogdpe Vs
lJLuwle.

Add Guest LAN Profile

General Security
Profile Name* ‘ Guest-Profile ‘ Client Association Limit ‘ 2000 ‘
GuestLANID* | 1 ‘ Wired VLAN Status
mDNS Mode | Bridging v ]

Status eNaBLE [}

pJU ogHsd Lo LAN IJosed

IJeb9s 2: B lesble Iiplo: G vopdsu pupbds Issy Sp G vodsst trsbs pedple
P2 36 1Jssw 9816 IUpuol> 6.



dit Guest LAN Profile

General Security
Layer3
Web Auth BTN |
Web Auth Parameter Map global v }

Authentication List ISE-List v




odlzbé: Szw o $Y90 oI9S pdd we s Livwds LAN IJosWd pbludl wswo gesle
IJozde IUghzss 992slo Ideedpe Vs Idhuvle wlgvoeule glds e Js VLAN IJgwdIso

I8 s0 9lz0s yulb, IUlsle, (CLI)

guest-Tan profile-name Guest-Profile 1
security web-auth authentication-list ISE-List
security web-auth parameter-map global

tHrsbs Guest LAN

IJgbogs 1: luwdd IJs Idoedsse > Jigwdds > guvwds Guest LAN. WOs e odysu grsbo
LAN JJuos: 235 |uolws sogssy pdud og)sd Iduwsluws |Js pdwd og)swd yvwdo LAN
JJuosus.



Guest LAN Map Configuration

> Delete Map

: GuestMap
=)

Guest LAN Profile Name Y  Policy Name T ‘

Profile Name Guest-Profile
No records available.

10 \ items per page 0 - 0 of 0 items Policy Name IGUEStLANPOHCﬂ 2]

sbs Guest LAN

wireless guest-lan map GuestMap
guest-lan Guest-Profile policy GuestLANPolicy

wJdosy Wired Guest eJs 9226 [Jogde Catalyst 9800 |Jpo w0
WS 92306 lJwzdp AireOS 5520

& —

Anchar-5520 WLC Inermel

Foreign-S800
=
Access Switch [

"-\.\_.

By

Wired Chient

byosdozs! IUuvodsé

lJodysy eds Foreign 9800 WLC



odsu 2Hsbs pedple 95w

IJedogs 1: luedd s e dsse > Ilels > puob@s IUgsw 922 p9es. 988 U CESSU EWly
IP IJbloys J9gro Idezgde 9 TrustPoint v dd Lozse eJs pdW 1Jog s pe wessu lJuge

eds puolhb8é l1dsse.

Virtual IPv4 Address

192.0.2.1

General Advanced
Parameter-map Name global
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type webauth
Captive Bypass Portal O
Disable Success Window O
Disable Logout Window O
Disable Cisco Logo O
Sleeping Client Status )
Sleeping Client Timeout (minutes) 720

Lsbd pedes IUssw

Trustpoint

Virtual IPv4 Hostname

Virtual IPv6 Address

TP-self-signed-3...

LA 00 00 S0 4
Web Auth intercept HTTPs O
Enable HTTP server for Web
Auth
Disable HTTP secure server O
for Web Auth
Banner Configuration
Banner Title
Banner Type ® None O Banner Text

O Read From File

1Jgb9o 2: wew edlpd Idowsse gshlo po@rps: 23> gu9lu URL Juowzs IUgse IUghzss 1Uss
Sew lebdé wygso lUgpdle IUse. 8p wodgsy URL Jlghé IUogzsoe Jouwzsd 1U>ged glglé
wozso gwd IJwyud. lesh [ehe IJwgzso gus Iduglz 09 wdssu lRoshs.



General Advanced

B—Preview-o-the-RedirestRE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 ?Uv»{
Redirect On-Failure hﬁp:!f10.127.196.171!\»{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.186.171

Portal IPV6 Address XIXIXIXIX

edlpd cu9sw pOBrp8

oJ8s0 9lz0d yulb, IUlsle, (CLI)

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



pdlebé: Lldouwes Jodsso AAA: s zs Idsr9e [Us Suve wlluosd IJodsso
IJpw9d; Ws ™ IJ¢lue vevues Joede Vs Idubods Ipedss IJJlgvdIdss (WLC)
lJeLzs 9800.

odosu pdV weys IJuog

IJgb9o 1: luwdd IJs Idoedsse > Idedlelo 9pdle [Jogrsed > 1duuslgws. 235 |uolds. 909 s
edled lJowsse glec Sp w9 ds) luwe Jpdd IJoguosuo sopdso woussd IUelds.



General Access Policies
Name*
Description
Status

Passive Client
IP MAC Binding
Encrypted Traffic Analytics

CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

pJV ogysd IJuog

QOS and AVC

Mobility

‘ Guest

l Enter Description

ENA
B oisasLen
enasten ([

. DISABLED

N III

2-65519

Advanced

WLAN Switching Policy

Central Switching ENABLED .

Central Authentication ENABLED .

Central DHCP enasten [

Flex NAT/PAT B osesen

IJglo96 2: Vs gdles lJowsse uwsluwle 1dsuosd: §p wogsso uveds VLAN g uslisss.



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled @)
Classification

Local Subscriber Policy Name ‘ Search or Select v
VLAN

VLAN/VLAN Group B v |®
Multicast VLAN ‘ Enter Multicast VLAN ‘

wwslule 1Jysesd

1Je 98 3: Bs edles IJowssy IJoudd: $p vowssd 9228 cede Idbusle sogssu Iidsseol
eds Ilgwluws (1)



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor O

Static IP Mobility

Adding Mobility Anchors will cause the enabled WLANSs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 10.76.6.156 > & 1076.118.74 Primary (1)

edlpd lJowsse Mobility



pdlzbs: sev lu soblod pJB wersd Iduwsluws 1Jglue veowes IJoedp B
IJuivods 1Jppdss IUdluudIdss (WLC) 1Jgbzs 9800 pg pdld oeyssd Luwds LAN
IJoosd 1JElue vevuos Ideede Ss Iduveds ldpedss IJIunddss (WLC) 1J¢luo
w9uog 95520 ulwowule odssy yvoJdsé VLAN

oJ9sw 9lzod Lul, IJIgle, (CLI)

wireless profile policy Guest
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor 10.76.118.74 priority 1
no shutdown

oJdysyu pdVd wg)ys vwds LAN JJosud



IJgbys 1: luedd lds Idodssy > Jlgwdds > Juvodo Guest LAN 925> Add. §p wodos luwpe
pJV 08V W) updsy Uuwds VLAN I udIdss: 965253 peyd Juwds VLAN IJpg o0
Jdpuwereso IJuossd Idunddsso. ksl 8p vowssd 2lds pdb 1deg,sd Ids ppdu.

General Security
Profile Name* ‘ Guest Client Association Limit | 2000 ‘
Guest LAN ID* l 2 Wired VLAN Status | ENABLE ]
mDNS Mode ' Bridging v Wired VLAN ID* i |
Status (enaee (1

vog Guest LAN

IJebss 2 wpw edlps IJowssy Ilelo: $p wopdisu puolb§8 IUsswr 90ESs0 Ersbs pedps
e 96 1Jgsw 9235 ¢lbe RADIUS oy IJBlispd [Jpouwsds 1Jpuol> 96.

General Security

Layer3

Web Auth (ENABLE

Web Auth Parameter Map

Authentication List ISE-List v

edles cusse Ideiesy



odlzbé: sz lu .___SCJ_%Q luwe pd wg s Guest LAN o9 udwo 1Jgluo 9o 1oz de
WO 1Jhuwle 9800 IJlzuwso 9 5520

I8 s0 9lz0s yulb, IUlsle, (CLI)

guest-Tlan profile-name Guest 2 wired-vlan 11
security web-auth authentication-list ISE-List
security web-auth parameter-map global

tHrsbs Guest LAN

IJgbogs 1: luwdd IJs Idoedsse > Jigwdds > guvwds Guest LAN. WOs e odysu grsbo
JveJdo LAN IJosud: 235 |uol¥s 99 wogssy pdud wg)rsd Iduwsluws 1Js pdud o psed
Juvwdo LAN IJ oS,



Guest LAN Map Configuration

* Delete Map

Guest LAN Map : GuestMap

Guest LAN Profile Name Y  Policy Name h 4 ‘
) Profile Name Guest
No records available.
10 - ge 0 - 0 of 0 items Policy Name [Guest 2

rsbs Guest LAN

od9su 9lzod yulb, IUisle, (CLI)

wireless guest-lan map GuestMap
guest-lan Guest policy Guest

cuvdsd eds Luwle 5520 WLC

od9su puob s 1ssw

IJg 1096 1: loodd [Js IJlsle > ool 86 IJssw > Lodes wuvesd 1Us¢sd IUs 1J9sw. bp
COESSU WIE P Y0 IUsw [ Ehes (lehd Idwseso IUs Ebe Ehes) 98 vodssu euslu
URL Jpeolb 86 Idssoe 1Jghess. sJdgu URL Jlghsd Iduggso wed ouwesd 1Usgd lRoshsl
98Iy wdysuoe BBl Jly Idgpdle wzlzs 1Js lgho Idwszse [Js woWdzs pguouos wes Idpuol>§o
lJolzes.

HMONITOR.  WLANs QONTROLLER WIRELESS SECURITY MAMNAGEMENT CDMMANDS  HELP

] ) ]
Security Web Login Page [Preview-.. ] [ appiv_||
I
* AAA E
General Web Authenticatson Type External (Redirect to axternal sarver) v
= RADIUS Redirect URL after login .h’ﬂp //10.127.196, 171/webauthflogout. hkml
Authentication . n
Accounting Login Success Page Type [None |
:“I‘: C:Ch“” L EorE External Webauth URL itp:// 10,127,196, 171/ webauthflagin, himl ]
allbac e
DNS
Dawnloaded AVP Qreode Scanning Bypass Timer 0
» TACACS+
LDAP Qriode Scanning Bypass Count o
Local Net Users
MAL Filtering

= Disabled Clients
User Login Palicies
AP Pulicies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Certificate

b Access Control Lists

, Wireless Protection

Palicles
v Waeb Auth
Web Login Page
Cectificate




lesble puolb 86 lJsse
lesble AAA:
IJgoss 1: ooy ¢lse RADIUS

loodd IJs IJolese > RADIUS > [Jeol> 86 > 2380

Sawe Configuration  Fing  Logout  Refre

MONITOR ~WLANs CONTROLLER WRELESS SECURITY MANAGEMENT COMMANDS  HELP User: adrmin(Readwrite) M Hon
i |

Security RADIUS Authentication Servers [Capety || mew.. |
- AAA N
. Auith Called Station 1D Type | AP MAC Address:SSID -
» RADIUS
Authentication Usa AES: ay Wmp [ {Designad for FIPS customers and requires & key wrap compliant RADIUS server)
Auth Cached Users MAC Delimitar [Fyphen ]
s Framed MTU (1300

Downloaded AVE

¢1>0 RADIUS

IUgho96 2: §p wodssu IP IUEluo wgbe RADIUS sldyw, Ieuie,d eds 9226 Idozde. Sp
wowdsd gldé 1Ughe 1Us pedu 923> ¢lus IJIzosh puveéde [duvods.



Server Index (Priority)

RADIUS Authentication Servers > New

=

Server IP Address(Ipv4/Ipv6)

Shared Secret Format

ASCII v |

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings

Apply Cisco ACA Default settings

L
U

Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable
cd9so g

odssu $lised Idogde O 1Uguosd

lJgbgs 1: luwdd IJs Ui,olg > 8lispo Idogdp B 1J9uo9d 9235 2383. luyile Blisps wpdpe Vs



1J9009J (ACL) Sud 1dpuolpds Ides ouwee werds Idpsss 1ds DNS sebe Isse 1Jebes.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 B Y y A 0 a
User Login Policies ) 0.0.0.0 / 10.127.196.171 [
AP Policies 2 Permit 600 255.255.255.255 1O Any HITTH Any - Any 0 =
Password Policies
. 10.127.196.171 / 0.0.0.0 !
4 Permit TCP HTTP A A A i
» Local EAP = TEM 555255255255 0.0.0.0 i YA a
Advancad EAP c permit 0.0.0.0 / 10.127.196.171 / e N HTTPS A A 0
 priority Ord == TEME 4 0.0.0 255.255.255.255 n v Any a
Bl sy I _ 10.127.196.171 / 0.0.0.0 !
6 Permit Tcp HTTPS Any Any  Any 0 -]

b Certificate 255.255.255.255 0.0.0.0

4 Access Control Lists
Access Control Lists

—CPUATTESS COTITOT LIS

Slispd 1Jsuoad Jduwele wouds 1dps9s [Js Ebe 1Ussw
oJdysu pdVd weHsW Juvwds LAN JJ oo

lJgbgs 1: luo9d lJs vewdlo WLAN > 255 Jouble gass .

22> u9g J Guest LAN g v dde v IJlgwe Jpdod og)s Iduwslgws Jogse Ideedpe 1JEDhzso
9800.

MONITOR  WLANs |_ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN
Current Filter: Mone [Change Filter] [Clear Filter] [Create New ~| 6o |
[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies

lousle gvwds LAN JJosud

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP User:admin{ReadWrite) f Home
WLANs > New | <Back | || _apply |
Type |Guest LAN | ]
Profile Name Guest I
D 7] w

pJV ogHsd Lo LAN IJosed
1Jg 96 2: $p woessu dlzole 1Usged 91Jg 9z eds pdd we)sd vwds LAN JJoss.

IJesed Blo Ws 030 IJelJs none Jiu 1Jpsgd Bhu IJ eolP o83 pu 1Jzols wedp ehes.



IJ pre S IJ VLAN 28 15090 boses sovb elsl .

General | Security | QoS | Advanced |

Profile Name [Guest

Type Guest LAN
Status Enabled
Security Policies Web-Auth

(Modifications done under security tab will appear after applying the changes.)

Ingress Interface None v |

Egress Interface [wired-vlan-ll V]

NAS-ID \ none

pJ oe s Lvuds LAN 1J osd

IJglo96 3: wew edlps IJowssy lelo: 25 wlpsu IJbwds 3 Jpuol3 86 98w 98 wogsSy Blisps
IJozde Vs ldsuosd (ACL) Iduwlo$s Jdeuols 6.

WLANSs > Edit 'Guest'

~ General | Security | Qos | Advanced |
~ Layer 2 I Layer 3 | AAA Servers |

Layer 3 Security [Web Authentication v

Preauthentication ACL 1Pv4 | Pre-Auth_ACL | | 1Pv6 | None v

Override Global Config2®  [_J Enable

eJlps IJowssy "lelu Gvwds LAN 1J o s 8"
Iz 096 4: loedd [Js 1Jiely > e AAA.

235 1J8lis p6 1 poswsds 98p woesso ehe RADIUS |Us pdod og s svods LAN JJ o,



| General | Security

|I.nw2|l.nw3

AAA Servers

Select AAA servers below to override use of default servers on thi

RADIUS Servers

Authentication Servers _______ Accounting Servers

Enabled | Enabled
Server 1 | 1P:10.197.224.122, Port:1812 v| None
Server 2 .'None v'I None
Server 3 | None v | None
Server 4 | None v| None

¢130 RADIUS |Uss pJd o5 LAN I nscd

IJg 96 5: loedd 1Js Gwds WLAN. Ge wldess) 8906 1Uses ldeouusd Jpdsd o s Guest
LAN 9235 0l 1Uyob |JpondJs.

Oz Guest LAN  Guest

Disabled

Web-Auth | I
Remove

[ Mability Anchors |

lJg 9o 6: 25> Mobility Anchor Jo sy 9236 Idwede JHuws wuoss) Jpdd og)swd yvwds LAN

03l 1Jo 5.

WLAN SSID Guest

Switch IP Address (Anchor)

| Mability Anchor Create

louble v ¥bo ,ob Ylodss lJoudd

odosu Iduosd IduwdIs gds AireOS 5520 1Jpyoub o

Catalyst 9800

Data Path Control Path
up up




H’.

Foreign-5520 WL

H‘_}

Anchor-9800 WLC [nterne

Access Switch

.
Wired Client

byusdozs! lUuvoJs
lJodosy eds Foreign 5520 WLC

oJ9su 9lgod 9226 IJuede

IJgbgs 1: luedd [Js 9226 IJogde > 1Jslzole > 2385, 9p wodasy luwpe 9lzos 908,08 VLAN
opdsy yveds LAN Jdosu.

swbJo Wired Guest glzowsu ssulpsdsosu.

i_9JI‘ Ip vluyvle 9lgod >sulpsdss JUbou¥é 2 99, vogssuol Jyuodsé LAN JJuosys. g
030 1J9lzos J9lzoo prgd Jubvwds LAN JJos: zse soued Idgpdle [JpogudIdou plosl.



CISCO

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANA

Controller

General
Icons

Inventory

Interfaces

Interface Groups
Multicast
» Network Routes
» Fabric Configuration
# Redundancy
b Mobility Management

Ports
P NTP

» CDP

b PMIPv6

b} Tunneling
b IPV6

» mDNS

D LT T o |

9lzod 1Usged

Interfaces > Edit

General Information

Interface Name wired-guest

MAC Address a0:e0:af:32:d9:ba

Configuration
Guest Lan
NAS-ID | none
Physical Information
Port Number
Backup Port o ]
Active Port 1
Interface Address
VLAN Identifier
DHCP Proxy Mode | Global V|
Enahla NHCP Nntinn 22 [

IJgbgs 2: luwdd [Js 9226 IJogde > 1Jslzole > 2585, §p wodasy luwpe 9lzos. pg 8 VLAN.

9Szw o oYy lJ9lzos lUssulpsdss [Joluss 9lzod pu IUbw 96 3 gds 9236 [Jugdp 9suwede
IJepdle IduwdIsou £09lu IP ooy s VLAN 1JW9,e86 030. wgdp 030 IJ9lzos J9lzoos pe)z

Jpd og s Guest LAN.



CISCO MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANA(

Controller Interfaces > Edit
General
Icons s
General Information
Inventory
e e Interface Name vlan2024
Interface Groups MAC Address a0:e0:af:32:d9:ba
Multicast i
Configuration
» Network Routes
b Fabric Configuration GuestiLen O
"
» Redundancy Quarantine O
. Quarantine Vian 1d 0
b Mobility Management
NAS-ID | none
Ports
» NTP Physical Information
D Port Number
BUERIEVS Backup Port E
b Tunneling Active Port 1
b IPV6 Enable Dynamic AP Management O
b} mDNS
b Advanced Interface Address
Lawful Interception VLAN Identifier
IP Address 110.105.211.85 |
Netmask 255.255.255.128 |
Gateway [10.105.211.1 ]
Slzod IJeuse

oJdosu ldpuds 1Jpzsd

Swuad puwegsey Guest yudIdss wpzsd buds 1dsuesd: ssee wdssu odo lJpulds Ipgsws
wluwedsle yvods VLAN IJos swp Bsol wpdsy guvwds LAN Guest gJs 9226 [Jogdp

odysu lJpunds Access Layer Switch Port Configuration
wods gselow lse,ue JJslzod <x/x/x>
9008 149,09 IJuwdds Jduosd

switchport access vian 2020



lJso9d IJs 9 oe Switchport

wolsé
9236 IJogdp 1UEhzso WS wdssy pudds Iy sodle
9lzoé TenGigabitEthernet<x/x/x>

2o £ louold 1JsLo 1Us £ouos IJorde Wb 1uinuds 1Jpedss 1Jlou]dss (WLC)
lJgbzs

tb louold 9o switchport

switchport trunk loJs busgs vian 2081
switchport trunk allowed vlan 2081.2020

wolsé

dosu pu93 90,0J6 9236 wedp IUbuwle

9lzos TenGigabitEthernet<x/x/x>

P09 b loyold 1dy o [ds udbs ;o WLC
tb loold 9 og switchport

switchport trunk loJs bbw.sgs vian 2081
switchport trunk allowed vlan 2081.2024

wolsé
od9su puelhr 96 1Jysw

IJgbbss 1: luedd 1Us Ilelo > o086 1Jasw > Lodzs wuwesd 1sgsd 1Us 1Ussw. $p
COESSU LIE e B8 IUse IJs ehes (lehd Idogese IUs ebe Ehes) 98 wodssu guslu
URL Jpuob 86 IUssw 1Jghesé. sdou URL Jlghé IJogzso wed ouwesd IUxgad ldushsl
98Iy wdysuoe Bl Iy Idgpdle wglzo 1Js lgho Idwgzse [Js wodzs pguouos wes Idpuol> 9o
lJolzes.



e Configuration ng  Logout

llllll'll

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User:admin{ReadWrite) A Homg
) ) _____ |
Security Web Login Page [Preview... | [[_Appiv ||
I
v AAA
il Web Authentication Type External (Redirect to external server) ~
= RADIUS Redirect URL after login http://10.127.196, 171/ webauthslogout. html
Authentication ; .
Accounting Legin Succecs Page Type None |
ash ‘:':‘h“" Usery External Webauth URL Mt://10.127.196. 171/ webauthylogin, himl
allbac
DNS
Dawndosded AVP Qriode Scanning Bypass Timer o
» TACACS+ -
\DAp QrCode Seanning Bypass Count ]
Local Met Users
MAC Filtering

= Disabled Clients
User Login Policies
AP Policies
Password Policies

b Local EAP
Advanced EAP

b Priority Order

b Cartificate

b Access Control Lists

 Wireless Protection
Policles

[* Wb Auth

Wab Login Page

Cortificats

lesble puolb 96 lJyse
lesble AAA:
IJ1096 1: & d9s ¢lse RADIUS

loedd IJs 1Joless > RADIUS > [Je ol588 > 23.s>.

Sawe Configuration  Fing  Logout Refre

MONITOR  WLANs CONTROLLER — WIRELES: SECURITY MANAGEMENT COMMANDS HELP User: sdmin(|
—

Security RADIUS Authentication Servers

Auth Called Statien ID Type AP MAC Address: SS1D b

e ACS Sy evmp. L) (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
MAC Delmiter Hyphen w
Frameéd MTU 1300

Bownloaded AVE

¢1>0 RADIUS

IJgho96 2: §p wodssu IP IUEluo webe RADIUS sldyw, IJeuie,d eds 9226 Idoede. Sp
vuwdsd eldeé 1Ughe lJs ppdu 95 elud IJIzosh puvwese IUuveds.



Server Index (Priority)

RADIUS Authentication Servers > New

=

Server IP Address(Ipv4/Ipv6)

Shared Secret Format

ASCII v |

Shared Secret

Confirm Shared Secret

Apply Cisco ISE Default settings

Apply Cisco ACA Default settings

L
U

Key Wrap [ (Designed for FIPS customer:
Port Number 1812
Server Status Enabled v
Support for CoA Disabled v
Server Timeout 5 I seconds
Network User Enable
Management Enable
Management Retransmit Timeout IS_ seconds
Tunnel Proxy C] Enable
PAC Provisioning () Enable
IPSec (] Enable
Cisco ACA () Enable
cd9so g

odssu $lised Idogde O 1Uguosd

lJgbgs 1: luwdd IJs Ui,olg > 8lispo Idogdp B 1J9uo9d 9235 2383. luyile Blisps wpdpe Vs



1J9009J (ACL) Sud 1dpuolpds Ides ouwee werds Idpsss 1ds DNS sebe Isse 1Jebes.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

I
Security Access Control Lists > Edit
~ AAA
General General
» RADIUS .
Authentication Access List Name Pre-Auth_ACL
Accounting
Auth Cached Users Deny Counters i
Fallback
DNS Destination
Downloaded AVP Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
EREST 0,000 / 0.0.0.0 /
LDAP 1 Permit upp Any DNS Any  Any 0 [~
0.0.0.0 0.0.0.0
Local Net Users
MAC Filtering 5 i 0.0.0.0 / 0.0.0.0 ¥ e Bii An A A
« Disabled Clients 2 Permit 4 6.0.0 0.0.0.0 4 s Y oA ° a
User Login Policies ) 0.0.0.0 J 10.127.196.171 /
AP Policies 2 Permit .00 255.255.255.255 1O hrvg M Ay Aoy ¢ =
Password Policies
. 10,127.196.171  / 0.0.0.0 !
4 Permit TCP HTTP A A A i
b Local EAP L PerMIt 565.255.255.255  0.0.0.0 i oA a
Advancad EAP A 0.0.0.0 / 10.127.196.171 / TER N HTTPS A A 0
 priority Ord = ety 0.0.0 255.255.255.255 n oA a
Bl sy I pormit | 10:127:196.171 / 0.0.0.0 ¥ rop N i i e & o
b Certificate £ ! 255.255.255.255  0.0.0.0 v v v

4 Access Control Lists

Access Control Lists
—CPUATTESS COTITOT LIS

Slispd 1Jsuoad Jduwele wouds 1dps9s [Js Ebe 1Ussw
oJdysu pdVd weHsW Juvwds LAN JJ oo
lJgb9s 1: luogd IJs yveds WLAN > |gule zoss > oo gld.

MONITOR  WLANs 1_ONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLAN
Current Filter: None [Change Filter] [Clear Filter] [Create New v| I Go I
[] WLANID Type Profile Name WLAN SSID Admin Status Security Policies

pJV ogyHsd Lo LAN IJosed

22> Jolos Juvods LAN JJuos 98p wodsu luve pd og)s9. See wdssy uduw [Jluwe
eds pdO we)sI IJuwslugws 9pd0 wess o ds LAN JJuos 1UEluo wozss IJopde B
Luwle 9800.



WLANS > New

Type
Profile Name

ID

pJ og s Uvuds LAN 1J osd

IUglo9s 2: wew edlpd lJowsse "ele" Bp woessu 9lzod 1Usgad 9l gz eds pdd weysed

Jveds LAN JJosd.

| iGuest LAN Vi |

‘ Guest-Profile !

5

Sbo e3¢ IJ VLAN |Jss Is 15080 wauosd buses.

ISbu péye |J VLAN subnet o lJiwsw bdo Jeuslo.

General | Security | QoS | Advanced |

Profile Name

Type
Status

Security Policies

Ingress Interface
Egress Interface
NAS-ID

pJ og s Lvuds LAN 1J osd

[ Guest-Profile

Guest LAN

Enabled

Web-Auth

(Modifications done under security tab will appear after applying tt

| wired—guest s I

vlian2024

none

IJg 96 3: loodd lJs 1Jiely > 1Jbo@s 3.

223 lplo 1Jbw$6 3 Jp ol $6 95w 98 wotssu Blisps IJozde s IUsuosd (ACL) IJ¢l 06



wldpuob 86 1dpuwo9s.

General I Security | QoS | Advanced |

 Layer 2 I Layer 3 | AAA Servers \

Layer 3 Security | Web Authentication

Preauthentication ACL IPv4 IPre-Auth_ACL VI IPv6 | None v

Override Global Config2® [ Enable

Loz wlpsu IUbu@s 3
lJglogs 4:
wew edlpsé IJougse ¢9bp AAA §p wugssu elbp RADIUS 9p,0g IJIRe s 1Uds wp wpdsue.

General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on th

RADIUS Servers

Authentication Servers Accounting Servers
Enabled () Enabled

Server 1 |IP:10.197.224.122, Port:1812 | None

Server 2 | None v | None

Server 3 | None V| None

Server 4 |None v | None

oebsb g9bp uuoW 1B, 1Us pdwd wg)sd LAN JJosee

IJg9é 5: luedd IJs podes Iduveds Idpedss IJJluvddss (WLAN) so0dd £w up)
lJouisd Jedwd wg)rsd Guest LAN 9235 ullb IUyob Idpou9ds.



O 20 WLAN guest-1665 guest-1665 Disabled [WPA + WPAZ][Auth(PSK)] [~
|l:| 1 Guest LAN  Guest-Profile Enabled Web-Auth
Rermove
Oz Guest LAN  Guest - Disabled Web-Auth [ |

uilb Iob ldeoudds
lJglogs 6: wgbsb hoywle IJoudd pu IJ8lses IJeugwsrds [Js pdd og)sed Guest LAN.

Mobility Anchors

‘WLAN SSID Guest-Profile

Switch IP Address (Anchor) . Data Path Co
ocal

[Mobility Anchor Create | e A
10.76.6.156

Switch IP Address (Anchor) + 10.76.118.70

Foot Notes

CESSU LEbE Hub Bludss IJoudd s sveds LAN JJuosed

ouvdsd eds Lyvle 9800 WLC

oIdIsu Brsbs pedele 950

IJgo96 1: lowdd [Js IJedsse > Ilelo > 001386 IUsSw 9233 g9 w2dd pu CESSU Eusly
IP IJbloys J9g»o lJwgde 9 TrustPoint wuvdd Lozse eds pdW IJog) s pe wessu IJuse
eds puob$6 1sse.



General Advanced

Parameter-map Name global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections 100 Trustpoint TP-self-signed-3...
Init-State Timeout(secs) 120 Virtual IPv4 Hostname
Type webauth - Virtual IPv6 Address XIXIKIKIX
Captive Bypass Portal D Web Auth intercept HTTPs D
Disable Success Window O Enable HTTP server for Web
Auth
Disable Logout Window O
Disable HTTP secure server O
for Web Auth
Disable Cisco Logo O
Sleeping Client Status O Banner Configuration
Sleeping Client Timeout (minutes) 720 Banner Title
Banner Type ® None O Banner Text

O Read From File
sbé pedpd IUssw

Sew lebhé wozso lJgpdle |Uso. 9p wodosy URL Jlghé IJogese Jogwesd 1U>g9d slglé
wozso gwd IJSyid. lesh lehs IJwszse o IJuzle 09 odasu leshs.



General Advanced

B—Preview-o-the-RedirestRE:

[ http://10.127.196.171/webauth/login.html?switch_url=https://192.0.2.1 flogin.html&redirect=<website-name>]

Redirect to external server

Redirect URL for login http://10.127.196.1 711\»{
Redirect On-Success http://10.127.196.1 ?Uv»{
Redirect On-Failure hﬁp:!f10.127.196.171!\»{

Redirect Append for AP MAC Address

Redirect Append for Client MAC Address

Redirect Append for WLAN SSID

Portal IPV4 Address 10.127.186.171

Portal IPV6 Address XIXIXIXIX

edlpd cu9sw pOBrp8

oJ8s0 9lz0d yulb, IUlsle, (CLI)

paranet er-map type webauth gl oba

type webauth

virtual -ip ipvd 192.0.2.1

redirect for-login http://10.127.196. 171/ webaut h/ | ogi n. ht n
redirect on-success http://10.127.196. 171/ webaut h/ | ogout . ht
redirect on-failure http://10.127.196. 171/ webaut h/fail ed. ht n
redirect portal ipv4 10.127.196.171

trust poi nt TP-sel f-si gned- 3010594951

webaut h- ht t p- enabl e



pdleks: JJeuesd eds odssu AAA: sHzs Irse Us oBluosd IJodssy 1slié Ws
Buwe "odsu Iduosd Iduwdds gds Catalyst 9800 IUpycub wpelsé pudlis i3 s 9800
J Foreign 9800 WLC.

odysy pdud wgHsW Iduog

IJgbgs 1lluedd lds Idodsse > edlple IUopss) 9pdile IJog s > Iduuslgws. Gp
wodIsu pdV wg)sY IJuoz o IJluwe IJpuwedse Jpdd wgrsyd uwds LAN JJosed
lJglue w9g2é lduede IJEhzss.



General Access Policies QOS and AVC Mobility Advanced

Name* Guest-Profile WLAN Switching Policy
Description Enter Description | Central Switching
Status | ENABLED . Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

O

SGACL Enforcement

Default SGT 2-65519

pdVd o)W Iduog

IUgbo96 2: wpe £dles IUowsse "wusluule 1J9009d" Bp wotsso giwds VLAN 1Jgl 06
wlJdepsd IUuwdIs po 1USlseé 1JpouwsJo



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O

WLAN Local Profiling

Global State of Device Disabled (i)

Classification

Local Subscriber Policy Name { Search or Select v 1 (2
VLAN

VLAN/VLAN Group | VLAN2024 v |®
Multicast VLAN ‘ Enter Multicast VLAN ‘

wslule 1Jysesd

lJglo9é 3: wzw gdlpd IJowsse lJoudd: g Hlob ouoss).



General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mobility (@ oisaLeo J

Adding Mobility Anchors will cause the enabled WLANs to momentarily disable
and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

eJlpé IJe w95 Mobility

od9sU 8lz0s uwb, IJisle, (CLI)

wireless profile policy Guest-Profile
no accounting-interim
exclusionlist timeout 180
no flex umbrella dhcp-dns-option
mobility anchor
vlan VLAN2024
no shutdown

odysyu pdud wgysW vwds LAN JJosd

IJg¢bgo 1: luwdd IJs IJodssy > Jlgwdds > Gvwds LAN IJ o s 9235 Lol Jodssy pdd

SErsd Uuds LAN 1J s gogbsd 2lds Giods VLAN U udss.

Sew o sJ9u luwe pJd wg s Guest LAN gJs [Jpyuus 09 ud wo pJud wg)sd Guest LAN

edJs WLC IJ¢glzs.



General Security

Profile Name* ‘ Guest-Profile ‘
Guest LAN ID* ‘ 1 ‘
mDNS Mode [ Bridging \

Status |enase ()

pJV ogHsd Lo LAN IJosed

Client Association Limit

2000

Wired VLAN Status

IJgloss 2: oo edlps IJowsse iplo: o wopdso puob$6 1dsse. 223 Srsbs pedele
P86 1J9sw 98lisps 1Jp ol 96 pu IU8lses IJpuywsJs

dit Guest LAN Profile

General Security

Layer3

Web Auth

Web Auth Parameter Map

Authentication List

'ENABLE .]
global v
|SE-List 2

elos IJousse "elo Gvods LAN I osas"

o J9su 91208 Uulb, 1JIsle, (CLI)

guest-lan profile-name Guest-Profile 1



security web-auth authentication-1list ISE-List
security web-auth parameter-map global

t)sbsé Guest LAN

IJgbogs 1: luwdd IJs Idoedsse > JligwdIds > guvwds Guest LAN. WOs Guwpe odosu grsbo
JveJdo LAN IJosd: 233 |uols 99 wogssy pdWd wg)rsd Iduwsluws 1Js pdud o psed

Uvods LAN 1 os.

Guest LAN Map Configuration

X Delete Map

ap: GuestMap

Guest LAN Profile Name Y  Policy Name T ‘

; Profile Name
No records available.

10 v | items per page 0 -0 of Policy Name

Guest-Profile

|Guest—Proﬁ|e| e

sbs Guest LAN

IJozow pu lduoes

o288 pu uoes CY9su 9236 IJopdpe

#show guest-lan ¢JI_oé

GLAN GLAN Profile Name Status
1 Guest-Profile up
2 Guest up

#show guest-lan id 1

<#root>

Guest-LAN Profile Name : Guest

Guest-LAN ID 2
Wired-Vlan :

11



Status

Enabl ed

Number of Active Clients : 0
Max Associated Clients : 2000
Security

WebAuth

Enabl ed

Webauth Parameter Map : global
Webauth Authentication List :

| SE- Li st
Webauth Authorization List : Not configured
mDNS Gateway Status : Bridge

#show parameter-map type webauth global

<#froot>

Parameter Map Name : global
Type :

webaut h

Redirect:
For Login

http://10.127.196. 171/ webaut h/ | ogi n. ht
On Success
http://10.127.196. 171/ webaut h/ | ogout . ht m

On Failure

http://10.127. 196. 171/ webaut h/ f ai | ed. ht n

Portal 1ipv4

10.127.196. 171
Virtual-ipv4

192.0.2.1

#show |wpe 950 Juge &rsbo IJpedpeos <profile name>(51 wp |uvwgsle pdd wg)s pedpd 95w
pELPLP9)

#show JlvJds guest-lan-map ¢Jl_oé

GLAN Profile Name PoTicy Name



#show pJi Lo Ieodd Idlundds

IP Public Ip MAC Address

10.76.118.70 10.76.118.70 f4bd.9e59.314b

#show glJs ¢lsp ip hitp

HTTP server status: Enabled

HTTP server port: 80

HTTP server active supplementary listener ports: 21111
HTTP server authentication method: Tocal

HTTP secure server capability: Present

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server trustpoint: TP-self-signed-3010594951

>|boly pdeuo IJuiods Ipedss I uoscd

Number of Guest LANS. ......iiiiiiiiiinrnnennnnn 1
GLAN ID GLAN Profile Name Status Interface Name
2 Guest Enabled wired-vlan-11

>|bol, guest-lan 2

Guest LAN Identifier.......ciiiiiiinnnnnnnnnnnnn 2
Profile Name. . ...ttt e e eeeens Guest
10 - o Enabled
I oY o =V o wired-vlan-11
Radius Servers
Authentication.......coiiiiiiiiii it nnnnns 10.197.224.122 1812 *
Web Based Authentication...................... Enabled
Web Authentication Timeout.................... 300
IPVA ACL. . ittt it et ettt ettt Pre-Auth_ACL
Mobility Anchor List
GLAN ID IP Address Status

2 10.76.118.74 Up



>|bol) IJ 95w peoLP

Radius Authentication Method..................... PAP

CiSCO LOGO. .t i ittt it e s i et e EnabTed

CUSEOMLOGO. v vt ittt i e e st e None

Custom Title. .ot it e e et ettt e e e e ennanns None

CuStom MeSSage. .. v v vttt s i e nnns None

Custom Redirect URL.....u'iiiiininrnnnnnnnnnenns http://10.127.196.171/webauth/Togout.html
Web Authentication Login Success Page Mode....... None

Web Authentication Type......ciiiiiiiiinnnnnnnn. External

(oo Lo YU atee o Yo} o U 1S Enabled

External Web Authentication URL.................. http://10.127.196.171/webauth/login.html
QR Code Scanning Bypass Timer........oevuuuunnnn. 0

QR Code Scanning Bypass Count........oouuuuunnnn. 0

>|bol, oI 95w IJpeuouo-LAN 2

Guest LAN Status........iiiiiiinniiinnnnnnnnns Enabled
Web Security Policy........ciiiiiiiiininnnnn Web Based Authentication
WebAuth Type. ... ..o i it e e eanans External
Global Status.......viii it eeeennns Enabled

lJozdd pu 2ldé wog lJgpsd
eds Jlzluw.
#show pJ¢o IJgpsd IUJlgvdIds

Sop wubgsd eldé pos) vor ldepsd eds 9226 IJoedp IUghess wes Liydle Idgpsd wuele.

<{froot>

MAC Address AP Name Type ID State Protocol Meth

alOce.c8c3.a9%5 N/A
GLAN 1

Run
802. 3

Web Auth

Export Foreign

>|bol) vl osd IJgpsd alce.c8c3.a9b5



<tfroot>

Client MAC Address. .....coiiiiiiiini i iainienannnn a0:ce:c8:c3:a9:b5
Client Username ........ouieiiennennennennnennenns N/A

Client Webauth Username .........cciiiiiinnnnnnnn N/A

Client State....iiiiii it it ettt e e aannnn Associated

User Authenticated by ............ i None

Client User GroUp....uvve et enenennnnnnns

Client NAC OOB State.....cuiiiiinnnnrinnnnnnnnnnn Access

guest-Tan. ...ttt i i e e e e 1

Wireless LAN Profile Name..........ciiiiiinnnn. Guest-Profile
MobiTlity State.......vviiiiiiiii i ittt iieeennnnns

Export Foreign

Mobility Anchor IP Address..........ccoiivinnnn.

10. 76.118. 70

Security Policy Completed...........covviivinnnn.

Yes

Policy Manager State........oiiiiiiinnnnnnernnnns

RUN

Pre-auth IPv4 ACL Name. ... ... uiniinnnnnnerrnnns Pre-Auth_ACL
EAP Ty, ittt it e ettt e Unknown
Interface. .. oo e s e

VAN .« it ittt e e e e 2024
Quarantine VLAN. ... ...t ittt i e eaaanes 0
g0 Ibuwle.

sew pldws buwld elds Idgpsd eds 9226 wede Idbuvle.

2lJs posy woz Idgpsd B puob 96 95w pEJ IS -

<tfroot>

MAC Address AP Name Type ID State

a0ce.c8c3.a9%b5 10.76.6.156

GLAN 1

Webauth Pending
802. 3

Web Auth

Export Anchor

wee? pueb 96 ldgpsd: sop udd 2lds pss) IJuoz IJs zlds RUN.

Protocol Meth



MAC Address AP Name Type ID

alOce.c8c3.a9%5 10.76.6.156 GLAN 1

ol osd #show Wireless client mac-address aOce.c8c3.a9b5

<ffroot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:

GLAN Id: 1

GLAN Name: Guest-Profile

MobiTlity:
Foreign IP Address
10. 76. 118. 74
Point of Attachment : 0xA0000003
Point of Presence : 0
Move Count 1

Mobility Role

Export Anchor

Mobility Roam Type

L3 Requested

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :
I P Learn Conpl ete

Client Entry Create Time : 35 seconds
VLAN : VLAN2024

Session Manager:
Point of Attachment : mobility_a0000003

IIF ID : 0xA0000003
Authorized : FALSE
Session timeout : 28800

Common Session ID: 4a764c0a0000008ea0285466
Acct Session ID : 0x00000000
Auth Method Status List

Method : Web Auth

Protocol Meth



Webauth State

Login

Webauth Method

Webaut h

Server Policies:
ResuTltant Policies:
URL Redirect ACL :

WA-v4-int-10.127.196.171
Preauth ACL

WA-sec-10. 127.196. 171

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

Suwdd Idgpsd IJs gldsé IJogugsd ves puolb 8o lJsso IJulezs.

show wireless client mac-address aOce.c8c3.a9b5 detail

<#froot>

Client MAC Address : aOce.c8c3.a9b5

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address :

10. 105. 211. 69
Client Username :

t est user

Client State : Associated
Policy Profile : Guest-Profile
Flex Profile : N/A
Guest Lan:
GLAN Id: 1
GLAN Name: Guest-Profile
Wireless LAN Network Name (SSID) : N/A
BSSID : N/A
Connected For : 81 seconds
Protocol : 802.3

Policy Manager State:

Run

Last Policy Manager State :



Webaut h Pendi ng

Client Entry Create Time : 81 seconds
VLAN : VLAN2024

Last Tried Aaa Server Details:
Server IP :

10. 197. 224. 122

Auth Method Status List
Method : Web Auth
Webauth State : Authz
Webauth Method : Webauth

Resultant Policies:
URL Redirect ACL :

| P- Adm V4- LOGOUT- ACL

VLAN Name : VLAN2024
VLAN :

2024
Absolute-Timer : 28800

>|bol) vVl osd IJgpsd al:ce:c8:¢3:a9:b5

<#root>

Client MAC Address. .....coiiiiiiiii i it e eeaannn a0:ce:c8:c3:a9:b5
Client Username .........cuuiiiimmnneenannnennnnnn N/A

Client Webauth Username ............ccciiuiiunnnn. N/A

Client State.....iiiii ittt ettt eeeaaann Associated
Wireless LAN Profile Name.......... ..., Guest

WLAN Profile check for roaming................... Disabled
Hotspot (802.10U) .. u ittt e et eaanennnn Not Supported
Connected FOr ...ttt it ettt eeeaaann 90 secs

IP AdAressS. ... iii it i it ettt ettt 10.105.211.75
Gateway Address.........c.iiiiiiiinnnnnnnnnnnnnnns 10.105.211.1
1= ] 255.255.255.128

MobiTity State.....oviiiiii it ettt eeeeaann
Export Anchor
Mobility Foreign IP Address...............c.ccooo..
10.76.118.70

Security Policy Completed......... ..., No
PoTicy Manager State......ouiiiiinnnnnnnnnnennnnn

VEBAUTH_REQD
Pre-auth IPv4 ACL Name.......u.iiiiiiinnrnnennnnn

Pre- Aut h_ACLPre-auth

IPv4 ACL Applied Status................. Yes
Pre-auth IPv4 ACL Applied Status.................



Yes

w8 gpdsle vdd gpsd Idpuolb 8 Ids 2lds Idegbesd-

<{froot>

show client detail aO:ce:c8:c3:a9:b5

Client MAC Address. ....vviiiii ittt innrnnnnn
Client Username .........uiirenrrnrennennnnnnen

t estuser

Client Webauth Username .........cciiviinrnnnn.

t estuser

L =Y o ol o= o <

Associ at ed

User Authenticated by ........... ... ...

RADI US Server

Client User Group. . ..ueeeeneniennnneeannnennas
Client NAC OOB State.....cuviiiinnnnrnnnnnnnnns
Connected FOr ... iiiiiiiiii i it i e tananeanans
IP Address. . .cuui ittt e s et s eaaeaennas

10. 105. 211. 75

Gateway AdAress. ......couiiiiinnnnriennnnennnns
NetmasSK. « et
Mobility State.....cviiiiiiii it i i iannnennns

Export Anchor

Mobility Foreign IP Address....................
Security Policy Completed......................
Policy Manager State........ccuiiiiiiinrnnnnnnnn

RUN

Pre-auth IPv4 ACL Name.........o i
Pre-auth IPv4 ACL Applied Status...............
EAP Type. sttt it ettt e st eaaana s
INterface. ittt i i i e e e e

w red-vlan-11

lpwod ol IJIzble 9] odlzol

al0:ce:c8:c3:a9:b5

testuser
Access
37 secs

10.105.211.1
255.255.255.128

10.76.118.70
Yes

Pre-Auth_ACL
Yes
Unknown



ouoese leble 9236 IJopde B AireOS
cedso wuorse ltble 1gpsd

>ep0sd wuoese IJigble <H.H.H>

JJoedd pu wpdso wuoese IJigble

>|bol, wuoese IJigble

Jogbsd ouopse IJigble

debug disable-all

9800 Io, puie

Sp woodbsh Idovoe Idogub Ibess Jlousle vove ouorse leble Igesd Jewslo MAC
lJpe>> WO CLI (9lzos yulo, 1Jl9le)).

ebsle Jopdsu oo Ipuie!

olds pu websd zese IJigble 1, bss.

clear platform condition all

oedsu wuoese IJigble Jewslo MAC 1Jeess.

debug wireless mac <H.H.H> monitor-time <Time is seconds>

w8 vt IJpuvdJs: §p wogbsd wuoese igbls Jls$ld pzeses woue RA.

no debug wireless mac <H.H.H>

wee? s8IV coue RA sop lugile pJd wuozse IJigble B 31,6 IJoposs 1Upddeé J9g6
oz dp.

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da



ouwe IJpdd 1Js ¢bp thes.

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

&ue wed wuoese IJigbls:

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

wedsu wowg RA Bs slzod IUpumwedp lhuuspss:

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

= Apply to Device

pdsu woug RA gJs WebUI

IJoglb 2506 puopud

loodd [Js Tuweduld IUigble 9luodlzol > 1Je bl 1Jz 6. bgd luwe IUIJodlb 9255 £usle
MAC JJgesd Jpyuie sleds MAC. Ipoub zee ldptiu 1dedde eds 100 9lze, slzod IUsods
Jesl8us 1Jz e 1Jsl)né slduols)s.



Create Packet Capture

IJoilb 2506 puopud

v ] 3600 secs ~= 1.00 hour

Capture Name* TestPCap
Filter* any v
Monitor Control Plane @ ()
Inner Filter Protocol D DHCP
Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration

Available (12) | search Q| Selected (1)
(5) Tworor > () rworor0
@ Tw0/0/2 3>
@ TWO0/0/3 >
@ Te0/1/0 -




pdlebé: 225 1Uesh ")l 9wé 2)dé p)9) Iduslole” Jeyue s w9y Iduslule los weo
lehs wozsool [Js 9226 Idpeldes Ipsdiss Jduble sldos wp spzel Bs puwess
lJoslule.

loodd [Js luved sl i ble slodlzol > IJodlb 1Uz e 9255 we IJedlb 1z e.

Capture Name Y Interface Y Monitor Control Plane Y Buffer Size Y  Filter by T Limit Status Y Action

O TestPCap TwoGigabitEthernat0/0f0 No 0% any @ 3600 secs Inactive L p- Start, |

oJ9su 9lzod Lul, IJIgle, (CLI)

monitor capture TestPCap inner mac <H.H.H>
monitor capture TestPCap buffer size 100
monitor capture TestPCap interface twoGigabitEthernet 0/0/0 both



monitor capture TestPCap start
<Reporduce the issue>

monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

w38y Iedlb 1Uzsp6 1Us 2lse TETP Ighz.s.

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

loewd lJs iwodu'blv_é IJi'aJoIc sluodlzel > 1Jo@lb 1Uz 506 9235 wuoss) Joujsd pdwd
IJIJoslb gds 1Jzol) [Jpeds.

+ Add
Captura Name Y Interface Y Monitor Control Plane 'Y Buffer Size Y Filter by ¥ Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive m
1 10 Export Capture - TestPCap x
Export to* deskiop v
"0 Cancel & Export ]
oujsd EPC

Suoluole ywed 1depd



wed vuzse igble gpsd 928 1oz dp 1gbzss

J AireOS

Jzses Iouddss Ipomedps oo 1gpsd Iduudds

*apfReceiveTask: May 27 12:00:55.127: a0:ce:c8:c3:

bdo eyl 03, 9296 wedp lzowss

*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:

a9:b5 Wired Guest packet from 10.105.211.69 on mobil

a9:b5 Attempting anchor export for mobile al:ce:c8:c3
a9:b5 mmAnchorExportSend: Building ExportForeignLradM
a9:b5 SGT Payload built in Export Anchor Req 0O

Souvd goby Idopdpe IUEbes bdo wuoss) IJpyuwls [Us zolj wede IJeyuwls.

*apfReceiveTask: May 27 12:00:56.083: a0:ce:c8:c3:

a9:b5 Export Anchor request sent to 10.76.118.70

wuwd 9228 Idoede S Idpyuwls [GLl wlbde pdse IJgpsd

*Dotlx_NW_MsgTask_5: May 27 12:00:56.091: aO:ce:c8:c3:a9:b5 Recvd Exp Anchor Ack for mobile aO:ce:c8:c

SOp wpdsS 29, lJoudd JJepdle eds 9226 IJozdp IUehess Jouors, Idpocele IJizowss.

*apfReceiveTask: May 27 12:00:56.091: aO:ce:c8:c3:
Peer = 10.76.118.70, 01d Anchor = 10.76.118.70,

IJgpsd 1Uss op wddo IUs 2lJs RUN.

*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:
*apfReceiveTask: May 27 12:00:56.091: a0:ce:c8:c3:

9800 9236 wegdp lzuwsé

Syuvb IJgpsd w9grd IJozdpe.

a9:b5 0.0.0.0 DHCP_REQD (7) mobility role update requ
New Anchor = 10.76.118.70

a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mobilit
a9:b5 Stopping deletion of Mobile Station: (callerld:
a9:b5 Moving client to run state



2024/07/15 04:10:29.087608331 {wncd_x_R0-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

lJo ol pdluss Idoudd §ss IJodse wes Idlge)lo.

2024/07/15 04:10:29.091585813 {wncd_x_R0-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%
2024/07/15 04:10:29.091605761 {wncd_x_R0-0}{1}: [cTient-orch-state] [17765]: (note): MAC: aOce.c8c3.a%

e pelJes 1o unlod Blodss IJoudd: sop o8 u9g 29J6 Igpsd IJs L3 1Jebdye.

2024/07/15 04:10:29.091664605 {wncd_x_RO-0}{1}: [mm-transition] [17765]: (info): MAC: aOce.c8c3.a9b5 MM
2024/07/15 04:10:29.091693445 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Roam t

SI9e 2ol Ideede IUghzs chuwwld bde wuoss) IUbovlb IJs guuos Iderde O Idubeds
IJpedsé 1dJlguddss (WLC) 1Uglue wosolez Idbuwle.

2024/07/15 04:10:32.093245394 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 04:10:32.093253788 {mobiTlityd_RO-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9%b5 Fo
2024/07/15 04:10:32.093274405 {mobilityd_RO-03}{1}: [mm-client] [18316]: (info): MAC: aOce.c8c3.a9%b5 For

sop luvedle luveelos ks IUbuvle pu 9226 wedp LObS IULuvle 9swp Clowsy Ui ds
VLAN 18] ron uf)&& lJPL}‘”QE-‘P-

2024/07/15 04:10:32.106775213 {mobiTityd_R0-0}{1}: [mm-transition] [18316]: (info): MAC: aOce.c8c3.a9b5
2024/07/15 04:10:32.106811183 {mobiTlityd_R0O-0}{1}: [mm-client] [18316]: (debug): MAC: aOce.c8c3.a9b5 Ex
2024/07/15 04:10:32.107183692 {wncd_x_R0-0}{1}: [epm-misc] [17765]: (info): [aOce.c8c3.a%b5:Tw0/0/0] An
2024/07/15 04:10:32.107247304 {wncd_x_R0O-0}{1}: [svm] [17765]: (info): [aOce.c8c3.a9%9b5] Applied User Pr
2024/07/15 04:10:32.107250258 {wncd_x_R0-0}{1}: [aaa-attr-inf] [17765]: (info): Applied User Profile:

weed peldes bdo Export Anchor: sope wgdse 19) culdd ldgpsd Juuoss) ghes.

2024/07/15 04:10:32.107490972 {wncd_x_R0O-0}{1}: [mm-client] [17765]: (debug): MAC: aOce.c8c3.a9%9b5 Proce
2024/07/15 04:10:32.107502336 {wncd_x_RO-0}{1}: [mm-client] [17765]: (info): MAC: aOce.c8c3.a9b5 Mobili
2024/07/15 04:10:32.107533732 {wncd_x_R0-0}{1}: [sanet-shim-translate] [17765]: (info): Anchor Vlan: 20
2024/07/15 04:10:32.107592251 {wncd_x_RO-0}{1}: [mm-client] [17765]: (note): MAC: aOce.c8c3.a9b5 Mobili



cpdslo loodld Idgpsd IJs gldsé wede IP.

2024/07/15 04:10:32.108210365 {wncd_x_R0O-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%
2024/07/15 04:10:32.108293096 {wncd_x_R0O-0}{1}: [cTient-orch-sm] [17765]: (debug): MAC: aOce.c8c3.a9%5

w8 IJog,v eds 1P suedd Idegpsd Js elds IJogugsd eds guuo) Idoede Bs IUuvods
lJpzdsé IJJlgwddss (WLC) IUghes.

2024/07/15 04:10:32.108521618 {wncd_x_RO-0}{1}: [client-orch-state] [17765]: (note): MAC: aOce.c8c3.a%b

wved louble gpsd 9226 wedp Luwle ublp IJouugsd AireOS

ouos) bdo huwle 1dss wp lupwedleo oo ldeilde 1debes.

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Anchor Export Request Recvd for mobile al:c
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv: Extracting mmPayloadExpo
*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv Ssid=Guest useProfileNa

boge szuvs VLAN peds JJgpsd.

*Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Updated Tocal bridging VLAN to 11 while app
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 Applying Interface(wired-vlian-11) policy on
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 After applying Interface(wired-vlan-11) pol

Swp wedsy d9) Mobility Jooss) [Jesuwlé sgldé 1Jg psd 1Jpyoubs.

*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5 0.0.0.0 START (0) mobiTlity role update requ
Peer = 10.76.118.70, 01d Anchor = 0.0.0.0, New Anchor = 10.76.118.74
Dotlx_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
add client MAC a0:ce:c8:c3:a9:b5 IP 10.76.1
*Dot1x_NW_MsgTask_5: May 28 10:46:27.831: a0:ce:c8:c3:a9:b5
Sent message to add aO:ce:c8:c3:a9:b5 on me
*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 mmAnchorExportRcv (mm_Tisten.c:7933) Changi

lJopd IJoudd: selds IJgpsd pow,0é: 939, IJougd o9 Export Anchor.



*Dot1x_NW_MsgTask_5: May 28 10:46:27.832: a0:ce:c8:c3:a9:b5 0.0.0.0 DHCP_REQD (7) State Update from Mob

e lJogyo eds ewslo IP Jdepsd eds 9226 IJoedp 9s0p ©29sd 1J2lds oo DHCP 1debdse
lJs puolb§6 1dsse Idplbdsws.

*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 Static IP client associated to interface wired-vlan
*dt1ArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 dtlArpSetType: Changing ARP Type from 0 ---> 1 for
*dtTArpTask: May 28 10:46:58.356: a0:ce:c8:c3:a9:b5 10.105.211.75 DHCP_REQD (7) Change state to WEBAUTH.

wope oslés eusloy URL J WebAuth go bys§ luolwo gugla URL 1Ughzs Jlglhe IUwgzso
98u9lu IP Jgers Iduwedpe IUblo,s6.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Preparing redirect URL according to configure
*webauthRedirect: May 28 10:46:58.500: al:ce:c8:c3:a9:b5- Web-auth type External, using URL:http://10.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added switch_url, redirect URL is now http://

ope lLolds gusle MAC 1Ugluo wlJg psd 9ubwdd WLAN JJs gosle URL.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added client_mac , redirect URL is now http:/
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- Added wlan, redirect URL is now http://10.127

guolo URL IJgolss wgs pdlhus HTTP GET Jdpussd 10.105.211.1

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser host is 10.105.211.1
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- parser path is /auth/discovery
*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5-added redirect=, URL is now http://10.127.196.

sop Luwld URL Jlglss IJeszso 1Js 1Jeesd s 25p6 1luvezlus 200 OK.

*webauthRedirect: May 28 10:46:58.500: a0:ce:c8:c3:a9:b5- 200 send_data =HTTP/1.1 200 OK
Location:http://10.127.196.171/webauth/Togin.htm1?switch_url=https://192.0.2.1/1ogin.html&cTient_mac=a0

$89p 1Jepsd Cluuile louold TCP pg oo guslo URL Idegls wozsoo. wpzs 1o Siuwd
g pdle lup puwoise 9906 p,9) cuwzsd 1389 £ IJuslus: sep buwld bdo RADIUS
w9luwbos 926 IJozde IJs ¢lbe RADIUS



e lu suwodod 2ol IJeede Busd IUsuosd: sé9e IUgpsd wlIEdld eduws TCP ssep
udde IJs glds IJo g sd.

*aaaQueueReader: May 28 10:46:59:077: a0:ce:c8:c3:a9:b5 Sending the packet to v4 host 10.197.224.122:18
*aaaQueueReader: May 28 10:46:59:077: a0:ce:c8:c3:a9:b5 Successful transmission of Authentication Packe

*aaaQueueReader: May 28 10:46:59:077: AVP[O1] User-Name.....vorenininrnrnnenenrnrnnenns testuser
*aaaQueueReader: May 28 10:46:59:077: AVP[03] Calling-Station-Id............. ..., a0-ce-c8
*aaaQueueReader: May 28 10:46:59:077: AVP[04] NaS—-POrt. ..t er ettt taranensnsnrnnenns 0x000000
*aaaQueueReader: May 28 10:46:59:077: AVP[05] Nas-Ip-Address........uuiiiiiinrnnnnnnnnn 0x0a4c76
*aaaQueueReader: May 28 10:46:59:077: AVP[06] NAS-Identifier...uueeuriorionennrennennns POD1586-

*aaaQueueReader: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 radiusServerFallbackPassiveStateUpdate: RADIUS
*radiusTransportThread: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Access-Accept received from RADIUS serv

*Dot1x_NW_MsgTask_5: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Processing Access-Accept for mobile al:ce:c

*apfReceiveTask: May 28 10:46:59:500: a0:ce:c8:c3:a9:b5 Moving client to run state

9800 IJowwe lJlubgles J9grd wede ey uwld

wedu Mobility ,uwlds JJg psd pu 9226 [Jwede IUghzss.

2024/07/15 15:10:20.614677358 {mobiTlityd_RO-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Re

w38y bdo IUbuwle 1Uss wp eddse po 9228 IJozdpe Ilzowss eusel sdsp Iepsd
olJlolo pe lUlugwozled 1Ugluod vouoss) IJbuvle IJos sop huwldol wgluwlos 9256 wedpe
lJLuwle 9ldos spdu Idoedd puol eds 9236 Iduede IUghesse RA Trace.

2024/07/15 15:10:22.615246594 {mobiTityd_R0-03}{1}: [mm-transition] [15259]: (info): MAC: aOce.c8c3.a9b5

Swe uldd Idegpsd s 2lds IJIgeslo ssepe vdd 29, IJeudd IJs Export Anchor.

2024/07/15 15:10:22.616156811 {wncd_x_RO-0}{1}: [client-orch-state] [14709]: (note): MAC: aOce.c8c3.a9%b
2024/07/15 15:10:22.627358367 {wncd_x_RO-0}{1}: [mm-client] [14709]: (note): MAC: aOce.c8c3.a9b5 Mobili

2024/07/15 15:10:22.627462963 {wncd_x_RO-0}{1}: [dotll] [14709]: (note): MAC: aOce.c8c3.a9b5 Client da
2024/07/15 15:10:22.627490485 {mobiTlityd_R0O-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Ex
2024/07/15 15:10:22.627494963 {mobiTlityd_RO-0}{1}: [mm-client] [15259]: (debug): MAC: aOce.c8c3.a9%b5 Fo



lJopld Idog)o eds wy9w999d IJlue,uw (IP) 9pg,96 IP JJgpsd pu ¢JIJ ARP .

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

15:
15:
15:
15:
15:
15:

10:
10:
10:
10:
10:
10:

22.
23.
24,
24,

24

628124206
627064171
469704913
470527056

.470587596
24,

470613094

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

2lJs woz lJgpsd Bs pob 36 95w pEJIS.

2024/07/15 15:10:24.470748350 {wncd_x_RO-0}{1}:

[cTient-iplearn] [14709]:
[sisf-packet] [14709]: (info): RX: ARP from
[cTient-iplearn] [14709]:
[cTient-iplearn] [14709]:
[cTient-orch-sm] [14709]:
[cTient-orch-sm] [14709]:

[cTient-auth] [14709]:

(info):

(hote):
(info):

MAC: aOce.c8c3.a9b5
interface m
MAC: alce.c8c3.a9%b5
MAC: aOce.c8c3.a9b5

(debug): MAC: aOce.c8c3.a9b5
(debug): MAC: aOce.c8c3.a9b5

(info): MAC: aOce.c8c3.a9%b5

C1i

wpe luoeld puoldzs TCP Lyluwbs 9230 IJwgde. gusel Syuwd IJgpsd HTTP GET. swpe bhuwlJ
lbl, |uvoeles 200 OK szwgs eJs URL Jlgls lJogzso.

Sevw &Js IJgpsd lugile puoldes TCP Llgweésle URL Jlghs IJwszse sogesd lJuoses.

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

15:
15:
15:
15:

15

15:

11:
11:

11

11:
:11:
11:

37.
37.
:37.
37.
.123072893
.123082753

47
47

579177010
579190912
579226658
579230650

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wnc2024/07/15 15:

[webauth-httpd]
[webauth-httpd]
[webauth-state]
[webauth-state]
[webauth-httpd]
12:04.280574375

[14709]:
[14709]:
[14709]:
[14709]:
[14709]:

{wncd_x_RO-0}{1}:

(info):
(info):
(info):
(info):
(info):

mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce
mobi1ity_a0000001[a0ce

[webauth-httpd] [1470

e pl 899 IJgpsd whuwld wslule lewpl ouvesd 1U5E9d eds uodes e¢d lU9sSw: Swpe
bowld 2508 bdo 1Usuo9J 10 2150 RADIUS Jd e ol 6.

2024/07/15
2024/07/15
2024/07/15
2024/07/15
2024/07/15

op wd s Access-Accept pu ¢lbp RADIUS. 9dluw puolb 96 IUssw wlzes.

15:12:04.281076844 {wncd_x_R0-0}{1}:
15:12:04.281087672 {wncd_x_R0-0}{1}:
15:12:04.281093278 {wncd_x_R0-0}{1}:
15:12:04.281097034 {wncd_x_R0-0}{1}:
15:12:04.281148298 {wncd_x_R0-0}{1}:

2024/07/15 15:12:04.683597101 {wncd_x_R0O-0}{1}:
2024/07/15 15:12:04.683607762 {wncd_x_R0O-0}{1}:
2024/07/15 15:12:04.683614780 {wncd_x_R0O-0}{1}:

[radius]
[radius]
[radius]
[radius]
[radius]

[radius] [14709]
[radius] [14709]
[radius] [14709]

[14709]:
[14709]:
[14709]:
[14709]:
[14709]:

: (info):
: (info):
: (info):

(info):
(info):
(info):
(info):
(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:

Send Access-Request t
authenticator e3 01
CalTling-Station-Id
User-Name

Cisco AVpair

Received from id 1812
authenticator 52 3e
User-Name



lJpeuol>86 wlezd 92lds wor IUgpsd B> IJoyvésd.

2024/07/15 15:12:04.683901842 {wncd_x_R0-0}{1}: [webauth-state] [14709]: (info): mobility_a0000001[a0ce
2024/07/15 15:12:04.690643388 {wncd_x_R0-03}{1}: [errmsg] [14709]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/15 15:12:04.690726966 {wncd_x_R0O-03}{1}: [aaa-attr-inf] [14709]: (info): [ Applied attribute :bs
2024/07/15 15:12:04.691064276 {wncd_x_R0-0}{1}: [client-orch-state] [14709]: (note): MAC: alOce.c8c3.a9%b

wedsd IJodlb 1Jge6 Jpopud

No. Time Source Destination Length Protocol Info
le 804 15:18:24.826953 180.185.211.69 16.185.211.1 HTTP GET fauth/discovery7architecture=9 HTTP/1.1
e 8086 15:10:24.826953 10.185.211.1 10.185.211.69 HTTP HTTP/1.1 288 OK (text/html)

Frame 886: 863 bytes on wire (6984 bits), 863 bytes captured (6984 bits)
Ethernet I1, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:98:cb (6c:5e:3b:34:98:ch)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 10.76.6.156
User Datagram Protocol, Src Port: 16667, Dst Port: 16667
Control And Provisioning of Wireless Access Points - Data
Ethernet II, Src: Cisco_34:90:d4 (6c:5e:3b:34:08:d4), Dst: Celink_c3:a9:b5 (a@:ce:cB:c3:a0:b5)
862.10 Virtual LAN, PRI: @, DEI: @, ID: 4095
Internet Protocel Version 4, Src: 18.105.211.1, Dst: 10.105.211.69
Transmission Control Protocol, Src Port: 8@, Dst Port: 54351, Seq: 1, Ack: 188, Len: 743
Hypertext Transfer Protocol
HTTP/1.1 288 OK\r\n
Location: http://18.127.196.171/webauth/login. html?switch_url=https://192.8,2.1/ogin, html&redirect=http://10.105.211.1/auth/discovery?architecture=9\r\n
Content-Type: text/html\ri\n
Content-Length: 527%r\n
ryn
[HTTP response 1/1]
[Time since request: @.900000000 seconds]
[Request in frame: 8@4]
[Request URI: http://18.105.211.1/auth/discovery?architecture=3]
File Data: 527 bvtes

wpe |ghs wozse Igpsd IUs uoses IUesed

oo 618 2duws Iged wes dds URL Jlghs IJeseso.

B84 15:18:24.826953 10.185.211.69 10.165.211.1 HTTP GET fauth/discovery?architecture=9 HTTP/1.1
:10:24.826953 10.185.211.1 10.1085.211.69 TCP 88 - 54351 [ACK] Seq=1 Ack=1088 Win=65152 Len=0 TSval=2124188437 TSecr=2231352508
4.826953 19.185.211.69 HTTP/1.1 288 0K (text/html)
24.826953 10.105.211.69 19.1085.211.1 TCP 54351 - B@ [ACK] Seq=188 Ack=744 Win=131088 Len=@ TSval=223135250@ TSecr=2124108437
:18:24.835955 18.185.211.69 10.105.211.1 TCP 54351 - 8@ [FIN, ACK] Seq=188 Ack=744 Win=131072 Len=0 TSval=2231352510 TSecr=2124108437
813 15:18:24.836947 10.105.211.1 10.105.211.69 TCP 80 - 54351 [FIN, ACK] Seq=744 Ack=109 Win=65152 Len=0 TSval=2124108447 TSecr=2231352510
814 15:1@:24.836947 18.185.211.69 198.185.211.1 TCP 54351 - 8@ [ACK] Seq=189 Ack=745 Win=131872 Len=0 TSval=223135251@ TSecr=2124108447

op ledld gduwd gpd TCP wgs wdBds URL Jlghs IJwgzso

$89p IJgpsd wwosiss wldss leuald TCP 3 Lbysd6 [Js puosed URL IJpgls w9zs00 95,0mJ
bJo HTTP GET.

vy wgesd [Juowzs sup w@dse wslule lecpb oguzsd 1U>89d eds IUwolws syuwd zols
IJogde bde 1U9uo9d 1Us glbe RADIUS Jpeols$6 IJgpsd.

w8 1Jpuob 96 1Julged: swpe ledly eduwé gpd TCP IJs Ebpe 1Usse 98Js 9226 1w e Swpe
uld 2lJs ey woz IUgpsd IUs "Idogvgsd"



54381 - 80 [
80 - 54381 [

:38.603957 10.105.211.69 19.127.196.171 54381 - 88 [ACK] Seq=485 Ack=1737 Win=26@352 Len=@
2358 15:11:38.615965 10.1085.211.69 10.127.196.171 HTTP GET /webauth/yourlego.jpg HTTP/1.1
2359 15:11:38.616957 18.127.196.171 10.185,211.69 HTTP HTTP/1.1 384 Not Modified
2368 15:11:38.616957 10.105.211.69 10.127.196.171 TCP 54381 - 8@ [ACK] Seq=1113 Ack=188@8 Win=261952 Len=@
2362 15:11:38.621961 10.1@85.211.69 18.127.196.171 HTTP GET /webauth/aup.html HTTR/1.1

2363 15:11:38.623968 10.127.196.171 10.105,211.69 HTTP HTTP/1.1 384 Not Modified
: 54381 - 88 [ACK] Seq=1786 Ack=2023 Win=261952 Len=0

10.185.211. 18.127.196.171
108.127.196. 10.105,211.69
=0

K 62144 Len=@
10.185.211.69 L 097488 Len=0
10.127.196.171 E 2167 Win=262144 Len=8

Syuwd IJgpsd bdo HTTP GET |Js o 1Jpesgd 9sIpd Idpuob 86 wugle

2e6 b 1Jssesd |Js RADIUS

s 2747 15:12:04.280976 10.76.118.70 10.197.224.122 RADIUS Access-Request id=0

Frame 2747: 405 bytes on wire (3240 bits), 405 bytes captured (3248 bits)
Ethernet II, Src: Cisco_59:31:4b (f4:bd:9e:59:31:4b), Dst: Cisco_34:9@:cb (6c:5e:3b:34:90:cb)
Internet Protocol Version 4, Src: 18.76.118.78, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 60222, Dst Port: 1812
RADIUS Protocol
Code: Access—Request (1)
Packet identifier: @x@ (@)
Length: 363
Authenticator: e3818f5d8e52fccbedd783dacla2@9et
[The response to this request is in frame 2751]
Attribute Value Pairs
AVP: t=Calling-Station-Id(31) 1=19 val=a®-ce-c8-c3-a9-b5
AVP: t=User-Name{l) 1=18 val=testuser
AVP: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
t=Framed-IP-Address(8) 1=6 val=10.185.211.69
AVP: t=Message-Authenticator(88) 1=18 val=67469fa3@B834350d2aeddedb226cddf7
AVP: t=Service-Typel6) 1=6 val=Dialout-Framed-User(5)
AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Vendor-Specific{26) 1=32 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
AVP: t=NAS-IP-Address(4) 1=6 val=18.76.118.7@
AVP: t=NAS-Port-Type(61) 1=6 val=Virtual(5)

2ird bdo sl

2ied Vw9d IUsesd |Js RADIUS

2751 15:12:04.682963 10.197.224.122 10.76.118.70 RADIUS Access-Accept id=0

Frame 2751: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits)
Ethernet II, Src: Cisco_34:90:cb (6c:5e:3b:34:90:cb), Dst: Cisco_59:31:4b (f4:bd:9e:59:31:4b)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 2881
Internet Protocol Version 4, Src: 10.197.224.122, Dst: 10.76.118.70
User Datagram Protocol, Src Port: 1812, Dst Port: 60222
RADIUS Protocol
Code: Access—Accept (2)
Packet identifier: ox@ (@)
Length: 1@5
Authenticator: 523eb®1399aba715577647alfbe3b899
[This is a response to a request in frame 2747]
[Time from request: @.401987000 seconds]
Attribute Value Pairs
AVP: t=User-Name(1l) 1=1@ val=testuser
AVP: t=Class(25) 1=57 val=434143533a3030303030303030303030303030373342354243343437423a697365333167..
AVP: t=Message-Authenticator(8@) 1=18 val=223df8645f1387d7137428b20df9edcl
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/99470-config-wiredguest-00.html#anc6
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