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IJowslws: pds w59 WLAN 9odyso edlple Idueg
wdsu ywsluws 1Jgses eds ISE

lJpdovlo Idpuweispd

9800 WLC. IJlo>l, 17.12.2

o $bs 1Us o9 C9I120 AXI AP

lJez9d 9300 Switch

ISE 1Jlo>sl, 3.1.0.518

op logule Up&d3p|u Ugl_).)o Bs o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

ped9ple Iuuluss

oepd 086 puob 96 IUsse "eds e Suvd MAC" JlUss leoslbss Ws wssleo WLAN IJos
ouwogde I pu puob§6 MAC 9000586 19 s

e 1Jsé lJouwe Idlzoslbs: guspel selad 1dgpsd lUlouold wuvods WLAN C o, vz MAC
edlod glsp RADIUS ¢lhzs (ISE) Ig gbp peds 95U B Idpuol 86 Bl 030 1ps )6
o899 odllssl wose pob s 95w JJbo s 3.

* 1Jpuelb o IJulzes: Vs 2lds puolb§o IJgpsd vutle pu ¢JI glpd ©uodso MAC: sop
oele) puobBd 1Usswr pel suwpe JJepsd wldlogold polyiné wuvods WLAN.
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o> >
2. = == T | <
Client oo ™ mmm bmscw 0N Server servir
Association Request
Access Request (MAC Auth)
Association Response o]
Client completes DORA Process
|
|
Mﬂmm

TCPSYNsentto 1 ?‘253.|5‘1 .200 on port g0 (hitp) *
< TCP SYN/ACK from Controller spoofing IP 17.253.61 .200|

I
TCP ACK to 17.253.61.200
|

HTTP GET to Captive.apple.com
|

With Redire controfler a
192.0.2.1

TCP SYN sent to cllmtroﬂer 192.0.2.
TCP SYM/ACK from controller 192.0.2.1
|

TCP ACK 9e|nt to 192.0.2.1

Redirect Page loads (HTTP)

Username/Password submitted by user

*

9§ p ol 96 lJgsw

Access Request (User Credentials)

Access Accept

lJodosuy

e Idetbsbs Jduveodo



Access Point

byosdoes! IUuvods

lJodosule

Controller



odysu pedplo 985w
loedd s Iedase > Ulslo > puolb$s 1Ussw 52> 2asbs IJpedes 1Jgespsd

ozdd pu wdssy IP IJbloys 9TrustPoint oo g sbo IJpedple IJgles. o)y JIvs pdudle
SV pedple puolr 96 95w IUpEuouoo wdssy IP IJblo,s 9 TrustPoint po g)sbs IUpsdelo
IJgp9p.S6.

Edit Web Auth Parameter |

General Advanced
Parameter-map Name l global Virtual IPv4 Address 192.0.2.1
Maximum HTTP connections l 100 | Trustpoint l TP-self-signed-3... «
Init-State Timeout{secs) l 120 Virtual IPv4 Hostname
Type | webauth v ' Virtual IPv6 Address KIKIKIIK
Captive Bypass Portal ] Web Auth intercept HTTPs

Enable HTTP server for Web
Auth

Disable Success Window

ey

Disable Logout Window
Disable HTTP secure server
for Web Auth

Disable Cisco Logo

J 00O

Banner Configuration

pJS eSS pedpd pulb 6 95w Igp9psd

IJglogs 1: 233 "l upl8s” Jluble $rsbs pedes puob$6 95w peurL2é. bed luwe pJB IJog s
slge, IJJdelus J "WebAuth”.

Create Web Auth Parameter

Parameater-map Name* Web-Filter

Maximum HTTP 1-200
connections

Init-State Timeout{secs) 60-3932100

Type . webauth

w0 Close " Apply to Device




pdO 0g)rsS pedps puolb 96 ISy

I3l Jlo £pd189 seuodov lsuol eds guslu IPVB: Bszu edsd lsuol [uolds gusly IPVE blo,s
VIS gsbo ldpedple. |uvegsle IP Os wblg 1Jselks§ 2001:db8:/32

I3l zued gpdldd eds guslu IPVB. Bpu Idezopd 1o szlsdsl IJzuesd eds lehhs wozse puolbds
95w HTTP Vs IJluosl) 6 9dsuw 1Jluesl 4909 ol szedd welzs Ids cessu IUluasl [dgulbow
oU w9w9dsd IJlue,uw (IPV6) Iblo,s lsuol.

CLlI v vdsd:

parameter-map type webauth Web-Filter
type webauth

odsu pdV ogysYe IJuog
IJglogs 1: logile pJd wg)sWd wog

loedd lJs IJodsso > 1dedlelo 9pddle IJog s > 1dgusluws. 225 "luplds". B gdlps
lJowsse elec Bp vogssu luve Jpdd IJoguosue 98e vopdsy wosrsd Idelds.

Add Policy Profile

Fy Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mability Advanced

Name* -. ‘i"’fb:Fﬂte_r'fﬂ_“l‘-f . WLAN Switching Policy
Description Enter Description Central Switching
Status Central Authentication E_N;B[E_D_ i
Passive Client @ oseeieo | Central DHCP |E_~,aiaEEE ) _._
IP MAC Binding Flex NAT/PAT i@;&j
Encrypted Traffic Analytics . DISABLED
CTS Policy
Inline Tagging ]

O

SGACL Enforcement
pJV ogysd IJuog

IJgbogs 2:



oo edlpd IUowsse uvsluwle 1Jsuosd: g uvwds VLAN 1Jgluo6 wldgpsd pu 1J8lsed

IJpouwsds Jduwe uvwds VLAN.

General Access Policies QOS and AVC Mability Advanced
RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O
WLAN Local Profiling
Global State of Device )
Classification
Local Subscriber Policy Name v
VLAN
VLAN/VLAN Group VLANZ2074 \ 6]
Multicast VLAN Enter Multicast VLAN

edlps ©usse woz IUsuosd

CLl v vdsd:

wireless profile policy Web-Filter-Policy
vlan VLAN2074
no shutdown

odysu pdd wgysd WLAN

IJgbgo 1: luwdd IUs Idodsse > Idedlele sldessosdle > Goodle WLAN. 25 " olos”

WLAN ACL

IPva4 ACL

IPv6 ACL

URL Filters

Pre Auth

Post Auth

Jlouble 900839 2383 Bp woErsSI Iuwe w9 Sluwe SSID: 58 wopdsy 2dd IelJs.



Add WLAN

General Security Advanced
Profile Name* Mac_Filtering_Wlan Radio Policy @
SSID* Mac_Filtering_Wlan Show slot configuration
6 GHz
WLAN ID* 9 Status (1]
© WPA3 Enabled
Status &2 Dot11ax Enabled
Broadcast SSID 5 GHz
2.4 GHz
802.11b/g | 802.11b/g v |
Policy ’

pJV o) WLAN

IJglo96 2: wew edlps IJowsse wlpsu: @p yo,o-{)..;o ¢lus IJIzesl) "ouovse Mac” 9§
wudysu ghbp RADIUS s §lisps IJwgasd (ISE l9 1Jghe 1dezds). suvwgse 03l 1dlesls ISE
JIJ pu puol> 96 Mac 9p 01596 1Ugse .



Add WLAN

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @ None
MAC Filtering Authorization List* _ network{ v I@

OWE Transition Mode O

Lobby Admin Access O

Fast Transition

Status Disabled
Over the DS D
Reassociation Timeout * 20

Iolo w9 WLAN 2
lJgbgs 3: luwgd IJs Uoi,o@;, > 1Jbw o 3. wpdsu wog 98w 9l8luo wpdWd wg)sW bbb

pEJPd o169 50- 223 Elud IJIResh "eds Bubd pyuive Mac” slge, ¢l RADIUS oy 1J8lksed
IJpoumsds Jdlses 1deuols 6.

dit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

rige
Web Policy
On MAC Filter Failure &)
Web Auth Parameter Map Web-Filter v B . -
Splash Web Redirect . DISABLED
Authentication List ISE-List v B
Preauthentication ACL

For Local Login Mathod List to work, please make sure

eJlpé wugsw lplo WLAN Layer3

od9sU 8lz0s uwb, IJisle, (CLI)



wlan Mac_Filtering_Wlan 9 Mac_Filtering_Wlan
mac-filtering network
radio policy dotll 24ghz
radio policy dotll 5ghz
no security ft adaptive
no security wpa
no security wpa wpa2
no security wpa wpa2 ciphers aes
no security wpa akm dotlx
security web-auth
security web-auth authentication-1list ISE-List
security web-auth on-macfilter-failure
security web-auth parameter-map Web-Filter
no shutdown

IJgb9s 4: cdasu edlele lduog sluuvle pdd wgrsd WLAN gogbsb pdo wg)ss IJuog

loedd [Js IJodsso > ediple IUopss) spddle IJog,sw > edlple Idopss) > IJgvslgws.
1oy B9 "lulds" Jozass luve Jedles [Juoz. wze WLAN-Policy Maps. 235 "Add" Jogsso
WLAN 9,0J wg)s IJuoz IdU3su wpe logilgo el puvedl.

Add Policy Tag

Name* ‘ default-pol icy-tad |

Description l Enter Description |

v WLAN-POLICY Maps: 0

WLAN Profile Y Policy Profile Y

0 { 10 » | No items to display

Map WLAN and Policy

WLAN Profile* | Search or Selec v Policy Profile* Search or Selec v @

ENES

esbos gdlple IJuog

CLlI v vdsd:



wireless tag policy default-policy-tag
description "default policy-tag"
wlan Mac_Filtering_Wlan policy Web-Filter-Policy

lJgbogs 5: luwdd IJs Idodssy > JigwdIds > udbo 1Ugue9d. 23> udbs 1Jgoad IJpuw9sds su
oo SSID o30. Uopu Blisps wzis) udbs U9l Gp wvosssu gdlps IJuoz Idos we lugulyoel.

Configuration - > Wireless~ » Access Po Edit AP

General Interfaces High Awvailability Inventory Geolocation ICap Advanced Support Bundle
W All Access Points
General Tags
Total APs : 3
AP MName* AP2-AIR-AP3802I-D-K9 Policy default-policy-tag  » | @
Location® default location Site default-site-tag v &
AP Name i AP Model
defautt-rf-t
PODIAI9-APONIT- .\ (oo Base Radio MAC 1880.902b.05¢0 RE —_— AL
N g il XI-D
s | ®
AP2-AIR-AP38021-D- |, <1 Ethernet MAC 2023.91d9.0834 Wike a0 ConignAF .
Kg-2 aia Ll AIR-AP38021-Dr-
i Version
APFOID2DFA1ICO Gulll  AIR-AP1S40l-p,  ~amin Status enaseo ([ si
Local
1 10 - AP Mode ki d Primary Software Version 17.12.2.35
Operation Status Registered Pradownloaded Status N/A
6 GHz Radios Fabric Status Disabled Predownloaded Version MNfA
. Cleanair N1 Koy Mext Retry Time N/A
5 GHz Radios

LED Settings
Essu gdles IJuog Judbs 1Jsuesd
odysy leshlo AAA:

lIJglb9es 1: [uuble ¢l RADIUS:

loodd s wdssu > lelo > AAA. lud) B9 IJgsh "luplds" Jopu Suwe IUEbelllezeses. B
w828 "luuble gl AAA Radius". > luve 1Jghpe 98 0slo IP slduw, 1Jpuive,d.



Create AAA Radius Server

Name* Support for CoA (&)

Server Address* ' IPvd/IPv6/Hostname CoA Server Key Type | Clear Text - ]
0 consaner oy @ | |
Key Type Clear Text v Confirm CoA Server Key - ‘
Key* (@) Automate Tester O

Confirm Key™

Auth Port 1812

Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100
" Apply to Device
odysu IUehp

od9sU 8lzos uwb, IUisle, (CLI)

radius server ISE-Auth

address ipv4 10.197.224.122 auth-port 1812 acct-port 1813
key dedededek

server name ISE-Auth

IJg 96 2: |ouile pze9e6 £915 RADIUS:

22> IJgsh "lualds” Jopu Suwe presgle 1Ugslbe Jogrsd pzeses ¢9be. wwasd IUgsbe Idpl
wppesuel Joeu odasu IUpzesesd wdwo.

€Sy plodyw Jogssu 9lzed IUpuos). wubdd 100)luos: suweese I 9800 za9d Idwszsoe IUglue
w0 Jpg )96 1Jglzos IJos gwogwegsp JJ9ued IJs gbpe RADIUS g5 wwgspe £lo [Jwslus
IJl el oss.



Create AAA Radius Server Group

Name* ‘ ISE-Group|

Group Type ‘ RADIUS
MAC-Delimiter [ none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 5

Load Balance

< (® Name is required

Source Interface VLAN ID \ 2074 v ‘ 4
Available Servers Assigned Servers
ISE-Auth =
‘

Pee9es 1Jeshe

©d9s0 9lgod yulo, IJlsle, (CLI)

aaa group server radius ISE-Group

server name ISE-Auth

ip radius source-interface V1an2074

deadtime 5

IJg1096 3: odosy Blisps Iuuldsw AAA:

loedd IJs edled IJowsse Blises by AAA. czo IJpuolb 36 lud) 993 Iuol9s. $p wopass
luwe Slispd b5 wuge "login® 9u9e pzeses J "peeoes”. wEssU preses eobe Ipuob s Idos
wp wdgsvel Uopu Suwe "preses Ieshe IUpesus"



Quick Setup: AAA Authentication

Method List Name*

Type*

Group Type

Fallback to local

Available Server Groups

undefined
Radius-Group
Test-group
test-group
undefined

| tacacs1

uélisr"é iu.qu“Sv Ufouol-\éé

od9sU 8lzos uwb, IUisle, (CLI)

J login | @
| group | ®
O

Assigned Server Groups

ISE-Group

FAFMEE
BEEEE

| Apply to Device

aaa authentication Togin ISE-List group ISE-Group

lbodd Ids Suwe "Slises )8 IJogssd” sludy B8 "luplds". §p worass luve Slised by
JoeSSU IJuse eds "G ds" LuE preses eJs lue "preses”. cudsd Ebe RADIUS IUss wpe
oJdysuo lJs Suwp presele IUEhe Idpesus.



Quick Setup: AAA Authorization

Method List Name* { network

Type* | network v ] @

Group Type | group v ] ®

Fallback to local O

Authenticated O

Available Server Groups Assigned Server Groups

:r;j‘:;ned D ISE-Group |
oo o
test-group
iy )

Slised by Idegssd

I8 S0 9lz0s yulb, IUlsle, (CLI)

aaa aut horization network network group | SE-G oup

od9sy ISE:
luolds WLC Jzol; Svods e ISE

lJgbgs 1: luwdd |Js bLs > i@_o_jé lJuvodo 9lud) W98 luolues. i)tJ eusly IP Jggso IJeedpe
Sluwpe ldpuosd 9lduw) IJpuve,d ceo leshble puol> 96 RADIUS



Network Devices

Name |

Description

IP Address N *IP:

luol®s zols Lbods

(]  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret Show

o pubed

IJgbgo 2: logile [5¢ld puwedse
oo bho 1dogss > [dogsle: 23> gsly luolws.

SIIsu luwe ldpuuedsp 99dp6 1Up)s) 13S0 see eds Igpsd luvotslpoel Jpuols 96 1Ugsw



Network Access Users List » testuser

~ Network Access User

* Username testuser|

Status Enabled v

Email

v Passwords

Password Type: Internal Users v

Password Re-Enter Password

* Login Password ~ ***=eer emessess

luold6 puustle IUpuwetsp
IJg1o96 3: 1oedd [Js 1Ls > 16 1Jogss > pzpogle > 206 puwzds slud, B9d |uolss.

bed ewslo Idezde B 19uo9d JUsuwlsl (MAC) JJzols Jlousle 1sgld eds 1Uhe.



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Endpoint Identity Group List » RegisteredDevices
Identity Groups

o) Endpoint Identity Group
* Name RegisteredDevices
~ [ Endpoint Identity Groups

B Blocked List Description | ».cet Registered Endpoints Identity Group
& GuestEndpoints Parent Group
> wu Profiled
. RegisteredDevices
gu Unknown
> 3 User Identity Groups
Identity Group Endpoints Select
-+ Add i remove >~
MAC Address Static Group Assignment Endpoint Profile

luols gusly Idezdp B 1dsuesd Jguwlisb 1Jglue ldzols
lJg 9o 4: |louble Jusluwd 306
loodd 1Js "woe" > "eresele IJuor” 922> edled "+" Jlujile pze9gd Loz 22526

per9Ed IJuog 030 ¢luos wp Lol §s 9sw Jdpumetse 2se sup ludble Iuue puverp 9UJps
P29 Jgpsd S bhs 1Jogss

Palicy Sets— User-Webauth Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[-] User-Webauth F Wireless_802.1X Default Network Access & o

Authentication Policy (1)

Status  Rule Name Conditions Use Hits Actions

Internal Users <=

[ Dofault i {§}

»> QOptiens

WwSluws 2206 p o196 IJ9sw

seldeed: 9p wlugile pusluws 2206 MAB soessU wllb Iduolss 1dslzdss Lopu uwsluws
lJpuol>96.



Policy Sets » Test-MAB

Status  Policy Set Name Description Conditions

oy
i,

[} Tast-MAB k Nermalised Radius-RadiusFlowType EQUALS WirelessMAB

~ Authentication Palicy (1)

Status  Rule Name Conditions

Q

] Datault

L};J&l,_}ﬂ{) 'a_)lpé Pu"l)&é MAB

IJozedd pu lduogs

od9sy 9226 [Juedpe

<#root>
show wireless tag policy detailed
defaul t-policy-tag

Policy Tag Name : default-policy-tag

Description : default policy-tag
Number of WLAN-POLICY maps: 1
WLAN Profile Name Policy Name

Mac_Filtering_Wan

Web-Filter-Policy

<#root>
show wireless profile policy detailed

Web-Fil ter-Policy

PoTlicy Profile Name
Web-Fil ter-Policy

Description

Reset

Allowed Protocols / Server Sequence  Hits

Default Network Access

Internal Endpaints

* Options

Hits Actions

S



Status

ENABLED
VLAN

2074

Multicast VLAN : 0

<#root>
show wlan name

Mac_Filtering_Wan

WLAN Profile Name

Mac_Filtering_Wan

Identifier 1 9
Description :
Network Name (SSID)
Mac_Filtering_Wan
Status
Enabl ed
Broadcast SSID
Enabl ed
Mac Filter Authorization 1list name
net wor k
Webauth On-mac-filter Failure
Enabl ed
Webauth Authentication List Name

| SE- Li st

Webauth Authorization List Name : Disabled
Webauth Parameter Map :

Web-Filter

<tfroot>

show parameter-map type webauth name Web-Filter
Parameter Map Name :

Web-Filter

Type

webaut h



Auth-proxy Init State time : 120 sec
Webauth max-http connection : 100
Webauth Togout-window :

Enabl ed

Webauth success-window

Enabl ed
Consent Email : Disabled
Activation Mode : Replace
Sleeping-Client : Disabled

Webauth Togin-auth-bypass:

<#root>

show ip http server status
HTTP server status:
Enabl ed

HTTP server port:

80

HTTP server active supplementary listener ports:

HTTP server authentication method: local
HTTP server auth-retry 0 time-window O
HTTP server digest algorithm: md5

HTTP server access class: 0

HTTP server IPv4 access class: None
HTTP server IPv6 access class: None
HTTP server base path:

HTTP File Upload status: Disabled

HTTP server upload path:

HTTP server help root:

Maximum number of concurrent server connections allowed:

300

Maximum number of secondary server connections allowed: 50

Server idle time-out: 180 seconds
Server 1ife time-out: 180 seconds
Server session idle time-out: 600 seconds

Maximum number of requests allowed on a connection: 25

Server linger time : 60 seconds

HTTP server active session modules: ALL
HTTP secure server capability: Present
HTTP secure server status:

Enabl ed
HTTP secure server port:

443

show ap name AP2-AIR-AP3802I-D-K9-2 tag detail

Policy tag mapping



WLAN Profile Name PoTlicy Name VLAN Flex

Mac_Filtering_Wlan Web-FiTter-Policy 2074 ENAB

elJs voz ldepsd eds 9z26 IJwedp

looed IJs Ouwe J9go ldpgdypele > 1Jgpdle Joid@: cldé ldgpdle ldpoodsu.
IJgpsd 2ldsl B 2lds wedsd puoh$d 95w

ded Clients

=

Clients

~u
[

W ey

Selected 0 out of 1 Clients

Client MAC T IPv4 T AP T St Y WLAN Y Client Y User T Device
O Address Address IPvE Address Name 1] SsID Y ID Type State Y Protocol Y Name Typa
AP2-AIR- Web
GeTe. 67 5db9 .
[:] Ge7e.67e3 Edb( 10.76.6.150 feB0::10ebede2:23fe:75c3 AP3802I 1 Mac_Filtering_Wlan 9 WLAN Auth 1lac Bc7eB7e3Bdbd N/A
d D-K9-2 Pending
1 10 v O

odluosd IJgpsd

show wireless client summary
Number of Clients: 1

MAC Address AP Name Type ID State Protocol Meth
6c7e.67e3.6db9 AP2-AIR-AP3802I-D-K9-2 WLAN 9 Webauth Pending 1llac Web
<#root>

show wireless client mac-address 6c7e.67e3.6db9 detail
Client MAC Address :

6c7e. 67e3. 6db9

Client MAC Type : Universally Administered Address
Client DUID: NA
Client IPv4 Address :

10. 76. 6. 150

Client IPv6 Addresses : fe80::10eb:ede2:23fe:75c3
Client Username :

6¢c7e67e36db9

AP MAC Address : 1880.902b.05e0
AP Name: AP2-AIR-AP3802I-D-K9-2
AP slot : 1

Client State : Associated
Policy Profile :

Web-Filter-Policy

Flex Profile : N/A



Wireless LAN Id: 9
WLAN Profile Name:

Mac_Filtering_Wan

Wireless LAN Network Name (SSID): Mac_Filtering_WTan
BSSID : 1880.902b.05eb

Client ACLs : None
Mac authentication :

Fai | ed

Policy Manager State:
Webaut h Pendi ng

Last Policy Manager State :

I P Learn Conplete

Client Entry Create Time : 88 seconds
Policy Type : N/A
Encryption Cipher : None

Auth Method Status List
Method : Web Auth
Webauth State

Get Redirect

Webauth Method

Webaut h

w8 pu2h 96 IUsse 1dulzes: sop wubesd gpdsle uldd 2lds pos) woz ldgpsd

<tfroot>

show wireless client mac-address 6c7e.67e3.6db9 detail

Client ACLs : None
Mac authentication : Failed
PoTlicy Manager State:

Run

Last Policy Manager State :

Webaut h Pendi ng

Client Entry Create Time : 131 seconds
Policy Type : N/A

lweduuld IJlgble gl oJlzol

wgops bl puolb$6 1Ussw eds psid Suvd MAC eds $2)6 9226 Idopde Jogugsd
P26 IUssw eds Buvd MAB. |y 0580l I)issuns 09 zeg loh RA LJVles pu 9236 Idozdp



pu lzd luwednld 1dpuvddle gedel sldezdsd.

oeese e, IUluveles

Sp woodbsh Idowoe Idogul Ibesss Jlousle wove wuorse ltble IUgpsd Jewslo MAC
IJpzss Bes CLI (3lz08 ubs, 1Uigle).

tbole Jupdsu lJowoe lJpung:

olds po websd gpse IJigble I, bss
clear platform condition all
opdsu wuoese IJigble Jeuslo MAC 1Jpgs»

debug wireless mac <H.H.H> monitor-time <Time is seconds>

w8 vt Jpuvdds: o wogbsd wuozse igbls Jls$ld pzeses woue RA.

no debug wireless mac <H.H.H>

wee lsdle woue RA sop luuile pJud wuoese IJigble B 31956 1o poss 1Ugluoé w9es6
lJozde.

show bootflash: | include ra_trace
2728 179 Jul 17 2024 15:13:54.0000000000 +00:00 ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_Da

ot 1Jeds I ghe hes.

copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://<IP addr

&ue wed wosse IJigble:

more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.log



edsu wowg RA Bs slzod Idpumwedsp lhuuspess.

IJ196 1: loodd [Js uved uuld IUible sloadlzel > Ideowg IJpube. 23 1Jgshy Jluolds
Ibgld 2383 &p bgd gusle MAC 1Ugluo ldgpsd B Lozs luolds gusle MACHP et o 06.

Add MAC/IP Address

MAC/IP Address* Enter a MAC/IP Address every newline

7_._.

Jooog IJogvl IJJlgedds
IJoslb |pr |J|oub.o()(">1
lowdd 1Js luveduuled 1Jigble 9l odlzol > IJedlb 1Jz506. bed luve IUJodlb 9235 guslo

MAC JJgesd Jasuive sleds MAC. Iuoub 22e 1Jptio 1Jpsde £ds 100 slge, slzos 1o oJs
Jesldus 1250 1956 9ld ols,6.



Create Packet Capture

IJodlb 25eé puopu

v ] 3600 secs ~= 1.00 hour

Capture Name* TestPCap
Filter* any v
Monitor Control Plane @ ()
Inner Filter Protocol D DHCP
Inner Filter MAC ‘l
Buffer Size (MB)* 100
Limit by* Duration

Available (12) | search Q| Selected (1)
(5) Tworor > () rworor0
@ Tw0/0/2 3>
@ TWO0/0/3 >
@ Te0/1/0 -




pdlebé: 225 1Uesh ")l 9wé 2)dé p)9) Iduslole” Jeyue s w9y Iduslule los weo
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22 "o Jldolb 1Jz)e

Capture Name Y Interface Y Monitor Control Plane Y Buffer Size Y  Filter by T Limit Status Y Action

O TestPCap TwoGigabitEthernat0/0f0 No 0% any @ 3600 secs Inactive L p- Start, |

od9su 3lzos uwb, IJlsle, (CLI)

monitor
monitor
monitor
monitor

capture TestPCap inner mac <H.H.H>

capture TestPCap buffer size 100

capture TestPCap interface twoGigabitEthernet 0/0/0 both
capture TestPCap start



<Reporduce the issue>

monitor capture TestPCap stop

show monitor capture TestPCap

Status Information for Capture TestPCap
Target Type:
Interface: TwoGigabitEthernet0/0/0, Direction: BOTH
Status : Inactive
Filter Details:
Capture all packets
Inner Filter Details:
Mac: 6c7e.67e3.6db9
Continuous capture: disabled
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 3600
Packet Size to capture: 0 (no Timit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

w38y Iedlb 1Uzsp6 1Us else TETP IUghzs

monitor capture TestPCap export tftp://<IP address>/ TestPCap.pcap

+ Add
Capture Name T Interface Y Monitor Control Plane 'Y Buffer Size Y  Filter by Y  Limit Status Y Action
D TestPCap TwoGigabitEthernet0/0/0 No 0% any © 3600 secs Inactive
1 10 - Export Capture - TestPCap
Export to* deskiop v
"D Cancel B Export ]
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lowe IJpuwwese 09 euglu MAC JJgpsd e 1o 03l 09 puol> 96 MAB

2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

12:

12

12:
12:
12:
12:
12:

12

12:
12:

12

12:

52.
:52.
52.
52.
52.
52.
52.
:52.
52.
52.
:52.
52.

711298748
711310730
711326401
711329615
711337331
711340443
711344513
711349087
711351935
711377387
711382613
711385989

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

Souwd ISE Busd IUsuesd Jiv dasul bgld puweise wolde

2024/07/16
2024/07/16
2024/07/16
2024/07/16
2024/07/16

2024/07/16
2024/07/16

21:
21:
21:
21:
21:

21:
21:

12:
12:
12:
12:
12:

12:
12:

52.
52.
52.
52.
52.

52.
52.

779147404
779156117
779161793
779165183
779219803

779417578
779436247

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[radius] [17765]: (info):
[mab] [17765]: (info):

[mab] [17765]:

wpe lJpld 2lds vog lIJgpsd lJus wp vgdol |Us puol> 96 Mac

2024/07/16 21:12:52.780181486 {wncd_x_R0-0}{1}:
2024/07/16 21:12:52.780238297 {wncd_x_R0O-0}{1}:

[cTient-auth] [17765]:
[cTient-orch-sm] [17765]:

lJepsd W6 zlds wede IP wgs puol> 96 MAB IJulzes

2024/07/16 21:12:55.791404789 {wncd_x_R0O-03}{1}:
2024/07/16 21:12:55.791739386 {wncd_x_R0O-0}{1}:

2024/07/16 21:12:55.794130301 {iosrp_R0-03}{1}:

[cTient-orch-state] [17765]:
[cTient-iplearn] [17765]:

(info):

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

Send Access-Request t
authenticator 19 c6
User-Name
User-Password
Service-Type
Vendor, Cisco

Cisco AVpair
Framed-MTU
Message-Authenticato
EAP-Key-Name
Vendor, Cisco

Cisco AVpair

Received from id 1812
authenticator 5d dc
User-Name
Class
Message-Authenticato

[6c7e.67b7.2d29: capwap_90000005]
[6c7e.67b7.2d29: capwap_90000005]

(info): MAC: 6c7e.67b7.2d29 C(Cli

(debug): MAC: 6c7e.67b7.2d29

(note): MAC: 6c7e.67b7.2d2
(info):

MAC: 6c7e.67b7.2d29

[buginf] [4440]: (debug): AUTH-FEAT-SISF-EVENT: IP updat



Op 08 2lds pas)y wog Idgpsd IUs RUN wp wibbs puob$é 95w Jdgpsd IUss sdpd
eueb 96 MAB

2024/07/16 21:13:11.210786952 {wncd_x_R0-0}{1}: [errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD

ozl wluwaegsle IJo@lb 1Jg;e6 lUpuoe06

|radius

) Time Source Destination Length Protocol Info.
53 02:42:52.710961 10.76.6.156 10.197.224.122 RADIUS Access-Request id=@
54 02:42:52.778951 10.197.224.122 18.76.6.156 RADIUS Access—Accept id=0

Frame 53: 464 bytes on wire (3712 bits), 464 bytes captured (3712 bits)
Ethernet II, Src: Cisco_58:42:4b (f4:bd:9e:58:42:4b), Dst: Cisco_34:90:e7 (6c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 65433, Dst Port: 1812
RADIUS Protocol
Code: Access—-Request (1)
Packet identifier: 8x@ (@)
Length: 422
Authenticator: 19c¢6635633a7e6b6T30070b02a7f753¢
[The response to this request is in frame 54]
rttribute Value Pairs
>

AVP: t=User-Name(1l) 1=14 val=6c7e67b72d29
AVP: t=User-Password(2) 1=18 val=Encrypted
AVP: t=Service-Type(6) 1=6 val=Call-Check(10)

AVP: t=Vendor-Specific(26) 1=31 vnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1485

2506 RADIUS

pold eds Suivd puol> 86 MAC Jzolj gpsd

Swpe 1beld puol> 86 MAC Jgpsd wes IJIgeslo Idulze

2024/07/17 03:20:59.842211775 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]
2024/07/17 03:20:59.842280253 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [17765]: (note): Authentication Succes
2024/07/17 03:20:59.842284313 {wncd_x_R0O-0}{1}: [client-auth] [17765]: (info): MAC: 6c7e.67e3.6db9 Cli
2024/07/17 03:20:59.842320572 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]

wSI9p ISE huwld Lo 1Usuosd bl Jese 9295 1>¢ld 1dzol; o3l S ISE

2024/07/17 03:20:59.842678322 {wncd_x_R0-0}{1}: [mab] [17765]: (info): [6c7e.67e3.6db9:capwap_90000005]
2024/07/17 03:20:59.842877636 {wncd_x_R0-03}{1}: [auth-mgr] [17765]: (info): [6c7e.67e3.6db9:capwap_9000

wp wie oo $6 95w Jrobs IUgpsd pe Suvd MAB



2024/07/17 03:20:59.843728206 {wncd_x_R0O-0}{1}: [client-auth] [17765]: (info): MAC: 6c7e.67e3.6db9 Cli

weed I sW89e Ie psd woosisé bdo HTTP GET. swpe > guslo URL Jlghs IJoszso [Js
eob IJepsd ese sop luweld eduws gpd TCP Idpblo s woluulos 9236 Idwzde.

2024/07/17 03:21:37.817434046 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (info): capwap_90000005[6c7e.6
2024/07/17 03:21:37.817459639 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817466483 {wncd_x_R0-0}{1}: [webauth-httpd] [17765]: (debug): capwap_90000005[6c7e.
2024/07/17 03:21:37.817482231 {wncd_x_R0-0}{1}: [webauth-state] [17765]: (info): capwap_90000005[6c7e.6

S89p IJgpsd wwosss HTTP Get |Us URL IJegls w9200 9wpz)s 1o d9p IJuodes wozesd
wslolo lgoeb ouvesd 1Usgsd lJos sop huwldol.

Syuvd zoly Ideedpe bdo 9u09d IJs ISE

030 p P88 95w 2SS swpe pdlebd luue puvese LolJZ B 2ipd Jwsd IUsuosd

2024/07/17 03:22:51.132347799 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Send Access-Request t
2024/07/17 03:22:51.132362949 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: authenticator fd 40
2024/07/17 03:22:51.132368737 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Calling-Station-Id
2024/07/17 03:22:51.132372791 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.132376569 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Vendor, Cisco

Sw9d IUsuesd 1dss we luwedlpo oo ISE

2024/07/17 03:22:51.187040709 {wncd_x_RO-0}{1}: [radius] [17765]: (info): RADIUS: Received from id 1812
2024/07/17 03:22:51.187050061 {wncd_x_RO-0}{1}: [radius] [17765]: (info): RADIUS: authenticator d3 ac
2024/07/17 03:22:51.187055731 {wncd_x_R0O-0}{1}: [radius] [17765]: (info): RADIUS: User-Name

2024/07/17 03:22:51.187059053 {wncd_x_RO-0}{1}: [radius] [17765]: (info): RADIUS: C(Class

2024/07/17 03:22:51.187102553 {wncd_x_R0-0}{1}: [radius] [17765]: (info): RADIUS: Message-Authenticato

od9u puolb$6 IUsse wleges suldd 2lJs g psd Ids elds 1o givgsd

2024/07/17 03:22:51.193775717 {wncd_x_R0-0}{1}: [errmsg] [17765]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADD
2024/07/17 03:22:51.194009423 {wncd_x_RO-0}{1}: [client-orch-state] [17765]: (note): MAC: 6c7e.67e3.6db

IJezdd pu ¢dId IJe@lb EPC
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IJepsd vozpsd Lodes eoed lehs IJoszse. vpes 10 $89e Ideuwetse whuwld luve
IJeuwogrp 99dpd 1Jps9) spduul pdlelbs bdo 9,09d RADIUS o0 gusly IP 1UEluo wblyé 9206
oz de.

&> ldpuobds Iulezs: swp ledld eduws gpd TCP Jdepsd seds 9226 IJoede s9p 1Jepsd
oldlooyld |Js gldé RUN.

TSecr=482

18,7 158

8
18.76.6.158

J.|:m. H

B8:52:51.126992

98:52:51.126992 192.8.2.1 TCP 443 - 58832 [ACK] Seq=1 Ack=518 Win=64768 Len=8 TSval=3313564366 TSecr=40822788871
88:52:51.126992 192.8.2.1 85,1,64 TLSv1.2 Server Hello, Change Cipher Spec, Encrypted Handshake Message

88:52:51.129982 18.76.6.150 192.0.2.1 TCP 58832 - 443 |ACK] Seq=518 Ack=166 Win=131808 Len=0 TSval=4822788876 TSecr=3313564367
28:52:51.129982 10.76.6.150 192.8.2.1 1,64 TLSvl.2 Change Cipher Spec, Encrypted Handshake Message

98:52:51.130989 10.76.6.150
88:52:51.130989 108.76.6.150
88:52:51. 130989

648 TLSv1.2 Application Data
168 TLSw1.2 Application Data

443 - 58832 [ACK] Seq=166 Ack=1483 Win=64808 Len=0 TSval=3313564371 TSecr=4822788876
t id=3

cept id=3
832 [ACK] Seq=166 Ack=1483 Win=64128 Len=048 TSval=3313564432 TSecr=40822788876 [TCP segment o
TCP 443 - 58832 [ACK] Seq=1114 Ack=1403 Win=64128 Len=948 T5val=3313564432 TSecr=4022788876 [TCP segment ¢
2496 TLSv1.2 Application Data
48 TLSv1.2 Encrypted Alert

88:52:51.191976 192
88:52:51.191976 192

1
1
1
28:52:51.,192983 192 1

88:52:51.196980 18.76.6.150 TCP 58832 - 443 [ACK] Seq=1483 Ack=2667 Win=128512 Len=0 TSval=4822788942 TSecr=3313564432
88:52:51,196980 10.76.6.15@ TCP 58832 - 443 [ACK] Seq=1483 Ack=2721 Win=128512 Len=8 TSval=4822788942 TSecr=3313564432
88:52:51.196980 10.76.6.150 TCP [TCP Window Update] 58832 - 443 [ACK] Seq=1403 Ack=2721 Win=131872 Len=90 TSval=4@22788942 TSecr=33135
28:52:51.197987 10.76.6.150 .8.2. 48 TLSv1.2 Encrypted Alert

©>338 TCP pg 2506 RADIUS

15660 ©8:52:51.131981 10.76.6.156 10.197.224,122 RADIUS Access-Request id=3
15663 08:52:51.186986 1@.197.224.122 10.76.6.156 RADIUS Access-Accept id=3

Frame 15660: 499 bytes on wire (3992 bits), 499 bytes captured (3992 bits)
Ethernet II, Src: Cisco_58:42:4b (f4:bd:9e:58:42:4b), Dst: Cisco_34:90:e7 (6c:5e:3b:34:90:e7)
Internet Protocol Version 4, Src: 10.76.6.156, Dst: 10.197.224.122
User Datagram Protocol, Src Port: 65433, Dst Port: 1812
RADIUS Protocol

Code: Access—Request (1)

Packet identifier: @x3 (3)

Length: 457

Authenticator: fd40@f7e3567dc5a63cfefaef37%eeaa

[The response to this request is in frame 15663]
A ibute VYalue Pairs
t=Calling-Station-Id(31) 1=19 val=6c-7e-67-e3-6d-b%
t=User-Name(1) 1=10 val=testuser
: t=Vendor-Specific(26) 1=49 vnd=ciscoSystems(9)
t=Framed-IP-Address(8) 1=6 val=1@.76.6.150

S aE=An ator{80 =18—vat=501b124 u5973086d99f3a185
AVP: t=Service-Type(6) 1=6 val=Dialout-Framed-User(5)

AVP: t=Vendor-Specific(26) 1=29 vnd=ciscoSystems(9)

AVP: t=Vendor-Specific(26) 1=22 vnd=ciscoSystems(9)

AVP: t=User-Password(2) 1=18 val=Encrypted

2506 RADIUS 1J s w6 10 ISE pg puwséle Iauvetse
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Time Source Destination Length Protocol Info

1 @8:51:34,2083945 18.76.6.150 18.76.6.145 HTTP GET /fauth/discovery?architecture=9 HTTP/1.1
188 ©0B8:51:34.206602 10.76.6.145 18.76.6.150 HTTP HTTP/1.1 208 OK (text/html)

234 0B8:51:39.028084 10.76.6.150 7.7.7.7 HTTP GET / HTTP/1.1

236 ©0B8:51:39.031428 7.7.7.7 18.76.6.150 HTTP HTTP/1.1 208 0K (text/html)

Frame 188: 783 bytes on wire (5624 bits), 703 bytes captured (5624 bits) on interface en®, id @
Ethernet II, Src: Cisco_34:9@:e7 (6c:5e:3b:34:90:e7), Dst: Apple_e3:6d:b9 (6c:7e:67:e3:6d:b9)
Internet Protocol Version 4, Src: 10.76.6.145, Dst: 18.76.6.150

Transmission Control Protocol, Src Port: 8@, Dst Port: 58811, Seq: 1, Ack: 1@7, Len: 637

Line-based text data: text/html (9 lines)
<HTML><meta http-equiv="Content-Type" content="text/html; charset=utf-8" name="viewport"” content="width=device-width, initial-scale=1">\n
<HEAD=>\n
<TITLE> Web Authentication Redirect</TITLE=\n
<META http-equiv="Cache-control" content="no-cache"=\n
META http-eq ="Pragma” content="no-cache">\n

IMETA http-equiv="Expires" content="-1">\n

<META http-equiv="refresh" content="1; URL=https

/192.0.,2.1/login.html?redirect=http://10.76.6.145/auth/discovery?architecture=9">\n

=/ HATML=

IJoslb zlow IUgpsd JJozdd pu guslo URL Jlghs Iogzso

S¥9p IJgpsd wluyile puoldzs TCP Jewsly IP 1Ubloys Jogse IJwede

Time. Source Destination Lenath Ergtpcol Info
115 @8:51:34.20B8377 19.76.6.150 192.8.2.1 TCP 58812 - 443 [SYN, ECE, CWR] Seq=@ Win=65535 Len=@ M55=1468 WS=64 TSval=3224314628 TSecr=@ SA

118 88:51:34.211275 192.8.2.1 58812 - 443 [ACK] Seq=1 Ack=1 Win=131200 Len=8 TSwval=3224314631 TSecr=3313491861

10.76.6.150 TCP
120 88:51:34.212673 10.76.6.150 192.8.2.1 512 TLSv1.2 Client Hello
BH:51:34. 217806 192.0.2.1 18.76.6. 150 TP I73 = 568 ACKT Seq=T A
124 @B:51:34.220834 192.9.2.1 10.76.6.158 80,830 TLSv1.2 Server Hello, Certificate
176 AR-51-24 28I 1467 a4 7 1 14 TR R 1EQA TR A TICuY 7 Carvar Wou Fvrhanna Caruvar Halla fana

oldss louold TCP wso IJg psd 9¢hp 1Ussw

e ledld eduws ldeed wes puolb 86 Idssew Idulezs.

144 BB:51:34,235915 10.76.6.158 192.8.2.1 TCP ITCP Window Update] 58812 - 443 [ACK] Seq=1145 Ack=18183 Win=131872 Len=0 TSval=3224314655 T5¢
145 ©8:51:34.235996 18.76.6.158 192.8.2.1 52 TLSv1.2 Encrypted Alert

147 8B:51:34.238965 192.9.2.1 18.76.6.158 52 TLSv1.2 Encrypted Alert

e eI eduws god TCP wes 1o sd9p 1Uepsd oldeld puol> 36 lUsse
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



