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JJozdd pu ldodssy 1ss wpe laldo: spdu luvagsle 0o 1Jisle,.

show run wlan

show run aaa

show aaa servers

show ap config general
show ap name

H OH OH K K



config general
# show ap tag summary
# show ap name

tag detail
# show wlan { summary | id | nme | all }
# show wireless tag policy detailed

# show wireless profile policy detailed

# show access-T1ists { acl-name }

oul wup IJluubs [Js 1Jgie 38 1duods pu wdssu guuey Idogde Vs Idubeds 1Upzdsd
IUJlwddss (WLC) 1 pbolo Josl 1Jpcl.

aaa new-model
1
!
aaa group server radius authz-server-group
server name DACL-RADIUS
1
aaa authentication Togin default Tocal
aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default Tocal
aaa authorization network default group radius
1
!
aaa server radius dynamic-author
client

!

aaa session-id common
!

[...]

vlan 1413



name VLAN_1413

!

[...]

radius server DACL-RADIUS
address ipv4

auth-port 1812 acct-port 1813
key 6 aHaOSX[QbbEHURGW cXiGAUE]JCR]JAPVANTcbROb
|
!
[...]
wireless profile policy DACL-8021X
aaa-override
vlan VLAN_1413
no shutdown
[...]
wireless tag policy default-policy-tag
description "default policy-tag"
wlan DACL_DOT1X_SSID policy DACL-8021X
[...]
wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X
no shutdown

Sup &2 wdysy ¢lbe RADIUS: 9swpe 85000 wluwegsle Ui,oJ show running-config all.

WLC#show running-config all | s radius-server
radius-server attribute 77 include-in-acct-req
radius-server attribute 77 include-in-access-req
radius-server attribute 11 default direction out
radius-server attribute nas-port format a
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server dead-criteria time 10 tries 10
radius-server cache expiry 24 enforce hours
radius-server transaction max-tries 8
radius-server retransmit 3

radius-server timeout 5

radius-server ipc-limit in 10

radius-server ipc-limit done 10

radius-server vsa send accounting

radius-server vsa send authentication

lweduvld IJlgble 9l oJlzol

Slisps 1oz 9d



o ol e 9,6 IJgpdle gds IUlouold wuvdd yogse « 802.1X SSID IJos we wdysuol.

e olds pu o bdoulBwsd RADIUS szoss eds Lisle Bspé 1w ps 1dpuluws (AVPS).

o olds pu luwoesle IJgpdle JpdWd wg sy IduwsluwslduvwJs 1 pedss 1JJlunJIdsé
(WLAN) IJpol we.

2 1JwwedJ WLC One Stop-Shop

JJezdd pu eSS Blises IJozde B 1Jsuo9d Jdouss 1Jiuuluess (AACL) wuvdd Lozse
Jepsd JuwdIs pesu: spdud luvaésle 1o, show wireless client mac-address <H.H> detail J,l
09 £9,PZ: 900 00l $pIU 8s6 eIl PBS36 pEedBs 29d Iweduuld Iigble sluadlzol.
908! luwe puwegse IUgesd 91U29J8 8pdd oe)sd Iduwsluws suvwds WLAN slJie, 1Jide,
lopsé oul 09 Blises IJezde B IUs o9 (ACS-ACL).

<ttroot>

WL Ct#show wireless client mac-address 08be.ac14.137d detail

Client MAC Address : 08be.ac14.137d

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address: 10.14.13.240

Client Usernane : USER1

AP MAC Address : f4db.e65e.7bcO
AP Name: AP4800-E

Client State : Associated
Policy Profile : DACL-8021X

Wireless LAN Id: 2

WLAN Profile Name: DACL_DOT1X_SSI D
Wreless LAN Network Nanme (SSID): DACL_DOT1X SSID

BSSID : f4db.e65e.7bc0
Association Id : 1
Authentication Algorithm : Open System
Client Active State : In-Active
[...]
Client Join Time:
Join Time Of Client : 03/28/2024 10:04:30 UTC

Client ACLs : None
Pol i cy Manager State: Run

Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 35 seconds

Policy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x

EAP Type : PEAP

VLAN Override after Webauth : No

VLAN : VLAN_ 1413

[...]



Session Manager:
Point of Attachment : capwap_90000012

IIF ID : 0x90000012
Authorized : TRUE
Session timeout : 28800

Common Session ID: 8227300A0000000C8484A22F
Acct Session ID : 0x00000000
Last Tried Aaa Server Details:
Server IP : 10.48.39.134
Auth Method Status List
Method : Dotlx

SM St at e : AUTHENTI CATED

SM Bend State : IDLE
Local Policies:

Service Tenplate : w an_svc_DACL-8021X | ocal (priority 254)
VLAN . VLAN 1413
Absol ut e- Ti mer : 28800

Server Policies:

ACS ACL : XACSACLX- | P- ACL_USERL- 65e89aab

Resultant Policies:

ACS ACL : XACSACLx- | P- ACL_USER1- 65e89aab
VLAN Name . VLAN 1413
VLAN . 1413
Absol ut e- Ti mer . 28800
[...]
910, 850 WLC

Joys JJd @9lse Idogde WS 1Jyuoed (ACL) IJos os zlds! s pu wdysy Catalyst 9800 WLC.
Spdud luwegsle 1dle, show access-lists. s s 03l 1Jle) zpse @okise lJopde B 1909
(ACL) IJpge,96 ppdsl s @slisp IJoedp B IJsoed (JACLS) IJos wp wuisdol wiluubs
guuey Ioede Bs 1duveds 1Upedss IUJluuddss (WLC). Is @slise Iezdp B Idsuesd Us
IJouss IJluuluss (ACL) IJos op oujsdol oo ISE wgluulbs WLC Jol IJo o ws 8 xACSACL-IP-



pdlzbs: wlbd 99lise Idepde Vs 1Usuesd (ACL) IdSleds JJeusisd Vs Idedssy
bldpl Il IUgesd pdol 9suwapspol B 1dwuss 1iuluuss 1JJlueddss. wpzd
€IS T8 Epsd suveise Blises IJozde Vs 1d9uesd Jdwoss IJiuwluuss: ooe LIS
Blisps Idopdp B 1Us o] JJwuss IUlguluwss (JACL) e ldodssw.

WLC#show access-Tists
Extended IP access 1list IP-Adm-V4-Int-ACL-global

E*ééided IP access Tist IP-Adm-V4-LOGOUT-ACL
E*ééided IP access Tist implicit_deny
E*ééided IP access Tist implicit_permit
E*ééided IP access 1list meraki-fqdn-dns
E*ééided IP access Tist preauth-ise

[...]

Extended IP access Tist preauth_v4



[...]

1 deny 1ip any host 10.48.39.13

2 deny ip any host 10.48.39.15

3 deny 1ip any host 10.48.39.186
4 permit ip any any (56 matches)
IPv6 access Tlist implicit_deny_v6

[...]

IPv6 access list implicit_permit_v6
[...]

IPv6 access 1list preauth_v6

[...]

Extended IP access 1list xACSACLx-IP-ACL_USER1-65e89aab

IJousese Iduiubs sldoowe Jogvb IUJlgwdIdds

Ioole Tueduuld lgble IJodaso sluodlzol spdud cepse

6 Jepsd

SO LESSUO pE Loasd Blised IJozdp Bis 1909 (AACL). 9B sel sdis I Iduwedle
lIJos vosu e Idpes) Jdlocele pu llel) Idegues JlJ gpdse l9oslu 1depsd

08be.ac14.137d.

<{froot>

24/ 03/ 28 10: 43: 04. 321315612 {wncd_x_RO- 0} {1}

2024/03/28 10:43:04.321414308 {wncd_x_R0O-0}{1}:

2024/ 03/ 28 10: 43: 04. 321464486 {wncd_x_RO- 0}{1}:

[...]

2024/ 03/ 28 10: 43: 04. 322185953 {wncd_x_RO- 0}{1}:

2024/ 03/ 28 10: 43: 04. 322199665 {wncd_x_RO- 0}{1}:

[...]

2024/ 03/ 28 10: 43: 04. 322860054 {wncd_x_RO- 0} {1}

2024/ 03/ 28 10: 43: 04. 322881795 {wncd_x_RO- 0} {1}

[...]

2024/ 03/ 28 10: 43: 04. 323379781 {wncd_x_RO- 0} {1}

[...]

2024/ 03/ 28 10: 43: 04. 330181613 {wncd_x_RO- 0} {1}

2024/03/28
2024/03/28

10:
10:

43:
43:

04.
04.

353413199
353414496

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[client-orch-sn] [19620]:

[client-orch-sm] [19620]:

[client-

[ dot 11]

[ dot 11]

[client-

[client-

[client-

[client-

[auth-mgr-feat_wireless] [19620]: (info):
[auth-mgr-feat_wireless] [19620]: (info):

(note): MAC: 08be.acl4.137d Assc

(debug): MAC: 08be.acl4.137d

orch-state] [19620]: (note): MAC. 08be.acl4. 137c
[19620]: (note): MAC. 08be.acl4.137d Associ ati or
[19620]: (info): MAC. 08be.acl4.137d DOT11l st ate

orch-sn] [19620]: (debug): MAC. 08be.acl14.137d ¢

orch-state] [19620]: (note): MAC. 08be.acl4. 137c

auth] [19620]: (info): MAC. 08be.acl4.137d dier

auth] [19620]: (info): MAC. 08be.acl4.137d dier

[08be.ac14.13
[08be.ac14.13


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

2024/ 03/ 28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
[...]

10:

10:

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:
10:
10:

10:

10:

10:
10:
10:

10:

10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:

43:

43:

43:

43;

43:

43:
43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43;
43;
43;

43:

43:

43;
43;
43;

43:

43;

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:

04.

04.

04.

04.

04.

04.
04.
04.
04.
04.
04.
04.
04.
04.
04.

04.

04.
04.
04.

04.

04.

04.
04.
04.

04.

04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.

353438621 {wncd_x_RO- 0}{1}:

353443674 {wncd_x_RO-0}{1}:

381397739 {wncd_x_RO- 0}{1}:

381411901

381425481

381430559
381433583
381437476
381440925
381452676
381466839
381482891
381486879
381489488
381491463

381494016

381495896
381498320
381500186

381502409

381506029

381509052
381511493
381513163

381515481

381517373

381519675

381522158
381524583
381532045
381534716

381537215

381539951
381542233
381544465
381619890

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-auth]

[client-auth]

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ 19620]: (note):
[19620]: (info):
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADI US:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:
[19620]: (info): RADIUS:

MAC: 08be. acl4. 137d L2 A

MAC. 08be. acl4.137d di er

Send Access- Request tc

authenticator e9 8b e

User-Nane [1] 7 "USER!

Service-Type [6] 6 Fr
Vendor, Cisco [26] 27
Cisco AVpair [1] 21 "
Framed-MTU [12] 6 148
EAP-Message [79] 12 .
Message-Authenticator
EAP-Key-Name [102] 2

Vendor, Cisco [26] 49
Cisco AVpair [1] 43 "
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "r

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "
Vendor, Cisco [26] 20
Cisco AVpair [1] 14 "\

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco Avpair [1] 35 "\

Called-Station-Id [30
Calling-Station-Id [3
Vendor, Airespace [26
Airespace-WLAN-ID [1]

Nas-ldentifier [32] 17

wlan-group-cipher [18
wlan-pairwise-cipher[
wlan-akm-suite [188]

Started 5 sec timeout



2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
M$®evT9 Do«

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
[...]

10:

10:
10:
10:
10:
10:
10:

10:

10:

10:

10:

10:

10:
10:

10:

10
10
10
10

43:

43:

43:

43:

43:

43:

:43:
:43:
:43:
:43:
%y03a@<™CNbWi6\E&\q-

43:
43:
43:
43:
43:
43:

43;

43;
43;

04.

04.

04

04

04.

04.

04.

04.

04.

04

04.

04.
04.

04

392544173

392557998

.392564273
04.
04.

392615218
392628179

.392738554
04.

726798622

726801212

726896276

726905248

727138915

727148212

.727164223
04.

727169069

727223736

727233018
727234046

.727234996
04.

727236141

10: 43: 04. 727246409

10:

10:

10:
10:

10:

10:
10:
10:

10:

10:
10:

43:

43:

43:

43:

43;
43;

43;
43;
43;

43;
43;

04.

04.

04.

04

04.

04

04.

04.

04

727509267

727513133

727607738

.728003638

728144450

.728161361
04.
04.

728177773
728184975

728218783

729005675

.729019215

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

1U+QB-2®”#[JNv"

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[radius] [19620]: (info): RADI US: Received fromid 1812/

[19620]:
[19620]:
[19620]:

(info):
(info):
(info):
(info):
(info):
(info):

RADIUS:
RADIUS:

authenticator 08 6d f
State [24] 71 ...

RADIUS: EAP-Message [79] 8 ..
RADIUS: Message-Authenticator
Valid Response Packet, Free t
[08be.acl4.137d:capwap_9000001

[radius]
[radius]
[radius]
[radius] [19620]:
[radius] [19620]:
[dotlx] [19620]:

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-

[dotlx] [19620]: (info): [08be.acl4.137d:capwap_9000001

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-

[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[auth-mgr] [19620]:
[auth-mgr] [19620]:

(info):
(info):

[08be.acl4.137d:capwap_9000
[08be.acl4.137d:capwap_9000

[aaa-attr-inf] [19620]: (info): Applying Attribute : use

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

(info):
(info):
(info):
(info):

cl
EA
Me
EA

Applying Attribute :
Applying Attribute :
Applying Attribute :
Applying Attribute :

[aaa-attr-inf] [19620]: (info): Applying Attribute :

[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[svm] [19620]:
[svm] [19620]:

(info): SVM_INFO: SVM Apply user profile
(info): SVM_INFO: Activating EPM feature

[epm misc] [19620]: (info): [08be.acl4.137d: capwap_9000C
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4.137d: capwap_90000C(
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[svm] [19620]: (info): SVM_INFO: Response of epm is ASY



2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
[...]

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:

10:

10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43;

43:

43:

43;

43:

43;

43:

43;
43;

43:

43;

43:

43;
43;

43:

43:

43:

43:

43:

43:

43:

43:

43;

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.

04.

04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

729422929

729428175

729432771

729435487

729437912

729440782

729442854

729445280

729447530
729529806

731972466

731979444

731983966

731986470
732032438

732048785

732051657

732053782

732056351

732058379

732060673

732062574

732064854

732114294

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[19620]:
[19620]:

[radius]
[radius]

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[19620]:
[19620]:

[radius]
[radius]

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

[radius] [19620]:

(info):

(info):

(info):

(info):

(info):

(info):

(info):

(info):

(info):
(info):

(info):

(info):

(info):

(info):
(info):

(info):

(

nf o) :

(

nf o) :

(

nf o) :

(

nf o) :

(

nf o) :

(

nf o) :

(

nf o) :

(info):

RADI US:

RADIUS:

RADI US:

RADI US:

RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

Send Access- Request tc

authenticator 20 06 3

NAS- | P- Address [4] 6 !

User-Nane [1] 32 "#ACS

Vendor, Cisco [26] 32

Cisco Avpair [1] 26 "

Vendor, Cisco [26] 30

Cisco Avpair [1] 24 "¢

Message-Authenticator
Started 5 sec timeout

Received fromid 1812/

authenticator 2a 24 8

User-Nane [1] 32 "#ACS

Class [25] 75 ...

Message-Authenticator
Vendor, G sco [26] 47

Cisco Avpair [1] 41 "

Vendor, Cisco [26] 47
Cisco Avpair [1] 41 "
Vendor, G sco [26] 48
Cisco Avpair [1] 42 "
Vendor,

Cisco [26] 36

Cisco Avpair [1] 30 "

Valid Response Packet, Free t



2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
M$®evT9 Do«
2024/03/28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

10:

10:
10:
10:
10:
10:
10:

10:

43:

43:
43:
43:
43:
43:
43:

43:

04.

04.
04.
04.
04.
04.
04.

04.

10:43:04
10:43:04

%y03@<™CNbWi6\E&\q-

10:43:04

10: 43: 04

10:

10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

43:

43;

43:

43;
43;

43:

43:

43:

43:

43:

43:

43:

43:

43:

04.

04.

04.

04.
04.

04.

04.

04.

04.

04.

:04.

04.

04.

04.

04.

733046258

733058380
733064555
733065483
733066816
733068704
733069947

733070971

.733079208
.733080328

.733091441

. 733092470

733396045

733486604

734665244

734894043
734904452

734915743

740499944

742238941

744387633

745245318

745294050

745326416

751291844

751943577

752686055

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
1U+QB-2®”#[JNv"

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_R0O-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{iosrp_RO-0}{1}:

{wncd_x_RO-0}{1}:

[svn] [19620]: (info): [08be.acl4.137d] Applied User Prc
[aaa-attr-inf] [19620]: (info): Applied User Profile: M
[aaa-attr-inf] [19620]: (info): Applied User Profile: M
[aaa-attr-inf] [19620]: (info): Applied User Profile: e
[aaa-attr-inf] [19620]: (info): Applied User Profile: m
[aaa-attr-inf] [19620]: (info): Applied User Profile: c
[aaa-attr-inf] [19620]: (info): Applied User Profile: i
[aaa-attr-inf] [19620]: (info): Applied User Profile: us
[aaa-attr-inf] [19620]: (info): Applied User Profile: c
[aaa-attr-inf] [19620]: (info): Applied User Profile: E
[aaa-attr-inf] [19620]: (info): Applied User Profile: e
[aaa-attr-inf] [19620]: (info): Applied User Profile: G s
[auth-ngr] [19620]: (info): [08be.acl4.137d: capwap_9000C(

[cTient-auth] [19620]: (note): MAC: 08be.acl4.137d L2 A

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier

[cTient-keymgmt] [19620]:
[cTient-keymgmt] [19620]:

(info): MAC: 08be.acl4.137d E
(info): MAC: 08be.acl4.137d C

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_9000001-
[ parser _cnd] [26311]: (note): id= consol e@onsol e:user=
[og] [26311]: (info): OG PI_ACL_I NFO ogacl _configured: /

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: epm acl

[buginf] [26311]: (debug): AUTH-FEAT-IAL-EVENT: Allocate

[ bugi nf] [26311]: (debug): AUTH FEAT-1AL-EVENT: Index in

[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=

[og] [26311]: (info): OG PI_ACL_I NFO ogacl _configured: /

[client-auth] [19620]: (info): MAC. 08be.acl4.137d Cier



2024/ 03/ 28 10: 43: 04. 755505991 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/03/28 10:43:04.756746153 {wncd_x_R0O-0}{1}: [mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM
2024/03/28 10:43:04.757801556 {wncd_x_R0O-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD

2024/ 03/ 28 10: 43: 04. 758843625 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC: 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 759064834 {wncd_x_RO-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d I}

2024/ 03/ 28 10:43:04.761186727 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10:43:04.761241972 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 763131516 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d i er

2024/ 03/ 28 10: 43: 04. 764575895 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 764755847 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_INFQO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 769965195 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 770727027 {iosrp_R0O-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 772314586 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10:43:04. 772362837 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 773070456 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 773661861 {iosrp _RO-0}{1}: [og] [26311]: (info): OG PI_ACL_INFQO ogacl_configured: /

2024/ 03/ 28 10:43:04. 775537766 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 777154567 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 778756670 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl



2024/ 03/ 28 10: 43: 04. 778807076 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in
2024/ 03/ 28 10: 43: 04. 778856100 {iosrp_RO-0}{1}: [npls_ldp] [26311]: (info): LDP LLAF: Registry notificat

2024/ 03/ 28 10:43: 04. 779401863 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢
2024/ 03/ 28 10:43: 04. 779879864 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_|INFO ogacl_configured: /

2024/ 03/ 28 10: 43: 04. 780510740 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/03/28 10:43:04.786433419 {wncd_x_R0-0}{1}: [sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
2024/03/28 10:43:04.786523172 {wncd_x_R0-0}{1}: [sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
2024/03/28 10:43:04.787787313 {wncd_x_R0-0}{1}: [sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
2024/03/28 10:43:04.788160929 {wncd_x_R0-0}{1}: [sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
2024/03/28 10:43:04.788491833 {wncd_x_R0-0}{1}: [client-iplearn] [19620]: (note): MAC: 08be.acl4.137d C
2024/03/28 10:43:04.788576063 {wncd_x_R0O-0}{1}: [auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
2024/03/28 10:43:04.788741337 {wncd_x_R0-0}{1}: [webauth-sess] [19620]: (info): Change address update,
2024/03/28 10:43:04.788761575 {wncd_x_R0-0}{1}: [auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c
2024/03/28 10:43:04.788877999 {wncd_x_R0O-0}{1}: [epm] [19620]: (info): [0000.0000.0000:unknown] HDL = 0

2024/ 03/ 28 10: 43: 04. 789333126 {wncd_x_R0-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d II

2024/03/28 10:43:04.789410101 {wncd_x_R0-0}{1}: [client-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

2024/ 03/ 28 10:43: 04. 789622587 {wncd_x_RO-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute : us

2024/03/28 10:43:04.789632684 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute : c

2024/ 03/ 28 10:43: 04. 789642576 {wncd_x_RO-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute : G

2024/ 03/ 28 10:43: 04. 789651931 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute :bsr

2024/03/28 10:43:04.789653490 {wncd_x_R0-0}{1}: [aaa-attr-inf] [19620]: (info): [ Applied attribute : t
2024/03/28 10:43:04.789735556 {wncd_x_R0O-0}{1}: [ewlc-qos-client] [19620]: (info): MAC: 08be.acl4.137d
2024/03/28 10:43:04.789800998 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [19620]: (debug): Managed client RUN

2024/ 03/ 28 10:43: 04. 789886011 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC. 08be.acl4. 137c
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B9lisp Idozdpe Vs 1Jsuo9d (ACLS) sluadlzol szw edsy wldelds IUIdeylb gds 1Jglzos
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

Gouo Sedd VB 03l pbs.
puol> 96 & psd RADIUS

sedud Ilblle eds bdo 5u09d RADIUS 1Uglue wldgpsd 1dss wp buwldo oo guwe) IJozde
s IJuvods [Jpedss 1JdlgudIdss (WLC) [Js ¢lbe RADIUS Jp 01386 puvegsp 1 (AVP user-
name) £Js DACL_DOT1X_SSID SSID (AVP NAS-Identifier).

quest i -9‘. Duplicate Request

Ethernet Il' Sr( t.: 2t fer fl1 Dst: 'M-uare 8d:@l:ec (@@:50:56:8d:01:ec)
8P2.10 Virtual LAN,

Internet Protocol Ver .39.130, Dst: 10.48.39.134

User Datagram Prot Src F‘:rt bda?2 Dst Port: 1812

RADIUS P tor.ol

Tu Vi
EAP-Message(79) Last Segment[1]
ge-Authent @) 1=18 val=cdc761262dc47e00de31bbRE29dalI5T

2.11(19)

4044 30383232373330304130303030303039463834393335..

cwpl wuge IJpuolb 86 sy ¢lbp RADIUS §wad 1J9uosd: 9ldss Jl sild Jdpuwegsel (AVP
user-name) sobous§ uwelo AAAC 92l o6 Lwelo AVP ACS:CiscoSecure-defined-ACL 1J¢gl_od
wldpe9)d 1Jpe9z936 oul "#ACSACL#-IP-ACL_USER1-65e89aab".



- 48@. 394 39 19.48.39.134 19.48.39.138 ﬁcc!ss—l‘c cept id=92

Frame 48839: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)

Ethernet II, Src: VMware_8d:@l:ec (99:50:56:8d:01:ec), Dst: Cisco b2:fe:ff (00:le:f6:b2:fe:ff)
802,10 Virtual LAN, PRI: @, DEI: @, ID: 39

Internet Protocol Version 4, Src: 10.48.39.134, Dst: 10.48.39.138

User Datagram Protocol, Src Port: 1812, Dst Port: 63772

Leng
Authenticator: 643ableaba94787735f73678ab53b28a

859994880 seconds)

7305213439

5/s Gabidiy 827 GhcHEGHFHd

Length: 66
Vendar ID: ciscoSvstems (9)
~ WSA: t=Cisco-AVPair(1) 1=6@ val=ACS5:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-65eB%aab

wujsd DACL

Il dloe Slsps IJozde Bs 1dsuesd Jdwuss IUluwluuss (AACL) giel po wdaso euuoy
Iozde B Iduvods 1Uppdss 1JJlguddss (WLC) LlUBed: Buusep essuol wuuwlbs
Jdpuwegse souwes eduwé od RADIUS. glJl Olu suue) Idoede Bs Iduveds 1Jpedsd
IJJluvdIdss (WLC) s@9p woujsd Slises Idopdp Vs Idsuesd (ACL). sdJue JI sjlJ
Suwepse RADIUS. JJGsle w3 od9p 9256 Iepde B 1duvwds 1Jpedss 1JJlgu]dss
(WLC) vlle bdw 5u09d IJs RADIUS: 9030 1,8 wluwesle luwe Slispd IJozde S 1d9uesd
JJouss 1wl guss (ACSACL#-IP-ACL_USER1-65e89aab) J AVP | wpe puweise. suldluolds
I 3Je &@9p 5236 Idepdp B Iduivwds 1depdss IJJluuddss (WLC) wledle ¢l RADIUS
Ao Gusd 1d9uosd 03l 889 wuwse cuisd Blisps IJezdp Bs 1dsuesd (ACL) wluweisle ise
Cisco AV aaa:event=acl-download.



Length |ID Seuren Diestinatier, infa
8037  1B4 39 198.48.39.138 19.48.30.134 Access-Aequest id=81, Duplicate Request
BonE b %0 10 5 A8 50 100 feces =

Frame B837: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits)
Ethernet II, Src: Cisco b2:fe:ff (B@:le:f6:b2:fe:ff), Dst: VMware Bd:8l:ec (88:58:56:8d:081:ec)
B892.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.138, Dst: 18.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
» RADIUS Protocol
Code: Access-Request (1)
Packet identifier: 8x51 (81)
Length: 138
Authenticator: b216948576cBad46a5189972d8TR9454

Attribute Value Pairs
AVP: t=hAS-IP-Address(4) 1=6 val=18,48.39,138
AVP: t=User-Mame(l) 1=32 val=FACSACL#-IP-ACL_USER1-65e89aab
Type: 1
Length: 32
User-Name: #ACSACL®-IP-ACL_USER1-65eB9aab
AVP: t=Vendor=Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=38 wnd=ciscoSystems(9)
Type: 26
Lergth: 3@
Vendor ID: ciscoSystems (9)
WSA: t=Cisco-AVPair(l) 1=24 val=ama:event=acl-download
Type: 1
Length: 24
Cisco-AVPair: aaa;:event=acl-download
AVP: t=Message-Authenticator(88) 1=18 val=41da231159246db3fa562860dbfTRafra

S299S Ywdd 9,29d RADIUS IUss wp Luwldo 016 I8)s 1Js 9228 IJeedp eds Slises Idozde
wlJ9ue9d (AACL) IJplodswé: Jpl 09 p9 oz JJ Sless po $9le> Slisps IUozde VO 1Usu09d
(ACL) 292920 >IgJ AVP pgodud pu Cisco ey IJugg ipiinacl#<x>=<acl_rule>. & SJ9u <x> ;90
lJslese.

Leesgth |ID
8837 184 39 18.48.39.138 18.48.39.134
8038 369 39 19.48.39.134 19.48.39.130 Access-Accept id=81

Frame 8038: 360 bytes on wire (2952 bits), 369 bytes captured (2952 bits)

Ethernet II, Src: Wware_B8d:@1:ec (00:50:56:8d:01:ec), Dst: Cisco_b2:fe:ff (@8:le:f6:b2:fe:ff)

802.10 Virtual LAN, PRI:; @, DEI: @, ID: 39

Internet Protocol Version 4, Src: 10.48.39.134, Dst: 10.48.39.130

User Datagram Protocol, Src Port: 1812, Dst Port: 63772

- RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x51 (81)
Length: 323
Authenticator: 61342164ce39bedbeedB2Bb3cesbhefls

[Time from request: @.087995880 seconds)
Attribute Value Pairs
AVP: t=User-Name(1) 1=32 val=MACSACLE#-IP-ACL USER1-65&89aab
AVP: t=Class(25) 1=75 val=434143533a306133303237382366d62425172394452596734477651436554692148737050..
AVP: Message-Authenticator(B8) 1=18 val=a3cdb2@cdleb4785d9¢8232511cd8072
AVP: t=Vendor-Specific(26) 1=47 wnd=ciscoSystems(9)
Type: 26
Length: 47
Vendor ID: ciscoSystems (9)
inacl#l=deny ip any host 18.48.39.13
iscoSystems(9)

Length: 47

Vendor ID: ciscoSystems (39)

V5A: t=Cisco-AVPair(l) 1=41 valmip:inacl#2=deny ip any host 18.48.39.15
APz endor-Specific(26) 1=48 wnd=ciscoSystems(9)

Type: 26

Length: 48

Vendor ID: ciscoSystems (3)

V5A: t=Cisco-AVPair(1) 1=42 wal=ip:inacl#3=deny ip any host 18.48.39.186
AVP: t=Vendor=-Specific(26) 1=36 wnd=ciscoSystems(9)

Type: 26

Length: 36

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(1) 1=3@ val=ip:inacl#d=permit ip any any

® B RADUS Prosocel sl 331 bries Puckein: 4337 - Dispsluyed: T 10,50
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oo,y ywedlo 1Jgpdss puol> 86 Ulges JJpuwegsp "userl”. gldos swp wbosd Ilispd
IJ.;;.aeJ,o:-._g IJ9uesd (ACL_USER1) IJslode Jowssd edsel. sowe osles IUlgsle Ides
ouvdd lopss wldugwes Jigwed ol IR ble gl odlzol LIdJsw 1z 0.

Cisco ISE
. Steps
Overview "
520 ticat o 1 11001 Received RADIUS Access-Roguest
Event 5200 Authertication succoeded
11017 RADIUS created a new session
Usemame USER1

15049 Evaluating Palicy Group
Endpoint Id 0B:BE-AC:V 41370 & 15008 Evaluating Service Seleckion Policy
11507 Extracted EAP-Response/ldentity

Erddpaint Profile Unkncrwin

15500 Frapared EAP-Roquest propesing EAP-TLS with
Authentication Poboy Dafault 3> Det1X challenge

12625 Valid EAP-Key-Name atiribute recened
11006 Retwmed RADIUS Access- Challenge
11007 Received RADIUS Access-Request

Authorization Policy Dofault == 802, 1x User 1 dACL

Autharization Resull 9800-DOT1X-USERT

11018 RADIUS is ra-using n oxisting sossion

Extracied EAP-Response/MAK requesting 1o use PEAP

12301 tead
Authentication Detalls e
12300 Prepared EAP-Request proposing PEAP with challenge
Source Timestamp 2024-03-18 05:11:11.035 12625 Valid EAP-Key-Name stiribute recsived
Received Timestamp 2024-03-78 05:11:11 035 11006 Retumod RADIUS Access- Challengo
11001 Received RADIUS Access-Request
Palicy Sérver i
11018 RADIUS is ra-using an existng sossion
Event 5200 Authentication succesded 1930y Extracted EAP-Response containing PEAP chaenge-
= response and accepting PEAP as negotisted
Usadriams USERT
12318 Successfully negotinted PEAR version
User Type User 12800 Extracted first TLS record: TLS handshake started
Endpoint Id O8BE-AC14:-13:70 12805 Extracted TLS ClientHollo message
12806 Prepared TLS ServerHello message
Calling Station ld 08-be-ac-14-13-7d
12807 Prepared TLS Centificate message
Endpoint Prodile Unkritwn 12808 Propared TLS SorverKeyExchange message
1 . K " 12810 Prepared TLS ServerDone massa
;u.henl cation kentity internal Users L
lare 12305 Propared EAP-Roquest with anathar PEAP challonge
Identity Graup Uik Friviers 11006 Retumed RADIUS Access- Challenge
11001 Received RADIUS Access-Request
Audit Session 1d B227 300A0DI0DI0DE4BAREIF
11018 RADIUS is ro-using an existeng session
I Authentication Mathod dat1x I 123y Exiracted EAP-Response containing PEAP challenge-
T respense
Authentication Pretocol PEAP (EAP-MSCHAPVZ)
12306 Propared EAP-Request with anothor PEAP challenge
Sorvice Type Framed 11006 Retumed RADILS Access- Chalienge
Netwark Devies gdefland-5800 11001 Received RADIUS Accoss-Roguost
11018 RADIUS is ra-using an gxisting session
Dewice Type All Device Types

123048 Exiracted EAP-Response contsining PEAR challenge-
Location All Locations nEponss
12305 Prepared EAP-Request with anathar PEAP challenge

NAS IPvd Addrass 10,48.39.130
11006 Retumod RADIUS Access- Challengo
NAS Port Type Wireloss - IEEE 802,11 11001 Received RADIUS Access-Request
I Autharization Profile 9800-DOTIX-USERY I 11018 RADIUS is re-usang an existing session
Extracted EAP-Response containing PEAP challenge-
Response Time 368 millisecands 123 sponse

12318 Successfully nogotiated PEAP wersion O



Other Attributes
ConfigVarsionid
DestinationPort
Pratacel

NAS-Port

Framed-MTU

State

undefined- 186
undefined- 167
undefined- 168
NetworkDoviceProfileid
15ThirdPartyDenicoFlow

AcsSessionlD

SelectedAuthenticationkden...

SelectedAuthendicationkden..

SolectedAutharticationiden

AuthenticationStatus

1812
Radius
3913
1485

ITCPMSessioniD « 8227 200A0000000DBA8ABEIF; 265 ession]
D=isa/499610885/35;

00:0f:8e:04

00:0:ac:04

00:0fac:01
bOEHIG05-3150-4215-0800-5753d4 50060
false

ise/499610885/35

Iriternal Users

AB_AD_ Join_Points

Guast Usars.

AutherticationPassed

IdentityPolicyMatchedRule

AuthorizationPolicyMatched.

DotiX

BO02.1x User 1 daCL

EndPoimMACAddress

ISEPalicySelNams

IdentitySeiectionhMatchad Rule

TotalAuthenLatency
ClientLatency
TLECipher
TLEVarsion
DTLSSupgon
HastidentityGroup

Network Devico Profile

OB-BE-AC-14-13-7D

Dafault

DottX

515

147
ECDHE-RSA-AES256-GCM-SHAIRS
TLSV1LZ

Unknown

Endpoint Identity Groups:Uninown

Clsco

Location LocationitAll Locations

Dewice Type Device Typedifll Device Types
IPSEC IPSECHIs IPSEC DaviceNo
Name USERT

EnabieFlag Enabied

RADIUS Usemame USERT

NAS-identifier DACL_DOT1X_SS1D

Disvich 1P Addross 10.48.39.130

CPMSossianiD §227300A0000000084BABESF

Called-Station-10 10-b3-06-22-99-cO;0ACL_DOTIX_SSID
senvice-typesFramed,
awdit-sossion-i«B227300A0000000D348ABE IF,
mathed =dat1x,
chent-if-id=2113931001,
vian-id=1413,
cisco-wian-ssid=DACL_DOT1X_SSID,

Eheniih wlan-profilp-namos DACL_DOTIX_SSID,
AuthenticationidentityStore=intemal Users,
FQSubinciNama=927 3630-8c01 - 1106-906c -
52540004852 1Huser ],

jquaSubi 790

Scdd

Result

Class CACS:8227300ADODDONIDABAGESF isal4T05103B5/35

EAP-Koy-Name

) ACS:ClscoSucun- Defined: ACLsHACSACLE-1P-ACL_USER1-
CISCO=8v- paer [
MS-MPPE-Sand-Key e

MS-MPPE-Rucv- Kiy

LicensoTypes

Sesslon Evants

[Essontial license consumed,

I 2024-03-28 05:11:11.036

Authentication succeeded

ouisd DACL

12810
12812
12803
12804
12800
12802
12816
12310
12208
11006
106
11018

12304

12313
158
12306
11006
110m
11018

12304
sz
11806

12306
11006
o
11018

12304

11808

15041
15048
22072
15013
24210
14312
22037
1824
12306
11006
1100
11018

12304

11810

AL
11813
12314
12305
11006
1001
108

12304

24715
15036
24209

4
15048
15048

15018
11022

Propared TLS ServerDone message
Extracied TLS ClienlEeyExchange message
Extracied TLS ChangeCipherSpec message
Extracted TLS Finished message

Prepared TLS ChangeCipherSpec message
Praparnd TLS Finished message

TLS handshaie succeeded

PEAP full handshake finshed succosshully
Prepared EAP-Request with anather PEAP challenge
Retumred RADIUS Access- Challenge
Becotvod RADIUS Access-Rogquost

RADIUS is ro-using an existing session

Exiracied EAP-Response contsning PEAP chalenge -
response

PEAP inner methad started

Proparod EAP-Roquestiidontity for innor EAP mothod
Prepared EAP-Roquest with anather PEAP challenge
Rt RADILS Access- Challengn

Recoived RADIUS Access-Request

RADIUS is re-using an existing session

Extracied EAF-Response contaning PEAP chalengo-
response

Exiracied EAP-Responsafldantity for innar EAP method

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

Proparnd EAP-Request with anothor PEAP challerge
Fetumed RADIUS Access- Challenge

Recoived RADIUS Access-Request

RADIUS is ro-using an existing session

Exiracted EAP-Response contsining PEAR challenge-
50

Extracied EAP-Fesponse contsning EAP-MSCHAR
challenge-response for inner methad and accepling EAP-
MSCHAP a3 negotiated

Evaluating Identity Policy

Queried PIP - Normalised Redius RediusFlowTyoe
Selociod idoniity source sequence - Al User_ID_Siores
Selocted Identity Source - Intemal Users

Looking up User in Internal Users IDStore - USERT
Found User in Internal Users IDS1one

dfuthentication Passed

EAP-MSCHAP authentication attempl passed
Prepared EAP-Request with another PEAP challenge:
Rtudrvid RADIUS Azcess- Challenge

Becotwd RADIUS Access-Roguost

RADIUS is re-using an existing session

Extracied EAP-Response contaning PEAP chalenge-
response

Extractod EAP- Rosponse for innar mathod containing
MSCHAP challenge-response

Inner EAP-MSCHAP authentication succeeded
Propared EAP-Success for inner EAP method

PEAP inner method finished successiully

Propared EAP-Requost with anothar PEAR challango
Returned RADIUS Accoss-Challenge

Recoived RADIUS Accoss-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-
respanse

ISE has net confirmed locally previous successtul maching
authentication for user in Active Directony

Evalusling Authodization Palicy
Leoking wp Endpoint in Intornal Endpoints 105100 -
USER1

Found Endpaint in Internal Endpoints 1D5tore
Queried PP - Network Access UserName
Queried PR - Intemallsen Name

Selected Authonzation Profde - $800-DOT1X-USERT
Added the dACL specified in the Authorization Prafile

22081
22080
12306
11503
11002

M 3853103 policy passad
Mew ing sossion d in S

PEAR authenlicalion succeeded
Propared EAP-Success
Returned RADILS Accoss-Accept




wlbo, ,Jua:JIo lJgpdso &,ng_';:iS ouisd ulgz Julisps [dogdp -._95 lJoo9J "ACL_USER1";_9oo,o
woslés Idlzsle Idos ouvdd lopss wlduuwws Jlugwod vl IJIRble 9]l odlzol LIdJow 1l 0.

Cisco |SE
Overvigw Stpa
Evant LS ACL Download Succeeded 1001 Recetvad RADIS Accost-Recueest
11017 RADIUS croated 0 new sossion
Usarnanme RACSACLR-IP-ACL_USERT - 65e80aab 11117 Ganerated & nr sassion |0
Endpoint id ooz Returned RADIUS Access-Actent
Erdipaint Profily
Authorization Bosuli
Authentication Details
Source Timestamp 024:03-78 05:43:04.755
Recoived Timestamp 2024-03-78 05:43:04. 785
Pobey Sorwed i
Ewent Download Succeeded
LR RACSACLA-IP-ACL_USER! - 65a80aab
Metwork Device gdefland-S804
Dwvice Typs Al Dorvice Typas
Locasion Al Locations
HAS IPwd Addrass 10.48.39.130
Response Time 1 misisecands.
Other Attrlbutes
Conligversionid 73 1
DestinationPort 1892
Pretpesd Radiug
NetworkDeviceProfilold bO&99505-3160-4215-280e-6753d 45056
IsThirdPartyDovieaFlow tolge
AcsSessioniD s/ 490E10855/ 48
TotsbAuthenL stency 1
ClientLatoncy a
DTLSSuppert Uinikncwn
Hetwork Device Profile Cisco
Lcation Latation Al Locaticed
Device Type Device Typettdil Device Types
IPSEC IPSECHIE IPSEC DanicatiNg
I RADIUS Usemame: HAGSACLE-IP-ACL_USER -65e8%aab I
Device IP Addross T0.48.30.130
CPMSozsioniD) S:‘ZDZJ‘ P 2a4BzHKQV Akd gruiE Tup,

BN FAOECR D JEMERgIOn,

Chcoie Baacewint=acl-download

Rosult

Class CACS0AI027 BENWL apAERVEDW2 adliHEaVEkd gukE lupAld
FhcseMse/499610885/48

CiBO0=av-pair ipinacin § sdery ip any host 10.48.39.13

iS00~ - P ipinacinZ=deny ip amy host 10.48.39.15

Cisoo-ar-pair ipcinaciiI=dery ip any host 10.48.30. 188

EiSe0n e pair ipinaciidsparmit ip any any
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