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1. iuuoé_)ro 9edd IJoedp IUJlpwdIdse JJewy) eds i.._s eu ullb 1Ugoed 1Ugl o6 wd
Juvo IJgel; 1dssl):

sedud £ wdlb 1dsesd Ipehes 19 1 pdle IJpeheso ev Slzod Ideumwotsp lumspss
(GUI) Is slz06 ulo, IJigle, (CLI).

oldouwed Jslzoes IJpwegspe Iyuw9pss loodd Ids gdlps IUoussye "ldpil9wd" &p
"JlowdIs" 9lee, Rogue: op spdud luvedsle £9led IJouobess JJgws, eds Izolj Ieshe.

NJouwos Jslzos uwlo 1UIsle, (CLI). spdod luwagsle 1Jie, show wireless wps rogue ap
summary Jg, o zpse 1Jizoso IJpehes Idos wp ldoildoel.

I9 spdud luveesle Iie, show wireless wps rogue ap detail <mac-addr>Jg o 1Jodlosd 29J
eob pEbe po.

Bsel Sds 0eszs pu slzos vl IUlsle, (CLI) Jgsup Blises 1Jizess 1egles g IUle, show
wireless wps rogue ap summary:

9800L#show wireless wps rogue ap summary
Rogue Location Discovery Protocol : Disabled
Validate rogue APs against AAA : Disabled
Rogue Security Level : Custom

Rogue on wire Auto-Contain : Disabled

Rogue using our SSID Auto-Contain : Disabled


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true

Valid client on rogue AP Auto-Contain : Disabled
Rogue AP timeout : 1200
Rogue init timer : 180

Total Number of Rogue APs : 137
MAC Address Classification State #APs #Clients Last Heard Highest-RSSI-Det-AP RSSI Channel Ch.Width GHz
0014.d1d6.a6b7 Unclassified Alert 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4
002a.10d3.4f0f Unclassified Alert 01/31/2024 21:17:39 1416.9d7f.a220 -54 36 80 5
002a.10d4.b2e0 Unclassified Alert 01/31/2024 21:17:39 1416.9d7f.a220 -60 36 40 5
0054.afca.4d3b Unclassified Alert 01/31/2024 21:26:29 1416.9d7f.a220 -86 1 20 2.4
00a6.ca8e.ba80 Unclassified Alert 01/31/2024 21:27:20 1416.9d7f.a220 -49 11 20 2.4
00a6.ca8e.ba8f Unclassified Alert 01/31/2024 21:27:50 1416.9d7f.a220 -62 140 80 5
00a6.ca8e.bacf Unclassified Alert 01/31/2024 21:27:50 1416.9d7f.a220 -53 140 40 5
00f6.630d.e5c0 Unclassified Alert 01/31/2024 21:28:09 1416.9d7f.a220 -48 1 20 2.4
00f6.630d.e5cf Unclassified Alert 01/31/2024 21:27:40 1416.9d7f.a220 -72 128 20 5
04f0.212d.20a8 Unclassified Alert 01/31/2024 21:27:19 1416.9d7f.a220 -81 1 20 2.4
04f0.2148.7bda Unclassified Alert 01/31/2024 21:24:19 1416.9d7f.a220 -82 1 20 2.4
0c85.259e.3f30 Unclassified Alert 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259e.3f32 Unclassified Alert 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259%e.3f3c Unclassified Alert 01/31/2024 21:27:30 1416.9d7f.a220 -83 64 20 5
0c85.259e.3f3d Unclassified Alert 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
0c85.259e.3f3f Unclassified Alert 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
12b3.d617.aacl Unclassified Alert 01/31/2024 21:28:09 1416.9d7f.a220 -72 1 20 2.4
204c.9e4b.00ef Unclassified Alert 01/31/2024 21:27:40 1416.9d7f.a220 -59 116 20 5
2.4

RPRRPRRPRRPRRRRRERRERRRERRRBRRERRERRERRERRERRRRRRR
OO0 00000O0O0OO0OO0OO0OO0OO0OO0OO0OO0OOOONOOOO

22ad.56a5.fa54 Unclassified Alert 01/31/2024 21:28:09 1416.9d7f.a220 -85 20
4136.5afc.f8d5 Unclassified Alert 01/31/2024 21:27:30 1416.9d7f.a220 -58 36 20 5
5009.59eb.7b93 Unclassified Alert 01/31/2024 21:28:09 1416.9d7f.a220 -86 1 20 2.4
683b.78fa.3400 Unclassified Alert 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3401 Unclassified Alert 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3402 Unclassified Alert 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4
683b.78fa.3403 Unclassified Alert 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4

2. spJdud IJogodss gds lesds yvwdle WLAN IJos wp wdssuel gds 9226 [dozdp 9800
Jssd Jpe,d6 pl 131 Jlp osd Is Tzoj6 pglres v Gvwdle WLAN o wol.

S9uoe IJuvdd Idelds IJoesegs Idos 1o gid Bsol C9130 o3l ez eds JJI Idubl$le:

B "clnls'cllé' Cisco Catalyst 3800-L Wireless Controller Welcome rosalia # © AB & e Q & Feedback | 7 [

Monitoring~ > Wireless - > Rogues
Unclassified Friendly Malicious Custam grore List Rague Chents Adhoc Rogues

Total APs 2 2

X \"
MAC T #Detecting T Numberof My Last Heard Y Highest RSSI F Channel T PMF T
D Addrass Radios Cliants Status Y Last Heard SSID Channed Width Band T Required
173/ 4
O 6c8d.7793.8240 1 0 Alert 21f130_’f§2 RogueTest 1 20 24GHz  No
) 6cBa7793.8341 1 0 Alert 31’13(‘]_’332" RogueTast 6 0 5GHz  No




GUI Rogue List

3. uw udlb Iy esd IJos Juvde Idzol; 1Us9l).

S9uoe IJuvdd Idelds udbes 1Jyuesd Idos Juvde go o030 Idpuvdds [Jpgles sldduls
99800 RSSI 9ldpjss pu lUpedsple:

ﬂ il Cigco Catalyst 9800-L Wireless Controller Welcomerosala | & ¥ A B # M @ & Q = Feedback | [
Monitoring = »  Wire et IERPEET] L
Unclassified Frie MAC Address 6cBd.7793.8340 First time Reported 01/31/2024 19:26:49
— On

Is this radic on wired network? Mo
Last time Reported 01/31/2024 21:10:49
on
Class Type Unclassified -
Total APs : 2
Status .
initiate RLOP O
MAC 1 Is Regue an impersonator 7 Mo
O address
D GeBd. 7793.834y APs that detected this Rogue
O ee8d. 77938341
Cha...
1 Base Radio Cha.. from Security Shon RSSI  SNR  Containment
MAC AP Mame S50 Cha, Width Band DS Radio Policy Preamble (dBm) (dB) Type
dotllg,
——— . r 2 2.4 dotl Tax :
1416,9d7.a2; 9130 RogueTest 1 0 es Open Enabled  -35 60 WA
GHz =24
GHz

|_ ) Cancel -] Update & Apply to Device

oBluosd vl 19 osd IJpgles GUI

o0 9lz0é b, 1Jisle, (CLI). spdud &500 030 Ipedsple po U IJie, show wireless wps rogue
ap detail <mac-addr>.

4. 1dewy) eds i&_)v udbé 9,09d IJs IJgol) [Ussl) luwa bl |Js ij_)v 9spdé RSSI.

!u“L"JO')' IJs volisg £33 udlb IJyuosd IJos Juvde go ldzoly 1Usgsds: szo edsd IUoee gu
lWye vldbd 9,09d luwe ol lJs Bspd RSSIIJeg 9,06 ds 9236 [Jwedp IUJlndIss.

96 ldpeld IJolds: v ubo _?uog,J 9leso Vb g0 929> IJpelhe: 9pe 3JY Jluw wewss
gJs Bspé RSSI gldsé: 909 ol seus o 1dzols Ipghe Gosw 22l po 08bs IUguosd.

IJelds o9 1)1z 1Ule, show wireless wps rogue ap detail <mac-addr>Jg ;o 1J8ulé IJos uwes o
Vol u¥lo 1U9 o9 J/WLC wyibgsd 03l Idzols IUsgsd: wldluolds |Js dsps RSSI:

9800L#show wireless wps rogue ap detailed 6c8d.7793.834f
Rogue Event history

Timestamp #Times Class/State Event Ctx RC

01/31/2024 22:45:39.814917 1154 Unc/Alert FSM_GOTO Alert 0x0

01/31/2024 22:45:39.814761 1451 Unc/Alert EXPIRE_TIMER_START 1200s 0xO
01/31/2024 22:45:39.814745 1451 Unc/Alert RECV_REPORT 1416.9d7f.a220/34 0x0
01/31/2024 22:45:29.810136 876 Unc/Alert NO_OP_UPDATE 0x0

01/31/2024 19:36:10.354621 1 Unc/Pend HONEYPOT_DETECTED 0x0

01/31/2024 19:29:49.700934 1 Unc/Alert INIT_TIMER_DONE 0xab98004342001907 0xO0
01/31/2024 19:26:49.696820 1 Unk/Init INIT_TIMER_START 180s 0xO0



01/31/2024 19:26:49.696808 1 Unk/Init CREATE OxO

Rogue BSSID : 6c8d.7793.834f

Last heard Rogue SSID : RogueTest

802.11w PMF required : No

Is Rogue an impersonator : No

Is Rogue on Wired Network : No

Classification : Unclassified

Manually Contained : No

State : Alert

First Time Rogue was Reported : 01/31/2024 19:26:49
Last Time Rogue was Reported : 01/31/2024 22:45:39

Number of clients : O

Reported By

AP Name : (C9130

MAC Address : 1416.9d7f.a220
Detecting slot ID : 1

Radio Type : dotllax - 5 GHz
SSID : RogueTest

Channel : 36 (From DS)
Channel Width : 20 MHz

RSSI : -43 dBm

SNR : 52 dB

ShortPreamble : Disabled
Security Policy : Open

Last reported by this AP : 01/31/2024 22:45:39

5. 8p veet IJdwwe g Iosle eds uduw IJSLIs Jozass pdlu 1Usgs.

IJB0ls lJos oud Bsol udlbs 1Ug o9d (AP) IUpghes o3 sluwaobl 1Us $spd RSSI Lupe o
u9bd 1J9ue9d 9130 o3l Idpglse eds -35 ssuvsed JIJ psdds slesldos ceow) GHsws 2ol

03l sgbsJp 9IY)6 g0 s pulb 96 S92 03l Idph 9. 9lJgloys IJeldsé os zes lJollb gu)
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S9L2T ILSJUJUGJJ lJolds gpdss ldollb o) lJogle eds 1J9uls 36 900 v 9bé IUgo9d OTA
Sedud 16 oys vdbo 19 uo9d 1Jpglhes ©@99p woudss oz9p IUEle puolb o IUlzesle IUs

u9bs [Jsosd IJpesl)é:



Mo, Tirme Source Destination Protocol  Length Info

7 2024-82-01 18:59:41.859345 Cisco_Tf:aZ:2f Broadcast 892.11 66 Deauthentication, SN=8, . wslC
53 2024-92-01 18:50:42.360289 Cisco_7f:a2:2f Broadcast 282,11 1 Deauthentication, SN=@, . [
125 2024-92-01 18:50:43, 200823 Cisco_Tf:az:2f Broadcast 82,11 B6 Deauthentication, SN=9, FN=@, [
134 2024-92-01 18:59:43.313382 Cisco_7fra2:2f Broadcast 892.11 BB Deauthentication, SN=9, FN=8@, -aC
287 2024-82-01 18:50:44. 071466 Cisco_TfraZ:2f Broadcast 282,11 13 Deauthentication, SN=8, FN=@, -.C
274 2024-82-91 18:50:44.581442 Cisco_7f:a2:2f Broadcast 292,11 BE Deauthentication, SN=8, FN=@, «sl
311 2024-92-01 18:50:45, 036001 Cisco_Tf:a2:2f Broadcast 202,11 GE Deauthentication, SN=8, FN=8, C
353 2024-92-01 18:509:45. 548040 Cisco_Tf:aZ:2f Broadcast 882,11 66 Deauthentication, SN=@, Fh=@, [
392 2024-82-81 18:59:46.884385 Cisco_T7f:aZ:2f Broadcast 882,11 66 Deauthentication, SN=8, FN=@, C
438 2024-92-01 18:50:46,485479 Cisca_Tfia2:2f Broadcast 802,11 66 Deauthentication, SN=@, Fi=@, .l
488 2024-92-01 18:59:46. 994851 Cisco_TfraZ:2f Broadcast 892,11 66 Deauthentication, SN=@, Fh=@, e =
516 2024-02-01 18:59:47.450453 Cisco_7f:aZ:zf Broadcast 892,11 66 Deauthentication, SN=8, FN=@, ssC
551 2024-82-01 18:59:47.884436 Cisco_7f:a2:2f Broadcast 882.11 66 Deauthentication, SN=@, Fh=@, C
626 2024-82-01 18:59:48.395520 Cisco_T7f:az:2f Broadcast 82,11 B6 Deauthentication, SN=8, FN=@, C
[ 2024-82-01 18:55:48. 841406 Cisco_T7f:a2:2f Broadcast 892.11 BB Deauthentication, SN=8, FN=@, C
T4 2024-82-01 18:50:40. 364005 Cisco_TfraZ:2f Broadcast 282,11 13 Deauthentication, SN=8, FN=@, -.C
753 2024-82-01 18:50:49,883287 Ciseo_7f:a2:2f Broadcast 892,11 B& Deauthentication, SN=8, FN=@, «eC
797 2024-02-01 18:59:50.331726 Cisco_Tf:a2:2f Broadcast 862.11 BE Deauthentication, SN=9, FN=@, -
841 2624-82-01 18:50:50. 818843 Cisco_Tf:aZ:2f Broadcast 882,11 13 Deauthentication, SH=8, FN=@, P
916 2024-92-81 18:59:51.647435 Cisco_T1:a2:2f Broadcast 802,11 66 Deauthentication, SN=8, FN=@, .t
931 2024-92-01 18:50:51. 820041 Cisca_Tfia2:2f Broadcast 802,11 66 Deauthentication, SN=@, Fi=a, .l
1081 2024-62-01 18:59:52.5T4685 Cisco_T7f:aZ:2f Broadcast 82,11 66 Deauthentication, SN=8, FN=@, [
1123 2024-82-01 18:59:53. 096421 Cisco_7f:aZ:zf Broadcast 892,11 66 Deauthentication, SN=8, FN=@, ssC
1172 2074-02=01 18:59:53.527709 Cisco_T7f:aZ:2f Broadcast #82.11 66 Deauthentication, SN=8, Fi=@, =il
1113 FAFA-AT-A1 1R:59:54. A7 54R5 Cisen 7f:a?:2f Rronadrast A7 RR Deauthentication. SN=f. FN=A. wal

Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Radiotap Header w@, Length 36

BB2.11 radio information

PHY type: 882.11a (OFDM) (5]

Turbo type: Non=turbe (@)

Data rate: 6.8 Mb/s

Channel: 36

Frequency: S180MHz

Signal strength (dBm): -61 dBm
Noise level (dBm): =97 dBm
Signal/noise ratio (dB): 36 dB
TSF timestamp: 2032467034
[Duration: G4us]

IEEE 8062.11 Deauthentication, FLAgs: se:sssssl

IEEE 862.11 Wireless Management
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@ Uuibe Cisco Catalyst 9800-L Wireless Controller Welcome rosalis | & W A B & 0 @ O Q = a2
Monitoring - > Wireless~ > Rogues
Unclassified riendly Malicious Custom Ignare List Rogue Clients Adhoc Rogues
Mumber of Clents: 48
G MAC Address T H#Datecting Radios T Last Seen On Status T
G 0021.6a9b.b344 1 0215/2024 17:21:34 Adert
O 0chB.1575 8a5c i 0215/2024 17:08:14 Alert
O 1858, 560f cael 1 02/15/2024 17:20:44 Abert
G 3471b.2d61 .cog3 1 02015/2024 17:03:54 Adert
0 62b8.db39.c532 1 02{15/2024 17:08:14 Aert
O 701357870 1 02715/2024 17:18:54 Alert
D 703.5a7¢.9150 1 02015/2024 1711634 Adert
0 70f3.5a7c.9710 1 02/15/2024 17:21:54 Alert
(] T0f3.5a7 ¢ bed) 1 02/15/2024 17:21:04 Abirt
G 7013.5a7c.cbdl 2 D2115/2024 171724 Adert
- o ~.

91208 Ipumwesp I yumsess (GUI) JSlses Igadle Ipeheso

ssuee Il Idolds woses slzes ub) IJisle, (CLI):

9800L#show wireless wps rogue client summary

Validate rogue clients against AAA : Disabled
Validate rogue clients against MSE : Disabled

Number of rogue clients detected : 49

MAC Address State # APs Last Heard

02/15/2024 17:22:44
02/15/2024 17:08:14
02/15/2024 17:20:44
02/15/2024 17:03:54
02/15/2024 17:08:14
02/15/2024 17:18:54
02/15/2024 17:23:04
02/15/2024 17:22:34
02/15/2024 17:22:54
02/15/2024 17:17:24
02/15/2024 17:20:44
02/15/2024 17:20:44
02/15/2024 17:16:54
02/15/2024 17:18:24
02/15/2024 17:20:24
02/15/2024 17:23:04
02/15/2024 17:19:04
02/15/2024 17:16:44
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2. 59002 pold IJIElz IJelds ol uosd 29d Idgpsd Idpehe 1Uss szed guslo MAC
0021.6a9b.944. 5lUss cp IJIUbcd £00 LSl ubs wblos 9,09 31,6 b,l; 9130 g IUBols 132.



sbo, IJIE)lz IJelds 1Jpiss po lJolosd:

9800L#show wireless wps rogue client detailed 0021.6a9b.b944
Rogue Client Event history
Timestamp #Times State Event Ctx RC

02/15/2024 17:22:44.551882 5 Alert FSM_GOTO Alert 0xO
02/15/2024 17:22:44.551864 5 Alert EXPIRE_TIMER_START 1200s 0x0
02/15/2024 17:22:44.551836 5 Alert RECV_REPORT 0x0

02/15/2024 17:15:14.543779 1 Init CREATE OxO

Rogue BSSID : 6c8d.7793.834f

SSID : Testing-Rogue

Gateway : 6c8d.7793.834f

Rogue Radio Type : dotllax - 5 GHz

State : Alert

First Time Rogue was Reported : 02/15/2024 17:15:14
Last Time Rogue was Reported : 02/15/2024 17:22:44

Reported by

AP : (9130

MAC Address : 1416.9d7f.a220

Detecting slot ID : 1

RSSI : -83 dBm

SNR : 12 dB

Channel : 132

Last reported by this AP : 02/15/2024 17:22:44

3. w8 2pt £pJs6 1Jodlb gu) 1dosle sJs v w IJ@uls: spdud b odlegh o Jssd Bsuolul
ES) PPV Edsor st suweee IUepsd Idpthe leas wllb 1Usuesd IpsL,é BSSID Jbe
leoold 1dg pdle:

No. Tima Sourca Destinati Protocol Channal  Length Info

Deauthentication
Deauthentication,
Deauthel

Deauthent

Deauthent
Deauthent
- Deauthentication,
24 88:5 T 2:2f 3 B1 aez. 38 Deauthentication

Frame 7: 395 bytes on wire (316@ bits), 395 bytes captured (3168 bits) on interface wlanB, id @
Radiotap Header v, Length 18
B02.11 radio information

PHY type: 882.11a (OFOM) (5)

Turbe type: Nen-turbo (@)

Data rate: 24.0 Mb/s

Channel: 132

Signal streagth (dBmb: -64 dBm
Thuration: 14Bosl

IJgle 1Jpuols$6 OTA



©J90 Bspd RSSI JJzip eldsé: ol seus 1o IJgpsd 1dpglhe Sosw Seds! po 08bs 19 o9
1Jps1y6.

4. sosu lduvdd Idelds Juveds ubsuds 90556 Logsd vy Idogle:

[M]2pnly a display f | 4+ DATA PROBES ASSOC AUTH  RTS/CTS ACKs  NOBEACONS BEACONS  <4MBfs
N, Time Source Destination Pratocal Channel  Length Info
4. 458409 13li4b: : H Authentication, =1112, » Flags=......
2024=-02=-15 18: 8 =il - - B02.11 Acknowledgement, Flags=. C
2024-82-15 13:59, 488218 Cisco_7f:a2:2f H £802.11 Authentication, SN=8, FM
2024-92-15 18:13:59.488220 Cisco_7f:a2: { B882.11 Acknowledgement, Flags

2024=-02=-15 18:13:59.488226 c6:39:31:4b:11:81 (c6:39:3. 882.11 Acknowledgement, Flags=........C
2824-82-15 18:13:59, 490944 cB6:39:31:4b:11:81 Broadcast Basic Format; Type 1 LLC (Class I LLC); Wi

2024-02-15 18:13:59.491943 Cisco_7f:a2:27 (14:16:9d:7. ? Acknowledgement, Flag

18:13:59,495013 1 (ch: e Acknowledgement, Flags:
2824-02-15 18:13:59.498002 Cisco_7f:a2:2f (14:16:9d:71:a.. ¢€6:39:31:4b:11:81 (cH:39:3. B0Z.11 Trigger EHT Basic, Flags=......
2024-92-15 18:13:59.408911 c6:30:31:4b: 11:81 Cisco_T7f:alZ:2f 802.11 Action Mo Ack, SN=B, FN=@, Flags=........
2024-02-15 18:13:59,500196 B.8.0.8 224,9.0.1 Mesbership Query, general

18:13:59. 500208 2 Acknowledgement, Flags=...s.a.sC

Trigger EHT Buffer Status Report Poll (BSRF

2024-02-15 18:13:59.550235
2024-02-15 18:13:59.558245
2024-82-15 18:13:59.550249 CB:39:31:4b:11:81
2824-02-15 18:13:59.550251
18:13:59, 550253 chr39:31:4b:11:81 i
2024-62-15 18:13:59.558255 ch 31:4b:11:81 (c
2824-02-15 18:13:59. 558811 Cisco_7f:a2:2f C6:39:31:4b:11:81
2024-02-15 18:13:59.550814 Cisco_ff:a2:2f (14:16: Bl EF] Acknowledgement, Flags

2824-82-15 18:13:59.560108 Cisco_Tfia2:2f (14:16:9d:7f:8. ©€6:39:31:4b:11:81 (c6:39:3. Trigger EHT Buffer Status Report Poll (BSRF

3,8 gwdspes
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_manage_rogue.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_classify_rogue_aps_ewlc.html?bookSearch=true
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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