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14:12:19. 0852518 IntelCor_94:27:30
14:12:10.256280  9.803682008 Cisco_sa:18:8f

449 Reassociation Request, SN=22, FN=0, Flags=.
458

451 14:12:10.858303 9.002103000 IntelCor_94:27:38 Cisco_ai

452

453

Reassociation Response, SN=3741, FN=8, Flags:
Action, 5N=23, FNe2, Flags= aal
Request, Identity

«£, 55ID="ota-dotlx"

14:12:19.859417  2.89111 Cisco_aa:18:87 IntelCor_9

14:12:19.108429  ©.049012000 IntelCor_94:27:38 Cisco_aa: 1l Response, Identity

454 14:12:19.116989  9.205480000 Cisco_aso:l8:8f IntelCor_ Request, TLS EAP (EAP=TLS)

455 14:12:10.110150  0.092241000 IntelCor_04:27:30 Cises_pna 1 Response, Legacy Mak (Response Only)
456 14:12:10.122792  0.883642000 Cisco_sa:18:8f IntelCor_94:27:39 Request, Protected EAP (EAP-PEAR)
457 14:12:19.124621  9.001829000 IntelCor_94:27:30 Cisco_sa Encrypted Handshake Message

458 14:12:18.166658  0.242029000 Cisco_aa:1B:8f1 IntelCar_94:
459 14:12:19.170035  8.883389000 IntelCor 94:27:38 Cisco_asa: 1l
468 14:12:10.175814  8.005775008 Cisco_aso:18:8f Intellor_5
461 14:12:19.180060 0.804255000 IntelCor 94:27:38
462 14:12:10.182029  0.0802860000 Cisco_sa:18:8f
463 14:12:19.236135  @.053206009 IntelCor_94:27:30
464 14:12:19.244438  0.808303000 Cisco_aa:lB8:87
465 14:12:10.248078  0.003640000 IntelCor 94:27:20
466 14:12:19.251302  9.093224080 Cisco_aa:l8:8f
467 14:12:19.259118 0.807008000 IntelCor_94:27:30
468 14:12:19.263865 0.004755000 Cisco_asa:18:8f
4609 14:12:10.271714  9.207849900 IntelCor_94:27:30
478 14:12:19.285288 0.813566000 Cisco_aa:1B8:81
471 14:12:19.287513  8.882233000 IntelCor_S4:27:38
472 14:12:19.291881  9.203568000 Cisco_aa:l8:8f
473 14:12:19.294213  2.203132000 IntelCor_94:27:30
474 14:12:19.315016  0.020823000 Cizco_sa:l8:8f
475 14:12:19.316556  0.201540000 Cisco_aa:l8:8f
476 14:12:18.321017  0.804461000 IntelCor 94:27:30
477 14:12:10.322061  0.001844008 Cisco_asa:18:8f
14:12:10.323817  @.8017560082 IntelCor_34:27:30 Key (Message 4 of 4)
34:12:18.324690  B.800882000 IntelCor 94:27:38 Action, SH=24, €, Dialog Token=3
14:12:10. 325699  0.001200000 Cisco_aa:l8:8f Action, C, Dialeg Token=3
2.20995700@ IntelCor_34
1 2.813451008 z

119, 348503 Cisco_aa:18:8f i Dialeg Token=99

i19.349222 2.00031900@ Cisco_3f:@80:71

119, 345623  9.090401888 IntelCor_94:27:30
14:12:10. 350846 ©.800423000 IntelCor_S4:27:38
14:12:19. 530266 ©.180240000 IntelCor_94:27:30
14:12:10. 616297 2.246011008 Cisco 3f:88:f1
14:12:19.623163  @.0A6866000 IntelCor_94:27:30 IPvdmcast_16
14:12:18.623515 2.2a035200@ IntelCor_94 L] IPvEmcast_16
14:12:19. 623898 0.000375000 IntelCor_94:27:30 Cisco_¥f:@@:f 2 EN=19, FMN=0, Flag
14:12:10.625663  9.801773000 Cisco_3f:88:f1 7 SN2, FN=Q, Fla
14:12:18. 627395 2.8a1732000 IntelCor_94:27:30 C. 8 5 SH=28, FH=8, Flags=.p.
14:12:19. 628887 8.881412008 Cisco 3f:88:f1 2 SH=3, FN=8, Flags
14:12:18. 632208 8.02a3483008 IntelCor_94:27:38 SM=21, FN=8, Fla
14:12:18. 632626 8.008336000 IntelCor_94:27:30 = o5 Data, SM=22, FN=8, Flags=.p.....TC

Request, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAP)

Request, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAP)

Server Helle, Certificate, Server Key Exchange, Server Hello Done
Encrypted Handshake Message, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message

Response, Protected EAP (EAP-PEAP)

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Response, Protected EAP {(EAP-PEAP)

Success

Key (Message 1 of 4)

Key (Message 2 of 4)

Key (Message 3 of 4)
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Enter time interval

Enable Internal Logs

Generate logs for last @ 10 minutes

® 30 minutes
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£} Wireless Deb
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MAC/IP Address Y Trace file
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<#froot>

2022/09/23

20:

Access- Accept

, len 289
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23
2022/09/23

eap- nmsk

0

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

08.

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

646494126

646504952
646511532
646516250
646566556
646577756
646601246
646610188
646614262
646622868
646642158
646668839
646843647
646878921
646884283
646913535
646914875
646996798
646998966
647000954
647004108
647008702
647025898
647033682
647101204
647115452
647116846
647118074
647119674
647128748
647137606
647139194
647140612
647141990
647158674

fb cl ¢c3 f8 2¢c 13 66 6e 4d dc

2022/09/23 20:00:08.647159912
2022/09/23 20:00:08.647161666
2022/09/23 20:00:08.647164452
2022/09/23 20:00:08.647166150
2022/09/23 20:00:08.647202312

{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[radius]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]
[dotlx]

[15612]:

[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:
[15612]:

[auth-mgr] [15612]:
[auth-mgr] [15612]:
[auth-mgr] [15612]:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

26 b8 79 7e 89 83 f0 12 54 73 cb

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]
[aaa-attr-inf]

[auth-mgr] [15612]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):
(info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):
[15612]: (info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):

RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
Valid Response
[0093.
[0093.
[0093.
[0000.
[0000.
[0093.
[0093.
[0000.
[0093.

3794.
3794.
3794.
0000.
0000.
3794.
3794.
0000.
3794.

2730

0000

0000

Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying

2730:

Received from id 1812

authenticator 8b 11 2
User-Name [1] 7 "Alic
Class [25] 55 ...

EAP-Message [79] 6 ..
Message-Authenticator
EAP-Key-Name [102] 67
Vendor,
MS-MPPE-Send-Key [16]
Vendor,
MS-MPPE-Recv-Key [17]

Microsoft [26
Microsoft [26

Packet, Free t
capwap_9000000

:capwap_9000000
2730:
0000:

capwap_9000000
capwap_9000000

1 capwap_9000000
2730:
2730:

capwap_9000000
capwap_9000000

:unknown] Pkt b
2730:

capwap_9000000

61 51 da fa af 02 bf 96 87 67 4c c7

[15612]:
[15612]:
[15612]:
[15612]:

(info):

(info): Applying Attribute :
(info): Applying Attribute :
(info): Applying Attribute :

[0093.3794.2730: capwap_9000
[0093.3794.2730: capwap_9000
[0093.3794.2730: capwap_9000

Attribute : us
Attribute : cl
Attribute : EA
Attribute : Me
Attribute : EA
Attribute : MS
Attribute : MS
Attribute : dn
Attribute : fo
Attribute : au
Attribute :

22 cl
ea
me
cl
in

(info): Applying Attribute
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[0093.3794.2730: capwap_ 9000
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<#froot>

2022/09/23 20:00:08.647158674 {wncd_x_R0-0}{1}: [aaa-attr-inf] [15612]: (info): Applying Attribute :
eap- nsk

0

fb cl c3 f8 2c 13 66 6e 4d dc 26 b8 79 7e 89 83 f0O 12 54 73 cb 61 51 da fa af 02 bf 96 87 67 4c c7 22 ct
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icp

ica

IEC 60870-5-101 + Reassemble fragmented 802.11 datagrams

IEC 60870-5-103 Ignore vendor-specific HT elements

IEC 60870-5-104 o Call subdissector for retransmitted 802.11 frames
IEEE 802.11 Assume packets have FCS

:E:: 332]:: Validate the FCS checksum if possible

\EEE1722 Ignore the Protection bit

iFCP * Mo

ILP Yes - without IV

IMAP Yes - with IV

IMF Enable WPA Key MIC Length override
INAP
Infiniband SDP
Interlink Treat as S1G

IPDC + Enable decryption

IPDR/SP

iPerf2 Decryption keys Edit...

1IPMI

IPPUSE WEP and WPA Decryption Keys
IPSICTL
1Pud

IEEE 802.11 wireless LAN

WPA Key MIC Length override 0

Key type | Ky
:E::‘a' msk fbelc3fB2c13666e4ddc26b8797e89831(M25473cbb151dafaaf02bfO687674cc722cbf0933102a41bb02{0a7E9bb223810ck
1PX

IRC

ISAKMP

iSCSI

ISDN

iSER

ISMACRYP

iSNS

150 10681

150 15765

IS0 8583

1S0bus VT

1SUP

sco_3f:80:f1
sco_3f:8@:71

bl Fee AA.ST.5A




opo luolds pbdulz VY IJovds) IUs o osdle wireshark.

U296 6. wedsd 29 pi9) 802.1X 1Jos wp VY o vds)ol

Jizb Jso iuoyao Js 1Jpy9) IJJluwdIdsé piisssd IJIo. W J§bé IJuivlué. spdod 1956
Yo 039 ARP (IJzse 482 9 484). 9l wegdlple DNS gldlwezlole (IJz e 487 9 488). 92,J6 0,9,
ICMP (IJzsp 491 206 497) 5206 wilss Idpuoldes edless Idlogle Jgduws TCP (IUz)es 507).

12:10.052518
450 14:12:10.056208
451 14:12:10.058303
452 14:12:18.055417  9.881114088
453 14:12:10. 188429  9.845012000
454 14:12:10.116009  0.002480000
455 14:12:18.115158  9.882241008 Cisco_sa:
456 14:12:19.122792  0.803642000 IntelCor_94
457 14:12:18. 124621  9.B8182908@ IntelCor_94:27:30 Cisco_sa18:
458 14:12:10. 166650  B.B42029089 Cisco_sa:1B:8f IntelCor_94:
459 14:12:10. 170033  9.083389089 IntelCor_94:27:38 Cisco_sa
460 14:12:10.175814  8.885775088 Cisco_sa:18:8f IntelCor_ 54
461 14:12:10. 188069  0.884255009 IntelCor_94:27:30 Cisco_sa
467 14:12:10. 187929  9.B8ZBGMM8R Cisco_sa:lB IntelCor_94
463 14:12:18.236135  B.853206080 IntelCor_ 94 €isco_sa:
464 14:12:10.244438  D.B0S303089 Cisco_aa:l IntelCer_94
465 14:12:10.242078  9.803640089 IntelCor, 94
466 14:12:10.251302  9.883224088 Cisco_aa:18
467 14:12:10.255118  9.887808088 IntelCar 94
468 14:12:10.263865  9.B84755088 Cisce_aa:18 IntelCor_94
469 14:12:18.271714  B.B87843080 IntelCor_94:27:38 Cisco_sa118:
478 14:12:10.285280  .013566089 Cisco_aa:lB:8f IntelCer_94
14:12:10.287513  9.802233004 IntelCor 54:37:30 Cisco_sa:18
12:10.291081  0.B035EB008 Cisce_sa:1B:8f IntelCar_94:
12:10.294213  9.883132008 IntelCor_94:37:30 Ciseo_sa
112218315016  B.B28803088 Cisco_sa:1B:8f IntelCor_94:
12:10.316556  B.081540089 Cisco_aa:l8:8f IntelCor_94:27:30
112:10,321017  8.884451008 IntelCor 34:37:30
12:10.322061  0.B01044008 Cisce_sa:lB
12:10.323817  9.881756088 IntelCor_94
12:10.324699  B.088882008 IntelCor_94
12:10.325809  0.081200009 Cisco_aa:lB:8f IntelCor_94:27:30
12:10.334056  0.009057009 feBl::badf:BESh: 18 F182::2

4:12:10. 348407  0.013451888 Intellor_ 34:27:30 Brosdeast
12:10.345003  0.000406008 Cisce_sa:18:8f IntelCar_94:27:30

Cisco_sa
Cisco_sa:18:8f IntelCor,_5
IntelCor_54

Reassociation Request, SN=22, FN=8, Flags= wesC, SSID="pta-dotlx™
Reassccistion Response, SHe3741, FMed, Flags=........C
Actiom, SM=23, PR, Flagss........C

Request, Tdentity

Response; Identity

Request, TLS EAP (EAP-TLS}

Response, Legacy Hak (Response Oaly)

Request, Protected EAP (EAP-PEAP)

Encrypted Handshake Message

Request, Protected EAP (EAP-PEAP)

Response, Protected EAP (EAP-PEAF)

Request, Protected EAP (EAP-PEAP)

Responze, Protectsd EAP (EAP-PEAP]

Server Hells, Certificate, Server Key Exchange, Server Hello Done
Encrypted Handshake Message, Change Cipher Spec, Encrypted Handshake Message
Change Cipher Spec, Encrypted Handshake Message
Response, Protected EAP (EAP-PEAP)

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Application Data

Response, Protected EAP (EAP=PEAR)

Success

Koy iMessage 1 of 4}

Wey (Message 2 of 4}

Hey (Message 3 of 4)

Key (Message 4 of 4)

Action, SWe2d, FMe®, Flagss........(, Dislog Tokems3
Action, SN=3746, FN=@, Flags= &, Dialog Token=3
Router Solicitatics from 8@ 94:27:30

Who has 172.16.5.17 Tell 172.16.5.66

Actiom, SNe3T47, PHe®, Flagse........C, Disleg Tokens0d

InteliCor, 94

12:10.349222  0.000319000 Cisco_3f:88:11 IntelCor_94:27:38 172.16.5.1 is at 78:da:6e:3f:80:11
IntelCor_$4:37:30  Cisco_aa:18:81 Action, SNeZ5, FMed, Flags= <€, Dinlog Tokenwd®
172.16.5.66 172.18. 188,43 Standard query Ba3c48 A www.B5TTCONAECTLEST. OB

172.16.5.56 172.18. 188.43 Standard query BxsdSi A cisce.com
172.18. 188.43 172.16.5.66 Standard query respomse Basd5 A clsce.com A 72.163.4.161
172.16.5.66 224.8.0.22 Mesbership Repart / Join group 224.8.8.251 far any seurces / Join group 230.255.355.250 for any sources
fcBl: tbadf:BESD: 118 11022116 Multicast Listener Report Message 2
172.16. 5,56 172,253.63. 99 Echo (pingl request  Ld=Bxb0e
16. 152 5.5.5 T.

12:18.623515
12:18. 623808

ttl=8 (no response foundt)
t)

t
ttl=d [ns response fownd!)
t

172.16.5.66
172.16.5.66

172.253.63.99
72.163.4. 261
+1 6

Echa
Eche

Ipingl request
[pingl reguest

$0q=8139/51999,
seq=B140/52255

ttl=10 (no response found!)
ttl=126 freply in 581)

1
14:12:18. 632605 Intellor 54 Action, P8, Flags= Disleg Tekeesd
A%0 14:12:18.632072 Clsce_sa:18:8¢ IntelCar_B94:27:30 Actiom, SN=3T754, FN=8, Flagss. €, Dinloy Tokens6
508 1 172.16.5.66 172.253.63.99 Eche (ping) request id=@xddel, seq=B141/52511, ttlell (mo response found!)
1 7I.163.4.161 172.16.5.56 Eche [pingl reply #eq=B140/52255, ttl=236 (request in 496)
1 .16 r=3 < t
1 -
14112210, TIE518 172.16.5.86 230,255,255, 150
S5 14:12:10,TATEIZ 172.18.108.43 172.16.5.66 Standard query respomse @x3cdd freonnecttest. com CNAME nesi-ges.trafficmanrager. met (HAME woad. mst
SB6 14:12:10, TAELTH 172.18.108.43 172.16.5.66 Standard query response Bx3cdd frconnocttest.com CNAME ncil=geo.trafficmanager. ot CNAME wei.msf
ST 14:12:10, TS0G4E 172,16, 5.66 23.218,218.158 50781 - B8 [5YN] Seqe Win=G5520 Lon=@ MSS=1260 WS=256 SACK_PERM
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