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1J21096 2. 223 1Jesh cess0. Sp vogsso udlb 1Jsunsd [Us p9de. 20 Idpive wbosd eds
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Assign Device to Site

wessu uldlb 1Jsuesd s 1Jes e

loodd s Idblod IUglue wd sspdud j3ss zese Iizess IJpguou0s Jol - 92368 Ideede B
lJubods Ipzdsé IJdluvddss (WLC) sudlb 1d9uesd (AP):
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IJlz056 IJpeswé 1Js 1psde
louvle SSID

IUgboss 1. loedd 1Js Iousese > lesble Idgvwds > Jigedds > gl siowd SSID:

louile SSID

Spdud logule SSID JJed v wé 19 SSID JJos®. B o3l lJeHuo IJusoses: swop luogile
SSID JJyosus:

e Add
Guest
SSID JJuosd 19 1dpdwwé

lJglbgs 2. i'ao_) IJleshs [J3s wysso J SSID. W oo IJzlJéc swp lugvle SSID pde9z. Sew
wpdsu glde 1Jpeuug9d 9Broadcast SSID:
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Basic Settings

Fill the information like name, wireless options, state and network to complete the basic setup of SSID

Wireless Network Name

Demo

Wireless Option

© Multi band operation (2.4GHz, 5GHz, 6GHz) (O Multi band operation with Band Select () 5GHz only () 2.4GHz only () 6GHz Only

Primary Traffic Type

Best Effort (Silver) o

SSID STATE

D Admin Status
D Broadcast SSID

lesble SSID IJigwluwss

Security Settings

Configure the security level and authentication, authorization, & accounting for SSID

SSID Name: Demo (Guest)

Level of Security
L2 SECURITY
() Enterprise () Persenal () Open Secured ) Open

Least Secure :

L3 SECURITY

O Web Policy @ Open

Authentication, Authorization, and Accounting Configuration
A Please associate one or more AAA servers using Configure AAA link to ensure right configuration is pushed for the selected security setting
- ‘\ Configure AAA
Mac Filtering
(3 Fast Lane (D)

(0 Deny RCM Clients (3)

lesble elpse SSID



A

opdst Jl oo odasu gbe AAA 9l lue o SSID. sop wessu Ylises IUb,@
IJIe,)lose W 2lds 30 wdgsy g9l AAA.

ew IJud)y W9 IJolds: spdoud puiless eshle podspes J SSID 1UElLo wJ:
Advanced Settings

SSID Name: Demo (Guest

1800

BSS Max ldle Service

B Chont User ldle Timaout 300 Dirveted Multicast Sonice

Radius Client Profiling C.

leshle SSID 1Jp$3p6

IJgb9o 3. we> lugile SSID: sJjpd | @)luo wpdd wg)s. lud) eds |uolWs pdud wiuosuo:

Associate SSID to Profile

Select a Profile on the left or Add Profile and click 'Associate’ to associate the SSID to Profile.

SSID Name: Demo (Guest)

e Add Profile 0 profile(s) associated.

Q Search

|uo|u_90 'DJK_Q \_JEJgS\_g

1Jgo9s 4. 235 luwpel Jpdd lJog) s wp lud) Vs IJuolss eds yub pJud IJog)su:



‘4, Associate Profile Cancel

Profile Name

DemoProfile

l8elo pdd IJog s

o930 JJ ¢Jluos g0 SSID slJws osdd IUss lugslwe:



Summary

Review all changes

v Basic Settings  Edit

pJéo SSID

SSID Mame

Primary Traffic Type

Admin Status

Broadcast S5I1D

Security Settings
L2 Security

L3 Security

AAA Servers

Mac Filtering

Fast Lane

Deny RCM Clients
Enable Posture

ACL Name

Advanced Settings
Fast Transition (802.11r)
Over the DS

MFP Client Protection
Session Timeout

Client Exclusion

Radius Client Profiling

MNAS-1D

Network Profile Settings

DemoProfile

Demo

Best Effort (Silver) ()

Yes

Yes

open

open

Yes
MNo
Mo

Mo

Disable
Mo
Optional
1800
180

Mo

Edit

Fabric (Associated)



gldos os wldgd zie pu UL@@& lJos op odssuol Jpdd wgrsad 1o

lJJlowdIds [Jpessc seo peldewol 9lglss wposs wuvgsdol.

Sop lJlu ©9ds) ullb 19 o9

lJ¢b9o 6. eds zluw guuey Idopdp Vs IdGvwds 1Upedss IJJluwdIdss (WLC) luedd IJs
IJodssy > Jluwdds > udlb 1d9uosd. weldd pu >3¢ gdlele AP oo wuss IJubeds 1,856

ou Cisco:

Configuration = > Wireless ~ >

% All Access Points

Total APs :3 %

ion : Country Code
Misconfigured

Mo
MNo
No

1

edlele eds vl Iy o9d

LSC Fallback
Misconfigured

No

No

Access Points

Misconfigured APs

Tag:(

Country Code :  LSC Fallback :

Policy Tag
PT_Lisbo_Lisbo_Flo
orl_45ce?
PT_Lisbo_Lisbo_Flo
orl1_45ce7

PT_Lisbo_Lisbo_Flo
orl_4sce?

Site Tag
ST_Lisbo_Lisbon_3
e5f5_0
ST_Lisbo_Lisbon_3
e5f5_0

ST_Lisbo_Lisbon_3
e5f5_0

RF Tag

DemoRFProfile

DemoRFProfile

DemoRFProfile

Location

default location

default location

default location

Select an Action v

Country

PT

PT

PT

g b9s 7. lowdd IJs IJodsse > gdlple 9pdudle IUog s > Lvodle WLAN 902808 pu 298
SSID pu wusé Iduvods |, 8ps6 pu Cisco:

Configuration~ > Tags & Profiles~ > WLANs

Selected WLANSs : 0

Staul Name

(1] Demo_Global_NF_986e8d08

WLAN

louble p9 8¢ wule

10 «

D

17

Y ssiD

IJgbss 1. loedd [Js w9ds) > pslde ldouss. luuble p9de wule:

Y

Security

WLAN Wizard

[open],MAC Filtering
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Virtual Networks Fabric Sites Transits

C, Search Table

louvle polde vuwse

lJglogs 2. 23> |.J,ou_ao..s/Ui)U'o..§6 Jesde lJouss:

Fabric Site Location

A Fabric Site begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Site.

Q Ssearch

Search Help
v <2 Global

> O &

v &% Lisbon

v @@ Lisbon

© == Floor 1




oS p98E Idouss

1Jgb9o 3. 235 Bldw puol> 6. Vs 03l 1Ug)uo IJusoses: Jp swop wbwsd Ls puwol:

Authentication Template

Select a Template for the Fabric Site. The Template will apply a port-based network access
control configuration to all access ports on Edge Nodes and Extended Nodes.

O Closed Authentication ©

(O Open Authentication @

(O Low Impact ®

© None @

Ildo lJpuol> 86
lJglogs 3. spdud [gush) el Bl Jow w8 lesh pub9é IJouss IJTe i_9 Jiel:

Fabric Zones

Fabric Zones are optional. They reside within a Fabric Site and can only contain Edge Nodes and Extended
Modes. If Fabric Zones are used, only select Virtual Networks and Anycast Gateways (IP address pools) are
provisioned to the Edge Nodes in each Fabric Zone.

If Fabric Zones are not used, all Virtual Networks and Anycast Gateways are provisioned to all Edge Nodes
in the Fabric Site.

Setup Fabric Zones Later O Setup Fabric Zones Now o

All IP address pools and Virtual Networks are Specific |P address pools and Virtual Netwarks
provisioned to all fabric Edge Nodes, can be assigned to fabric Edge Nodes in one or

more Fabric Zones.

Select one or more areas, buildings, or floors to enable as a fabric zone

A Fabric Zone begins at the selected level of hierarchy. All levels below the selected level are included as part of the Fabric Zone.

LEGEND = Fabric Site

(Q Search Hierarchy
Search Help

£ Floor 1
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IJ¢b9o 4. 299 pu lesble pub s IUouso 1Jglues . I3l dly JJ Gbse eds pl Solp B>
UUM!

Summary

VUL p98E IJouss

J&> Bpw wluuble p9 98 vuwse:

Success! You created a Fabric Site.

Your Fabric Site, Global/Lisbon/Lisbon/Floor_1, was created successfully. (]

logvle p99€e LuS6
luolwos WLC |Js 1Jouso
loodd 1Js 12398 > p9lde [Jonss 9233 p9de [Jouss Il wd. lud, leds guues Ideedpe

s Idubvedo IJpedss IJJluwdIdss (WLC) gouodz IJs uuwse edlpd Idowsse. pdoue wule
|Js I WLC. 93> |olwe:

Floor 1 9800-17-%-AMI-RP-HA dns-ams.cisco.com (10.48.39.186
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lJglogs 1. luovd s IJouopse > leshlo Idgveds > wgpele gulasu IP. 8pe wlousle wgps
culosu IP.

=1
£
]

IJeb9s 2. lowdd Ids w9398, > el e Idouss 923 p9de IJwuss IUglue wd. loedd |ds
IJloople IJs Idpuosed > Idgvedle IUbloyss.

Sop G838 Iduods 1Uslzss 1JIde,loss (INFRAVN) Jodlb 1Js o9 (AP) IJesezé
wuw09ds. ©9z> udlb IJsuod Vs LSt IJwuss 9JJu e wessy INFRALVN IJs z29J
lJogzsoe Idele. spdo WEb Judlb 1Usuoed 9lde§> 1Jpeyumed o coces lds infra_vn. sope
wpdsu pded Jbo s 2 odilissl souvgsd 306 LISP oo ldpuwess lJolus.

25> INFRA_VN > | jol96:

= _

1

IJ21096 3. ILowd wee eolosy IP wuse IUozee Jodbs 9,09J:



s IUuvwds 1Jblo,ss S1-INFRA

lJglo9é 4. 0289 ppl Bl wp wpdsy pdzd lUbo 96 2.

=Q

VLAN Name = Poal Type Supplicant=Based Extended Node IP Addreas Poal WLAN  Layer=2 Flooding

sy Iuvwds 1Jblo,ss

pe WE IJozee = 06 1U9uo9d 9lpwsh IUbw s 2 |Js ON: souod cuss IJuveds 1886
pu CisCo 9236 IJozde Vs Iduveds 1dpedss IdJluwddss (WLC) ssesu 9lzod Idouss eds
cgbsl VN_ID JJuvwds 1J,es6 Joudbs 1Uso9d JIJ pow L2 9 L3 VN_IDs.

12096 5. S zluw slzod ldpumwetse Ihum9ess (GUI) 1JElLos w9zrs Idoede B 1duvwds
lJezdss IUJlgwdIdss (WLC) luedd Ids Idedsse > Jluwdds > 1douss > gle. |Lolds gpsd
z>S> 9AP vn_ID:



Edit Add Client and AP VNID b

Configuration~ > Wireles

Name* S2-INFRA
General Control Plane L2 VNID* 8188
. Control Plane Name default-control-pl ... »
Fabric Status
L3 VNID 4097
Fabric VNID Mappit  |p address 172.16.0.0
MNetmask 255.255.255.0
Name:
S2-INFRA
1

O Configure Multicast and I€ 9 Cancel

1 Update & Apply to Device

luol 36 & psd 23559 AP VN_ID

lJglogs 6. luovd Ids Idodssy > Jlgedds > uilb 1Jguoed. 235 udlbd 9,09d 9lgaé pu
IJBIsps. ©2838 pu wpdsu ldé Idouss 9ewslu IP Jpuwass IJozde sluwe puvess Idozde:

Edit AP %

Configuration ~
AP Mode i > Primary Software Version 17.9.3.50
All Acce Operation Status Registered Predownloaded Status N/A
Fabric Status Enabled Predownloaded Version N/A
Total APs : 3
CleanAir NS| Key Next Retry Time N/A
AP Name RLOC IP 10.30( XX XK Baot Version 1.1.2.4
d
APOC75-BDE
B Control Plane default-control- 105 Version 17.9.3.50
Name plane
-1
3B00E Mini 10S Version 0.0.0.0

IJozdd pu 2lds wuss udbs IJsuesd (AP)
IJepsd 1Jp9e9> eds IUJ9zs
IJglbgo 1. Lo IJogee IJs IJubeds [Ubloysé 90299 pu o owssd eded IUbo 86 2 09 95>

lJoubésd Jopdso pded Idubeds IUB,esd pu ldpuvesssu IJelus LISP s ldelus eds
oepslduvedo 1J,es0 JJgpdle. W cisco dna 1.3.x: lue suwobse Jl sgbdo.
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VLANODIY || Auto generate VLAN name

luol 96 rpg euldsy IP

1U¢o96 2. 0288 ppl 131 Jlu pded IUbod6 2 sldezese IJJlundds 8> wp wpdsuopl.

oy Idubveds IJblo,ss

lJ2glb9s 3. eJs zluw 91206 lJpuwegsp lUyumw9pess (GUI) IUgluoé w9226 [Jozde d..s lJoveoJs
lJpedsé IJJlguddss (WLC). luedd Ids Idodssy > Jluwdds > 1Jouss > gleo. luove 5090
z>S> 9AP vn_ID.

ew wessu ldpzpesesd IJs Iduveds Idblo,ysé: swpe > 9¢ 9lzos Fabric 1Je,luuds IUs cessu
VNID |Js 9256 Idogdpe. 030 05 JJ pgydle Wsle 1Jegys (VNID) pu ldpuwess IJelus.



Configuration~ > Wireless~ > Fabric

General Control Plane Profiles

Fabric Status (ENABLED .|

Fabric VNID Mapping

Name Y L2VNID

S2-INFRA 8188

B Apply

10_1_0_0-S2_CORP_VN 8189

Y L3VNID Y IP Address Y Netmask Y
4097 172.16.0.0 255.255.255.0
0 0.0.0.0 0.0.0.0

il 10 v

|Lol56 g psd 25559 AP VN_ID

lJglbss 4. sup wessu SSIDs

lJs 1Jpzpsgs Os Iduvedle [dbloyse sle 1JuaJds:

Floor 1

Fabric Infrastructure Host Onboarding

Authentication Template Virtual Networks Wireless SSIDs

~ Wireless S5ID's
[[] Enatbile Wireless My t Reset Save
Trafhe
S5ID Nama Type Security Type Address Pool Scalable Group
Chaose Pool
Demo Enterprise WPAZ o 10_1_0_0-52_CORP_VN & Assign SGT
Personal Data

SSIDs IJpgsué

1296 5. wop |uolds pdud w)sWd wuso 38 peyd Wisé Idpe9g)s (VNID) pu IJpuwess Idelos
IJs 1Jpzeses Idpe ot 95p ©EsSU pdDd wgrsd Iduusluws eds e wers9 Idouss.

9sup wpdsue JJuuwse.

eds zlow 9lzos IJpuwedse Idyuwsess (GUI) euuo) Idoede B Iduveds IUppdss
IJJluwdIss (WLC). loedd [ds Idedsse > Jlgwdds > 1douss > pdBle IJog )ss.



Edit Fabric Profile

Configuration~ > Wi
Control PI

General

Fabric Profile Nz

s2-demo_Globa.

P oeHs Idouss

A Modifying the profile may result in loss of connectivity

Profile Name*

Description

L2 VNID

SGT Tag

s2-demo_Global_F_d3r

s2-demo_Global_F_d3r

8189

2-65519

IJ¢b9o 6. luwdd IJs IJoedssy > Idedlele 9pdule Idog s > 1dgwslgws. w8l pu pdud
oSV IJouss ldpesu Jpdd og)sad [Jueg:

Configuration = » Tags & Profiles~ > Palicy

Admin T Associated O Y

Status Policy Tags Policy Profile Nam¢
® default-policy-profil General Access Policies QOS and AVC Mobility
° “ Pemo_Globel F.B  yyLAN Timeout
(-] LY POLICY_PROFILE
Session Timeout (sec) 1800 (i)
] PP-voice
1 10 ¥ Idle Timeout (5ec) 300
Idle Threshold (bytes) 1]

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile

pdV wg)sV Idouss 1Uds op odysue gds IJuog

IJo2dl pu lduors

oz 8l pu wdssu ldeussé eds WLC 9 Cisco DNA

Advanced

Fabric Profile o s2-damo_Global_x » | B

Link-Local Bridging

mONS Service default-mdns-ser... v B
Policy Clear
Hotspot Server b

£Jss slz0d Lwbo, Isle, (CLI) goues IJopdp B Iubeds Iezdss 1JJIpuddss (WLC):

WLC1# show tech

WLC1# show tech wireless
odIsu puwess Idogde:

2ol wozso



le,luos 229d 2o 1Jesde
pe>> 1Jesse WLC
172.16.201.202
loole-pz>> IJps e
!
WLC ¢y pduse Jeduwd gpd Ehe I skbd
site_uci
tbp trsbo 1Jg oW 1Uss wp wdssuo pu pyd) wusd Iduveds 19086 (DNA) oy Cisco
Authentication-key 7 <Key>
CB1-S1#sh lisp gJwo
2dows J VRF w300 Wpzese: 9. ohst Ilousle: 5
elJs IJubs,) JlgJs/Jigudd sledighe
172.16.201.202:4342 up 3d07h 14/14
oJdysy WLC:
cust Jigwddse
Jogo Idoedpe Ws Idouso IJJlgeddss - puwass Idogde IUIGC,)luos
eu9ly IP 172.16.2.2 pelz 0 47aaba
pJeuo ehp sbo IJousse J WLC1# show
2lJo louold MS-IP
172.16.1.2 leJss
WLC1# show wireless fabric summary
2lJé 1dousé @ ppdy
Puvess Idogde:
elJs pdcle euslu IP JJluwe

default-control-plane 172.16.2.2 47aa5a up
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