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sh ap image summary | i Number of APs!!Check if number of APs matches with number we expect shlog | i AP Event: !!Check if APs

are disconnecting at sametime, or exist any pattern for APs connecting/disconnecting.

2. spdud IJeuosd eds $lisps wepse udlb 1J9u09d sldezdd pu wllb 1Usuasd

p 938938, wersd wilb IUuesd Ies wopss wade cubgsd 18d 98 cubgsd 18J pu
ASSOC. gldus ouwles eds weass ol Bl Jloe ould ullb 9,09d swe lehs wepsdol 9 lglé
louoldol o CAPWAP. 31 dlpe udlb 1d9uesd wdse ulehs IJezpsd: Bspdoud 1oz 8@
eu uldlb 1Ugo9d 3l s 9o IJouvesd IJpplod 9ldez 8l ppl Bl Jlve uélb 1dyuosd wdd
Vs 1Jpzad uduwe. Bl Juw wus 0blb 9ue9d wops) wISC wubEsd LoIE 998 IGuly
180 Slow veles s 1ezdd eel Il oo ould céssile op loldel gds vl IUsuesJ
030 9> w933 IJs lghs wubvgsd ubo IJyo9d (Capwap) 3 el Bl IJluw ould il 9,09J
(Capwap) wuwww epdsle lgls IUbuwld. sedod Lsgol 1IJozdd eo 929> Ls lelold Jusbs
lJo o9

show ap uptime !! Check Up Time vs Assoc Up Time. Check for patterns show ap cdp nei !! Identify if all APswith similar Up Time were
in same switch. show ap crash !! Check if there are any AP crashes. dir all | i crash !! Find AP crashes stored in WLC.
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show wireless stats ap history !! Find connect/disconnect events, time for those events, disconnect reason and count. show wireless stats
ap discovery !! Find discovery requests been received by WLC and time for those discovery requests show wireless stats ap join summary

I Find status of the AP, last disconnection reason and in which phase disconnection occurred.
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show wireless certification config !! Check DTLS version and cipher suite show wireless management trustpoint !! Type of certificate

used show wireless dtls connections !! Show if DTLS s established for capwap control/data ports used
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Collecting show tech wireless for concrete AP provides us config details, tag assigment, info about model, radios channels... show
wireless stats ap history mac-address Ethernet. MAC@ ! Check type of event and time for the event and disconnect reason and count for
specific AP. show wireless stats ap mac Radio MAC@ discovery detailed ! Check number of discovery request/responses, discovery
failures and type for last working discovery and non working discovery. show wireless stats ap mac Radio MAC@ join detailed
I1Counters for different phases discovery, dtls, join, config, data dtls. Also shows last reboot type and reason. Disconnect type and reason.

show logging profile wireless start last X days filter mac

1 Always-on-tracing for this AP shows more detailed events errors stored in the WL C trace database. Config changes, radio events,

association/disassociation events. show tech wireless ap name

Il Config details, tag, radio info channels/txpower, SSIDs, ...
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show wireless loadbalance ap affinity mac Ethernet MAC@ !! Check wncd assigned to concrete AP mac address, we can also get wned
for concrete site-tag show wireless loadbalance ap affinity wned <0-7> ! Other option isto check all APs assigned to a concrete wned. sh
proc cpu platform | i wned !! Check CPU utilization per wned
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I Enable ra-trace for AP using default monitor-time is 1800sincrese it to max in case you do not know when AP disconnection occurs.

debug wireless mac

internal monitor-time 2085978494 !'Using AP radio mac to capture traces with verbose level from WLC. Setting time allows usto
enable traces for up to 24 days ! Or debug wirelessip

internal monitor-time 2085978494 !'Using AP ip address to capture traces with verbose level from WLC. Setting time allows usto

enable traces for up to 24 days !'Reproduce no debug wireless mac

internal monitor-time 2085978494 !'WL C generates an ra_trace file with AP_info, command to check for ra_trace file generated.
dir bootflash: |i ra_trace !'Embedded Captures filtered by AP IP address ACL. Filter packet captures for AP ip address in both directions
and have acircular buffer to ensure that we get latest captures in case buffer exceeds 100M !!Create ACL ip access-list extended CAP-
FILTER permit ip host

any permit ip any host
I1Create packet capture monitor capture MY CAP clear monitor capture MY CAP interface Pol both monitor capture MY CAP

buffer circular size 100 monitor capture MY CAP match any monitor capture MY CAP access-list CAP-FILTER monitor capture MY CAP
start !'Reproduce monitor capture MY CAP stop monitor capture export flash:|tftp: |http:.../filename.pcap
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show tech !! Collect show tech to have all config details and radio stats for the AP. show dtls connection !! Check certificates, ports and
ciphers, versions for DTLS term mon !!Basic debug capwap client events debug capwap client error !! Advanced debug capwap client
pmtu debug capwap client keepalive debug capwap client payload debug capwap client details

Slispé wJJ 1Jlsle,

Blisps zpse 1JIslo, oo WLC

[bol) pd2e v bs 1Us9d | €35 vl 1909

wed SH | ls ws 2oe:

[bol) 99 wuvEsd udbs IUyuesd

&,ue ap cdp nei

|bol, glbJ AP

>y 1IJIJ ol webe

1bol, roax_.93]b|g"; u9bo |J9u09J JIUAJJd;Sl

1bol) o uld u¥9bs 1y Losd Jleuoldle 1Jelds 1JJluwddso

lboly pdéus luupele wdbs Isuosd (AP) Jloualle Jlguddss
show wireless certificate config

ol Idodbs 1Upses s wol Jblyé IUJlwddsé

Ibol) louolJle DTLS IJJlgvdIdsé

show wireless stats ap pzw99ble mac-address Ethernet MAC@

oVl Losd Yo ild show wireless stats ap mac Radio_ MAC@

bol) IJzlJle IJJluvdIse ap mac Radio MAC@ luopele pdu0J
show logging profile wireless start last x days filter mac <radio-or-ethernet-ap-mac>
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show wireless loadBalanced ap 1Jw9é mac ethernet_mac@
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debug wireless mac <ap_radio_mac> 9 9o IJublué 1UslgJss 2085978494
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show tech show dtls connection term mon debug capwap client events debug capwap client error debug capwap client pmtu debug capwap client
keepalive debug capwap client payload debug capwap client details debug capwap client info
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