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* spdlo ldozdpe Vs yuwds LAN IJJlgwdIdss (WLC) 9800 o Cisco.
* udlb 1Jgo9d (APS) oy Cisco lJos wagpe WPAS.

+ pesly IEEE 802. 11ax.

* Wireshark.
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oBw SSID 1Ugluo wuvwdd WLAN 1Jpss06: $89p £pdle Windows LlJzld "2" wluwe
SSID. sJJogde £ds 3JY: loedd 1Js "IJuvwds sldloc,yoe > Wi-Fi > s 1Idgvodlo
IJp,996" 9238 IJeyosd 1J$sse.

©9,22 JBlbs I il s o030 lJuwses lJuolsss: sop wlosy uiwds WLAN 9lz38 9odosuol J
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n '.':L's'yo" Cisco Catalyst 9800-CL Wireless Controller Welcome ad # & ABS T"OT Q = R

WLANs
Selected WLAN: ; 0
Susus T Hame T D T ssD i T
o KARCEBE . 1 Mk
[+] L 4o
© .
Q apan L Co
[+] CBE e

Uodle WLAN 1J3lL06 wooe lowdld OWE

1J¢b96 6 §p vogssu uvwdle WLAN IJos op logilgel |Js pdudle og)sw Iduogz Idpebdswo
B edled IJuoz sobusdol eds vdlb 1Jsuosd.

Edit Policy Tag x

A Changes may resultin loss of connectivity for some clients that are associated to APs with this Policy Tag
Name* | WIfi6E_TestPolicy |
Description | Enter Description |

“w WLAN-POLICY Maps: 2

+ Add
WLAN Profile T  Palicy Profile T
D OWE_Transition CentralSwPolicyProhke
D OpEn CentralSwPolcyProhke
1 | 10 v |
edlpd |Juog

lJodgsy J CLI:

SSID IJP&.IQQ_ga |JPE_QUO:

Device# conf t

Device(config)# wlan OWE_Transition 3 OWE_Transition
Device(config)# no broadcast-ssid

Device(config)# no security ft adaptive
Device(config)# no security wpa wpa2

Device(config)# no security wpa akm dotlx
Device(config)# security wpa akm owe

Device(config)# security wpa transition-mode-wlan-id 4
Device(config)# security wpa wpa3



Device(config)# security pmf mandatory
Device(config)# no shutdown

Voe SSID:

Device# conf t

Device(config)# wlan open 4 open

Device(config)# no security ft adaptive
Device(config)# no security wpa

Device(config)# no security wpa wpa2

Device(config)# no security wpa wpa2 ciphers aes
Device(config)# no security wpa akm dotlx
Device(config)# security wpa transition-mode-wlan-id 3
Device(config)# no shutdown

pJV g5V IJuog:

Device(config)# wireless tag policy Wifi6E_TestPolicy
Device(config-policy-tag)# wlan open policy CentralSwPolicyProfile
Device(config-policy-tag)# wlan OWE_Transition policy CentralSwPolicyProfile

IJozol pu lduoes
03l 09 Juwe Uy

el pu wdsu uvodle WLAN gJs CLI:

<#froot>

Device#show wlan id 3
WLAN Profile Name : OWE_Transition

ldentifier : 3

Description :

Net work Nane (SSID) : ONE_Transition

Status : Enabled

Broadcast SSID : Disabl ed

[...]

Security



802.11 Authentication : Open System

Static WEP Keys : Disabled

W -Fi Protected Access (WPA/ WPA2/ WPA3) : Enabl ed

WPA (SSN IE) : Disabled
WPA2 (RSN IE) : Disabled

WPA3 (WPA3 | E) : Enabl ed

AES Ci pher : Enabl ed

CCMP256 Cipher : Disabled
GCMP128 Cipher : Disabled
GCMP256 Cipher : Disabled
Auth Key Management
802.1x : Disabled

PSK : Disabled

CCKM : Disabled

FT dotlx : Disabled

FT PSK : Disabled

FT SAE : Disabled
Dot1lx-SHA256 : Disabled
PSK-SHA256 : Disabled

SAE : Disabled

OVE : Enabl ed

SUITEB-1X : Disabled
SUITEB192-1X : Disabled
SAE PWE Method : Hash to Element, Hunting and Pecking(H2E-HNP)

Transition Disable : D sabled

CCKM TSF Tolerance (msecs) : 1000

OVNE Transition Mdde : Enabl ed

ONE Transition Mode WAN ID : 4

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Required

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200

[...]

#show wlan id 4

WLAN Profile Name : open

ldentifier : 4



Description :

Net work Nane (SSID) : open
Status : Enabl ed

Broadcast SSID : Enabl ed

[...]

Security

802.11 Authentication : Open System
Static WEP Keys : Disabled

W-Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed
OVNE Transition Mde : Enabled

O/NE Transition Mode WAAN ID : 3

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Disabl ed

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200
[...]

Bs guwes ogde Bs 1dubeds Idpedss Iddluvddss (WLC). spdod Iluedid Ids odsso
uldbé 1Usuo9d sldeevd pu lu JJI yvoJos WLAN gublbs gds ugbs 1y o9d:
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Jpl spdod pdlphbs 1o pulys OWE 1Jpedss weoss ksuol £Js 908 lowdld OWE IE g luwe
BSSID IJpw9e9z 9lwe SSID "open”.

wboy Joblo IJuvlvs 030 olewwd Android s>g e Enhanced Open: Wluo sg)u0 V3 SSID
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Client MAC Address : 286b.3598.580f

[...]
AP Name: AP9136_5C.F524
AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wireless LAN Id: 3

WLAN Profile Nanme: ONE_Transition

Wreless LAN Network Nane (SSID): OAE_Transition

BSSID : 00df.lddd.7d3e
Connected For : 682 seconds
Protocol : 802.1lax - 5 GHz
Channel : 64

Client IIF-ID : 0xa0000003
Association Id : 2

Aut hentication Algorithm: Open System

Idle state timeout : N/A
[...]

Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : OW\E

Transition Disable Bitmap : None

User Defined (Private) Network : Disabled

User Defined (Private) Network Drop Unicast : Disabled
Encrypted Traffic Analytics : No

Protected Managenent Franme - 802. 11w : Yes
EAP Type : Not Applicable

sspduul pdlelbs O Ibse B 91206 IJpuo e IUyumspss (GUI) 106 wdzwd
IJleoold IJJlgu]Idss (WLC):
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AP slot : 1

Client State : Associated
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Wreless LAN Id: 4
WLAN Profile Nane: open

Wreless LAN Network Name (SSID): open

BSSID : 00df.1lddd.7d3f
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Prot ected Managenent Frane - 802.11w : No

EAP Type : Not Applicable
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S CO_IP_LEARN_IN_PROGRESS->S CO_RUN
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