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Add WLAN

‘

General Security Advanced

Layer2 Layer3 AdA,

Layer 2 Security Mode | WA = WPAZ -~ Lobby Admin Access D
MAC Filtering 0O Fast Transition | Disabled v
Protected Management Frame Ower the DS O
Reassociation Timeout 20 |
PMF Disablad v

MPSK Configuration

WPA Parameters
MPSK O

lesble elpsy Voice SSID 1Jgje 1

WPA Policy O

WPAZ Policy

GTK Randomize D

OSEN Policy O

WPAZ Encryption AES(CCMP128)
Ul ccmpzse
Ocempize
O Gomezse

Auth Key Mgmt O eo2.1x
PSK
—
D Easy-PSK
O com

IJzie IJelos pu leshle oleso SSID 1J o986




— o
(O Easy-PsK

O coim

OFr - 8021«
OFr - psk

O so2.1x-5HA256
O psk-sHAZSE

PSK Format | Ascl 4

PSK Type | Unencrypted = |

Pre-Shared Key™* | ........ | | &

lesble elesy Voice SSID 1Jgje 3

~ edlebs: Ulguegsle PSK SSID. Jsuw pu 1du2a9ss wpdse FT Jiu IJeuoldes leule
lJozold 9uos)8. gud wdasu pouwuwd 802.1X WPA: suuoe vopdsy FT+802.1X JAKM
sopdsu Idlvedld Iduvyse 9dIJo 1Uglb gds "over DS" Jpgbd. Spdud I..suol oJdsu
FT+PSK 9JJu 030 IJipeds ouwegse PSK IJgbs pu lzd IJwuwlbs.
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o9bio ldzed swesss IJubls:

Add WLAN x

General Security Advanced
Coverage Hole Detection Uriversal Admin D
[2ironet i€ © =] OKC
Advertize AP Name Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- D WM Palicy | Allowad v |
direct
mOMNS Mode | Bridging v |
11ac MU-MIMO
Off Ch | S ing Def
WiFi to Cellular Steering D annel Scahing Leter
- P m
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Add WLAN x

Off Ch | 5 ing Def
WiFi to Cellular Steering D anhel Scanning =
Fastlane+ (ASR) @&

Defer Priority O O 0O:
Deny LAA (RCM) clients ()]

0Oz 0Oas 5

Max Client Connections 6 07

Scan Defer 100
Per WLAN | 0 Time
Ber AP Par WLAN | o Assisted Roaming (11k)
Per AP Radio Per WLAN | 200

Prediction Optimization D
11v BSS Transition Support Neighbor List

1J¢1b90 3. 235 pdd vy IJuog 9lud)y 998 luolude:




Configuration~ > Wireless Setup~ > Advanced

TN " |
=)

Paolicy Profile Name .

Tags & Profiles
default-policy-profile

o | WLAN Profile = 0O 1 |T_‘ ltems per |
o
o Policy Tag & = 0O
(1] AP Join Profile = 0O
o Flex Profile = O
o Site Tag & = 0O
o I RF Profile = 0O
o I RF Tag & = 0O
Apply
(i) I Tag APs =

S wodssu luwe pdd s Iuwsluws: soesso 1J2lds Jpl 09 pedu: sldlzedllb
wldozasd Iderdis 9ldeuol> 96 9 DHCP sldlgeslu (es 17.60 sgouvs pywg ltosh IUlgesly
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Add Policy Profile ®

General Access Policies
Marme*
Description
Status

Passive Client
Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

QOS5 and AVC Maobility

A Disabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

Advanced

WLAN Switching Policy

Central Switching ENABLED .

Central Authentication ENABLED .
Gentral DHCP enaster [

Flex MAT/PAT

. DISABLED

|| Apply to Device

lody eds uwsluwle 1Usuosd 99 vodssu yvods VLAN IJos uvsop cessu lJgpsd
IJJluwdIds Jol g0 [Josuosd wuo9e SSID:




Add Policy Profile ®

A Dizabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profila.

General Access Policies Q05 and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching 0 PuacL | v
DHCP TLV Caching ()

IPv6 ACL | v
WLAN Local Profiling

LIRL Filters
Global State of Device 6]
Classification Pre Auth | hd |
Local Subscriber Policy Mame | v Post Auth | v |
VLAN
VLAN/VLAN Group ] v
Multicast VLAN | Enter Multicast VLAN |

w26 |esble woz IJsue9d 1Js pdd e s IJuog

108 999 2936 1Ugsp6 (Q0S) 9 AVC: 98 w oISy pedpd 2936 1Jgr006 IJodBlisss Juoge .
b8, V99 e b yobosd eds 1Jzols.



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPv4
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ v
Send Disassociate Flow Monitor IPv6

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] save & Apply to Device |

bibde £Js pode uoo lJeduws welbsd [Js 84000, oldse Iy IPv4 DHCP selbJy peld
9speJdu ARP 9dsd.



Edit Policy Profile ®

General Access Policies QO3 and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
- — Link-Lacal O
Session Timeout (sec) £4000 Bridging
Idle Timeout {sec) | 300 | mDNS Service | default-mdns-ser.. |
Policy Cloar
Idle Threshald (bytes) 0 |
Hotspot Server | ¥ |
Client Exclusion Timeout (sec) &0 |
User Defined (Private) Network
Guest LAN Session Timeout D
Status D
DHCP
Crop Unicast D
IPv4 DHCP Required 0O DNS Layer Security
DHCP Server IP Address |
DMS Layer | Not Canfigured v |
Security Cloar
Show more »>» Parameter Map

Flex DHCP Option
AbA Paolicy for DNS

Flex DMS Traffic
Allow AAA Override O Redirect O

NAC State O WLAN Fiex Policy

Policy Mame | default-aaa-policy X v |

VLAN Central Switching O

Accounting List | M | © Split MAC ACL | v |

WGE P t
arameters Air Time Fairness Policies

0

Broadcast Taggin
99'd 2.4 GHz Policy | v |

WGB VLAN 0
5 GHz Palicy | |

Policy Proxy Settings

IPvE Proxy | None v |

-| Update & Apply to Device

w926 Ileshle 1Jpo§3p6 Jpdd wg)sd [Juog

EoGRE Tunnel Profiles

Tunnel Profile v |

1Jeb9o 4. 235 gdlpo IJuoz 9lud) 9938 olWs. §p wodssy luwpe edles [Juog. vz &lisb
WLAN-policy I8, eds +Huolws. 23> pdd og)s9 vwds WLAN 9oJ08 wg s Iduog pu



IJBslse [Jpeouwsds log) 898 1oz dd pu lUgsbs IJos uwsope cdssuol. &p log) 999
ebb subusd eds Izols.

Add Policy Tag "

Name* | PT1 |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

WLAN Profile ~  Policy Profile v,

0 | 10 « | itemns per page No items to display

Map WLAN and Policy

I WLAN Profile* | Voice v

Policy Profile* | pp1| v

RLAN-POLICY Maps: 0

[ =| Save & Apply to Device ]

1J21096 5. 235 eJlpd 1Jp9 e 9108y W98 [uol96. 235 pyve wpdsu ldpsde Idpeds Judlb
IUswosd Jdepd S Idsuoe Idpeds. wes s3I lud) B98 edb gobosyd eds IJzols:

Add Site Tag x

Name* ST

Description Enter Description

AP Join Profile default-ap-profile v
Control Plane Name default-control-plage
Enable Local Site v

=] Save & Apply to Device

1Jg1o96 6. 235 w908 IJes IUdlgvdds 9lud) luolwe. wuvdsd wyLosd oy 1d)bsy JIJ
ublg.




Add RF Profile x

General 802.11 RRM Advanced
Name* ‘ Voice24GHz ‘
Radio Band | 2.4 GHz Band v

Status enasle [

Enter Description ‘

Description

=| Save & Apply to Device

loodd |Js Blises 802.11. e vogbsd gpse lJperdle IJos o8d gu 12 p§§|v0 O IJeluso
9oessu 12 pselow Vs Ideluss Jeesd [sles 9 18 pselow Vs IJeluss by leds Jel 09 po890
eds JJl lJublgle.
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Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [0,1,2,3,4,5,5,?,8,9,1D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 w #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

eedJlo vslule 5 gszloyws:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | v 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

lJglogs 7. 235 gdled RF 9lu@) [uolds. 23> w9osdle 1o IJdlgwdIds IJos op logblgel WS
1Jg1096 5 pu 03l lUBuwp. p lud) 998 edb gubusd eds IJzols.



Add RF Tag x

Name* RT1

Description Enter Description

5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Profile Voice24GHz v

9 Cancel =| Save & Apply to Device

lJglb9é 8. 235 vl U9 o9d (APS) s og IJedlple: sl ullb 1Uguoed (APSs) 9l od edlpd
IJuoz 9lJesde sl Iddlundds Ides e logbldel puuodl &p lud) B8 b sobosyd
eds IJgols.

Tag APs %

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

IJezssd IJesdss: 9lzos ywlo, 1Jlsle, (CLI)
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<tfroot>

[11117111 W.AN Configuration

wlan Voice 1 Voice
ccx aironet-iesupport
no security ft adaptive
security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dotlx
security wpa akm psk
no shutdown

[111111] Policy Profile Configuration

wireless profile policy PP1
autoqos mode voice
ipv4 arp-proxy
service-policy input platinum-up
service-policy output platinum
session-timeout 84000
vlan 1
no shutdown

1111111 Policy Tag Configuration

wireless tag policy PT1
wlan Voice policy PP1

HHrrrrrd

Site Tag Configuration

wireless tag site ST1
Tocal-site

[1111111 2.4 GHz RF Profile Configuration

ap dotll 24ghz rf-profile Voice24GHz
rate RATE_11M disable
rate RATE_12M mandatory
rate RATE_IM disable
rate RATE_2M disable
rate RATE_5_5M disable
rate RATE_6M disable
rate RATE_9M disable
no shutdown

[1111111 5 Gz RF Profile Configuration

ap dotll 5ghz rf-profile Voice5GHz
rate RATE_24M supported
rate RATE_6M disable
rate RATE_9M disable



no shutdown
111111/ RF Tag Configuration

wireless tag rf RT1
24ghz-rf-policy Voice24GHz
5ghz-rf-policy Voice5GHz

[111111] AP Configuration

ap a023.9f86.52c0
policy-tag PT1
rf-tag RT1
site-tag ST1

IJgsh) «i IJezasd IUpeds wolduss FlexConnect

lbuwe ldogbsbs Juveds IJogasd IUpedss e FlexConnect
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i Flex AP
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Add WLAN

‘

General Security Advanced

Layer2 Layer3 AdA,

Layer 2 Security Mode | WA = WPAZ -~ Lobby Admin Access D
MAC Filtering 0O Fast Transition | Disabled v
Protected Management Frame Ower the DS O
Reassociation Timeout 20 |
PMF Disablad v

MPSK Configuration

WPA Parameters
MPSK O

lesble elpsy Voice SSID 1Jgje 1

WPA Policy O

WPAZ Policy

GTK Randomize D

OSEN Policy O

WPAZ Encryption AES(CCMP128)
Ul ccmpzse
Ocempize
O Gomezse

Auth Key Mgmt O eo2.1x
PSK
—
D Easy-PSK
O com

IJzie IJelos pu leshle oleso SSID 1J o986




— o
(O Easy-PsK

O coim

OFr - 8021«
OFr - psk

O so2.1x-5HA256
O psk-sHAZSE

PSK Format | Ascl 4

PSK Type | Unencrypted = |

Pre-Shared Key™* | ........ | | &

lesble elesy Voice SSID 1Jgje 3

~ edlebs: Ulguegsle PSK SSID. Jsuw pu 1du2a9ss wpdse FT Jiu IJeuoldes leule
lJozold 9uos)8. gud wdasu pouwuwd 802.1X WPA: suuoe vopdsy FT+802.1X JAKM
sopdsu Idlvedld Iduvyse 9dIJo 1Uglb gds "over DS" Jpgbd. Spdud I..suol oJdsu
FT+PSK 9JJu 030 IJipeds ouwegse PSK IJgbs pu lzd IJwuwlbs.
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Add WLAN x

General Security Advanced
Coverage Hole Detection Uriversal Admin D
[2ironet i€ © =] OKC
Advertize AP Name Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- D WM Palicy | Allowad v |
direct
mOMNS Mode | Bridging v |
11ac MU-MIMO
Off Ch | S ing Def
WiFi to Cellular Steering D annel Scahing Leter
- P m
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Add WLAN x

Off Ch | 5 ing Def
WiFi to Cellular Steering D anhel Scanning =
Fastlane+ (ASR) @&

Defer Priority O O 0O:
Deny LAA (RCM) clients ()]

0Oz 0Oas 5

Max Client Connections 6 07

Scan Defer 100
Per WLAN | 0 Time
Ber AP Par WLAN | o Assisted Roaming (11k)
Per AP Radio Per WLAN | 200

Prediction Optimization D
11v BSS Transition Support Neighbor List
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Configuration~ > Wireless Setup~ > Advanced

— L4
| Start |

NS
Paolicy Profile Name v
Tags & Profiles
default-policy-profile
o I WLAN Profile = 0O 1 | 10 « ‘ items per §
ol Policy Profile b \
o Policy Tag F E O
(i) AP Join Profile = 0O
(i | Flex Profile = 0O
o Site Tag & = O
o RF Profile = 0O
o RF Tag F E O
Apply
(i} I Tag APs =

Bp wodsu luwe oI oersd Iuwsluws: soessu 1Jzlds Jel 09 pedur sogbsd 1dozasd
lJesdss 9 DHCP IJpydss. 9uldouuns Jpesd lelo PSK: spdu 0dd 1dpuolb §6 1s peds
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Add Policy Profile x

Dsabling a Policy or configuring it in ‘Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Mame* | PRZ | WLAN Switching Policy

Description | Enter O | Central Switching
IStatus EMABLED .l Central Authentication

Passive Client Central DHCP

Encrypted Traffic Analytics Flex MAT/PAT

CTS Policy

Inline Tagging D

O

SGACL Enforcement

Default SGT | 2-65519

| oty to Dece

sy pdI wersd pusluws IJozasd Ideeds e

loodd Ids gdled IJowsse uvsluwle 1Jsuosd Joguosue yveds VLAN IJos sop wgssu
IUg pdle IJJI uddsso Jol gos louoldop wuiwds WLAN oo L ndd 18e,luos. spdod !
028 luwe Uvwdd VLAN glzs o0 1J8lis 6 1 po wsds 9 Jolus pgyd LiwJs VLAN 9.l

U9y 999 2956 [JE>06 (Q0S) 9 AVC. 990 wodasu peded 2956 1Ugrp6 IJodBlisss Jo9e .
lu8) 998 2 db yubosyd eds IJzols.



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPv4
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ v
Send Disassociate Flow Monitor IPv6

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] save & Apply to Device |

bibde £Js pode uoo lJeduws welbsd [Js 84000, oldse Iy IPv4 DHCP selbJy peld
slezio ARP 9dsJ.



Edit Paolicy Profile ®

General Access Policies Q05 and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
Session Timeout (sec) 84000 I Iéirri\écé:;_lcgal O
Idle Timeout (sec) | 300 | mDNS Service | default-mdns-ser... |
Policy Clear
Idie Threshald (bytes) 0 |
Hotspot Server | v |
Client Exclusion Timeout (sec) &0 |
User Defined (Private) Network
Guest LAMN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O I DNS Layer Security
DHCP Server IP Address |
DNS Layer | Nat Canfigured v |
Security Cloar
Show more =»» Parameter Map
Flex DHCP Option
AAA Policy for DNS
Flex DNS Traffic
Allow AsA Dverride D Redirect .
WAL State O WLAN Fiex Policy
Policy Name | default-aaa-policy x | o
VLAM Central Switching D
Accounting List | v | (i)

Split MAC ACL | v |

WGB P t
arameters Air Time Fairness Policies

0

Broadcast Taggin
eging 2.4 GHz Policy | v |

WGB VLAN 0
5 GHz Palicy | |

Policy Proxy Settings

I ARP Proxy B oscee0 I

IPv6 Proxy | None v

-1 Update & Apply to Device

IJlesblo [Jpods00 Jpdd og)sWd vog lJeyu

EoGRE Tunnel Profiles

Turrigl Profile A |

1J¢b9o 4. 235 £Jlpd IJuoz 9lud) 9938 |olWs. §p wodssy luwpe edled [Juog. vz &lisb
WLAN-policy I8, eds Huolws. 23> pdd gy o ds WLAN 9oJ08 wg s Iduog pu
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Add Policy Tag x

Name* PT2

Description Enter Description

v WLAN-POLICY Maps: 0

{~ Add

WLAN Profile ~ Paolicy Profile v

0 | 10 ¢ |items per page Mo items to display

Map WLAN and Policy

WLAN Profile* | Voice v

Policy Profile* PP2 v |

RLAN-POLICY Maps: 0

= Save & Apply to Device

IJg1e9s 5. 1o, eds pJd weuosue Flexslud) eds luplds. $e wodss luve pdod wgrssd
Flex 908, VLAN IJloJs sopdso IJegisu IJps e J ARP:




Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Name* | FP2 Fallback Radio Shut 0
Description Enter Description ‘ Flex Resilient O
- ARP Caching
Native VLAN ID [ 1 |
i Efficient Image Upgrade
HTTP Proxy Port [ 0 ‘
_ OfficeExtend AP O
HTTP-Proxy IP Address ‘ 0.0.0.0 ‘
Join Minimum Latency O
CTS Policy
IP Overlap O
Inline Tagging D
mDNS Flex Profile | M
SGACL Enforcement O
CTS Profile Name default-sxp-profilex v ]

leshble oz pJd g s Flex

) odlebi: suvs) pesd Uuwds VLAN IJIodss [Js v ds VLAN IJiLoJsé 1Jos op
odysuol Vs vl 1Jguoed (APs) 1IUgluoo wldezad: IJpyowbs wpdd wg s Flex ol
lJpouodé wol.

121096 6. 25> edled 1Jpade 9oy 998 o196, $p wodasu luwe edlpd IJpode: lJEle wross
esh cpdsu ldesse Idpeds sluolds pdod we s Flex. & lud) B9 edb sobusy eds
IJzols.

Add Site Tag L

Mame* 5T2

Description Enter Description

AP Join Profile default-ap-profile . v
Flex Profile FP2 [
Control Plane Name default-control-plage »

Enable Local Site

[=| Save & Apply to Device I

S pdlebs: gus websd "wpdsu IJesde IUpeds” yusop wdsso vdlb 1dsuesd (AP) IJos
op wesswol Jedlps 1Jpsde 030 wdiliss! eds luel u @l 9,09 (APS) wigp w8uso
FlexConnect.
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Add RF Profile x

General 802.11 RRM Advanced

Name* ‘ Voice24GHz ‘

Radio Band | 2.4 GHz Band v |

Status ENABLE .

Enter Description ‘

Description

[=| Save & Apply to Device

loodd lJs Blises 802.11. e vogbsd gpse lJpesrdle IJos o8d gu 12 p:gz;_l.__,o b lJeluso
90ESSU 12 pseloe Vs IJeluss Jeesd Isles 9 18 pseloe S Ideluss by leds Jel 09 g9
eds JJlJoblsle.
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Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [0,1,2,3,4,5,5,?,8,9,1D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 w #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

eedJlo vslule 5 gszloyws:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | v 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

lJglogs 8. 235 gJled RF 9lu@) [uolds. $p wodssy wysosIle IJayss IJdlpwdds Idos wpe
logulgel WS 1Ugb9s 6. oy 03l IUGwpe. &p lu®) W99 b sobusyd eds IJzol).



Add RF Tag x

I Name* RT2 |
Description Enter Description
5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Praofile Voice24GHz v
D Cancel | =| Save & Apply to Device |

1Jg98 9. 235> wilb 1Js osd (APs) Joog IJedlsle. slge, wdlb 1Js o (APS) sl o gJlod
IJooz ldesde sldw,ss Iddlgwdds Ides we logblyol puvodl Gp lud) B9 e db sobosd
eds IJgols.

Tag APs 4

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ =| Save & Apply to Device

wod9p LS 1J9usd Llghs wuvésd ud CAPWAP Iglo wol sldluuople 6 s IUs
cuwoy Idoedpe Ws IJgvoJo [Jp&J@:S IJJlwdIsé (WLC) byl 9800. luywwd IJs IJodysy >
JluwdIds > ol [dssosd 9olds pu lu 928 v 9bé 1U9o9d o9 Flex:




Total v AP + Base Radio - | AP ~ | Admin +~ Operation
AP Name ~ Slots Model MAC Mode Status Status
AR
AP28B021-21 2 AP28021-B- a023.9186.52c0 | Flex Enabled Registered
[ 4:]

9lz06 b, I9le, IJezosd IJeeds J FlexConnect (CLI)

o0 IJ CLI s, o 0l o)

<tfroot>

[111711] W.AN Configuration

wlan Voice 1 Voice
ccx aironet-iesupport
no security ft adaptive
security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dotlx
security wpa akm psk
no shutdown

[1111111 Policy Profile Configuration

wireless profile policy PP2

do wireless autoqos policy-profile PP2 mode voice
service-policy input platinum-up

service-policy output platinum

vlan 2672

no shutdown

1111111 Policy Tag Configuration

wireless tag policy PT2
wlan Voice policy PP2

[1111111 Flex Profile Configuration

wireless profile flex FP2
arp-caching
vlan-name 1
native-vlan-id 1

HHrrrrrd

Site Tag Configuration

wireless tag site ST2
no local-site
flex-profie FP2

w

Policy
Tag

PT2

«  Site

Tag

ST2

RF
Tag

RT2

Tag v
Source

default

Static .
location

Location

~  Country

us



11111117 2.4 GHz RF Profile Configuration

ap dotll 24ghz rf-profile Voice24GHz
rate RATE_11M disable
rate RATE_12M mandatory
rate RATE_1IM disable
rate RATE_2M disable
rate RATE_5_5M disable
rate RATE_6M disable
rate RATE_9M disable
no shutdown

[111111] 5 Gz RF Profile Configuration

ap dotll 5ghz rf-profile Voice5GHz
rate RATE_24M supported
rate RATE_6M disable
rate RATE_9M disable
no shutdown

1111111 RF Tag Configuration

wireless tag rf RT2
24ghz-rf-policy Voice24GHz
5ghz-rf-policy Voice5GHz

1111111 AP Configuration

ap a023.9f86.52c0
policy-tag PT2
rf-tag RT2
site-tag ST2

oJd9su pedele IUsuwlisb
wJdosy GUI

lIJgb9es 1. luodd Ids IJodssy > wdssu Idsbsy > Iduveds. 9p vogbsd JJ pu prs 1dpsele
O selow) s 2.4 zselorws slod) vboss.

loowo IJs 1o 3JY pusdrs Ids websd zese Uvwdlo WIiFT ouwygs 5 zselores vuvdd pdde !

O wouvgsd 03l Wb guspl cdyy Vs BlWss Loslus



Configuration~ > Radio Configurations~ > Network

5 GHz Band 2.4 GHz Band

General

5 GHz Network Status

Beacon Interval® ‘ 100 ‘
Fragmentation Threshold(bytes)* ‘ 2346 ‘
DTPC Support l

IJgb9s 2. luodd s IJodsse > odasu Id)bs9 > pedple lJywlisb. §p vopdso Idoede
O 1Usgsd sldeedpe Vs 1Usesd IUs [Jpdldple IJpuweos [Js 1dzed (CAC) eds JJ pu pos
pozle 2.4 zseloyw; 95 zszlore) slud) W98 whbuss:

Voice

Call Admission Control (CAC)

Admission Control (ACM)

Load Based CAC

Max RF Bandwidth (%)* ‘ 75 |

Reserved Roaming Bandwidth (%)* ‘ 6 |

Expedited Bandwidth

SIP CAC and Bandwidth

SIP CAC Support



IJgloss 3. luedd lds IJodase > odasole 1d)bsy > Idpedele. $p wodsso pdod wgrs
EDCA Josw peuww eds JJl dubl@su: slud) wbosyd.

Configuration~ > Radio Configurations ~ > Parameters

5 GHz Band 2.4 GHz Band

EDCA Parameters

EDCA Profile | optimized-voice v |

DFS (802.11h)

lJglbgs 4. luoyd lJs IJodssy > odssu 1)bse > Iduveds. pdo Il po p3s 1dpszle 59 2.4
eselosyuj o slod) whbosy.

slzos yulo, 1Jigle, (CLI)

o0 CLI s,d o 03l a0

Andressi_9800(config)#ap dotll 24ghz shutdown
Andressi_9800(config)#ap dotll 5ghz shutdown

Andressi_9800(config)#dotll 24ghz cac voice acm
Andressi_9800(config)#dotll 5ghz cac voice acm

Andressi_9800(config)#ap dotll 24ghz edca-parameters optimized-voice
Andressi_9800(config)#ap dotll 5ghz edca-parameters optimized-voice

Andressi_9800(config)#no ap dotll 24ghz shutdown
Andressi_9800(config)#no ap dotll 5ghz shutdown

IJozol pu lduoes

Spdud luuegsle 030 1Ulsle, JJozdd pu lJodssy Ields:



show wlan { summary | id | name | all }

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>

FHOoFH OH OH OH KR H W K KR

Jpolees leuolssle CAC spilssum Iopde B Iedldelo: $p woubtsd Iisle IJolss:

#show ap name AP2802I-21 dotll 5ghz voice stats
#show ap name <ap-name> dotll 5ghz call-control metrics

lpwod ol IJIzble 9] odlzol
IJouoese Iduimbs sldoowe IJugvb 1JJlgedIdds

s98, IJowwg Radio Active (RA) Tobl eJs puvass wuoese IJigble Jepse 1Jgpdsle IJos
codled eg Iduinb 1deess (guslo MAC Jdgesd B 030 IJelds). Jopdsu wusese IJigble
lJpuiiglo: §p woudss odo ldgbsle. vzu wdj eds Il IUss ©9br0 9226 Idcede S
IJubods 1Jpedss 1dJluddss (WLC) b,l; 9800 I ule IJpdldps.

IJglo96 1. wlds pu 830 wpIdsu yisb wuoese IJigble.

# clear platform condition all

lJglo9é 2. 9p ?opdi_.;g b ouoese Uiéblc Jewslo MAC Jdgpsd IJJlgndds 1Uss wyso
ool co. sl 03l 1Jley B el 86 euslu MAC lJp9e9) Jps6 30 59586 (1800 &luss).
Spdud jsbs 03l 1Js e 1Eoshsl pos 2085978494 &lusé.

# debug wireless mac <8821-MAC-address> {monitor-time <seconds>}

~ pedlebs: Jpyl 906 U, po epsd 92> Vs JJ o6 §p wouvEsd IJio, debug wireless mac
<aaa.bbbb.cccc> JJJ gu9lu MAC.

~ pdlebs: Jl oys le vublb IJgpsd eds eduws gpd Ipzboé IUbb,086: 2l Swp CEisU



N 0 Gise pasel sledsl Jgpueo Jiz gl

IJz1096 3. §p wluusle pdldeé oy oled Cisco IP 8821.
IJelss 4. $p lsSIB cuopse IJigble £0s 1Jpld Ilpwesgle Iy 131 wp uuwg Ipuind Js $oJ
lowole 98¢ 1Jpsl8wé Il )l s 19 1 pd9u.

# no debug wireless mac <8821-MAC-address>

wee luduole 98w 1Jesldus I ©98W Idouoese IJJluudIds: souis WLC 9800 oJul ppsl
wluwe:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

I._J'ajogfs 5. 8p wozese pdb uuulb goglo mac.  spJdod el wuwe IJie, RA trace .log |Js ¢l e

ches by e ldptsele poluinb eds Idubluvs. 1Jozdd pu luwe pdOd woug puuly RA

# dir bootflash: | inc ra_trace

ouwe Jpd 1ds ebp thes:

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.
& lJpeoss:

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

U296 6. $p WLilJs il cuopst IJigble.

# clear platform condition all

~ edlebs: olds po LiIJs s wuoese IJigble slispl wgs eduwé luveduulad 1Jigble



N gloUlzel.

Vs poele wove RACsop ldodlsyo eds poluole 2)9é 1Ue)9) (TSPEC). 903l ju9d 2> pl
Bl o s Iduwele J 8821 wupsss 298 1ens, 1Eluos wo wluwesle 199ss IJpumeise 6
9p| 151 Jly U |Jro|pdo |U,Ju|c |Jrod|J|p(") ilp JI. Jdudlguo &Jgs !,Juoé.)hp L§|.:5|40(") IJluo bl 6. o990
s Ilplele 8821 Ohuwld bdo Jdzuesd eds bu.

2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ewlc-gos-voice] [18106]: (info): MAC: 0027.902a.ab24 Got act
2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ewlc-gos-voice] [18106]: (info): MAC: 0027.902a.ab24 Receive
2019/08/25 18:53:54.510 {wncd_x_R0-03}{1}: [ewlc-qos-voice] [18106]: (info): MAC: 0027.902a.ab24 Got LBC
2019/08/25 18:53:54.510 {wncd_x_R0-03}{1}: [ewlc-qos-voice] [18106]: (info): MAC: 0027.902a.ab24 ADD TS
up = 6, tid = 6, upsd = 1, medium_time = 653, TSRSIE: No

2019/08/25 18:53:54.510 {wncd_x_R0-03}{1}: [ewlc-qos-voice] [18106]: (info): MAC: 0027.902a.ab24 U-APSD

Vs IJo@lb gjpé:

» IEEE 802.11 Action, Flags: .esseus.C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup request (0x0000)
Dialog token: @x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (84 bytes)
v| Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element
Tag Number: Vendor Specific (221)
Tag length: 61

OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1

v |TS Info: 0x0034ec

TID: 6
T T ITTIT Direction: Bidirectional link (3)
I = PSB: U-APSD (1)
p— w211 @uve 2uus wues = UP: Voice (6)
000 000Q AQ.. ..00 1... ... Reserved: Ax00AA8A

o 9220 IJopde s IJuveds Idpedss IJJluwdIdss (WLC) el 31 Jlg ould wbl§ e)sss JIs
Joguosue 1pdldes e Jlglsl Jig 1Ule, d3Jd. Bluol oyuwd bl lple sdwd wdly o TSPEC:

2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [auth-mgr] [18106]: (info): [0000.0000.0000:unknown] Session
2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): Calls in progress increment
2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): allocating voice bw for cli
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-client] [18106]: (info): MAC: 0027.902a.ab24



Call Accepted for tspec client

2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (ERR): MAC: 0027.902a.ab24 TCLAS Se
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): Recommended rate 6500kbps:M
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): Recommended rate 13000kbps:!
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): Recommended rate 26000kbps:!
2019/08/25 18:53:54.511 {wncd_x_R0-0}{1}: [ewlc-gos-voice] [18106]: (info): MAC: 0027.902a.ab24 Sending
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): MAC: 0027.902a.ab24 Build A
2019/08/25 18:53:54.511 {wncd_x_R0O-0}{1}: [ewlc-qos-voice] [18106]: (info): MAC: a023.9f86.52c0 send go

Vs Idodlb zjps:

» IEEE 802.11 Action, Flags: ...us:..C
v IEEE 802.11 wireless LAN
v Fixed parameters

Category code: Management Notification (17)

Action code: Setup response (0x0001)

Dialog token: @x2a

Status code: Admission accepted (0x0000)

v Tagaed parameters (119 bytes)

v |Tag: Vendor Specific: Microsoft Corp.:
Tag Number: Vendor Specific (221)

Tag length: 61
OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1
v |TS Info: @x0034ec
.0 110.
S alale

=mEw e Ew LI l1ll LI

LI B II11 BIII
0000 0000 00,, ..00

llll

III@

WMM/WME: TSPEC Element

TID: 6
Direction: Bidirectional link (3)

= PSB: U-APSD (1)
= UP: Voice (6)

Reserved: 0x000080

9w dJIdi sup luogsle IJpdldps oo gdld SIP g s IUlouold 9lelsé wogso eydé o9, RTP.

Transmitter address

Destination

16:11:41.868884 172.16.78.64

172.16.56.189

BR:27:99:2a:ab: 24

16:11:41.864384  172.16.56.1809  172.16.78.64 a@:23:9f:86:52:cf
16:11:42.529759  172.16.56.189  172.16.78.64 a@:23:9f:86:52:cf
16:11:47.581067 172.16.56.189  172.16.78.64 a@:23:9f:86:52:cf

16:11:47.594494  172.16.78.64 172.16.56.189 B@:27:98:2a:ab: 24

2je RTP:

| Receiver address
aB:23:9f:86:52:cf SIP/SDP
99:27:98:2a:ab:24 SIP
@8:27:98:2a:ab:24 SIP
@0:27:90:2a:ab:24 SIP/SDP
aP:23:9f:86:52:cf SIP

Protocol Info

Request: INVITE sip:181@172.16.56.189;user=phone |
Status: 10@ Trying |

Status: 188 Ringing |

Status: 200 0K |

Request: ACK sip:181@172.16.56.189:5860; transport=tcp |



16:11:47.700968 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a@:23:9f:86:52:cf RTP
16:11:47.701470 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.717783 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
16:11:47.718528 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.730826  172.16.78.65 172.16.78.64 @0:eb:d5:db:00:d6 a@:23:9f:86:52:cf RTP
16:11:47.731395 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.751602 172.16.78.65 172.16.78.64 @@:eb:d5:db:00:d6 al:23:9f:86:52:cf RTP
16:11:47.752316 172.16.78.65 172.16.78.64 2@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.766859 172.16.78.64 172.16.78.65 00:27:90:2a:ab:24 al@:23:9f:86:52:cf RTP
16:11:47.776488 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP

w83 3Jd sodt 1 8821 s, Idpdldele 1o 1pdldes wp lueldel 9sglo, I WLC o Jpe e
Suvegpd Blises IJloobly 6 go bysd huwld lbl [zl 185

2019/08/25
2019/08/25
2019/08/25
2019/08/25
2019/08/25
2019/08/25
2019/08/25

18:
18:
18:
18:
18:
18:
18:

54:
54:

54

54:
54:
54:
54:

08.
08.
:08.
08.
08.
08.
08.

510
510
510
510
510
510
510

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[ew]lc-qos-voice]
[ew]lc-qos-voice]
[ew]lc-qos-voice]
[ew]lc-qos-voice]
[ew]lc-qos-voice]
[ew]lc-qos-voice]
[ew]lc-qos-voice]

[18106]:
[18106]:
[18106]:
[18106]:
[18106]:
[18106]:
[18106]:

(info):
(info):
(info):
(info):
(info):
(info):
(info):

MAC:
MAC:
MAC:
MAC:
MAC:
MAC:
MAC:

0027.
0027.
0027.
0027.
0027.
0027.
a023.

902a.
902a.
902a.
902a.
902a.
902a.
9f86.

ab24
ab24
ab24
ab24
ab24
ab24
52c0

Got act
Receive
DEL TS
Call Te
Calls i
Build D
send qo

loole SIP slbl, 1)z le:

Receiver address Protecol
aB:23:9f:86:52:¢f SIP

Transmitter address

Destination
172.16.56.189

Source
172.16.78.64

16:11:54.408738

' Request: NOTIFY sip:1@8@172.16.56.1089 |
| 7266 16:11:54.4087572

2@:23:97:86:52:cf

{ 172.16.56.189  172.16.78.64 ©8:27:90:2a:ab:24 SIP Status: 208 OK |

i 7268 16:11:54.409575 172.16.78.64 172.16.56.189 09:27:90:2a:ab:24 a@:i23:9f:86:52:cf SIP Request: BYE sip:181@172.16.56.109:586@; transport=tcp |

| 7283 16:11:54.428215 172.16.56.109 172.16.78.64 ae:23:97:86:52:cf @8:27:90:2a:ab:24 SIP Status: 288 0K |

| 7285 16:11:54.431823 172.16.78.64 172.16.56.189 89:27:99:2a:ab:24 aB:23:9f:86:52:cf TCP 51254 - 50608 [ACK] Seq=14915 Ack=7435 Win=30736 Len=8 TSval=443233

16:11:54.503038 Cisco_2a:ab:24 Cisco_B86:52:cf 00:27:90:2a:ab:24 a@:23:97:86:52:cf B02.11 Action, SN=30887, FN=8, Flags=...P....C

sssPuaaal

tification (17)
2}

ted (@xe008)

oft Corp.: WMM/WME: TSPEC Element




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



