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lowed ol L izble ol o, Jlzol

S 031 90,888 Jsd 1y suvdd plaé 28136 9800 J RADIUS ig TACACS+ Logé 09,56 ¢hzsé.

IJecbdole IJlul jusé
lJpolbdolo

w9os Cisco yig oJ9y s pgy9s wldpesluose 1Joldss:

* up9de wdgsy Catalyst Wireless 9800
* plosp IJpob 36 9ldedgs o 9ldpelwoé (AAA) 9 RADIUS 9+TACACS

lJpdovlo Idpuweispd

ouwowd Idpedypele 1Uglyo WO o3l ldpuwens 1Js luesble Ido)lez 9ldedsule 1Jphbss Ideldss:



- C9800-CL IJ]_osl, 17.9.2
- ISE 3.2.0

oe quuls: IJrog_Jgplu |J9I_).>o u_95 o.>| |Jr0u.uuu.) ,ou IJICoJo IJ,ogag)o x_9§ WSSO rog_,thso Cluoo

peJ9ple iw'uvusé

ewpl selod puwegpd lu suws IJ CLIy IJ gui po IJ WLC. 0p zuo o o $2¢J username
9JJpo. youvdd lWe,)los wop pdbuo wslule Idlgwels 030 pg Bless Idoslule 1Upedso
Jdpuworesun 1Uesrsrs eds IJzols udwo. wadl pu 3Ji spdu worse euuo) Idopde S
oo ds IJpedss 1Jdluwd ss (WLC) Jp$bus wslule lewels 1bgld pdlod Ehe AAA Leso:
Spdo lu copse WLC |Js 1Jgb e wluuoésle RADIUS is TACACSH. o3ly opl byséol 1Je ol $6
IUgheselu Isessolo Jeuwegses IJpuwdsd (U 9z LDAP gds uwosd Idpeld).

lJodosu

Vs o3l Idpeldi wp odosy w9gsy pu ldpuvedsresy eJds Ebe AAA (ISE). eJs 1Jegldsadminuser,
Shelpdeskuser. 09Jle |Jpw >0 2je puwadmin-groupldpze9gle ghelpdesk-grouplpge9ele eds IJwslds.
puadminuserl Jo 998 pug IJpuw s 909 gie puadmingroup: 28 IJsue9d IUJled Ids euues Idoede
s Iduveds IJpedso IJJluwdIdss (WLC). pu wless i@&helpdealmsen zJjs puhepdesk-grouplJ: SEUS
I see Bdb pug lecslile 1de)ldws IJs WLC. soldelds: Jl s9zs 9009 1Js IJedssu.

99p 030 lJp8lds loJl wodssy cowo IJogdpe WOs |L=Jubg_1d6 lJpeedsé IJdlwdIdss (WLC)
9083l ISE Jpol> 86 RADIUS: &p ©@§9p woudss IJley vdywo Jiz gl J TACACSH.

989> IJpuwegspe JJG)les Wb
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© $edu ddpuneresu IUsso Jasop leeshile pou 11ds 14 B@b &,00 edles IJowsse
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IJgbogs 1. leJlo ¢l>0 RADIUS.

206 |

isJle 3o luuble 23 ISE RADIUS eJs euuoy IJozde B 1Juvods Iezdss IUJluuddss
(WLC). spJu Iddsle w3JY pu gdled 1o w98 ServersGroups > RADIUS > Serversp s o920 U2,
IJozde Vs 1dubeds 1dppdss Iddluwddss (WLC) 1Ugluos wolzos Idewegse lUyumsess (GUI)
lJos spdu ldsuosd [Jsoel Wshttpsi/

Iwebui/#/aaa
g I3l ioua.JoConfiguration>Security>AAA‘ Jpl 09 p9oz VIS 030 |JLo9,)6.

ty* > AAA
Servers | Groups AAA Method List ABA Advanced
—
Servers Server Groups
—
TAGACS+
Mame T Address T Auth Port T AcctPort T
LDAP
0O ISE-lab 10.48.39.134 1812 1813
1 10 -
For Ralius Faliback fo work, please make sure the teria and Dead Time configuration exists on the device

Jluolds ¢lop RADIUS gJis gous Wozdp Bis Iuinwds 1 pediss 1Jlusddss (WLC): 1o,
luolwe 1Jedby Lldlze) Ws 1Uuo9)6. $9368 03l lds e IJulwss IJpuwods [Jes 9,006 Vs
Jbos 1wl s,



Create AAA Radius Server

SeppaTon oA @ AR .
Server Address® 10.48.39.134 CoA Server Key Type Clear Text
O

CoA Server Key (3

MName®*

PAC Key

Key Type Clear Text v Confirm CoA Server Key

Key* (D Automate Tester

Confirm Key*

Auth Port
Acet Port
Server Timeout (seconds)

Retry Count

—_—
sicencel | Apply to Device

WO 030 [Julwis lJpuw 9o Sgw eJsd w9lds):

* lowp 1Jebe (Jleb Tue Jl sew 1o sblud luve wble ISE)
o guslu IP JJgbpe
¢ o Ipuiend wso I WLC 9¢lse RADIUS

SpIdu wdasu pedple 86 pod IJpulds IJpuucises JJpuols 96 sldpeluuws: 9JIJy o0
Jsuww 1Jjless goe,d Jlgsh 1ve,)luos Josl Idpwews.

pU 81208 Uwlo, 1Jisle):

<tfroot>

WLC-9800(config)#radius server

| SE-| ab

WLC-9800(config-radius-server)#address ipv4

10. 48. 39. 134

auth-port 1812 acct-port 1813
WLC-9800(config-radius-server)#key

Ciscol23

IJgo98 2. §p wogssu gbe RADIUS IUs pzeggs E9b>p.

lz06 | el Sé:




9 2lJs 929> 91> RADIUS pugs38 Spdu luwagsleol JJpuol> 88 $9L08 w8 SSU gpSE 030
129 e |Js pzesesd 1o e o wol. wowp 9236 Idoede Vs IduveIJo IJppdss IJJluwdIdso
(WLC) wosist Wizpld wso £pdslo Ipunlads 10stodds wso 1gslsp B pzases Weabe.
Sup wId9su pgpessle 9lbp RADIUS oo serversGroups > RADIUS > Server Groupsg Jl0d |Jow9sy pu OO
w2926 91206 IJpuwegse Idyuwsess (GUI) IUp3d9 6 B 1Jelbgs 1. Jel 09 p9 oz S 1Juo9,6.

Configuration = > Security~ > AAA

+ AfA Wizard

Servers [ Groups AAA Method List AAA Advanced

Semers Server Groups

Name T Server1 Server 2 Server 3
P
LoA 0O RADIUS -Group ISE=lab T NIA

1 10 -

Walk Me Through >

clJouwes Jlogble IJgb e ooy 61936 puw @6 gus IJud)y 9938 1)) luolws (IJlbly ws
lJuo9,0 Iduwle o). 9lUds sop ouodsdo oul.

Create AAA Radius Server Group

Name* RADIUS-Group

Group Type RADIUS
MAC-Delimiter none
MAC-Filtering none
Dead-Time (mins) 5

Load Balance |. DISABLED |

Source Interface VLAN ID 1 * B8

Awailable Sarvers Assigned Sarvers

ISE-lab

| o) Cancel | Apply to Device

B 1J8lspd 1dpowo 8 §p wo9ds) luve Jdpzesgsd: Lo Sp wuldd IJgsbe lJebdys IUs
L§|:5|p6 |Jé_9|.>ro |J.p&.§05.



206 wlo, 19l

<#froot>

WLC-9800(config)# aaa group server radius

RADI US- G oup

WLC-9800(config-sg-radius)# server name

| SE-I ab

U296 3. Be logile )58 cuwzsd 329d puol 36 AAA oins 1 ezeses 9l RADIUS.

lz00 |

w8 pU uo;éaéhttps://

Iwebui/#/aza
9lzod ldpuwese lUyuwspess: loodd IJs gdled lJow9sSoAAA Method List>Authenticati0n3iQuiJ:s
b)586 puol>§6 Jpl 09 p9 LT DS 030 1JL09,6.

Configuration = » Security= > AAA

+ AAA Wizard

Sarvers | Groups AAA Method List AN Advanced

+ Add
Authorization
Group T
Accounting MName T Type T Type Group1 T Group2 YT Group3 T Groupd oTe
0O defaul login local NjA MIA MIA NFA
radius-authe- 4
S - I i f
D mathod login local RADIUS -Group /A MiA A
1 10 »

Jpl 09 peol guspl ouuedse i) luolwe Jluile bbys§6 puol> 96 wbo, uld36 puwe§o
JJodssu: ppledo JJulwdse IJp9ozo Vs 030 IJLo9,)6.



Quick Setup: AAA Authentication

Method List Name™ radius-authe-method

Type* ogin v |@

Group Type ()

Awgilable Sarver Groups Agsigned Server Groups

radus r RADIUS-Group
Idap
LBCACS+

-
D Cancel ]
L

WO 030 [Julwis lJpuw @6 §p w9 ds) luwp ._J.Jiu.u.ng. i'aoJType-.’Juua.J 389J: 99p wluol9s
ebp ldpzescs IU3s wp logblgo Vs 1Ugb9s [Juwle 96 |JSAssigned Server GroupslJ §lis p6. s pl
Soedd weldd wde [Jpeesed: spdu lple IJexss po ldodssole.

- Blige,e "use IUpepses” pedsl soedd euues Ioede Ss IUuvwds Idpedss
IJJlguddss (WLC) Il pel 151 Jlpe wslole lewpls IJpuvcese 092936 pedsl &p SE95 )8
s 1Js pzeses 1eslse.

* BIRe,o e 1Upzeses Jezesesd sdp e wldozdd pu lUzsh seoe [Us peds: Slo
guuo) depde O Iy ds Idppdss IUJlgwddss (WLC) sopdld S8b pu puwséle
IJeuweere pdlod preses 1Jeslbe.

© Blzose "usg IJpzeoed” Jpzeses 99z IUesh "leeslbs [Js peds” swzdd evuo
IJoede Ws IJuveds Idpedss IJJlgwdIdse (WLC) oo wslule lewel IJpguegse pdlod
pee9Ed 1gabe ssumoede eu Blexd Iduslole Ipedss O8b I3l Jp suvoze IJEhbe. 15
Sl 1Jghe whusld B puooe puob$8 IJpuvatse: 2o slu JIo spdu 1o sdsu
09293l eds Blgsé Idoslule 1Jpedss.

p0 9lzos Lub, 19l

Bl Jue s IJezdd po wslule lewpls IJpowctse et peeses e3le BEb Il Jo sop 1Jeos)
gdsol pedsl hdl lgwegse:

<#root>
WLC-9800(config)#aaa authentication login
r adi us- aut he- net hod

Tocal group

RADI US- Gr oup



I3l oo o83 1IJezdd pu wslole lewpl IJpuuesp pe pepses ¢9bp BBk Iuuegse:

<#root>

WLC-9800(config)#aaa authentication login

r adi us- aut he- net hod
group

RADI US- G oup

Il dow ©r8 IJezdd pu wslole leoel Idpuuaése pg prpgs 29bp 951 Jp Suverw 03l IUigs)
PE |J|.)C|J |JpaJ§‘ g.9|uuoé_)pi

<#root>
WLC-9800(config)#aaa authentication login
radi us- aut he- net hod
group
RADI US- G oup

Tocal

s 03l lJpeldc ould weuo Idpuwotrpsu Idsso we loublop pedsl SEb. soeo
lJpuwwgspsu B9 eds ébpe ISE: soldelds: suveéspso IJesh [JlsJ.

IJs1096 4. 8p louble bbysé6 EXEC Jowsas o AAA ouivs, 1Js pzeses ¢9lsp RADIUS,

lz00 |

ST i@uzﬂ wg9sd lJpuwogsp eus sup pugo 29 1J9ue9d. wE> euGUI Page Configuration > Security >
AAA oo 8d |[JSAAA Method List > Authorizationg Jl 06 1o w9 e 990 wluuble bbys 96 lgwpls Jel o9
PILPT B 030 1096



Configuration = > Security* > AAA

+ AAA Wizard
Servers | Groups AdA Method List AAA Advanced
Authentication
Add
Authorization
Name T Type T GroupType T Groupl T Group2 T Groupl T Groupd )t
Accounting
0 defaunt exec local NiA NiA Hfa NiA
radius-autho-
0 e exec local RADIUS-Group MA NfA M/A
1 10 »

Walk Me Through >

logsle Ipvdse IJogssd

sbo,y odasu luwdaw wg9sd puwcd peled Jdiuvdsw 1J5s e cuv9sso g luolds Iuvdae
238> wluwwgsle 1)) luolws.

Quick Setup: AAA Authorization

Method List Name*® radivs-autho-method

Type* eNec -

Group Type local .

Authenticated D

Available Server Groups Assigned Server Groups

radiss RADIUS-Group
Idap )
Eacads+

O Cancel Apply to Device

VO o3l IJodssu Idpuwe @ Bp ww9ds) luwe Jbysdo [Jogasd: 9lgw,) 1Juge oluwpexec
Sl O IJoyose Juse Idpreses Ideuwetse Jbrsds Idpuob§s S 1gbss 3.

206 wlbo, I JI9l

ol wldugwes Jb)sds IJeuoh$s: Ssop cesso Idopssd Isdl JJozdd eo lpunctreso
edlod IUbEIJIe 1dpedso: wp pldlod IUDEIUIG WO pze9eo E91p.



<#root>
WLC-9800(config)#aaa authorization exec
radi us- aut ho- net hod

Tocal group

RADI US- G oup

121096 5. $p wogss IUb,yd 1Js edssole HTTP slds gbolb vty IJpuucises J Telnet/SSH.

206 |

SpIdu luwoesle byd 1Jeuols 86 sldowss o IJos wp logbldel Jlouold puwegse HTTP ol
Telnet/SSH. gldus spdu wdysuol puAAA Advanced > AAA Interfaces J1 o6 [Jow9so IJos JI ojld pu

w926 GUIWLC Ides spduo 1Uguosd IJsel Wshttps

Iwebui/#aaa
cJpl 09 p9 oz BS 030 IJ 090!
Configuration = * Security~ > AAA
+ AAA Wizard

Sarvers | Groups AAA Meathod List AlA Advanced

Global Config

RADIUS Fallback

Authentication Authorization

Attribute List Mame

Console None - B Nong v | B
Device : "

radius-authe-method radius-autho-meathed

Authentication itk il | sl |

HTTP radius-authe -mathod « |u | radiug-autho-method » |[;
AP Policy

Password Pollcy

CLI Jp 21596 9lzod IJpuwegse |J)uu9pess:

<#froot>

Apply
Accounting
None * B
None + B
Nane v B



WLC-9800(config)#ip http authentication aaa Togin-authentication

radi us- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

radi us- aut ho- net hod

CLI Jpuol> 96 Telnet/SSH:

<ffroot>

WLC-9800(config)#1ine vty 0 15
WLC-9800(config-Tine)#login authentication

radi us- aut he- net hod

WLC-9800(config-Tine)#authorization exec

radi us- aut ho- net hod

Jlebo luo g0s lp)le IJegssile eds wdasole HTTP. Beo IJIG o lelss wuvgsd ¢ple HTTP
S HTTPS. spdo wzdsd sJd wluvessle 1Jisle, [Jellss:

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

wJdosy ISE J RADIUS

1Jgb9s 1. §p wodssu suuoy IJopdpe Vs IUyveds IJpedss IUJluwdIdsse (WLC) Jzol;
JvwJo J RADIUS.

lz06 | el Sé:

Josuose luvesle eouos Idoede S 1duveds 1dpzdss 1dluwddss (WLC) S 1dduwe
lJuwled Jzols v Jds J RADIUS W ISE: luw9d |JsAdministration > Network Ressources > Network
Devicess J1 06 IJow9sw Iz036 1w Js 9ldezol el 09 p9 0z B 1JL09,6 lJolJss.



= Cisco ISE | Administration - Network Resources A Evaluation Mode 820ays Q, @ L8 &

MNetwork Devices Network Device Groups MNetwork Device Profilas External RADIUS Servars RADIUS Server Sequences Mora -

MNetwork Devices
ot et Network Devices

Device Security Settings

Selected 0 Total 1 25 {3
vl Import Ty Export  Delate - All Y
O Name -~ IP/Mask Profile Name Location Type Description

[ | WLC-9800 10.48.39,133/32 & Cisco () All Locations All Device Types

Jluol8s zoly Gvwdé. luuagsp 1)) 1uolds IUss sdoe wedde wdasu zols IduvwJs [Uesss.



= Cisco ISE Administration - Network Resources Q @ @ &

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences More

MNetwork Devices
» New Network Device

Default Device

Network Devices

Device Security Settings

Name WLC-9800

Description

i IPAddress o CIP: 10.48.39.133 I a2 &
Device Profile 2 Cisco b
Model Name hd
Software Version ~

Network Device Group

Location All Locations ~  Set To Default

IPSEC Is IPSEC Device ~  Set To Default

Device Type All Device Types L Set To Defauli
I +  RADIUS Authentication Settings |

RADIUS UDP Settings

Protocol RADIUS

I Shared Secret oo I Show

[[] Use Second Shared Secret

Second Shared
Secret

Show
CoA Part 1700 Set To Default
RADIUS DTLS Settings

] DTLS Required

Shared Secret radius/dtls

S IWIbb IJzas3 B weads) luve Jeols Iuiwds. sluplds goslo IP 1Jglue wo. e e 1
RADIUS p_ol536 g pJsé leshs 9uvdJe IJ audgwe RADIUS puic,d Guy wpl 1o 1Usles souet pd
eJds IJ WLC.

1296 2. $p Clugble voszs wd9suo: Jbele Idleosls.

lz06 | el S6:

JJzuead eJds 28938 1Usuosd Jdeumdsd: sdjpaiminusely $U90 puwess Idlpesh 15. 9ldss
Suvee wlJsuesd IJs bugs pbldusd exec. pu wlessd ié)..s‘ Jlhepdeskusersgwlg EXEC JJso9d
IJuwsse Js Shell suldelds spdo cessue wpuwess leosls 18 pu 15. Jogssu puvess
IUleosh Idpoluve Jdpuvetrpsu spdo luvedsle pdole s Idegssd. spdo odssy
030 lJgul o, pUISE GUI Page Policy > Policy Elements > Results: |uu;9J eJdlpd [Jow9swAuthorization > Authorization



ProfileslJ o9 026 Vs lJuo9,6 IJoldse.

= Cisco ISE |Po|icy-PoIiC\,rEIements A Evaluation b . Q @ @ &

Dictionaries Conditions Results

Authentication

Standard Authorization Profiles

Authorization v
For Pollcy Export go to Administration > System > Backup & Restore = Policy Export Page
Authorization Profiles | Selected © Total 11 £ 43
Downloadable ACLS
Profiling 5 D Namea Profile ~  Description
Foshas 1 (m} S800-admin-priv & Cisco (D
O 9800-helpdesk-priv & Cisco ()
Clent Provisioning >
a Block_Wireless_Access = Cisco (1) Default profile used to block wireless devices. Ensure 1l
U Cisco_IP_Phones & Cisco C,} Default profile used for Cisco Phones,
D Gisco_Temporal_Onboard & Cisco (D) Onboard the device with Cisco temporal agent
[l ] Cisco_WebAuth = Cisco @ Default Profile used to redirect users to the GWA portal
a NSP_Onboard % Ciseo (D) Onboard the device with Native Supplicant Provisioning
[_] Non_Ciaco_IP_Phonas &= Cisco C‘J Default Profile used for Mon Cisco Phones.
O uph &k Cisce (D) Default profile used for UDN.
a DonyAccoss Default Profile with access type as Access-Reject

Jodssy pdud wgrsW wissd TS lowegse 1) luolds 1ss sdor updde wdasu pdud
s IJogasd s sew lu w29 031 1Jupesse eds 9zo IJeuwpswe Jodssu pdo ldogss
lJ3s Swp OgsSsuoadminuser.



= Cisco ISE Palicy - Policy Elements Q @

Dictionaries Conditions Results

Authentication * Mew Authorization Profile

Authorization Profile
Authorization

Authorization Prefiles * Narme
L 9800-admin-priv

Downloadable ACLS

Description

Profiling

* Access Type
ACCESS_ACCEPT b

Postura

Client Provisioning 4 Metwork Device Profile &% Cisco W

Service Template
Track Movement
Agentless Posture

Passive |dentity Tracking

> Common Tasks

~ Advanced Attributes Settings

Cisco:cisco-av-pair i - shell:priv-lvl=15 L

~ Attributes Details

Access Type = ACCESS_ACCEPT
cisco-aw-pair = shell:priv-ivi=15

m seangs

&2 IJodssu puwess lewsh poz 15 Jls puvcse provb wo. 9dpl 33, pu Gud: 03l o9
lJuwded 1Jpew9§gadminuser ol God 91U3s Sop luilgo leole lJglogs IJoldsé. 9pe
sJhepdeskusersz 1o $Y90 puwess IUlposble [8J: suldolds szw louble guues uuslyws
Sl

gLy Juwsluwé Jhepdeskuserl J ppled 1Js 91z J8 Tedlo Bl plesl o 1 wd v déshel:priv-
VI=15SUwES o oES) Idsselprivivi=x: gl wowsde X pg Idlpesl) puvas. Bs 03l Idpeld: sop
lowesle s9p 1.

lJglbgs 3. luuble pgpessle puwegspsu eJs ISE.

lz06 | el S6:

Sop lugble pzeggle puweeses ISE pu edlpd IJowsse pzesele 09sé ldpuweisp
9 SAdministration > |dentity Management > Groups GUI Pagel J ol 6. 91U3s sbo, Vs 1ol IJ il us.



= Cisco ISE Administration - Identity Management a Q @ 2@ &
ldentities Groups External Identity Sources Identity Source Sequences Settings
"":j;‘“““"'““ User Identity Groups
= & Selected 0 Total 10 23 {5
f Detete oy Import by Export Al Y
¥ | Endpoint Identity Groups
» B3 User Identity Groups | Nama ~ Deacription
L] 48 helpdesk-group This is the group containing all users with read-only privileges.
[:] 4R admin-group This is the group containing all users with administrator privileges.
a I OWN_ACCOUNTS (default) Default OWN_ACCOUNTS (default) User Group
a S GuestType_Weekly (default) ldentity group mirroring the guest type
O A GuestType_Scciallegin (default) Identity group mirrering the guest type
r] &ft GuestType_Dally (default) Identity group mirroring the guest type
a St GuestType_Contractor (default) Identity group mirroring the guest type
0 51 GROUP_ACCOUNTS (default) Default GROUP_ACCOUNTS (default) User Group
D 51 Employee Default Employee User Group
a I ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group

Jlosle puwegse 2383« luwwgse 1di) 1uolws 1Jss sBee 093z wId9SU pze9es 0958
IJouwep IJers28 Jol 09 p9oe.

= Cisco ISE Administration - ldentity Management

Je)
<]
@
)

Identities Groups External Identity Sources Identity Source Sequences Settings

5 > Mew User Identity Group

Identity Groups

= ldentity Group
= &
* Name admin-group
¥ | Endpoint Identity Groups
. This is thee group containing all users with administrater privileges.
» B9 User Identity Groups Description

m Canccl

Bp wu9d8S) luwe Idpzeses IJos wp luublyol. $p Cluuble pzesees IJpuveisrpso IUJosy
Spu pul@uuwopl lgdlo: 90 pladmin-group 9helpdesk-group.

lJglbgs 4. l[uuble puwespsu eds ISE.

>00 |




Swp lugule puwegsps ISE pu puwegdps edlps lUowsse Jpuw o pSAdministration > Identity
Management > Identities GUI Pageg J1 06 |IJo w9 0w 9ldos wboy Vs Idodlb 1yl gvs.

= Cisco I5E I Administration - Identity Management l Q @
Identities Groups External Identity Sources Identity Source Sequences Settings

Usars

Latest Manual Matwork Scan Res... N etWO rk ACCGSS U SEers

W Change Status L, Import oty Export B Delete

Selected 0 Total 2 |

Status Username -~ Dascription First Name Last Name Email Address User Identity Groups Admin
:J B Enabled adminuser admin=group
O B Enabled helpdeskus helpdesk-group

Jlogble puwcse 2ass luwagspe 1)) "luplds" Jber uesse wdss puvatse ldsuesd IJs

lJubvodé 1Jgds> Jpl 09 p9 0.



= Cisco ISE Administration - ldentity Management Q @ L @
ldentities Groups External Identity Sources Identity Source Sequences Settings
Usérs

Mew Network Access User
Latest Manual Metwork Scan Res...

< Network Access User

|‘ Usernamea adminuser |

IS‘.:—nus Enabled ~ |

Account Name Alias

Email
~ Passwords
Password Type; Internal Users w

Password Lifetime

O With E

* Login Password = e Generate Password

Enable Password Generate Password

> User Information
» Account Options
» Account Disable Policy

~ User Groups

admin-group e g .

Sp w9y wslule Idlgcel Jdeuwotsesu ks luwe Ideuwctse 99Jp6 1Jpss 1JEluoso
wolwoli 9opl IJewerpsu Jdpuolb$s eds euuo) Ideede Ss Iduvods ldpedss IUJIgnddss
(WLC). olds Isuol pu To 2lJé |Jpuuegs pEnadled. gl 1o IJpuueésp |Us peesewo slo
IJuodé sldos we logildel B 1Jgbss 4. pg IUSlspd IJpuuwsds pzesele IJpuwesrpso Ss
wolsé IJupe9de.

Sp wlouile lJpuweespsu IUJ3s0 wpo polduseoel IgJlo. 9o pladminuserghepdeskuser.

|Jglo9s 5. pol> 96 IUpwegdpsy.

lz0d | wgdp | S6:

VI o3l Idwsubsy: wogwpee gvsluwo lJpuol> 96 1UElLoo wpzpesele Iuog IUIe,)loss J ISE.
gldos wp wdssuvol puwedl wlded: wldsuosd IVl os IJs Iduvwds. spdu pdlpbs
02L9806 lJuog 030 puPolicy > Policy Sets o926 9lz06 IJpweése Idyuu9pess (GUI) 1UEl oo o ISE. Jpl
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Cisco ISE Policy - Policy Sets Q @ B @

Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
~
L
S Default Default policy set Default Network Access A

I - Authentication Palicy (3)

Status  Rule Name Conditions Use Hits Actions
Internal Endpoints i
Wired_MAB
] MAB OR 0 {:{E}
Wirelass_MAB Options
All_User_|D_Stores Z) W
Wired_802.1X
] Dot X OR ) {@
Wireless_B02.1X Options
All_User_ID_Stores
S Defaul . ) {(:3}
7 Options

1Ug96 6. og9sd ldpuwedrpsu.

lz00 |

w8 1o ©@9p p2l9ds wuvesd 1Use9d woprs) uwsluws Ipuob$6: szw wiasdel ssew eds
ISE Lele pd wgHrs IJegasd IUss wp logblse puwodl (Iduwelz w8wsd: wldlgalws |Js
puwe9s IJlposlle).

O o3l ldpeld wop wuoWso peladle wuvesd 1Uxged luvoubl |Js guslo IP JJzolj (909
gw9lu IP 1JEl o w9226 Idoede O Idubeds Idpedss IJJluwddss (WLC)) sopss) puwess
IJlposl IJds guvsop puge luvoubl |Us 1dpezesesd IJos suwps IJsol ldpuuegse. ould wog
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= Cisco ISE Policy - Policy Sets &b Evaluation M ipeys Q @ L@ &

Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits
Q
[ -] Dafault Default policy set Dafault Network Access &0 152

» Authentication Policy (3)

» Authorization Policy - Local Exceptions

~ Authorization Policy - Global Exceptions (2)

Results

Status  Rule Name Conditions Profiles Security Groups Hits  Actions

Q

Network Access Device IP
B Address
EQUALS 10.48.39.133
[-] 9800 Helpdesk Users AND 9800-helpdesk-priv o Select from list e 1 @
Interaallser- |d&-ﬁ!i|‘yGr0up
EQUALS User Identity
Groups:helpdesk-group

¥

Network Access Device P
0O Address
EQUALS 10.48.39.133
Q BE00 Admin Users AND 9800-admin=-priv e Select from list ' z 33)}
IntermalUser-ldentityGroup
M. EQUALS User Idantity
Groups:admin-group

» Autharization Palicy (12)

w8 1Jopld 030 IUgbeé: spdu [uwegsle wslole [Ulgopb lJos e odysyol
Jadminuser |J pw &g phelpdesk dJ p o 1386 WO gy Idoedpe Vs Idubeds Idpedss IJJluwddso
(WLC) g 9lgosd lJpuwese lUyumspess (GUI) [y po edId wyuleg Telnet/SSH.

a0 TACACS+ WLC

Idgbs 1. ledlo 13 TACACSH,

o1 slzob Ity 2% IJ ) sass

15Jle Ga Glocsle ISE Jg 1 TACACS+ ¢ dis g oo 1drds Cigs 1duiadts 1dar diss 1Jldelss (WLC). spdlsy 1dGsTe <34 oy g It

Idec ss=Servers/Groups > TACACSH > Serversso vaics g o=y 1dazda Cags 1duiad 1z dess 1ddlosdiss (WLC) 1z lumb < sless 1daputig2a
1d0spesd (GUI) Vs spddoy 1 suasd 1dise) <shttps://

Iwebui/#laaa
513 o LIdIald JdsConfiguration > Security > AAA« Sl o o spiar Cis o3 1duas 5.,



|+ [P Cisco Catalyst 9800-CL Wireless Controller

cisco
Welcome admin 3 ﬁ A ﬂ m [ 7 I Q &= Feedback f’ [
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
Add
RADIUS
Server Groups
Name T Server Address T Pom T
LoAP [m} I1SE-1ab 10.48.39.134 49
1 10 -

Walk Me Through »

Jlumlcis #13 TACACS £dus &t 1l Cics 1duiats sz dess 10dIsddlss (WLC): Vi iscs 103, loalais 1k, i ey Cics \ms s e e, 539
53 “dd k_ekilc ‘du‘k_e.\s \d?uudléﬁ \de)wjez_

Create AAA Tacacs Server
MName*
Server Address* 10.48.39.134
Key Type Clear Text

Key*

Confirm Key*

Part

Server Timeout
(seconds)

D Cancel Apply to Device

ewpl cdez 1Jol36 1Jpowd s 8p wogds) luve 1gbe (Ul szw 1o sblud luwe wble ISE).
ewslu IP 1UglLo vo ldpule Idpuiue,d 1Upods IJpuwagse: 9ldpods.

WO o030 1Julwss IJpuw 8o Sgow sy w9ds):

* lowe 1ebe (Jizb lue Jl szw Tu sblud luve wlblp ISE)
¢ oslo IP JJghp
¢ 1o W puinond wso eouos IJopde B Iubods 1pedss I0JIusJdss s¢loe TACACS+



SpJdu odsu pedplo ia,gs. pod Idpulds [dpuwesesd Jdpuol> 86 9ldpeluve s 9JJu o030
Josuww [Jjless gooe,d Jlgsh 1ve,)luos Josl Idpweus.

p0 9lzos Lub, 19l

<tfroot>

WLC-9800(config)#tacacs server

| SE-1 ab

WLC-9800(config-server-tacacs)#address ipv4

10. 48. 39. 134

WLC-9800(config-server-tacacs)#key

Ci scol123

gl st 2. Ge g0 1 TACACST Idss ezest® Esl%.

20 slzob U: i da I s 958

s 18 sz 90 & sl TACACSH aig a3 (spley Jomg ool Jdauala@se (s suas g 6O et o3 1dE 5138 1JG azpsed 1JE e Obumel. sg 035 Coia 38
U“;’C‘ﬂ? s [[8EE)S Uecdu_,s'é UJ\wddL._;s (WLC) T UiCeU J?ua\dé\hil etﬁd‘—"’é ) Ut Sha s azesgd UC EIEE fare] 550 pzese ) &b
TACACS+ »0Servers/Groups > TACACS > Server Groupse Jlss 1< qswm o dm pacizs slzes 1dacm 3 1d soaseess (GUI) 1dadl 5 s cags 1k 1.

SNpsuars < 1uas s,

n 'é'l';é[;' Cisco Catalyst 9800-CL Wireless Controller

Welcome admin # T A B £ ] 9 = Q &= Feedback  * [
Configuration = > Security = > AAA

+ AAA Wizard

Servers [ Groups Asd Method List Al Advanced

RADIUS

Name T Serveri Server 2 Server 3
AP
= [m} TACACS-Group ISE-lab NA hfA

1 10 -

Gldoosas Jouils \dtl.\ec L\LaJ Ol egg._:g'”_zé'f: g 1oy <@ 1d),) lualss g_ed !LU ldud})z Il 3¢ -5UFJU.‘C ‘—“Lﬁ 1Juas .



Create AAA Tacacs Server Group

Name* TACACS-Group

Group Type TACACS

Awailable Sarvers Assigned Servars

ISE-lab

acs 1JBIp8 1datm gt (o e himast 1oz ased SIoBd 1JE sl 1dabad ss 100 GBlises 1E sloe 1dag s

p0 9lzos Lub, 1lgle:

<#root>

WLC-9800(config)#aaa group server tacacs+
TACACS- G oup
WLC-9800(config-sg-tacacs+)#server name

| SE-1 ab

Idgdass 3. Gp Clouile s Coszed 3 s puala® AAA Sl 1ds azeses ¢ sl TACACSH.
o1 olzos Iy 2% IJ ) sass
g2 a0 paishttps://

Iwebui/#/aaa
Sl 1dacmig 2 1d o seesse load IJJAAA Method List > Authenticationg Jies 10 s s lacile Jas @ auala@ Sl o 5 0 sz <as 1Juas_s,



alialn Gisco Catalyst 9800-CL Wireless Controller

Clsco

Welcome admin # % AB$H 'ne 2 Q &= Feedback | ™ (W

o
Configuration = » Security~ > AAA

+ Adn Wizard

Servers | Groups AAA Method List AAA Advanced

Authorization
Group T
Aceourting Name Y Type Y Type Group? Y Group2 T Grouwp3 T Groupd T
0O default lagin local NiA NIA M WA
radius-authe- -
PR login local RADIUS -Group NiA MiA NFA
tacacs-authe- . .
methad login ocal TACACS-Group MiA MiA LT

1 0 v

Walk Me Through »

ol o5 pp e g op3a) Qi ) Jualass Jlocile Jas @ aualag@se Cilss ) Gleads e @ JIDd s ppldnds IOl 1a suars cacs o 1da s B,

Quick Setup: AAA Authentication
Method List Name*
Type*

Group Type

Avnilable Server Groups Assigned Server Groups

radius TACACS-Group
Idap

tacacs+
RADIUS=Group

D Cancel J Apply to Device

B o3l Il IJpowed: 3p wesds) luve JJipudsw: slze, 1JJelus Lluwelogn s 8e wluolds
ebpe 1dpzeses 1U3s wp logblge Vs 1Jgbgo Iduwlw$6 [Js Bliseos peesgle 19 e IJpesws.
Bspl soedd vedd wae IUpzesed: spdu lole Idesss pu ldodssule.

+ Bligese "use 1Jpzeses” pedsl soedd euues Jopde B 1dubods 1dpedss
IUJIudIss (WLC) isJl ppl 131 o wslole lgeels IJpuvagsp 092956 pedsl e SE9> )6
e 1Jss ezpogs IJgobe.

* BlIzeso uoe ldpeeses Jpzeses 9de obp ldozdd po IJesh broe Ids peds: Slu



e IJopde Vs Uy ds 1Upedss IJJlundIss (WLC) sweldld B8b pu puwséle
IJeuwetoe pllod pzpsgd IUeshe.

* BIRe, "use Idpreses” Jpzeses 99zuoe IUesh leoslbs lds peds™ swrdd euuo
IJoede Vs Idubeds IJpedss IUdluwdIdss (WLC) pu wslule lewels Idpuueése pdlod
pee9gd Ieslp ssumeede eu Sless Iduslole Idpedss S8 Il Jp suwozw 1Jehbe. )
Slp 1ghe whuwld LB oo pLob 38 Ideuwatse: 2o 9lo Jlu spdu lu sdsu
09293l gds Ylesé Idoslule 1Jpedss.

o0 9lzod Lwb, 1Jigle

Bl Joo u)kS)LJuadd PuU yg§|0|o |E_C;p|) |.Jrouu¢a>ro PE PTPIES EﬁbP ddb 3] 'Jr° SOp IJEQSJ
edsol peds! lodl Iuvegse:

<#root>
WLC-9800(config)#aaa authentication login

t acacs- aut he- net hod

Tocal group

TACACS- G oup

BlJow oyss 1ozl pu wslulo leweb IJpuvegsp pg pze9e0 E9lbp Vb iuuo'@lp:

<#root>
WLC-9800(config)#aaa authentication login

t acacs- aut he- net hod
group

TACACS- G oup

Il Joo o IJoedd po wslole leopl Idpuwoésp o8 pze9ed 9150 9l3l JIg o3l 1Ulgs, JI
Suworsy p& el peds: Sluwese:

<#root>
WLC-9800(config)#aaa authentication login

t acacs- aut he- net hod



group

TACACS- G oup

Jocal

B odlldpeldc ould weuo Idpuwetrps Issu op logblyol pedsl W8b. sue o
lJeuveédesu V8 eds Ebpe ISE goldalds luvegsle 1Jgsl 1JlsJd.

Idghss 4. Go Slouile s EXEC doisisum AAA Siis ) 1 azpses ¢ 513 TACACSH.

2. 2\:, o8 Ui i 3 \J Y 5258

sz ol O ssd 1ot £ e aire £8 1ds0asd. o) 31 0 omigs slzss 1dauanig s 1 ussess (GUI)<Configuration > Security > AAA«
load 1o gdles 1daa s scAAA Method List > Authorization: e G <locile Jas@s S ssd Gl o5 050z < 1duas_5.

B Uuthe Cisco Catalyst 9800-CL Wireless Controller

Welcome admin ##  AB & e o Q &= Feedback |~ 2
Configuration = > Security~ > AAA
+ AAA Wizard

Servers | Groups AlA Method List Ans Advanced
—

Authentication

Narme T Type T Group Type T Groupl T Group2 T Group3 T Groupd T
Accounting
D default EXEC local Mia A MfA MiA
radis-autho-
BN ane lecal RADIUS-Group  NJA NiA NIA
miethed
tacacs-autho- EXEC local TACACS-Group NiA MIA N/A
method
1 10 »

sboy cdssy luwdse wasd pucid peled Jdiudso IUss wp ©u098s0 g0 1uolds Tuvdse
238> wlywogsle 1J)) [uolws.



Quick Setup: AAA Authorization

Mathod List Name®

Type*

Group Type

Authenticated

Avallable Server Groups Assigned Sarvar Groups

radiug B TACACS-Group
Idap

tacacs+
RADIUS-Group

D Cancel Apply to Device

B o3l ldodssy Idpuwtd: §p w9l luwe Jbosrsds IJegasd: slee) IJuse oluwpexe
Sluwegse oS IJosose Juse Idpzeses Jldpuucrp Jbrsds IJpuolb§é O 1Jglbss
lJuwle9s.

pU Slz0d Lulb IUisle,:

<#root>
WLC-9800(config)#aaa authorization exec

t acacs- aut ho- net hod

Tocal group

TACACS- G oup

1U21696 5. $p coesso IUbyd 1Us cdssole HTTP slds gbglo vy |Je wesses J Telnet/SSH.

lz06 | pwegss | 56

Spdu luwesle byd 1Jeuols 98 sldoss o IJos op louuldel Jlouold puuegse HTTP oflg
Telnet/SSH. gldus spdu wdgsuol puAAA Advanced > AAA Interfaceg J1 06 [Jow9se IJos JI ojld pu
w926 GUIWLC Idos spduo 1Uguosd IUsel Wshttps

Iwebui/#/aaa
 Jpl 09 p9o S IUu096.



@ lude Cisco Catalyst 9800-CL Wireless Controller

CIsco

Welco
Configuration - > Security~ > AAA

+ AAA Wizard

Global Config
RADIUS Fallback

Attribute List Mame
Console

Davice

Authentication VY

HTTR
AP Pulicy

Password Policy

pU Slz0d Lulb IJisle,:

Servers | Groups Add Method List AL Advanced

# % AR &

Authentication

None | B

e °

Authorization

Mone v B

tacacs-authe-methody |EJ

| tacacs=autho=methody l!:

I 1DEHCE-duthe - Methdty |H

I tacacs-autho-methody IE.'

wlJouwes Jpuob9s sleos IJpyuese Ihumspss (GUI):

<tfroot>

WLC-9800(config)#ip http authentication aaa Togin-authentication

t acacs- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

t acacs- aut ho- net hod

Jeuob 96 Telnet/SSH:

<#root>

WLC-9800(config)#1ine vty 0 15

WLC-9800(config-1ine)#login authentication

t acacs- aut he- net hod

WLC-9800(config-Tine)#authorization exec

Q @ "
B Apply
Accounting
MNaone v B
Nena v B
N v B



t acacs- aut ho- net hod

Jleb iue g lple lJogss)le eds odssole HTTP. ey IJIBod lelhé wuvgsd gxple HTTP
9 HTTPS. spJu wpldsd 3JY Lluuegsle odo 1Jigle,.

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

ad 9y TACACSH+ ISE
gk 1. G i s g ooan 10erds G 10t 1ardes 100I0sddss (WLC) el 3 Uis J TACACSH.

lz06 | el S6:

Josuose luvesle euue) doede S 1duveds Ippdss 1Jdlgwddss (WLC) B IJSuwe
lJuwled Jzols v s J RADIUS W ISE: oy 9d |JsAdministration > Network Resources > Network

Devicess J106 IJow9sw Iz036 U Js 9ldezol ol 09 p9 0z WBis 030 IJ09,6.

= Cisco ISE |J’-\Uminis‘.rati0n-I\letwork Reseurces| Q @ 8 @

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

| Network Devices

|
Network Devices

Deviee Security Settings

Name o IP/Mask Profile Name Location Type Description

10.48.39.... % Cisco (D) All Locations All Device Types

Vs o3l IJpeld wpo luols euuo) Idoede Vs IJuveds Idpedso IJJlvdIsse (WLC)
Jeuolb 86 RADIUS (Lze 1Js 1Jgbes 1. oo IUBuwpe wdasey RADIUS ISE). J3JJ: seolz wdsswuo
voulbs lJs i Swp wedxsdo Jodsy puol> 86 TACACS. 9ldss Spdu Wedo gudpl wiol)
WLC s Blispsd 12056 Iduiveds sludy 898 U5 wzusy- 9031 $8s [Us Bog upsse wdasu zol



lJubeodo Jpel 09 p9 oz WO 030 IJuo9,)6.

= Cisco ISE Administration - Network Resources Q @ B8 &

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

Matwork Devieas General Settings

Default Device (] Enable KeyWrap

Device Security Settings
Key Encryption Key

Message
Authenticator Code

Kay

Key Input Format
© AsCll () HEXADECIMAL

~ TACACS Authentication Settings

Ishared SECMey erevmmeees Show

(] Enable Single Connect Mode
O Legacy Cisco Device
(y TACACS Draft Compliance Single Connect Support

] ~ SHNMP Settings

[ ~ Advanced TrustSec Settings

e Vog IJulwss [Jzrsre §p wldoeys) IUs k§,:}u|o lesble puolb§o TACACS: 9o pdsy 030
Ilesble 9lualds Iuw, Ipuiend IUss ep bglde ioole 10gb96 1. po 1dGuwe o
TACACS+ WLC.

1J21096 2. §p wopdsu ps36 "euw9sd Izl Jdg$s6.



pdlebs: oo led luveesle ISE Jglspe TACACS+: sz 1o sI90 Jssd 2506 wogsue 1bls
IJizo6 9lel o esu0 Base Iy Mobility.

we)d wouSY Wlgsuo bl IJiaoJ'é‘ Sev &dsd wpdsu psjé "blLo I.,Jiao)é" JJewré Jowpdy
U luwogsle ISE Jglbe TACACSH. 9JJ8sle wi3JY Gp vog)s) vdosu £936 uuuy ISE
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Administration - System

= Cisco ISE

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Deployment Deployment Nodes
= &
Selected 0 Total 1[5 {3
¥ i Deployment | -
s PAN Failover
O Hostname - Personas Role(s) Services Node Status
STANDALO... SESSION PROFILER B8

Administration, Menitoring, Polley Service

O [e]

wped Bz ulis wdasy 1UEdr8: wpdd pu esh wpdsu 306 116 IUlzos6 Lopw Buwe "e306

lJoog" Jel 09 p9oz Vs 030 IUuo9)6.



= Cisco ISE

Deployment Licensing Centificates Logging
Daployment
Edit Node
Deployment

M. PAN Failover General Settings

Hastname
FODN
1P Address

Mode Type

Administration - System

Maintenance Upgrade Health Checks

Ise

Profiling Configuration

L1
is@.cisco.com
10.48,39.134

Identity Services Engine (ISE)

Backup & Restore

Admin Access

Q@ @ &

Settings

Make Primary

Fole STANDALONE

~  Monitoring

Rale FRIMARY

DOther Monitoring Node

| Dedicated MAT

Policy Service

~  Enable Session Services

Include Node in Node Group  Mone

Enable Profiling Servce

[ ] Emabie Threat Gentric NAG Serdce

| * Enable SXP Service

> pxGrid

Rasat

IUgbos6 3. 8p Lluuile pJdle og s TACACS. Jlzle IUlpesl).

lz0d | wgdp | S6:

JJzuesd eJds 28938 1Usuosd Jdeuwdsd: sdjpaiminusely sU90 puwess Idlpesh 15. 9ldss

Suv ez wlJ9Losd lJs b gé pbldus exec. oo wlpsé 13)s: Jlhepdeskuserszolzg EXEC JJ9Lo9J
IJuwsse Js Shell suldelds spdo cessue wpuwess leosls 18 pu 15. Jogssu puvess
Ileosb Idpoluve JJpuwedspsu: Spdu luwedsle pdIle og)rsd 1Jogssd. spdu wdsy



030 IJguluo) pu Loz OWork Centers > Device Administration > Policy Elements9lz o6 |Jpw g e Uy u9pso
(ISE) Iuwdd £Jl06 1Jow9.sUResilts > TACACS Profilesd ol 09 090z W |J09,6 lJolJss.

= Cisco ISE |Wor5c Centers - Device P«dministratron| Q @ (8 @

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More

Canditions - TACACS Profiles

Library Conditions

Smart Conditions

Raws/Page 1 ~ 1 i & Total Rows
Metwark Conditions 3 o E
Results Name Type Description
Allowed Protocols
Default Shell Profile Shell Default Shell Profile
TACACS Command Sets
TAGACS Profiles Deny All Shell Profile Shell  Deny All Shell Profile
105 Admin Shell Assigned 1o each user in the group admin-group
105 Helpdask Shall Assigned to each user in the group helpdesk-group
WLC ALL WLG WLC ALL
WLC MONITOR WLE WLC MONITOR

Jodssu pdW wg)sd TACACS zrso. i,_yu&é_)p IJ;) "!u'olgééni" lJ3s sWOwz up9de wdssy pJdd
lJog)sd 1dzyss Idppeled J3JdY 1Jpszes WOs 1Jue9,6. Sew lo sw9 03l 1Juessz wesl Iduvdd
wubdd glue Jodssu pdud IJog s 1U3s swp wessuo [Jsadminuser(91J3s 09 wluwwgsle

e w9s lpwslle shell 15).



= Cisco ISE Work Centers - Device Administration Q @ @

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Maore

AGACS » 105 Admin
TACACS Profile

Conditions

Network Conditions

Name
Results ~ 105 Admin

Allowed Protocols

TACACS Command Sets

Description

Assigned to each user in the group
admin-group

TACACS Profiles

Task Attribute View Raw View
———

Common Tasks

Gommen Task TYP‘-}

Default Privilege 15 v (Select 0 ta 15)
Maximum Priviege 1% ~ (select 0'to 15)
Access Control List el
~

Auto Command

o Escane v (Select true or false)

~  Minutes (0-9999)

Timeout

~ Minutes (0-9999)

Idle Tirme

Custom Attributes

Type Name Value

No data found.

Iy, IJegpdso JpddhepdeklJog s, J o3l |Jit§J‘ lJoduos) leesly as maximum leoslc JJI
oo lds 1.

lJglbgs 4. [uuvle pgpssle puwegspsu eJs ISE.

03l 09 YW wo pg 92 VIS U6 3. pu IUBuwpe wIdasy RADIUS ISE py 03l Idpuwows.

196 5. §p Llogile lJpwedspesu eds ISE.

031 09 LB wo pE9LL B IJEb96 4. oo IJBuwe w395 RADIUS ISE oy 03l I e ucos.

lJglo9s 6. luuble pze9g6 wog puw99d zol.

lz00 |

olJouwes JJsuead [Js RADIUS. Lz logile Idpuweéspso sbd po IJuo)9ss o )sd
wwsluwle 1dpuolb§6 slde9ss o 1Ugluod wop eds ISE Jeuzop 2898 1J9uesd Idpulumys.
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= Cisco ISE Work Centers - Device Administration | 1 @ @ @
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Policy Sets

D Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View

- Natwork Access-Davice IP Address
L] WLEC TACACS Authentication =] EQUALS 10.48.39.133 Default Device Admin

(] Dafault Tacacs Default policy set Default Device Admin s

& ©

Jlogble pzeses uwsluwle b8 1Jizess: luvegse 1)) "luolds" 1pdlo, Llddsu Ilze, B
1Ju29,6 Iduwlo§d: $958 03l [Js [uolds oo [Js Blises peesele IJuoz. e wwds) luve
JJezeses IJos op logbldel pasel 9gisb sew wbosdol wewo: sldwswsdsdle/oyndywd
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= Cisco ISE Work Centers - Device Administration
Overview ldentities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Policy Sets—|WLC TACACS Authentication Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[ ] WLE TACACS Authentication B2 Network Access Device IP Address EQUALS 10.48.39.133 Default Device Admin 1 B 0

~ Authentication Poliey (1)

Status  Rule Name Gonditions Use Hits  Actions

All_User_ID_Stores E W

[ Default 0 .{i)}
5

Options

% Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

- Authorization Policy (3)

Rasults

Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions

InternalUser-ldentityGroup EQUALS User -
[-] Helpdesk users authorization A i AllowAllCommands ~ 105 Helpdesk
Identity Groups:helpdesk-group

InternalUser-ldentityGroup EQUALS User

Ad s@rs auth tic =) AllewAllComman. o | Admin E W
-] Amin users authorization Kientity Groups:sdmin-group o Commands 05 Admi ]

& & ©

[ Default DenyAllCommands \ Deny All Shell Profile K] [
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<ffroot>
WLC-9800#

term nal nonitor

WLC-9800#

debug tacacs

TACACS access control debugging is on
WLC-9800#
Dec 8 11:38:34.684: TPLUS: Queuing AAA Authentication request 15465 for processing

Dec 8 11:38:34.684: TPLUS(00003C69) Tlogin timer started 1020 sec timeout

Dec 8 11:38:34.684: TPLUS: processing authentication start request id 15465

Dec 8 11:38:34.685: TPLUS: Authentication start packet created for 15465(adminuser)
Dec 8 11:38:34.685: TPLUS: Using server 10.48.39.134

Dec 8 11:38:34.685: TPLUS(00003C69)/0/NB_WAIT/7FD29013CA68: Started 5 sec timeout
Dec 8 11:38:34.687: TPLUS(00003C69)/0/NB_WAIT: socket event 2

Dec 8 11:38:34.688: TPLUS(00003C69)/0/NB_WAIT: wrote entire 45 bytes request

Dec 8 11:38:34.688: TPLUS(00003C69)/0/READ: socket event 1

Dec 8 11:38:34.688: TPLUS(00003C69)/0/READ: Would block while reading

Dec 8 11:38:34.701: TPLUS(00003C69)/0/READ: socket event 1

Dec 8 11:38:34.701: TPLUS(00003C69)/0/READ: read entire 12 header bytes (expect 15 bytes data)
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TPLUS(00003C69) /0/READ: socket event 1

TPLUS(00003C69) /0/READ: read entire 27 bytes response

TPLUS(00003C69) /0/7FD29013CA68: Processing the reply packet

TPLUS: Received authen response status GET_PASSWORD (8)

TPLUS: Queuing AAA Authentication request 15465 for processing
TPLUS(00003C69) Togin timer started 1020 sec timeout

TPLUS: processing authentication continue request id 15465

TPLUS: Authentication continue packet generated for 15465
TPLUS(00003C69) /0/WRITE/7FD3796079D8: Started 5 sec timeout
TPLUS(00003C69) /0/WRITE: wrote entire 29 bytes request

TPLUS(00003C69) /0/READ: socket event 1

TPLUS(00003C69) /0/READ: read entire 12 header bytes (expect 6 bytes data)
TPLUS(00003C69) /0/READ: socket event 1

TPLUS(00003C69) /0/READ: read entire 18 bytes response
TPLUS(00003C69)/0/7FD3796079D8: Processing the reply packet

TPLUS: Received authen response status PASS (2)
%SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: adminuser] [Source: 10.61.80.151]
TPLUS: Queuing AAA Authorization request 15465 for processing
TPLUS(00003C69) Togin timer started 1020 sec timeout

TPLUS: processing authorization request id 15465

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 15465(adminuser)

TPLUS: using previously set server 10.48.39.134 from group TACACS-Group
TPLUS(00003C69) /0/NB_WAIT/7FD3796079D8: Started 5 sec timeout
TPLUS(00003C69) /0/NB_WAIT: socket event 2

TPLUS(00003C69) /0/NB_WAIT: wrote entire 64 bytes request
TPLUS(00003C69) /0/READ: socket event 1

TPLUS(00003C69) /0/READ: Would block while reading

TPLUS(00003C69) /0/READ: socket event 1

TPLUS(00003C69) /0/READ: read entire 12 header bytes (expect 18 bytes data)
TPLUS(00003C69) /0/READ: socket event 1

TPLUS(00003C69) /0/READ: read entire 30 bytes response
TPLUS(00003C69)/0/7FD3796079D8: Processing the reply packet

TPLUS: Processed AV priv-1vl=15

TPLUS: received authorization response for 15465: PASS

%SYS-6-LOGOUT: User adminuser has exited tty session 7(10.61.80.151)

225:Socket I/0 cleanup message sent to TACACS

Proc:SOCKET IO CLEANUP EVENT

11:38:44.226: %HA_EM-6-L0OG: catchall: Togout

11:39:18.689: %SYS-6-LOGOUT: User admin has exited tty session 5(10.61.80.151)
11:39:18.690:Socket I/0 cleanup message sent to TACACS

Proc:SOCKET IO CLEANUP EVENT
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= Cisco ISE | Operations - Tacacs | Q © B &
Live Logs
E—
Rafrash Show Within
Never ~w  Latest 20 records ~  Last 3 hours A
Logged Time Status Detalls Identity Type Authentication Policy Authorization Policy Ise Node ]
e w Identity w Authantication Policy Authorization Policy Ise Node N
Dec 0B, 2022 06:51:46.1... |£| helpdeskuser Authorization WLC TACACS Authentication >... ise W
Dec 0B, 2022 06:51:46.0... [ -] a helpdeskuser Authentication WLC TACACS Authentication =»... ise
Dec 0B, 2022 06:38:38.2... a adminuser Authorization WLC TACACS Authentication >... E3] w
Dec 08, 2022 06:38;38.1.., E a adminuser Authentication WLC TACACS Authentication =,., 5w W
Dec 0B, 2022 06:34:54.0... [ -] a adminuser Authorization WLC TACACS Authentication »... ise w
Dec 08, 2022 06:34:53.9.., E a adr Authentication WLC TACACS Authentication =, (£ w
Last Updated: Thu Dec 08 2022 12:57:09 GMT+0100 (Central European Standard Time) Records Shown: 6
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Cisco ISE

St
Overview i
- 13013 Received TACACS+ Authentication START Request
Request Type Authentication
15049 Ewvaluating Policy Group
Stat P . . . .
atus ass 15008 Evalugting Service Selection Policy
Session Key ise/450637517/243 15048 Queried PIP = Network Access.Device IP Address
15041 luating I i i
Message Text Passed-Authentication: Authentication succeedead 50 Evaluating Identity Policy
22072 Selected identity source sequence - All_User_ID_Stores
Usarname halpdaskuser 15013 Selected Identity Source - Internal Users
Authentication Palicy WLC TACACS Authentication >=> Default 24210 Looking up User in Internal Users IDStore
o 24212 Found User in Internal Users IDStore
Selected Autharization 105 Helpdesk
Profile P 13045 TACACS+ will use the password prompt from global
TACACS+ configuration
13015 Returned TACACS+ Authentication Reply
13014 Received TACACS+ Authentication CONTINUE Request |
Authentication Details T Step latency=3149ms)
15041 Ewvaluating Identity Policy
Generated Time 2022-12-08 06:51:46.077000 -05:00
22072 Selected identity source sequence - All_User_ID_Stores
Logged Time 2022-12-08 06:51:46.077 15013 Selected ldentity Source = Internal Users
Epoch Time (sec) 1670500306 24210 Looking up User in Internal Users IDStore
24212 Found User in Internal Users IDStore
ISE Mode ise
22037 Authentication Passed
Message Text Passed-Auth ion: Authentication sw dead 15036 Evaluating Authorization Policy
Failure Reason 15048 Queried PIP = Network Access.UserName
15048 Queried PIP - InternalUser.ldentityGroup
Resalution
13015 Returned TACACS+ Authentication Reply
Root Cause
Username helpdeskuser
Network Device Name WLC-9800
Network Device IP 10.48.39.133

Network Device Groups

IPSECHIs IPSEC Device#Mo,Location#All Locations, Device
Typekall Device Types

Device Type Device TypeHAll Device Types
Location Location#All Locations

Davice Port tys

Remote Address 10.61.80.151
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