!.)l_)5 u.uJu.u.Jo _92_.)5 |Jua~ﬂp |JJ|ouéJ50
Catalyst 9800 p¢ Jowsé |JIlwlgusé J Prime
o0& SNMP V2 9 V3 9 NetCONF

lJpzogslo

[NFXIYY
lpc o ole | lowl_w,sé

ol 85 lp wegsed
wJdose, SNMPV2 ¢, )5 Cat 9800 WLC

wJosy, SNMPV3 g,).s Cat 9800 WLC
NetConf o i l.J Cat 9800 WLC

Wb 8l o0 Pl J; DNA

|Jp 95006

S 03l 95888 Jsb Iy 30z p1d6 2u8l56 9800 sery JlwJds zols wpde (C9800 WLC) o
prime wusé Il wss (3.X).

e bdole IJlul jusé
lJeobdolo

w90 Cisco vig oJ9y s pgy96 wldesluose 1Joldss:

« C9800 WLC
* Prime Infrastructure (PI). IJl_o>l, 3.5
* w,90999d blho IJuvodle Idouvslb (SNMP)



lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

+ C9800 WLC
« Cisco I0S XE Gibraltar o, 16.10.1 |Js 17.3

op logile Idpgdspele 1916 WOs 03l Idpuwews pu IJiaoJé 1J 09296 WS w56 pgpdso gluoo.
wlo zese Ilze;d IJpuwogrpd Os o3l lJpuwows wodssu peundt (IBlus). Bl dlve
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

) pdlzbo: s>gp Prime Infra 3. 8 W 9l 17.x 9800 WLCs. Jl sbo, IJgpdle gJs Prime
Infrastructure 3l zlodw 1516 9236 wedpe Vs IJuveds IJpedss IJJluwdIdss (WLC) o uygd
16.12 pg Prime b>ulo 3.8.

lJodosuy

p0 lzd Prime Infrastructure JoJdoso 9gsle IJeedp d5 lJubvodé |Jpedss IJJlgudIdso po
lJuvduvdo Catalyst 9800 glslywol 9o l8wwoli sdje o wdsu @ls,0 eds 1Usued IJs CI9800 gy
CLI 9 SNMP g NetConf. g5 | olds C9800 |Js IJwwsé 1Jiuwluusé J Prime. sdje wgass
wslole lgepls Telnet/SSH LIJlolds s guduwds pzees SNMP glJl ool 9pl 1Us 3JY.
Suwwgdp Plodo ldegdple Jdozdl pu ledluss [Jguosd 9ldzys CI9800 WLC. Jpl suweése
w9999J SNMP JJogb eds W9lde IJodssy 993JY B¢l > p w§bo 1Uso9J 3i3_>|c>
IJgpsd- 908 3J9: Bpu lzd Pl Jzeg lzuolsslo udbs 109,09 slJepsd: soe Idlgnadls oo
NetConf. Jl swp wpdso NetConf L vdd lWo,)lios eds CI800 WLC 9sdjp wdsuo 294!
g CLI gds IJluosl) 16.10.1 (9lzos [Jpuwegse ldyum9ess (GUI) pu9d,6 Bs 16.11.1).

U,ogh.éb Uroum;';t.)ro(")
Suvoespe IJlouold wse C9800 slduuss 1Jlusluss Prime polds pgoduds.

¢ SopdBE zpse IJodssule sldgsldu Ipeclzs Wb Prime bholo gu) wi9e9d9) SNMP
991206 o, 1JIgle,. 03l sUwegpd Udp psule 161.

* sup ldeuosd eds valule Idogsgsd 1Ugluoo wldozde C9800 WLC (o wo guy
w9999dJ SNMP. 03l swegpd UDP psule 162.

© ogpd wslule ouvgsd AP 9ldgpsd eds crumsu woug IUsBdG.

Prime Infrastructure |Js WLC: o085 TCP 830 - swp luwegsle 03l po $wd Prime bolo Jsdg
odosu wslule voog IJlguegsle |Js 9800 zolj (wluwwgsle NetConf).

WLC |Js Prime Infrastructure: o83 TCP 20828 (J Cisco® 10S XE 16.10 9 16.11) ig 20830 (J
Cisco 10S XE 16.12.17.x slJ]_oslle 1Jizse).

% pdlebo: sop huwld Huwlisd cougvsb IJlouold IJ 5 e9lu zos Ws 2lds £30 929> wslule
o gu &> JJlodlg guol.



% pdlelbo: Vs 21Js 929> 2ol 2plsd vy IJeuss |Jiuu|uu§5 J Prime 9 C9800. AR oU
Yoz 030 ldpulwes Jluuile IJloolJ.

odgsu SNMPV2 ¢ Js Cat 9800 WLC

GUI:

lJglb9es 1. [uw8d |Js Administration > SNMP > Slide to Enable SNMP.

n 'é||'s'E]$' Cisco Catalyst 9800-CL Wireless Controlier

Q

ENABLED . &

= Dashboard

Monitoring
Configuration
Administration
& Troubleshooting Q. Searct
Available (82) Enabled (0)
daa_server 5
ads 3
larms 3
atn >
auth-framewaork EY
Enable All

IJglo9s 2. 16,8, 999 Community Strings 9luisle luwpe pzopes JJ@)leo W 9b 9lJ@)les gldIwlLs.



Community Strings

Community Name™ ‘

Access Mode | Read Only

=] Save & Apply to Device

CLlI:

(config)#snmp-server community <shmpv2-community-name>
(optional) (config)# snmp-server location <site-Tocation>
(optional) (config)# snmp-server contact <contact-number>

wdysu SNMPv3 g Js Cat 9800 WLC

GUI:

) pdlzbo: leo ol po 17.1 Cisco I0S XE. suwpe JIJ 91206 puwegspe 1U9se V@b wluyble
puw s V3 JJ@)led O9b. szo wubésd lale 9lzos uvb, IU9le, (CLI) Jluuble
puwegdpe V3 JJ@les sldJdulué.

CLI:

o) W99 V3usersgluuile puwegse. wgwl) authPrivi SHA 9 AESprotocals: 9lgosly JJdple )9, basds.
MD5 9 DES/3DES 0.5 «,9939Jle € lpwé 98Jds IUsép pu luol JI wjld syl B gle 9800 Ul Iy
Sew Il sop lRoshol 9de v ctow) wuvdd Jled.



V3 Users

User Name* SNMpuUser

Security Mode™ AuthPriv

Authentication Protocol SHA

Authentication
Password*

Privacy Protocol AES128

Privacy Password*

| Save & Apply to Device

) pdlebé: Jl sugduw wdysu puwegsp SNMPVE eds wdysu lJogvgsd. swp 802
oJ9su pzesed SNMPV3 W gb.

CLI:

(config)#snmp-server view primeview iso included
(config)#snmp-server group <v3-group-name> v3 auth write primeview
(config)#snmp-server user <v3username> <v3-group-name> v3 auth {md5 | sha} <AUTHPASSWORD> priv {3des |

9800#show snmp user

User name: Nico

Engine ID: 800000090300706D1535998C
storage-type: nonvolatile active
Authentication Protocol: SHA

Privacy Protocol: AES128

Group-name: SnmpAuthPrivGroup

NetConf o vdsd eJs IJ Cat 9800 WLC

9l206 1Jpuwegse lyuw9pess (GUI) (woel oo 1Uluosl, 16.11):

loo8d |Js Administration > HTTP/HTTPS/Netconf.



Administration ~ > Management~™ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access [ENABLED .]
HTTP Port 80
HTTPS Access BN ]
HITPS Port 443
Personal ldentity |. DISABLED ,

Verification

HTTP Trust Point Configuration

Enable Trust Point [. DISAEBLED

Netconf Yang Configuration

Status | ENABLED .l

SSH Port 830

CLI:

(config)#netconf-yang

_& ooy Bl op wpdso byl AAA 1Uzss> £ds C9800. Blue welzs lsuol IJs odosu:
(config)#aaa 9_o¢ IJogssd Il el os <local Iy radius/tacacs group>
(config)#taaa Logé 0956 wuwzsd IUsgsd IJIe,los <peds 19 RADIUS/tacacs pze9e 6>
Suvwede NetConf s C9800 IJb,s 80 IUlwe,)loss (9d] spdud wgss) oo IUb)s@80)
JIYJ pu owzsd 289d puolb 8o AAA Cldluolws |Js EXEC Jdowsys o AAA. B glds
JEwod VS wpdsd bys¥s pgodus Jlouoldle SSH spdud IJ8sle w3JY Loeyu linevty



.& ol 1UIslo,. suuwe e, NetConf B |uuegsle IUb, @ 1JI el o sé.

.& wedS): wuss Prime IJi,_,uI,_,u@é. eud luolds 9256 wzdp 9800 |Js pgiwol Wlyol
ouvowdd Idbys@s IJlve)lioss Jogugsd 1J>g9d 1Us puol> 96 AAAglJiwIJ§y
lJIde,)loss Jodss o AAA IUos Geo wodssuol 9ugzool |Us Idpuolb 86 1Jpedss
WYb Vs 2ldo g3p wpdsy NetConf Lldwed eds euue) Idozdp Vs Iduveds IJppdso
lJJlgwdIdss (WLC). I3l Jlge Prime Infrastructure $ls,6 eJs wuwesd 1Us89d wluwwgsle
NetConf. W|yol Jl vy IJodgsu. 03l sgus: bl oo ogwegse TACACS: BOspdud
O 9lu 9,09d CLI wes [uolds 9800 |Js Prime. spdod Lele i_9|,o_, lJodysy 030 wgs 3JY
gogedol wuvs)y IJs TACACS I3l g 3JY el oo Jo.

lIJodesy (Prime Infrastructure 3.5 glJloosble 1JIzse)

IJgbgo 1. IJodb IJbho IJJlgvdIdss guglo suvdd gds 1delsse zusl;e 9800 WLC.
GUI:

oo Wd |Js Configuration > Interface: Wireless.

B . Cisco Catalyst 9800-CL Wireless Controller

T oo g

B interface [ Services

Logical AireOS Config Translator

H Dashboard Ethernet Application Visibility
Wireless Cloud Services

© Monitoring . Layer2 Custom Application

10x
Sl . N :
N Configuration Multicast

VTP
NetFlow
{O3 Administration Radio Configurations Python Sandbox

O e

CleanAir QoS
\'\ TrOUbleShOOting High Throughput RA Throttle Policy

# show wireless interface summary



lJglb9s 2. IJogb IUlpwsl; 15 puusgle puweése as well as enable 1JJJpé.
GUI:

loo8d |Js Administration > User Administration.

a "cl,'s'él,._')' Cisco Catalyst 9800-CL Wireless Controller
A Welcome sudha a € B o

|Z—] Command Line Interface

Device

E5 Dashboard . DHCP Pools

= DNS . _

P A Privilege ~  Pol
(<) Monitoring - <
' Licensing Admin Nane

Configuration Admin None

&% Management

I,

[

Backup & Restore

g:r: Administration
/ HTTP/HTTPS

Troubleshooting SNMP
Rolling AP Upgrade

Smart Call Home
Software Upgrade
1-‘:' Time

User Administration

CLI:

# show run | inc username
# show run | inc enable

lJglbgs 3. leuod eJs uwdluwd pzopes SNMPV2 _9/i_9 puwogdpe SNMPV3 g wy pl 09 Blod
Jduboss.

GUI:

J SNMPV2. Iye9d |Js Administration > SNMP > Community Strings.



T SNMP

SNMP Mode ENABLED . @

= Dashboard

General Community Strings V3 Users
@ Monitoring — —
YL Configuration e
f:O:; Administration Community Name v Access Mode
snmp-v2-community Read Only
v : L 4

J SNMPV3. lye9d |Js Administration > SNMP > V3 Users.

SNMP
SNMP Mode ®
= Dashboard
General Community Strings V3 Users Hosts

¢2) Monitoring

Configuration

f(ﬁ Administration User Name ~ Security Mode -~ Authentication Protocol  ~  Privacy Protocol
g
v3username AuthPriv SHA AES128
% Troubleshooting _ -
v U w

CLI:

For SNMPv2 community strings
# show run | sec snmp

For SNMPv3 user
# show user

lJglo9s 4. s 9lzod IJpwwgspe IUyuwspess (GUI) Jdouso IJiw|w§6 J Prime. luo8d
|Js Configuration > Network: Network Devices: 1§ <999 1J8lised 1Jpuwido wgluw +9wgwl) Add Device.



asco Prime Infrastructure

A  |Configuration / Network / Network Devices

Device Groups Device Groups

; All Devices

i e Admin State w
: O Add Device

: Admin Status
: : Bulk Import

: All Devices

. ¥ Device Type

i » Switches and Hubs (; L Managed

f > Unified AP (7 ] Managed

l » Wireless Controller (; (] Managed

i » Location (; ] Managed

: User Defined (; M Managed

lJglo9é 5. gJs Add Device 9p wl>gld gusly IP JJslges gJs 9800 1Uss swp luwwesleo Jlousle
louold pe IJouss Il uss J Prime.



Add Device

* General

* SNMP

Telnet/SSH

HTTR/HTTPS

Civic Location

* General Parameters

® IP Address

(O DNS Name

License Level

Credential Profile

Device Role

Add to Group

3
Full v 9
-Select-- v @
—Select-- Y 9
~Select- v | @

Verify Credentials

IJ¢lb9o 6. luwdd IJs shmP gdles o w9se 90909, SNMPY2 Read-Only and Read-
Write Community Strings & e |Jod9so gds C9800 WLC.

Cancel



Add Device

* General

* SNMP

Telnet/SSH

HTTP/MHTTPS

Civic Location

* SNMP Parameters

Version

* Read Community
* Confirm Read Community
Write Community

Confirm Write Community

v2c

* SNMP Retries

* SNMP Timeout

* SNMP Port

2

10

161

(Secs)

m Verify Credentials Cancel

|J'ab_96 7. Bl Yoo (TGS SNMPv3. gélpo IJJI-.SPO |Jpou.u)J5 i'ao_) VS‘_9QL§)..§p IU”P PUNLED P
SNMPV3. o Auth-Type pouwdd Sw9ld§ pe u9g [Jpuolb 86 1Uds we wdssuo puwedl
9pu Privacy Type lJpuwado 3o, luwdye IJogivds) 1Uds wp wdssuoe gds C9800 WLC.



Add Device X

* SNMP Parameters

* General Version v3 v
* SNMP Retries @ 2
* SNMP v
* SNMP Timeout | 10 (Secs)
N * SNMP Port | 15
o 161
Telnet/SSH o
@
. B
HTTP/HTTPS Mode | AuthPriv v
Auth. Type | HMAC-MD5 v
Civic Location Auth. Password ssssssBEEEBOOREEERRRREES 9
Privacy Type | CBC-DES v
Privacy paSSWDrd ll....ll...lll....ll.....| ‘ 9

m Verify Credentials Cancel

lJglo9é 8. luw9d |Js Tenet/ssH gJlpd &u9Sw e AddDevice: 9300 [Jlpo sl 15 username 93 Jpd
p& enable JJps. lu 9, 99§ Verify Credentials o plu &pd wslule lew el 9lzos Lulb, |.Ji_9|pJ (CLI)
9w9w9ded bho yvods IUloold Idouwsl (SNMP) wuvdd g8 &p lud) 998 Add.



Add Device

Telnet/SSH Parameters

* General

* SNMP v

Telnet/ SSH v

HTTP/HTTPS

Civic Location

Protocol

Username

Password

Confirm Password

Enable Password

Confirm Enable Password

Telnet v

*CLI Port | 23

* Timeout | &0

admin

(Secs)

* Note:Mot providing Telnet/SSH credentials may result in partial collection of inventory data.

IJo2d0 pu lduors

ez eo elds wslole wove Ulpuctole

lJglbbgs 1. w288 pu wedsy NetConf gJs C9800.

#show run | inc netconf
netconf-yang

m Verify Credentials

Cancel

lo Jl sdu gluoy: sede IJ 'NETeonf wvdsd eds IJ Cat 9800 WLC' (g w e.

lJglb9s 2. 299 pu louold vslule voog IUlgwegsle o Prime oo C9800.

#show telemetry internal connection
Telemetry connection

Address Port Transport State Profile

X.X.X.x 20828 cntp-tcp Active



% pdlelbs: X.x.x.X 09 gu9ly IP JJoussd IJiwluu§6 J Prime 9szo io odyu IJzldé wuulbs. 3l
Jlow IJzlds &) wyivlbs: Lhze 1Us Guwe luveduld IJIgble 9l odlzol.

Vs 17.9: szw I N IWrS Y- ip_) peodd $dsdl:

9800-17-9-2#show telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description
0 10.48.39.25 25103 0 10.48.39.228 Active Connection up
9800-17-9-2#

IJg1o96 3. eJs IJwuss IUlwluss J Prime. luedd 1Us

Inventory > Network Devices > Device Type: Wireless Controller.

Davice Groups / Device Type / Wireless Controller

Cisco Catalyst 9800 Series Wireless Controllers Selects
+v /S X Admin State ¥ Sync Groups & Sites ¥ Reboot ¥ Download W Configure w Export Device D Show | Quick
Reachability A A 1P Device Type AP Discova... Talemetry ... Softwara Var... Inventory Collaction Times... Last Inventory Collection .
15T
- [ : Cisco Catalyst 9800-80 ... ~ Completed Success 16.10.1 12-MAR-19 14:32:51 Completed

lJglogs 4. gy wluosd loyold cows IUlgwedsle wldouss inluu@ij J Prime. 9p
voubgsd el sdst

#show telemetry internal protocol cntp-tcp manager x.x.x.x 20828
Telemetry protocol manager stats:

Con str T X.X.X.x:20828::
Sockfd 1 79

Protocol : cntp-tcp

State : CNDP_STATE_CONNECTED
Table id : 0

Wait Mask :

Connection Retries : 0

Send Retries : 0

Pending events : 0

Source 1ip : <9800_IP_ADD>
Bytes Sent : 1540271694
Msgs Sent : 1296530

Msgs Received : 0

IJg 96 5. 288 pu 2lds IJluve,ld Bs wooe Idlguegsle po CI800 9oy Ibol) gJs Iuo



"wolJe”.

#show telemetry ietf subscription configured
Telemetry subscription brief

ID Type State Filter type

68060586 Configured Valid transform-na
98468759 Configured Valid tdl-uri
520450489 Configured Valid transform-na
551293206 Configured Valid transform-na
657148953 Configured Valid transform-na
824003685 Configured Valid transform-na
996216912 Configured Valid transform-na
1072751042 Configured Valid tdl-uri
1183166899 Configured Valid transform-na
1516559804 Configured Valid transform-na
1944559252 Configured Valid transform-na
2006694178 Configured Valid transform-na

IJ¢b9o 6: spdu g)u2 leuolssle IUlgvaesld JIJ peyod 1uve,ld lo JYJ Il ve,ldle oluwogsle

o3l

#show telemetry internal subscription { all | id } stats
Telemetry subscription stats:

Subscription ID Connection Info Msgs Sent Msgs Drop Records Sent

865925973 X.X.X.x:20828:: 2 0 2
634673555 X.X.X.x:20828:: 0 0 0
538584704 X.X.X.x:20828:: 0 0 0
1649750869 X.X.X.x:20828:: 1 0 2
750608483 X.X.X.x:20828:: 10 0 10
129958638 X.X.X.x:20828:: 10 0 10
1050262948 X.X.X.x:20828:: 1369 0 1369
209286788 X.X.X.x:20828:: 15 0 15
1040991478 X.X.X.x:20828:: 0 0 0
1775678906 X.X.X.x:20828:: 2888 0 2889
1613608097 X.X.X.x:20828:: 6 0 6
1202853917 X.X.X.x:20828:: 99 0 99
1331436193 X.X.X.x:20828:: 743 0 743
1988797793 X.X.X.x:20828:: 0 0 0
1885346452 X.X.X.x:20828:: 0 0 0
163905892 X.X.X.x:20828:: 1668 0 1668
1252125139 X.X.X.x:20828:: 13764 0 13764
2078345366 X.X.X.x:20828:: 13764 0 13764
239168021 X.X.X.x:20828:: 1668 0 1668
373185515 X.X.X.x:20828:: 9012 0 9012
635732050 X.X.X.x:20828:: 7284 0 7284
1275999538 X.X.X.x:20828:: 1236 0 1236
825464779 X.X.X.x:20828:: 1225711 0 1225780
169050560 X.X.X.x:20828:: 0 0 0
229901535 X.X.X.x:20828:: 372 0 372



592451065 X.X.X.X:20828:: 8

o
(o]

2130768585 X.X.X.X:20828:: 0 0 0

lpwoduld IJIgble 9l odlzol

lowoduuldd I2ble IJouss IUlguluss sluodlzel Bs Prime

loJ Uinse JJozdd pu lJuwss Iluslwss J Prime og gusly IP sldslzole. Jl wagp Idwuss
Jigwlouss J Prime 1Jeusd 1de5392 3J1 cuvept s wslole IJ8slur g0 ves gds
lJewwds IJelus 1Jglue weo.

ST io SY9u gusly IP 1Jgluo o WLC 1Uss ouosdo Vs Prime Infrastructure o9 gugly IP
lJpuweede J9lzod IUBL6 IUJluwdIdss'. sgo io SY9u gusly IP Jdouséd IJiU»IW§6 J
Prime $loJd! JJoue9d lJso pu 9lzoes 1JDL6 IJJlgudIdsé 030 1Up9z936 £Js gluw 9226
lJozde. :

Bl oo ouuwgse pud 1Ugseo (9ig0/0 W IJlzejo) JJIJw ol )y WLC 9 APs slbo,ly
B 2lds 1dbhs B Idpegivs 9dIJo IJSsluw eu we> J WLC 903l 1dsuosd 1dpsowlbos JI
wgpd. K :

Bldoo oys zlds wslule vooe Idlgwedsle eds luol "wzle" Ws IJouss IUluwlwss J
Prime sJJu £33 uBlb 19 09d 09 0 W8> sIJ9u wlpdly Prime Infrastructure IJy o9 |Js
cuuoy Idoedpe Vs Iduveds Idpedss IJJluwdIdss (WLC) eds [Jpuwds 830 9JIdyu segs)
eJs 9es6 IJoedp 1Uguosd 1Ueuesd IUs Idoussd IJIwlusé J Prime eJs 1Jpunds 20830.

ldogwos Jis puildd B SNMP Iy p il JJ odsso IJzolse Gp wepe 030 Iduwedle pu lJwuss
lJlwlywsé J Prime:

cd /opt/CSCOTumos/logs/

[root@prime-td] Togs]# ncs-0-0.log

Td1.Togs

Bsel soedd weuvddle IUGsluw e0 wes [ 1deslu: I9d Uise 09 IJezdd eu 2lds IJpszlu:

shell

cd /opt/CSCOTumos/coralinstances/coral2/coral/bin

./coral version 1

./coral status 1



./coral stats 1

Bl dlo I Gbse eds el silpc Op worpse 030 lduvedle pu ped> pwedle ezl Isssuvs.

~ odlzbé: 9088l Jluosl) IJwuss 1wl uusé Prime 90851, |uosl, Cisco 10S XE 1Js.s $>¢ po-
SpIdu 1o sI9u ould €36 posdle preluss eds IJowss 1 luwluuss J Prime. cedd po
pdleble IJluosble Jdeuwesd eds piss pu IJoVluosd pod:
https://www.cisco.com/c/en/us/td/docs/net mgmt/prime/infrastructure/3-
7/release/notes/bk Cisco Prime Infrastructure 3 7 0 Release Notes.html

IJglogé 1.

cd /opt/CSCOTumos/coral/bin/
[root@prime-tdl bin]# ./coral attach 1
Attached to Coral instance 1 [pid=8511]
Coral-1#cd /tmp/rp/trace/

Coral-1#1s

Collect the “Prime_TDL_collector_RO-"* Tlogs

Coral-1# cd /tmp/rp/trace/
Coral-1# btdecode P* > coralbtlog.txt
Coral-1# cat coralbtlog.txt

Spdu IJews, eds 030 Iduwedle lsuol B o3l IUsJsJ:

* 0wy pdule IJoowe IJos op VY ojpsjol bs
|J e uwl,/opt/CSCOlumos/cor alinstances/cor al 2/cor al/r un/1/stor age/har ddisk
*  adettcd /opt/CSCOIlumos/cor alinstances/cor al2/cor al/run/1/stor age/har ddisk

*

ade#f cp coraltrace.txt /localdisk/defaultRepo

IJgbogs 2. Jopdsu IJpazlo B 9008 wuoese IJigble szvw cessu puvess IJouoese B
debug.conf o J9.

lel e sled Ielose:


/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html
/content/en/us/td/docs/net_mgmt/prime/infrastructure/3-7/release/notes/bk_Cisco_Prime_Infrastructure_3_7_0_Release_Notes.html

echo "rp:0:0:tdlcold:-e BINOS_BTRACE_LEVEL=DEBUG;" > /harddisk/debug.conf

l9 b Prime 3.8, spJdu lghs ouvgsd 206 IJeszlo ez 1Jzloss wluvegsle:

"sudo /opt/CSCOTumos/coralinstances/coral2/coral/bin/coral restart 1"

Bl oo lebe IJogvgsd Jl ouwles Bs luvegsle odo Idguluoy Jpuwe posd IJpszlo 9wse
oubgsde wundlyws:

sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral stop 1
sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral purge 1

sudo /opt/CSCOlumos/coralinstances/coral2/coral/bin/coral start 1

lelss cubgsd IUpszlo: o3l [Usles. spdod oud pesd Ideszlo Bl Gpo wdalus "luole” & p:

./coral/bin/coral restart 1

) pdlebo: spdy lehe wubgsd 306 ezl WOs Prime 3.8 ghz IJzlass wluwegsle Il
wuugsd 'sudo /opt/ciscoLumos/coralinstances/coral2/coral/bin/coral restart 1'

Bl doo weled [Js WY Livs,6 pdle wed IJeozlu spdud WY L ool slgd 2lass 1Jpeszlu

btdecode Prime_TDL_collector_*.bin

. pdleod: Le> wpdsu puruss wuorse leble IJpszlu sdsu lghs cubgsd ezl
Ijlpsl.

loweduuled 1Jigble gl odlzol ¢ Js Catalyst 9800 WLC



Jeildewo lJodssy 1J3s >9g0 Prime bolo [Js cowo) Idogdpe Vs IJgvedo 1Jpedso
lJJluwdIdsé C9800: spdud wuvegsd wbosy IM.

#config terminal

#event manager applet catchall

#event cli pattern ".*" sync no skip no
#action 1 syslog msg "$_cli_msg"

230 Jls lgvoldle wslule cowg IUluvedsle po odyse WLC

SpJdu o odyy ould lsdle o)ss g§§o| lJegle wdosu gpse luvosldle wooe IUlpuegsle IJos
we wdgsuvol eds guues ogde O Idubeds Ippdss IJdlgedIdiss (WLC). 9spdu 1USsle

WLC#term shell

WLC#function removeall() {

for id in “sh run | grep telemetry | cut -f4 -d'
do

conf t

no telemetry ietf subscription $id

exit

done

}

WLC#removeall

Jopdsu lJooug:

# debug netconf-yang level debug

JJdozldy pu:

WLC#show platform software trace level mdt-pubd chassis active RO | inc Debug
pubd Debug
WLC#show platform software trace level ndbman chassis active RO | inc Debug

ndbmand Debug



Jews pele IJoowe:

show platform software trace message mdt-pubd chassis active RO

show platform software trace message ndbman chassis active RO

IJezdd pu e Idluvesld Jeedsele 0 8bs 1Uso9d

o) 999 DB Query. lue9d |Js tohttps://<Prime IP>/webacs/ncsDiag.do.

uewl) * ey ewlcsubscription s OwnerEntityld ooJ 'ZController_IP' g className="'UnifiedAp'.
ou WLC:

22838 eu lu perd Ilgbeld suwd pedsple sdl 2ldle [uwdllb gdis gl CNTP.

show tel int sub all stats

show telemetry internal protocol cntp-tcp connector counters drop
show telemetry internal protocol cntp-tcp connector counters queue
show telemetry internal protocol cntp-tcp connector counters rate
show telemetry internal protocol cntp-tcp connector counters sub-rate

show telemetry internal protocol cntp-tcp connector counters reset

N LUlbs: ssep prd Iubods Ierdss I0Jlouddss (WLC) bol; 9800 I el 100 Ges
cslole 1IJBsluy £ v Gud luosh 17.6 9 128 luve,ldl s [uosly 17.6 (Jel suuebse
1uo3l podds wonss IUubods 1,8 es6 (DNA) e8| luvessle 1, po 100 1 be,ld.

IJluedld po PlJs e DNA

Jl spdu 156 C9800 W Ty 9lzs w9l uwbs Plop,d; wuss IJuvwds 1,8ps6 (DNA). 31 Jlge
ould ¢gbos JJluedld |IJs DNAC Jzd Jbbs Iduvedse bOsze 1i1de C9800 oy Prime
Infrastructure §oJ luoldwo |Js pyds DNA. gus [51Js/z308 C9800 oy PI 3.5 Jl swpe luwe,zle
zese lJodssulo lJos wp >9¢g0l [Js CI800 W 99w 1Jz)ys wluwbs Pl gszy 2309 o030
lJodysule po lJuble ss9sl. 98ds 9go Idwesssc Jl wwp 1ds Yusle IUluvosld Idos wp
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logulgel J C9800 WLC Juuiy wslule cowg 1U>0936.

Joegsss ol ldodasy [Jpzss:

#show run | sec telemetry

JB1J6 03l lJodsu: Bp wouvésd no svdd 1Ule:

(config) # no telemetry ietf subscription <Subscription-Id>
Repeat this CLI to remove each of the subscription identifiers.

(config) # no telemetry transform <Transform-Name>
Repeat this CLI to remove each of the transform names

% edlebbs: 3l 9po wblhé 9236 IJoede 9800 Lluwegsle JJ pu wusé DNAC g Prime
IJlgwluwsde BSuwsOvd w9ld§ pg 9o DNAC Luvdd pu9de wuwww o Prime.
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luveoldle wslule cowg Idlguegsle [JEluos w9zso IJoede WS IJubedo 1Jpedso
IJJlgvdIss (WLC) JIJ pu 1déslbe JbL6 9236 Ideede B IUuveds 9800 s 99w 9lg>. J3JI
Jl spedud 15156 9800 Llgwegsle JJ pu ldousd IJiwl_usé DNAC 9 Prime 9J5JJ lole vslule
oot IJlouold sldleuolissle. 9059 see o seae Ideszsd eo PlJs DNAC Cluuse ol spdo
Jiu DNAC &) 8l dis Ideuesd eds welole wslule wslule wslole wslole vslole
vslole vslule vslule vslule vslule wslole wslole vslule oslule cove IUlouold po
9800 blJel iy, Prime Infrastructure s89, wlshé 9236 IJezd e 9800.
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