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SSID = Centrall SSID = Flex1 SSID = Flex2
VLAN = 2660 VLAN = 2685 VLAN = 2686
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, PolicyProfileFlex1
WLAN Flex1 > Local Switching
VLAN 2685
PolicyProfileFlex2

WLAN Flex2 Local Switching
VLAN 2686

PolicyProfileCentrall
WLAN Centrall Central Switching

VLAN 2660

Flex Profile
« VLAN 2685
* VLAN 2686
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Q Search Menu Items WIRELESS NETWORKS

+ Add

Mumber of WLANSs selected : 0

E=| Dashboard

@ Monitoring

MNarme ~ D ~  SSID
%) ;
NS Configuration Flex1 2 Flex1
T E Flex2 3 Flex2
Administration
Centrall 4 Centrall
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Add Policy Profile ®

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mahbility Advanced

Name* | PolicyProfileFlex1 | WLAN Switching Policy

Description | Enter Description | Central Switching
Status ENABLED . Central Authentication
Passive Client Central DHCP
IP MAC Binding enasle [ Flex NAT/PAT
Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

ProfileFlex1
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Disabling Central Switching will cause Export Anchor to be
disabled
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lJJluwdIdsé (WLC) byl 9800). wes 3JI: 19 Save & Apply to Device.

Add Policy Profile ]
General Access Policies QO0S and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Paolicy Name ‘ v | _
' ' Pre Auth ‘ v
VLAN | |
Post Auth ‘ v
VLAN/VLAN Group ‘ 2685 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
| Save & Apply to Device
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Add Policy Profile ®

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mability Advanced

Name* ‘ PolicyProfileFlex2 | WLAN Switching Policy

Description ‘ Enter Description | Central Switching
Status ENABLED . Central Authentication
Passive Client Central DHCP
IP MAC Binding enasLen [ Flex NAT/PAT
Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Apply to Device

ProfileFlex2



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLY Caching IPvd ACL v
DHCP TLV Caching

URL Filters
Local Subscriber Policy Name v

Pre Auth v
VLAN

Past Auth v
VLAMNMALAN Group 2686 v
Multicast VLAN Enter Multicast VLAN

[£] Save & Apply to Device
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Add Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* | PolicyProfileCentrall ‘ WLAN Switching Policy

Description | Enter Description ‘ Central Switching [m]
Status ENABLED . Central Authentication
Passive Client Central DHCP
IP MAC Binding enasled [ Flex NAT/PAT
Encrypted Traffic Analytics

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Apply to Device

ProfileCentral1



Add Policy Profile »

General Access Policies | QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
RADIUS PI’C.IFI”FIQ IPv6 ACL ‘ v
DHCP TLV Caching
_ URL Filters
Local Subscriber Policy Name ‘ v | _
) ' Pre Auth ‘ v
VLAN ' ﬁ
Post Auth ‘ v
VLAN/VLAN Group ‘vmwmm v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
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Policy Profile Mame ~ Description
PolicyProfileFlex
\:l PolicyProfileFlex2

PolicyProfileCentral 1

1 [_iﬁ;__:_lnr~ per page
CLI:

# config t

3

vlan 2660
exit

3

wireless profile policy PolicyProfileFlexl
no central switching

vlan 2685

no shutdown

exit

H H H W R

3

wireless profile policy PolicyProfileFTex2
# no central switching



# vlan 2686
no shutdown
exit

H* H*

wireless profile policy PolicyProfileCentrall
vian VLAN2660

no shutdown

end

H* H H W
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¥, Configuration Policy Tag Name
e ; PT1
Administration
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2 Troubleshooting A
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‘

Add Policy Tag

Name® | PolicyTag1
Description | Enter Description
+ Add \
WLAN Profile

'O Cancel

I .

Add Policy Tag LS

\ 10 | items per page

Name* | PolicyTag1

Description | Enter Description

+ Add

WLAN Profile

4] | 10 w | items per page

Map WLAN and Policy

~  Policy Profile

~  Policy Profile

WLAN Profile* | Flex

Paolicy Profile®

PolicyProfileFlex 'I| v |

| Save & Apply to Device

Jy gulasy SSID IJedlwé o p 108 Save & Apply to Devicew g5 3J .




Add Policy Tag x

Mame* | PolicyTag1 |
Description | Enter Description |
+ Add
WLAN Profile ~  Policy Profile -
Flex1 PolicyProfileFlex1
Flex2 PolicyProfileFlex2
Centrall PolicyProfileCentral 1
1 10 v i
=| Save & Apply to Device
CLI:
# config t
# wireless tag policy PolicyTagl
# wlan Flex1l policy PolicyProfileFlexl
# wlan Flex2 policy PolicyProfileFlex2
# wlan Centrall policy PolicyProfileCentrall
# end
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Flex Profile

Flex Profile Name

= Dashboard

© Monitoring

new-flex-profile
NS Conﬁguration default-flex-profile

y S 3 1 10 ¥
. Administration

Troubleshooting

IJg1096 2. 235 lgwp Jedd wg s Flex 9235 Livwds VLAN IJgloé wudlb 1Js o] (pe w8
Jiwds VLAN 1JIoJs).

Add Flex Profile x

General Local Authentication Policy ACL VLAN
I Name* FlexProfileLab | Multicast Overridden Interface
Description Enter Description Fallback Redio Shut
Flex Resilient L]
Mative VLAN ID 2601
ARP Caching
HTTP Proxy Port 0
Efficient Image Upgrade '
HTTP-Proxy IP 0.0.0.0
Address o Office Extend AP
CTS Policy Join Minimum Latency

Inline Tagging |
SGACL Enforcement  [_|

CTS Profile Name default-sxp-profilex

| Save & Apply to Device
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Add Flex Profile

General Local Authentication Policy ACL VLAN
[ + Add }
VLAN Name ~ ID ~ ACLName v
d 0 2 b 10 + |items per page

Save & Apply to Device

VAN Mame* vlan-name

VLAN ld* 2685

ACL Mame v
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Add Flex Profile X

General Local Authentication Palicy ACL VLAMN

VLAN Name ~ ID -~ ACL Name v

| wLAN2685 2685
] VLAN2686 2686

1 10 »

|| Save & Apply to Device
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CLI:

H*

config t

wireless profile flex FlexProfilelLab
native-vlan-id 2601

vlan-name VLAN2685

vlan-id 2685

vlan-name VLAN2686

vlan-id 2686

end

H H W OH K KR K

louvlelogssd edlpd p9se

eJlpd 1Jp98e 0 IJeuuo) I3 st JI ©eass sulb AP 9lls pJud og)sdd Flex IJss sop
wegssuwe lJs vdlb 1dsuesd.

lJglo9é 1. [uw8d |Js Configuration > Tags& Profiles> Tags > Site. | ol io oedd luwe luwe luwpe luwe 09290
AJBed s o wud) +Add Jluolds |gupe 258>,
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Add Site Tag x

Name* FlexSite1

Description Enter Description

AP Join Profile default-ap-profile
Flex Profile FlexProfileLab v
Control Plane Name v

Enable Local Site

=] Save & Apply to Device

CLI:

# config t

# wireless tag site FlexSitel
# flex-profile FlexProfilelLab
# no local-site

wessu edled [Juog IUs AP

sedud cessu edlps vor pulying lJs v §bs 9,09 Iy Lesso VB edlps Iduoz s
P2LIES U LIl 1J9uo9d Vs LV 19w lew, IJusg IUds sulywed.
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General Interfaces High Awvailability Inventory Advanced

General Version

AP Name®* AP1702-05 Primary Software Version 16.10.1.0

Lacation® karicisn-WS Predownloaded Status NIA
Predownloaded Version M/A

Base Radio MAC L) A
Next Retry Time M/ A

Ethernet MAC 1) (et

) Boot Version 15.3.0.0

Admin Status Enabled v
I0S Version 15.3(3JPG15

AP Mode Flex -
Mini 105 Version 0.0.0.0

Operation Status Registered

Fabric Status Disabled IP Config

Tags CAPWAP Preferred Mode  Not Configured
DHCP IPv4 Address 172.16.1.110

A Changing Tags will cause the AP to momentarily lose

association with the Contraller, Static IP (IPv4/IPvE) _]

Time Statistics

Palicy PolicyTag1 . -
Up Time 6 days 20 hrs

Site FlexSite 1 B 27 mins 53 secs
Controller Association Latency 5days 18 hrs 0

RF default-rf-tag v mins 30 secs

| Updt & Apply t Device
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CLI:

# config t

# ap <ethernet-mac-addr>
# site-tag <site-tag-name>
# end

oessu £dled IJuoz Jullb 1Jguoed IUpewgssé
loe8d |Js Configuration > Wireless Setup > Advanced > Start Now.
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Number of APs: 2
Selected Number of APs: 2

AP AF‘ -

Mame . .
Show items with value that:

APIB02- ‘ s equal to v
karlcisn | |

APZ2B02-

Y o1 ’

wpe 10 ©d9p wopass udlb 1J9uesd Idergsws: lud, eds + udlb Idsuesd Jdedlele.

Advanced Wireless Setup Back

— e
(' \\
(i) e |
AN s

Numbar of APs: 2

- Tags & Profiles Selected Number of APs: 2
- | WUAN Frofie =+ AP ~ AP w ) AP ~  Admin  « Operation ~ Policy ~ Site ~  RF w ) ) Hyperiocation
Name Model  APMAC v Mode Status Status Tag Tag Tag Location + Country w Method
. = AlR- Location- Location-  Location-
N " ; .
o | olicy Prafile -+ vy i‘::ff: APIBO021-  0042.68c6.4120 Local Dissbled  Registered  typical-  typical-  typical- m’;‘l‘; MX Local
A-KD density dansity  density
- | PolicyTag & | BB+ e ) .
Pa802- fault- It
7 [AP2802°  apogos-  2¢50.0140.8900  Local Enabled  Registered  PT1 cefslh-  dMlsi-ono us Local
(1] B-KS sita-tag rf-tag
o | AP Join Profile =+ 1 10 v | items per page 2o 2items &
o | Flax Profile H O+
0| Site Tag # B +
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e edlple IJopss) Idos oyss vesswel gds vl 1Jsuo9d 9o 8ySave & Apply to Device.

Tags

Palicy | PT1 v
Site ST v
RF default-rf-tag v |

Changing AP Tag(s) will cause associated AF(s) to reconnect

) Cancel = Save & Apply to Device
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Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O IPv4 ACL BLOCK-WLC v
DHCP TLV Caching O

IPv6 ACL v

BlJdoo w¥9p vodssu ldpuolb 86 1Je,disé JJose gds uvwdé WLAN p29J6 o35l
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Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
i O
HTTP TLV Cachmg IPvd ACL BLOCK-WLC v
DHCP TLV Caching O
IPv6 ACL v
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Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
ACL Name Y Central Web Auth ¥ URL Filter Y <
(O ACL_WEBAUTH_REDIRECT Enabled ACL Name* BLOCK-WLC v
1 10 v |items per page 1-10f1 iter Central Web Auth O
URL Filter v

IJozdd pu wbwsd Blisps IUopde Bs 1d9uo9J (ACL)

Sedod IJozdd pu wbosd Blises Idopde Os 1dsuosd (ACL) eds gpsd gus Idluodid s
IUpilSwd > 1Juneds IUdlguddss > Idgpdle: 223 Idgpsd 1dds cos> 1dozdd puo. Bs Suwe
glp > pedsple IJclpsulze Suve "uvsluwle 1UELe" luue "ee)d 1dpsuie" f sew lu coblud
pe Slisps IJoede wldsuesd (ACL) Idebo 8.

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

SM State TERMINATE

Local Policies

Service Template wlan_svc_local-switched-policy-profile (priority 254)
VLAN VLANTA416
Absolute Timer 1800

Server Policies

Output SGT 0006-00
Filter-1D BLOCK-WLC

Resultant Policies

Output SGT 0006-00
| Fitter-ID BLOCK-WLC |
VLAN Name VLAN1416

S 2lds uilb 1dsuesd (AP) sle Idleuald Ideso (IJeesdle 1dpedss) spdud 1doedd epl 15l
oo Slisps IJoede s 1dsuesd (ACL) 8> op uoébol eds udbs 1Jsuesd eu brsd Jolué
|Jl o, "#show ip access-lists" g Js v 9o 19 o9d wdwol.
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oo suwobse luogpde 03llo,) 1u 8388 IJouvdsd.

odosu yuvwdle VLAN/IJglzolo

# show vlan brief
# show interfaces trunk
# show run interface <interface-id>

oJdgsu yvedé WLAN

# show wlan summary
# show run wlan [wlan-name]
# show wlan { id <wlan-id> | name <wlan-name> | all }

odsso b s

# show ap summary
# show ap tag summary
# show ap name <ap-name> tag { info | detail }

# show ap name <ap-name> tag detail

AP Name : AP2802-01

AP Mac : 0896.ad9d.143e
Tag Type Tag Name

Policy Tag PT1

RF Tag default-rf-tag
Site Tag default-site-tag

Policy tag mapping

WLAN Profile Name Policy Name

psk-pb1-ewlc ctrl-v12602

Site tag mapping

Flex Profile : default-flex-profile
AP Profile : default-ap-profile
Local-site : Yes

RF tag mapping

VLANO210



5ghz RF Policy : Global Config
2.4ghz RF Policy : Global Config

ouvdsd IJedled

# show wireless tag { policy | rf | site } summary
# show wireless tag { policy | rf | site } detailed <tag-name>

oubdsd pdu IJog)suo

# show wireless profile { flex | policy } summary
# show wireless profile { flex | policy } detailed <profile-name>
# show ap profile <AP-join-profile-name> detailed
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