od9su Ylispd w99s e uldbé IU ol Jsgsle
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s ISE

lowod gl L izble ol o, Jlzol
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Bs pdlod 8led wslule prdss wluwesle 9206 wedp Ubods prdss JluwdIdss bl 9800 Iy
B pdlod Ebe 306 puob 36 bdo loold IJpuweise (RADIUS) hzs.
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B Iduvods IUppdss IJluvddss Catalyst 9800. JI sgbos o3l I puwews 2lds bl 1Js o]
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sdduol Jl woowe w388 o¥9suo udbd Idsuosd Iduesses Clze 1Jeslze)-

IJecbdole IJlgul jusé



lJeobdolo

w9 os Cisco vio oJ9y s pgy96 wldesluose 1Joldss:

« 9800 WLC
* 9u29d 9lzos Lwlo,y 1JIsle, (CLI) |Js sple 1depdp IUJlundIséd

lJpdyule 1dpuuegspd

9800 WLC IJ]_esl, 17.3

uldbé IUsosd byl 1810w

udbs 1Jse9d AP 1700

Identity Service Engine (ISE) |Jl_o>l, 2.2

op logile 1Jegdoele 1Jshs B o3l Ipauaws pu 1iz056 10p92956 B wsiss pgpdss ¢luos.

wle ZPSE IJig_o_jé I._J,oi)uo@péé O o3l Idpwows wodsso ppuwse (IWe,)los). I3l Jlue
dvwdod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed Jis ).
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Slispes wgasd udlbs IJsuosd IJs MAC - peds

Sop wgisu gwslo MAC Judlb 1Jsuosd Idpewess pedsl Ss euuos Idopde S 1duvods
IJpedss IUJluuddss (WLC) bl 9800.

IJglogs 1. luuile $lispes b8 wujsd vslule leweb IJowssuo [Jpedss.

lowdd IJs IJodsso > IJisle > AAA > §lises b,yd AAA > [Jogasd > + |Lolws

Q Search Menu liems Authentication Authorization and Accounting

+ AAA Wizard
E= Dashboard

i AAA Method List Servers [ Groups AAA Advanced
%) Monitoring |_|

2\, Configuration Geners
Authenticati l i) J
T . uthentication
Administration
: Authorization Name v Type
7 Troubleshootlng default network
Accounting
AuthZ -Netw-I1SE network

Quick Setup: AAA Authorization

Method List Name™ AP-auth
Type* credential-download »

Group Type local v
Available Server Groups Assigned Server Groups

radius

ldap

tacacs+ -
ISE-KCG-grp

ISE-grp-name

[=| Save & Apply to Device

lJglb9s 2. wpdsu wgesd AP MAC.

loewd lJs IJodysy > |.Jip|Q > AAA > AAA po 930 > pwsluwd ugbs [dsLod. Bp vopdsy
wasd uldlb IJsuosd o> MAC 9235 Blispo by § Idegssd IJos wpe logilgel Ws 1Ugbgo 1.



Authentication Authorization and Accounting

+ AAA Wizard
AAK Method List Sarvers | Groups
RADIUS Fallaci
’ Authorize APS against MAG [enveren _]l
Atritizte List Nasveh
Authorize APs against Serial Number B osseeo |
A huthentication -
|n.:nmnm:oe| Mathod List - gt - |

Password Poicy

IJgb9s 3. Ijowe IJ ap lo,use pld guslo.

loodd [Js IJodsse > IJoleso > AAA > AAA 50850 > puols 98 IJzol; > suslo MAC > +
luol8o

Configuration~ > Security~ > AAA

=+ AAA Wizard

Servers / Groups AAA Method List AAA Advanced

Global Config
’ MAC Address Serial Number

RADIUS Fallback

>

Attribute List Name

Device Authentication MAG Address

(=]

| 10 « ||'.!'.=""|_- per page
AP Policy .

Password Policy

AAA Interface

Quick Setup: MAC Filtering x

MAC Address* ‘ 00:B0:E1:8C:49:E§ ‘

Attribute List Name | MNone v |

) Cancel I =| Save & Apply to Device |




. pdlzbs: szo lu sdsu guglo MAC IJglue o AP [se,00 B fzas 030 Idoouwsdle gos
[>¢lJo s 91206 puwwgsp 1U9Sw (XXIXXIXXIXXIXX:XX (I9) XXXX. XXX XXXX (1) XX-XX-XX-XX-XX-XX-
XX-XX-XX-XX-XX) Bes [l ,ool) 16.12. Bes IJluosl) 17.3. Szw 1o 090 wouumSd XXXXXXXXXX
W90 s Bluod. wuuwsd CLI sy slispl xxxxxxxxx B Is [Losl) (B 16.12. 9lz06
puwode IUsse wisd IJBsluad B lJodsse). suvee perd wusest IJigble oo Cisco
CSCw43870 Ul wagsle s oogusd Ws CLI g 9lz06 puwagsp lUsse B IJluoshle
IJJlz9s.

CLI:

# config t
# aaa new-model
# aaa authorization credential-download <AP-auth> Tocal

# ap auth-Tist authorize-mac
# ap auth-1ist method-1ist <AP-auth>

# username <aaaabbbbcccc> mac

Blisps 295 udbs 1UsLosd IUgluos o MAC - glse RADIUS IJghzs

wdysy 9800 WLC

Swpe wgisu gudlu MAC Judlb IJyuosd IJpewpess gds gbe RADIUS ¢hzs: Vs 03l Idpeld
ISE.

eJs ISE. luo sgwobse gvedo IJeuslo oo I MAC o |J APs | ol J user name/password Ig
Judlb wolsé. eds byd IJgbsle Idos sop wedsped dsIss IUlzosh Jluvegsle bysds ls
iaﬁs.

GUI:
lJglogs 1. ledlu ¢l>p RADIUS

loedd IUs IJedsse > IJeless > AAA > 1Uzgle / 1dezeoele > RADIUS > 1gslsp > + | olcds
9ls¢ld pedsple ¢lse RADIUS.


https://tools.cisco.com/bugsearch/bug/CSCvv43870

Authentication Authorization and Accounting

& AAM Wizard

jj Dashboard

Maonitoring

C:onfiguration m
Administration RADILIE
' Troubleshooting TACACSs
| AD Mg ACMSS

o> pu wpdiso d8p £pds CEss) Iodasua(CoA) bl Juw il Jlweslp puol>$6 IUgsw
IJesdss6 (19 ls wog pu lusle Ilelo solbde CoA) B ldpuwedod.

Create AAA Radius Server X

Mame* ISE=kcg Clear PAC Key
IPV4/IPvE Server Address* 172.16.0.11 Set New PAC Key
Shared Secret* | e

Confirm Shared Secrét® | e

Auth Port 1812

Acct Part 1813

Sarver Timaout (Seconds) 1-1000

Retry Count

Support for CoA ENABLED .]
| D Cancel [ | Save & Apply to Device

IJ 1096 2. |_ol96 15 RADIUS |Uis pzeseé RADIUS

loedd lJs IJodsso > 1dolpse > AAA > 1Ugglse / IJpepsele > RADIUS > ozpele [Jgghb o > +
luol8o

o sodds ISE syl 1J ap {upperimac address ool o I ple IJpuwegspse woyd MAC
SSueIds J none.



Create AAA RHadius Server Group

B s = [hgls (T
Group Type RADILIG
SASC = Db bisr ey w
bAAC = Filenryg e g »
Dapicd-Tima {ming] F ]
Fupdabdp SHarvers Aspgnad Sorvers
5 FSE-mog
-
4

| Y Cance |

|._r_ sSave B Apply to Dewce

JzeJ ISE suolb @ IJ ap MAC guslo Joblb wolssd sés)y wuobss MAC |Js MAC.

Create AAA Radius Server Group »

D Cancel

Mame™® ISE-grp-name
Group Type RADIUS |
MAC-Delimiter " none v
MAGC-Filtering mac 5
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
ISE-KOG
<

Save & Apply to Device




lJglo9é 3. [uuble 8lised by wujsd vslule lgwel IJogesd.

loodd IJs 1Jodsso > IUlsle > AAA > §lises b,y d AAA > [Jogssd > + |Lolus

Authentication Authorization and Accounting

Q Search Menu ltems

+ AAA Wizard
S Dashboard

Py i AAA Method List Servers / Groups AAA Advanced
() Monitoring |_|

\Z'[\\1 Conﬁguraticn General
Authenticati l i) J
Administration uinentieation
5 ! Authorization Name v Type
5. Troubleshooting
default network
Accounting
AuthZ-Netw-1SE network
Quick Setup: AAA Authorization x
Method List Name* | AP-ISE-auth |
Type* | credential-download « |
Group Type | group v |
Fallback to local
Available Server Groups Assigned Server Groups
radius |SE-grp-name
ldap g
tacacs+ =
ISE-KCG-grp
£ Save & Apply o Device

lIJgb9é 4. wpdsy wgssd AP MAC.

loodd [Js Idedsse > 1dielo > AAA > AAA po@3p > Gusluws udbs 19uo9d. 8p wopdsy
wasd uldlb 1Jguoad o> MAC 9235 Blispeo by 9 Idegssd IJos wpe lugilgel Ws 1Ugbgo 3.



Authentication Authorization and Accounting

+ AAA Wizard

AAA Method List Servers | Groups AAA Advanced |

RADIUS Fallback

Authorize APS against MAC [enagLeD .]l
Attribute List Name

Authorize APS against Sefial |l oseeLen
AP Authentication Number

Authorization Method List AP-ISE-auth -
Password Policy [ Apply to Device

CLI:

3%

config t
aaa new-model

3%

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

exit

HOH H W KR

3%

aaa group server radius <radius-grp-name>
server name <radius-server-name>
# exit

3%

# aaa server radius dynamic-author
# client <radius-server-ip> server-key <shared-key>

# aaa authorization credential-download <AP-auth> group <radius-grp-name>
# ap auth-Tist authorize-mac
# ap auth-Tist method-Tist <AP-ISE-auth>

wdysu ISE

lJglogs 1. Jlol96 9800 WLC |Js ISE:
leJl, 9800 WLC ISE

iaoJo I Suwdd luwouobl [Js uogs 0956 |J APs {upperimac address p¢ |J swlbJo steps:

odsu ISE Jpuolb 96 gusly MAC Jy ¢l wolss


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10

181096 2. (I2oshhs) $p wlouble pze9es 0958 Judlb 1Js 09J

Jiw 1J 9800 JI s, wd IJ NAS-Port Lwes pg AP og9sJ Cisco o

@9 IDCSCvy74904
AP 029,50 & MAB s lelds Jlspdy v §ap o

& suod9ap |

NAS-Port _uw 06 £.)s ISE.

luedd lJs Administrator > pJw wg s zolj Idubeds 98 wlugile pdd wg)sW zolj 228>, Bp
wopdso RADIUS. sl olds uog IJges=call-check J Wired MAB. loc suwobse ouueo
IJluwe,lzs e Id cisco pdud wg)sd luods: 1Jvd)6 o sedds el po "nas-port-type" Liyb J 1J
MAB LuJds.

Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description

alnlis i G
Ilcon gkl Change |con...1 @

Vendor Cisco

Supported Protocols

RADIUS
TACACS+ O
TrustSec g

RADIUS Dictionaries

Templates

Expand All / Collapse All

~ Authentication/Authorization

v Flow Type Conditions

Wired MAB detected if the following condition(s) are met

Radius:Service-Type v °  Call Check v W +


https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904
https://tools.cisco.com/bugsearch/bug/CSCvy74904

bze 1Js beld zols Idubeds J 9800 g,0b pJud IJog s IUEluo wo wpdd wessd Idzols Iss

op lugilye prsol.

loodd [Js bLe > bs [Jogss > pzesele > pepesele 0956 wdbs [Juolss > + | olwe.

| « Administration |

"Uses  Identity Services Engine Home  » ContextVisibilty  » Operatons  » Policy

» System | - |dentity Management | » Network Resources

» Identities External Identity Sources  Ildentity Source Sequences  » Seftings

Endpoint Identity Groups

Identity Groups
L L)

v - o J Edtt ¢ Delete

Name

* | Endpoint Identity Groups

e lovel Slod) B9 buwld.
Endpoint Identity Group List > New Endpoint Group
Endpoint Identity Group

» Device Portal Management pxGrid Services

b Feed Servici

~ Description

*Name | AccessPoints

Description

Parent Group

[ JE=28

IJg o9 3. |uolds gl Ideede B 1ds o] Jdsuwlsb 1Ugluo o AP Ethernet | pzp9e6

0956 U ¥bs IJuolss [Jgloé wo.

luedd IJs eld) Idgped > 1dsueed 1Js Idyvwds > 1dogsle > uilb IJuelss > +



‘ehr Identity Services Engine Home  » Context Visibility  » Operstions  » Policy  » Administration

« Metwork Access | » Guest Access b TrustSec » BYOD » Profiler » Posture  » Device Administration ¥ PassivelD

b Overview Id Groups  Extld Sources b Network Resources  » Policy Elements  Authentication Policy  Authorization Palic
I —

(<]
Network Access Users INACTIVE ENDPOINTS @ o= AUTHENTICAT
Identity Source Sequences
$
_____________ e I diseonnected: [100%
8127

Last Activity Date

0 Selected Row

= f © ANC - Change Authorization « Clear Threats & Vulnerabilities Ex

MAC Address Status IPv4 Address Username
bed IJeedsele IJplbdous.
Add Endpoint
= Goneral Attributes
Mag Addrass * DO:BO:E1:BC:40:E8
Description Access Point
Static Assignment
Policy Assignment | Unknown i
Static Group Assagnrment &0
Identity Group Assignment | AccassPoants - |

Can

IJglo96 4. 0288 pu 1 pe50 1J09ss IJpuwese B Gless IJpuolb$6 ISl oss Szess eds



ol [Joolss 11z ss.

L loowdd lds uvsluwd > puol> 86 9dlgh péiu 1Jo9gss.

‘aiseh: Identity Services Engine Home  » Context Visibility  » Operations » Administration

Authentication | Authorization  Profiling Posture  Client Provisioning » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the idei
For Palicy Export go to Administration > System > Backup & Restore > Policy Export Page

Policy Type () Simple (®) Rule-Based

- MAB :If Wired_MAB OR
Wireless_ MABAllow Protocols : Default Network Access  and
Default :use Internal Endpoints
- Dot1X :If Wired_802.1X OR
Wireless_802.1XAllow Protocols : Default Network Access and
Default :use All_User_|D_Stores
Default Rule (If no match) : Allow Protocols : Default Network Access and use : All User ID_Stores

e lvowd Ids bLé > 1bLs 1degss > ounduwdle puos) 1Jo9ss > |wpe 1Jo9ss.

‘dses’ Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [EERLL

» System |  |[dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

» Identities  Groups  External Identity Sourcesl Identity Source Sequences | » Settings

Identity Source Sequences
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

f Edit oAdd  [fyDuplicate | )€ Delete

R

[] Name ~ | Description Identit
I:l All_User_ID_Stores | A built-in Identity Sequence to include all User Identity Stores Preloac
[] Certificate_Request_Sequence A built-in Identity Sequence for Certificate Request APIs Intern:
[l Guest_Portal_Sequence A built-in Identity Sequence for the Guest Portal Internz
[] MyDevices Portal Sequence A built-in Identity Sequence for the My Devices Portal Intern:
(] sponsor_Portal_Sequence A built-in Identity Sequence for the Sponsor Portal Internz

2. IJolds oo 1o wdlb IJuolss 1Uslgdss cowps [Jso: o Jp odo ouops [Jso B §e



Identity Source Sequences List > All_User_ID_Stores
Identity Source Sequence
» Identity Source Sequence

* Name | All_User_ID_Stores

Description | A built-in Identity Sequence to include all User Identity Stores

+ Certificate Based Authentication

Select Certificate Authentication Profile |Pre|0aded_Certiﬁcate_P v

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
Internal Endpoints Internal Users
> All_AD_Join_Paints
Guest Users
>
<<

» Advanced Search List Settings

If a selected identity store cannot be accessed for authentication

) Do not access other stores in the sequence and set the "AuthenticationStatus" attribute to "ProcessError”

@) Treat as if the user was not found and proceed fo the next store in the sequence

Save Reset

wd9su ISE JJe o $é eds uslo MAC Jlgwe puucse/Ided 09,

Jl suuoe wode IUb,ys s Jivel wobde gusluwle JJdes p)9) 18d Jduwelz wodgw JJps
IJp,95 1U2luod Cluwe Idpuetse.

908 39 $pJu lu 9o IJed Idessd Bis 2lds 30 $od eds wedsd pdd wgssd zol;
lJubodoé

IJeb9s 2. (IReshs) e wluuble pze9es 0956 Jullb 1Uy o9

loedd 1ds bLs > bho 1Jogss > pgpsgle > pzesele 09506 [Jpuuegse > + | Lolws.



cisco  Identity Services Engine Home » Context Visibility » Operations W~ Administration

» System I ~ |dentity Management I » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service

b Identities External Identity Sources  Identity Source Sequences  » Settings

Identity Groups User Identity Groups
- )
v/ =~ 53, J Edit |Add || X Delete v | @aImport g Export +
* | Endpoaint Identity Groups Name & Description
[*___ User Identity Groups | OJ S ALL_ACCOUNTS (default) Default ALL_

2oy luvel o) 98 LuwlJ.

User |ldentity Groups > New User Identity Group
Identity Group

*Name | AccessPoints

Description

[some [£=8

IJg1096 3. 588w o Suwpe wor JJpé Iduw) elds luw 1u suosW {upperimac address J
username 9JJpé.

lood IJs bLé > b6 [Jogss > [esble > [esble puol> 96 IJpuwegse > woz JJpd 1Jp,9) _9oi-:b
pu websd odo IJgshle eds 1JIGJ:



‘dsco’ Identity Services Engine  Home  » ContextVisibilty  » Operations  » Policy » Work Conters

» System I ~ [dentity Management I » Network Resources » Device Portal Management pxGrid Services » Feed Service » Threat Centric NAC

» Identities Groups  External Identity Sources Identity Source Seguences
(<]

User Custom Atfributes Account Disable Policy

User Authentication Settings I

Password Policy

Endpoint Purge *  Minimum Length: characters (Valid Range 4 to 127)
Endpoint Custom Attributes

Password must not contain:

I :I User name or its characters in reverse crder]

:I "cisco" or its characters in reverse order

:I This word or its characters in reverse order: I

|_:| Repeated characters four or more times ocnsecutivelyl

O Dictionary words, their characters in reverse order or their letters replaced with other characters |
» Default Dictionary ;
Custom Dictionary i Choose File No file chosen
The newly added custom dictionary file will replace the existing custom dictionary file.

Password must contain at least one character of each of the selected types:

(] Lowercase alphabetic characters

[C]  Uppercase alphabetic characters|

(] MNumeric characters

(] Non-alphanumeric characters

Password History

*  Password must be different from the previous versions (Valid Range 1 to 10)
] Password change delta characters (Valid Range 3 to 10)

= Cannot reuse password within | 15 | days (Valid Range 0 to 365)
Password Lifetime

Users can be required to periodically change password

[] Disable user account aﬁer days if password was not changed (valid range 1 to 3650)
n Display remindar days prior to password expiration (valid range 1 to 3650)

(] Lock/Suspend Account with Incorrect Login Attempts

*#3 (Valid Range 3 to 20)

* Suspend account for minutes (Valid Range 15 to 1440) Disable account

. pdlebs: spdod Lol websd IUesh cebsd ausle Ipuwctse wes XX $9p 1 Jo sep
eSSy JJpo 1Jey9).wpel lu 03l gu9la MAC: WUl wogs) Jdpes [de9) lwosl.

IJglogé 4. ILoe IJ ap 1o ose pld guslo.

loedd 1ds bLe > bho 1Jegss > ogsle > puwegsesy > + [uolws



cisco  Identity Services Engine Home  » ContextVisiiity ~ » Operations  » Policy ||l |I

» System |  |dentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Servic

« |dentities | Groups  External Identity Sources  Identity Source Sequences  » Settings

[ <]
Network Access Users
Users

Latest Manual Network Scan Results

/ Edit | o= Add [Jchange Status »  @Import g Export v )€ Delete v 5

Status Name a  Description First N

bed IJpedsple IJpbdous.



Network Access Users List > New Network Access User

» Network Access User

* Name | aaaabbbbccee

Status Enabled =

Email |

v Passwords

Password Type: | Internal Users -

Password Re-Enter Password
* Login Password | LLLIITIT T | ‘ LTI T ‘ | Generate Password | i
Enable Password | | ‘ ‘ | Generate Password | i

» User Information

First Name ‘ ‘

Last Name ‘ ‘

¥ Account Options

Description |

Change password on next login O

» Account Disable Policy

(] Disable account if date exceeds  2018-11-09 (yyyy-mm-dd)

¥ User Groups

| AccessPoints

Csuor | 2N

A odlzbé: szw lu sI9su Name glogin PasswordField g ¢9lo MAC 1Jgloo wldlse oo
Judbs Isuesd: pg JJ 1Jeised 1JuoEs,d 90290 Ssluad.

wsluws [Jowss o Jeuob s uidlb 1Jsue9d (AP)

loedd IJs voz > ed9sue Jel 09 p9 o I [Ju09s6.



:es Engine Haorme b Context Visibility b Cperations b Administration

norization | Profiling Posture  Client Provisioning  » Policy EI2  juthentication Authorization

Profiling Posture
kd Client Provisioning Policy Elements
Falicy by configuring rules hased on identity groups andfor other condi Dictinnaries
dministration = Systerm = Backup & Restore = Policy Export Page conditions
Results

lies - |

Sp vl 8le2d 22536 Jpl 09 p9 oz S 1Jue9,s.

"c|l's‘l':|°" Identity Services Engine Home Context Wisikility ¥ Operations » A cministration ¥ Wiork Centers Licensze

Authentication Authorization Profiing  Posture  Clisnt Provisioning v Policy Elemernts

figuring rules based on identity groups andior ather conditions. Drag and drop rules to change the order.
= System = Backup & Restare = Policy Export Page

-l

Conditions (identity groups and other conditions) Permis=ions

: M
i Insert Mew Rule Above J7

Insert Mew Rule Below

Duplicate Abowe
[uplicate Below

lodle 233 luwpe 1JBlE6 907,986 I.Jo_9}j_56 2SY Sup wEisu uldbé IUso9d (AccessPoints). e
PeeIEls 0956 Idpuuesp Bl Buuw lu ouoby eds guslu MAC JJJpé o9, luwe puwciae l9
2Pl 0956 L6 IJyuolss BBl Ie,o lu ool eds guglu AP MAC Jyu gl yolss.

» [[ AP authentication] | Acc.. L=l | Radius:Service-Type EQUALS Cal.. » |
Yesmasstanaizzsan] " Rad
s Ra |AmPounts I:I = o
Acg User Identity Groups
CTIIETETE Rad | =)
Bom e eimt Wit Qr =~ G
& [GuestType_Weekly (default]
v - - Ral
. Aca 2 OWN_ACCOUNTS (default)
= = Radh. g GROUP_ACCOUNTS (default)
u Employes
Standard Rule 2_copy f  (Radius:Called-Station-1D ENDS_WITH 6827 ;
— — u GuestType_Daily (default)
Access:UseCase EQUALS Guest Flow
Standard Rule 2 '  Radius:Called-Station-ID ENDS_WITH 682T!
B GuestType_Contractor (default)
Wireless Black List Default I Blacklist AND Wireless_Access @ ALL_ACCOUNTS (default)

w83 3JY e IJyinygb I.Jié)..s lJos w89 wepdso lJogssd JJ>ged Vs o030 IJ8lexs. WO o3l
lJeold: ouod gpdsé IJogasd IJs 030 1J8less Bl Jlue ouwegsp Idozdd pu ldlouold pu
UIE 1Ug>p0 9zle bdw IJpuol> 96 pu gugly IP 10.88.173.52.



Radius:Service-Type EQUALS Cal... AuthZ Pr...

[F1 Add All Conditions Below to Library

!~ Condition Name Description AND
i |Radius:5ervice-Type | Equals - |Ca|| Check O
J '

\Radius:NAS-IP-Ad... )| | Equals  ~| |10.88.173.52 G

gl 230 pdd wg s IJogasd 1Uss sop wesswo JJgpdle 1Uss0 suosw9n odo 1J6lesé.
9lug) W98 Doneand Iz bo Jpl 09 p9 oz Vs IUL29)6.

Status Rule Name Conditione (identity groups and other eonditions) Permigsions

rd AP authentication AccessPoints Radius:Service-Type EQUALS Call Check PermitAccess
Radius:NAS-IP-Address EQUALS 10.88.173.52

% pdlebo: Jl 09> udlb 1Uguoed (APS) IJws luuopw wldwed IJs 9220 Idozde 1 8o)luol.
908 3JY Bl vV @re IJlouold w9zse Idoedp soglad IJlusople w8 wpdsy Slisps
IJQ@..,?.J‘ Sluol wpy wepdss Idpuolb 9o, bl de wdu gulssy MAP |Jgluod wop 3,26
pedsl 19 Ws gbe RADIUS: WUy SYIG wpBdr9500 IJluople 056 1858 1Js 92206 IJozde.

lJozdd pu lduors

lJoedl pu wpdsu Blispd puol> 96 AP L9lulbs 9800 WLC

<ttroot>

# show ap auth-1li st

Authorize APs against MAC : Disabled
Authorize APs against Serial Num : Enabled
Authorization Method List : <auth-1list-name>

lJoedd pu wdssu RADIUS:

<tfroot>
#

show run aaa

lpwod ol IJIzble 9] odlzol

$9<9, WLC 9800 |pJlusle Idooug 1Uskises. 903l suopw ouwzsd zese IJigble slo 1JuoJs




“luwoele 0obs IUsuesd: souwesd Huvlsd puvess Idozds) sldluvel, wuvdd puve e Jel
Sedud guo Iduwedle 1Jgluos webe Iy glds Wubd wgs gr9doe.

S

pdlebs: stodod zee Iuvedlo IJos op lugulyel wubdd wolzes pu wure wulgle |Js
€36 Islp.

Jewo Idpuwble Idos we wgpseol w9luubo 9800 WLC L uvdd lWe,)luos: spdud Il uold
€w,) SSH/Telnet . 9800 WLC oy ¢JIJ o030 IJgbsle (wlds oo wouwesd Idgduws 1Us pdd uuos).

1J¢lo9s 1. 288 pu lJ9dw IJelds J9rsd Ideede vese spdud wede IUuvedle Vs 1dsde
IJuwlog Ids 98w 29 IdpuvdJs.

# show clock

181096 2. $p worpse 8Yslog pu letsu IJpdde J9zas Iczde I syslog IUebzss Jpl o9 pa>
w9luwlos odysy IJuble. $99, 03l g5l uysel Jelds [Jouble gldigble: o 9zow.

# show Togging

IJeb9s 3. w288 ol Il wp wpdsu ks Uiusb wuozse leble.

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Trace Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

S

pdlzbs: I3 lse bs Jinb ez B 1J8lkses: Bosl sgus 1o Idocug sop ouvesdo [Js
pwe9s wuoese Iitble Jzpse IJgpdslo Idos wolze 1uingb 1Jpedus (guslo MAC
980910 IP 90l [Uss 3J9). 5031 po Uiluo o 8583 pu 2ze Iduwedle. JsJI. $900S weuve
zese Juisb gus e3p lJouoese Juuib

IJglogé 4. |be 00 1o guslo MAC ceo lJlgouly Jp sop bolze Uil B IJgbos 3. szee
lIJowoe eds puvess Ilgvel slisel Jewslo MAC peso S 1U)bsy.



# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

spdud el 500 Ipzess eds IJeduws s spdod wuwg IdpdS [Us ¢he TFTP ghes.

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME. txt>

IJouozse Iuinbs sldeowe 1oyl 1dJlgwddds

I3l Jp wpued IUpuwble 1Uslsps pedyple Jldss Jopsrss puved IUpuvdJs $s> 1oz 8y
spdud cpdso ouoese IJigble Ip inob sldodlb wowg Radio Active (RA). IUss $948,
COLE PSS wuoest IJigble Jepse IJgpdsle IJos oodled pe 1duinb 1deess (suslo
MAC JJgpsd Wb o030 1JzlJs).

lJglogé 5. AR U E3p wpdsu yuygb wuoese Ui'a]olc.

# clear platform condition all

IUgs6 6. 3p wopdsu Jinb cuoese IJidble Jewslo MAC Jdgpsd IdJlundds 1d5s <)
p)lduuo

swal 03l 1Jle, B p)l3ud gusle MAC 1Jpee9W8, Jess 30 59586 (1800 &luss). spdud jshé o3l
IJsde lgoshsl zos 2085978494 &lo,ss.

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

S odlebé: Jo)l8u6 198, oo gpsd 9les Vs JJ o6 §p wouvésd IJle, debug wireless mac
<aaa.bbbb.cccc> JJJ gu9lu MAC.

S pdlebs: Jl oss [lz wubllo IJgpsd eds aduws gpd ldpebs IUb)Bds6: 258 Sop ©Eisy
JJ ubse psdol slgdsl Jeyuoo Jlz sl



IUgko9s 7. $p lehs loolz IJeundJs Iy Iduwdsd 13s <) poldowe.
lJ¢logé 8. “§'°= wlsylo wuozse Ui'a]olc Bl oe o IJpuvdds 9od luwoele 990 1Jp)l 906
IJIe,)luos 19 1dpdye.

# no debug wireless mac <aaaa.bbbb.cccc>

wprr luduole 98 IJeldus Is ©9dW Idouose IJluvdds: suuvs WLC 9800 o3l pedsl
wluwe:

ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

U'aJo9=6 9. Bp wozese pdb wublb goglo mac.  spJdod el wuwe IJie, RA trace .log |Js ¢l e
ches b e ldetsele poluiss eds Idusluus.
IJozdd pu luwe pJ wovg punh RA

# dir bootflash: | inc ra_trace
ot dpdd IJs Ehp Ehes:
# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

&we ldpeess:

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

1Jg1o96 10. Bl Jlu Idpwew Idyssuvs Jl sild sy Sluoz: O9e wree Juvedle IslRJss Idos
wg> bysds Erup wILPSTss 198, Jumedle puwess wusese IJigbls. Jl ceole IJs cuoese
Igole 1Jgpsd @6 s 28t lool 0dds vlb,s cdLosdss s eds uedle wuspse IJigbls
lJos wp wzessol 9ogisuol slgds! oldwed.

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

S pdlzbs: $93s [&lz 1Jles 031 1ds bele Tl Jease puvossle IJouvesd Jeese IJepdslo



N 509 dos) IUzze 1 23 ol S35 linld) Cisco TAC Jpuwless s czdsd puble

lJowog odo.

Spdud lpl uuwg RA-internal-FILEName.txt |Js ¢l ehes 19 £5u2 etz puluins eds
lJubluie.

o 1ded IJs ghe ghes:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

e ldpeess:

# more bootflash:ra-internal-<FILENAME>. txt

IJglo9s 11. e LLilJé Linsb wuozse IJigble.

# clear platform condition all

) edlebs: olds po LiIJs s wuoese IJigble slispl wes eduwé Iuveduulad 1Jigble
sluodlzol.
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