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Association Request]

BHCP Pro-:esa

v

[DNs query msftconnecttest.com]

|DNS response msftconnecttest.com IP address 199.191.50.184'

Lacal Web
Authentication
|HTTP GET to received IP add resﬂ
‘ Intercept!
‘ Welcome to the Clsco Web-Authentication network
JHTTPS GET to WLC virtual 1F] Gincs st s wes-tertc s ekascies
User Name
|\VLC d 5 = (I - _}l Password
L sends web portal (login page [
|Enters username and password|
WLC checks credentials y
against RADIUS
IRADIUS Access Requesd
External
RADIUS Access Accept/Reject] Authentication
[authenticates/Deletes client|
T
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IJghzsé eds CLI (9lzos ywlo, 1JI9le))

wJdosu ebp AAA 9pzp9e6 IJesle

9800WLC> enable

9800WLC# configure terminal
9800WLC(config)#radius server RADIUS
9800WLC(config-radius-server)#address 1ipv4

auth-port 1812 acct-port 1813
9800WLC(config-radius-server)#key cisco
9800WLC(config-radius-server)#exit
9800WLC(config)#aaa group server radius RADIUSGROUP

9800WLC(config-sg-radius)#server name RADIUS



9800WLC(config-sg-radius)#end

wdysu Idpuolb §6 sldesso Ipedssy

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#aaa new-model

9800WLC(config)#aaa authentication Togin LWA_AUTHENTICATION group RADIUSGROUP
9800WLC(config)#aaa authorization network LWA_AUTHORIZATION group RADIUSGROUP
9800WLC(config)#end

Configure Parameter Maps

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)# parameter-map type webauth global
9800WLC(config-params-parameter-map)#virtual-ip ipv4 192.0.2.1
9800WLC(config-params-parameter-map)#trustpoint

9800WLC(config-params-parameter-map)#end

oJ9su pedple loly WLAN

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wlan LWA_EA 1 LWA_EA
9800WLC(config-wlan)#no security wpa
9800WLC(config-wlan)#no security wpa wpa2
9800WLC(config-wlan)#no security wpa wpa2 ciphers aes
9800WLC(config-wlan)#no security wpa akm dotlx
9800WLC(config-wlan)#security web-auth
9800WLC(config-wlan)#security web-auth authentication-1ist LWA_AUTHENTICATION
9800WLC(config-wlan)#security web-auth parameter-map global
9800WLC(config-wlan)#no shutdown

9800WLC(config-wlan)#end
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9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless profile policy POLICY_PROFILE
9800WLC(config-wireless-policy)#vlan

9800WLC(config-wireless-policy)#no shutdown

9800WLC(config-wireless-policy)#end

logule gdlped vog

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless tag policy POLICY_TAG
9800WLC(config-policy-tag)#wlan LWA_EA policy POLICY_PROFILE
9800WLC(config-policy-tag)# end

wessu edlps Loz Jubs IJs sl

9800WLC> enable
9800WLC# configure terminal
9800WLC(config)#ap

9800WLC(config-ap-tag)#policy-tag POLICY_TAG

9800WLC(config-ap-tag)#end
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odosu AAA £ Js 9800 WLC
196 1. 1,008 ¢l ISE lJs wdsse 9800 WLC.

loedd IJs 1IJodsso > IJeleso > AAA > 1Jgsls o/l pzeoele > RADIUS > 1Jgglspe > + | olds
9b¢ld pedyple gl RADIUS Jpl 09 p9 oz WO IJuog,o:

Create AAA Radius Server x

General RadSec

l Show Me How >

Name* RADIUS Support for CoA () enagLen [

Server Address* 192.0.2.30 CoA Server Key Type Clear Text v

PAC Key O CoAServerkKey @ | v

Key Type Clear Text v Confirm CoA Server Key -

Key* @ ] e VRF o
ConfrmKey* | wm Automate Tester O

Auth Port 1812

Acct Port 1813

Server Timeout 1-1000

(seconds)

Retry Count 0-100

=l Apply to Device

wdsu AAA ¢Js 9800 WLC
1Ueb9s 2. |_olds pzp9gs £91>0 RADIUS.

loodd IJs IJodsse > IUclese > AAA > 1Jssh o/l pzeoele > RADIUS > pze9eé [Jgolp >
Il 96 9ls¢ld pedaple pzeses E9l>p RADIUS:



Create AAA Radius Server Group b

Name* RADIUSGROUP ‘l
f l Show Me How »
Group Type RADIUS \
MAC-Delimiter none o w
MAC-Filtering | none v J
Dead-Time (mins) 5 ‘
Load Balance
IPv4 Source Interface | v ‘ ®
IPva VRF - v J
IPv6 Source Interface v ] @
IPv6 VRF | se: - v |8
Available Servers Assigned Servers
pr—
a RADIUS A
e

v v

D Cancel

I ol 86 pzp9e6 9150 RADIUS

IUz 96 3. |ouile Blises bo,yd IUpol>86.

loodd IJs IJodsse > Idoleso > AAA > §lises by d AAA > 1 e ol> 86 > + | ols:



Quick Setup: AAA Authentication x

Method List Name* |‘ LWA_AUTHENTICATION ‘l
Type* ' login vl
= = |
Group Type group v 1 @
Fallback to local D
Available Server Groups Assigned Server Groups
1
radius a RADIUSGROUP a _
Idap I
tacacs+
- S
= Apply to Device
=

logble Blisps lunldse 1Jeuol s

IJglogs 4. |ouble Blisps Jigs Iuwldse IJowdas o.

loedd IJs Idodssy > Uiplg, > AAA > §lisps by § AAA > IJegasd > + |olwe:



Quick Setup: AAA Authorization

Method List Name* | LWA_AUTHORIZATION |

Type* H network - " ®

Group Type group v @

Fallback to local D

Authenticated D

Available Server Groups Assigned Server Groups
radius a RADIUSGROUP a
Idap
tacacs+

v v

louble Blises luwldse 1Jogssd

wJdgsy WebAuth

logble 2rsbs pedes 9 corsiol. 223 1Juse Jeuob§s 9w sew lu sdsu gusly IPV4 1Jblo,s
cuslol Jl sop luwwgsleo eds Iduveds Joguw wgbuo gulssy P 9luolds TrustPoint.

loedd lJs IJodsso > 1Jielo > puols @6 1Jgse > + |uolds 19 weass ¢ sbs pedes:



Configuration = » Security~ > Web Auth Edit Web Auth Parameter

General Advanced 2
Parameter-map global Virtual IPvd Address 192.0.2.1
Parameter Map Name Name
7 Banner Title Trustpoint TP-self-signed-9474%..
Virtual IPvd
! 10 - Hostname
Banner Type @ Nene O Banner Text Virtual IPvE Address HIMIHIRIK
O File Name
Maximum HTTP 100 Wme-r‘;,?”'“ intercept
connections
Enable HTTP server
Init-State 120
Timeout(secs) for Web Auth
Disable HTTP secure
e el
Captive Bypass Portal
Disable Success Window
Dizable Logout Window
Disable Cisco Logo
W

= Cancel
J

odosu WebAuth

cd9s Lvods WLAN

IUglogs 1. lousle Livods WLAN,

lbedd Us Jodsso > IUedlele sldpdOle 1duvguass > gvodle WLAN > + | ol sodssu

lJuvedé guwy 1deles.

Add WLAN x

General Security Advanced
Profile Name* ‘ LWA_EA
ssID* ‘ LWA_EA
WLAN ID* ‘ 1

Status enaslen [
Broadcast SSID

Wi-Fi 6E Compatibility

Wi-Fi 7 Compatibility requirements met

logble Gvods WLAN

Radio Policy ®

Show slot configuration

6 GHz
5 GHz

Status enaste [

2.4 GHz
Status evaste [

802.11b/g | 802.11blg v
Policy -



U196 2. loodd lJs IJolpse > 1Ubu@s 2 98s 9,08 wlpse IJbwdé 2 s Jl Uuse.

Add WLAN

General Advanced

Layer2 Layer3 AAA

‘

O WPA + WPA2 O WPA2 + WPA3 OWwWPA3 O Static WEP @ None

MAG Filtering O
OWE Transition Mode C]

Lobby Admin Access O
louile Tolo WLAN
IJe9s 3. loodd 1ds Iielo > 1dbo$s 3 98ds woz 19w 22> IJprve: seds trsbs pedplw

e 86 1Jsw 223 luwe Ipedes: 9eds Slises IUpob 96 235 Slispd IJpuolb 86 IJos wpe
logblyol puwodl.

Add WLAN x

General Security Advanced

Layer? Layer3 AL

Show Advanced Settings >>>

Web Policy
Web Auth Parameter Map global v B
Authentication List LWA_AUTHENTIC... v |B

For Local Login Method List to work, please make sure the
configuration 'aaa authorization network default local' exists
on the device




logble Blises puol> 86 WLAN

Sop £100 Uvods WLAN GBs $lsps s WLAN:

* » Tags & Prof - » WLANs
-+ Add
Selactad WLANs : 0

(m] Stattg Name Y ID
o © LWA_EA L |

T ssio

LWA_EA

op lousle Gbvods WLAN

WLAN Wizard

Y  2.4/5 GHz Security Y 6 GHz Security

[open] [Web Auth]

odysy pdud wg)ys IJuwslyws

sId w98 wslwo Spdud wedss vwds VLAN IJos wesu ldgpdle pu wsu lg_g)blo

2s.

Spdod ol luveesle sJd o6 Iduusluws IUIBeluos 1Jgluo od s louble pJd o8 s

TS,

IJglbgo 1. lugile pdd o) IJuwslws zo8>.

loodd IJs Idodsse > edlele 9pdBle IJog s > 1uwsluws slel 1o ©@89p wodosy pdud

oS Iduog IJIVe,)luos ig louble pdd wg)sW 238>.

olds po wpdsu pdd IJog sdé.



Add Policy Profile x

&

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
Name* POLICY_PROFILE ‘ WLAN Switching Policy
Description Enter Description ‘ Central Switching ENABLED .
Status Central Authentication ENABLED .

Passive Client @ oisasLeD Central DHCP enasLeD ([

IP MAC Binding enasLeD (i) Flex NAT/PAT @ oisreLeD

Encrypted Traffic Analytics . DISABLED

logile pJd wg s wog g8
1Jg 1095 2. $p Llpesl, VLAN.

loodd 1ds gdles cusse uwslusle 1J9u09d 9233 luwe Uvwds VLAN oo 1JSlses IdpugusJs Iy
Yoo peyd vwds VLAN sx9.5l.



‘

Add Policy Profile

a
A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Paolicy profile.
General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Caching O _—ye ( o
DHCP TLV Caching O

IPvE ACL v @
WLAN Local Profiling

URL Filters O]
Global State of Device Disabled (3)
Classification Pre Auth v B
Local Subscriber Paolicy v B Post Auth . v B
Name y
VLAN
VLAN/VLAN Group .VLANM32 x v |®
Multicast VLAN . Enter Multicast VLAN

[El Apply to Device

2> uvwds VLAN

wdosu edlpd Iduwsluws

sled gdled Iduusluwd 09 Idedlu 1Uss ©89p B0 wywb SSID wedod we)sd IJuwslyws 1Jglue
wd. spdud el logile gdled pusluwd 22558 19 luwosle edles Idguslgws IUIO ol oss.

luedd lds 1Jodssy > Idedlple 9pdule IJog s > 1dedlele >=I.Juug_5|uu6 9l o 9lzré 22536
B3I e 1dley Jel 09 p9oz S 1du09,6.

oSy +uolue:



Add Policy Tag X

-

Name™ [ POLICY_TAG ‘

Description l Enter Description ‘

v WLAN-POLICY Maps : 0

+ Add

D WLAN Profile Y  Policy Profile Y

No records available.

M 4 » M | 10 1 items per page 0 - 0 of O items

odsu edled [Juwsluws

3p b Jd U WLAN pdod o) I usluws 1pbdsy:

Add Policy Tag X
+ Add a
(O WLAN Profile Y  Policy Profile T
Mo records available. :
4 4 » ¥ ( 10 ] items per page 0 - 0 of 0 items
Map WLAN and Policy
WLAN Profile* | LWA_EA X v | 2 Policy Profile* . POLICY_PRO.. X ¥ .

RLAN-POLICY Maps : 0

odssu edlpd IJywslywd

wessu edlpd Iduwsluws

Ip wogssu gdled lduwsluws Judlb 1Usuosd ldelbdys.



Jogssu ldedlps Judbs 9,09d 9leséc luedd s Idodsso > 1o Jds IddIgwddss > o8l
IJs o9d > luwe 08bs 1Jgosd > IJedlele 1dgles: 980 wlple Idogssu IJpbdye &p lod)
B98 wpasS subusd eds IUzols.

General Interfaces High Availability Geolocation Cap Advanced Support Bundle
% All Access Points
General Tags
Total APs:3 AP N .
- ame CW91721-LAB he AP to mer
Tag Co
Location® default location Tags
AP Name :
Base Radio MAC
CW2172I-LAB o Lt Policy POLICY_TAG v B
Ethernet MAC
C91304AXI-E-LAB il %o [l Site default-site-tag v B
MLD Base MaC (D)
AP280ZI-E-LAB st Lokl - RF default-rf-tag v B
. Adin Status ENABLED .]
N L
1 10 ‘Write Tag Config to AP @
AP Mode Local
Version
Operation Status Registered
6 GHz Radios
Fabric Status Disabled Primary Software Version 17.18.4.202
. LED Settings " .-
5 GHz Radios Predownloaded Status NIA
LED State [enssen )
. Predownloaded Version A
2.4 GHz Radios rightn vel 8
Brightness Le Next Retry Time N/A

Dual-Band Radios

wessu edlps [duwslgwd

Flash Settings

D Cancel

[ PR .

v
aanoa

{2 Update & Aoply to Device

odosy ISE

ol 96 9800 WLC |Jss ey g3ple Juindd 1Jogss (ISE)

1U21096 1. loedd 1Js 1Usbs > eslhs Iduvods > 12056 Ibods Jel 09 ps o B [JL09,6.

X) Cisco ISE

Dashboard Administration

Network Resources pxGrid Services

Metwork Devices




l,ol6 9800 WLC |Jis poudd ¢3ple Juvdd IJossé (ISE)

U096 2. 10,y 99 +l ol

Network Devices Network Device Groups Network Device Profiles External RAD

Network Devices
A — Network Devices

Device Security Settings

Add vy Import Ty Export

|26 12036 LI

Soubdd loshis: $pdo 1o $I90 luupl p2l JJ- "b,l5" luosl, Idesulpz sldsuesd sugssy
pezpoele "zoly IJuuodd" luwoobl |ds Togle 1Jlzo6 19 1Jesde 19 9251e WLC.

Sd¢d ¢b9o 3. 9800 WLC gpdso lesls Jpel 09 p9oz WO 1Juo9)s. i.)?_.J 2 90lz RADIUS (08 wo
|JP&)L§ e logule IUgbp eds glow suue) IJozde O lJuvods lJezdse IUJlgwddss (WLC).
o 108 398 LiwlJ.



Network Devices

MName | 93800-WLC |
Description

IP Address . *IP: 192.0.2.20 I 32 ik
Device Profile 3% Cisco ¥ i(3)
Model Mame v
Software Version W

Network Device Group

Location All Locations » Set To Default
IPSEC Is IPSEC Device N Set To Default
Device Type All Device Types g Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

IShared Secret = - I Show

leslble 9800 WLC

IJg 96 4. loodd [Js 1JIhsé > palys IJubods > 2036 Iduvwdé spdod 1o oms Blispesd Izojé



N0

Network Devices

Selected 0 Total &

|:| Name IP/Mask Profile Name Location Type

O & Cisco All Locations All Device Types
O &% Cisco All Locations All Device Types
O & Cisco All Locations All Device Types
)] WLC 192.0.2.20/32 %5 Cisco All Locations All Device Types

Slisps lz036 IJuvwJs

lousle puweese 228> eJs ISE

lJgbss 1. loegd IJs 1UIL6 > b6 1[Jogss > [Jogsle:

%) Cisco ISE

Q) What page are you looking for?

Dashboard

Administration

System Network Resources pxGrid Services

Network Devices

Feed Service

Threat Centric NAC
Shortcuts

Device Portal Management
Identity Management

Identities

byo ISE - 1Jogsle

IJglogs 2. luwdd IJs IJpuwegspsu: lud) W99 +lol9s.



Administration - Identity Management

= Cisco ISE

Identities Groups External Identity Sources Identity Source Sequences Settings
Users
Latest Manual Network Scan Res... N etwo rk Access U Se rs
+ Add «' Change Status Import M Export i Delete
Description First Name Last Name Emi

Status Username -~

luol 96 puwep

S>¢d ¢bogs 3. 1J username 9JJps JJ oSO puwegpd 9o 9b§o S uvd

> New Network Access User

Network Access

v~ Network Access User

* Username guest

Status Enabled

Account Name Alias

Email

v Passwords

Password Type: Internal Users

Password Lifetime:

© With Expiration |
Password will expire in 60 days

() Never Expires (

Re-Enter Password

Password
Generate Password 0]

-------

* Login Password "
Generate Password )

P

Enable Password
lounle puwede 228> £Jds ISE



lJglogs 4. luowd Ids 16 > e 1Joegss > 1Jogsle > 1dpuwedsesu Spdud i oS Ylispd
IJepwogrpsu.

Network Access Users

Status Username Descripti... First Name Last Name Email Address User Identity Groups Admin

Enabled § guest

Slisps puweses 1J9uesd s 1duvwJs

logble pJd og s ldo99suo

oJd og s IJ usluws 09 lJouoszs Ipesws JJepsd wole sds Ipedple 1Ugluos wo (oo

gwslu mac guslule Il pls 9ubeds WLAN IJpyucisps 9ol lds 3JY). spdue wessu lesble

22356 pnd IJubods 1pzdess 1B el oss (VLAN) 989lisp IJczde Bes 1Js o9 (ACL)
sepdsle lehs wozso pzs p9lde 1Jeshs (URL) 9pl U 5.

9oz 030 lJghble Jsss lugile pdd wg s Idodasuo Iddle Jlghs wozse ldepsd IUs
w9lwé 1Jpuolb86. Jlgb lue B Iluoshle 1Jesseé oo ISE 92> wonses w9 s o
Cisco_Webauth ulddgd. Il spdud oysyo Jogssd luve Blispes IUoede B 1Us o9 (ACL)
Jlghs IJwozsoe Jeblw @ ol e wodosuo gds WLC.

lJglogs 1. oo wd Ids Iduwsluwd > goluo) Iduwsluws > Idoolise.

x) Cisco ISE Q. What page are you looking for?

Dashboard

Context Visibility Operations Administration

Recent Pages
Policy Sets Profiling

N k Devices

Posture Client Provisioning

Policy Elements

wwsluws ISE - 1Juolsg



lJgbgs 2. luw®d IJs [dowys o > pdudle wgrsud Idegssd. 1ud) 998 +Huolwe Jluyile pJud
o8HSYW IJowdgso.

= Cisco ISE Policy - Policy Elements
Dictionaries Conditions Results
Authentication >

Standard Authorization Profiles

Authorization w

For Policy Export go to Administration = Systermn > Backup & Restore = Polic
Authorization Profiles

Downloadable ACLs

luols pdd wgHsud Idegsd

1Jglo9s 3. §p wluuble pd wg)s IJogssd LWA_EA AUTHORIZATION. szo I KR
oIluosd Idywpelo os Access Type=ACCESS_ACCEPT. 168, <9938 bLuw!J.

Authorization Profiles Mew Authorization Profile

Authorization Profile

Name LWA_EA_AUTHORIZATION

Description

* Access Type
ACCESS_ACCEPT ~

Network Device Profile &k Cisco W&

Service Template O
Track Movement ] \\
Agentless Posture O®

Passive Identity Tracking (J ()

louble pd og)s IJodys o

lJgbgs 4. luodd IJs [duvsluws > guluo, IJuug_stué > Juolsg > Idowyso > pdule
wguoswe Idovys o spdud 1o o)s pdile ciuosue IJowyso.



Dictionaries Conditions Results

Standard Authorization Profiles

Authentication >
For Policy Export go to Administi - System > Backup & Restore > Policy Export Page

Authorization v
Authorization Profiles

Downloadable ACLs .
Name Profile “

)-admin-priv &t Cisco
Profiling >
deskuser-priv &= Cisco
Posture >
AuthZ-Guest &% Cisco
Client Provisioning >

AuthZ_Guest-Redirect &t Cisco

&% Cisco

0O OO0 0O0O0O0OO0OOo0OOo o

Access &t Cisco
Cisco_IP_Phones +t Cisco

( yoral_Onbc #k Cisco
isco_WebAuth &k Cisco ()
I LWA_EA_AUTHORIZATION &k Cisco ()

Blispd pdBle weHss IJegssd

odosu Vless Idpuol> 96

1U2 1096 1. 1628 1Js IUuwsluws > pzpoele I usluws.

%) Cisco ISE Q. What page are you looking for?

Dashboard Context Visibility Operations Administration

Recent Pages
Policy Sets Profiling
ults

Posture Client Provisioning

Policy Elements

itions

| Results

wwslgws ISE - pzesgle Iduwsluwle



U196 2. 235 £dlpé + 1deu lup peeses lJooz LWA_EA_POLICY. lud, eds Uisb 1Jg 95,

s

= Cisco ISE

Policy Sets

D Status

()
t

Policy Set Name

Description

odosu 8lgsd ldp ol 96

Palicy - Policy Sets

Conditions

Select from list

Allowed Protocols | Server Sequence  Hits

Actions  View

lJglbgo 3. Vs IJBlegw 233 1U9u09d 1Us IJuiveds. WO [duwes 233 luwe IJpuwodse.

Conditions Studio

Library

5G

Catalyst_Switch_Local_Web_Auth
entication

Switch_Local_Web_Authentication
Switch_Web_Authentication
Wired_B02.1X

Wired_MAB

Wireless_802.1X

lJsuesd s Iduveds Il el o sé

Editor

Network Access-UserName

Select attribute for condition

AEIREIEEIEE
Dictionary Attribute

=] Metwork Access Device |P Address

Q Metwork Access ISE Host Name

=} MNetwork Access MNetworkDeviceMame

Protocol

UserName

Y] UserName

Network Access

J_ Metwork Access

- Network Access

L

1D Info

Igbgs 4. S vogssu Swwlas Ildew IJuosd Vs prve Iduus (Iuve Idpuwese 1Upe 8 B
1o > 116 [dogss > [dogsle > [Jpuwedsesy). lud) 9938 b Jewb IJogss)lo.



omlolslennlrle(er[c/t]o[:]s]

Catalyst_Switch_Local_Weab_Auth
antication

Switch_Local_Web_Authentication

Switch_Web_Authentication

Wired_B02.1X
Wired_MAB
Wireless_802.1X
Wireless_Access

Wireless_MAB

lwe [Jpuweése Guest

Network Access-UserName

Equals

guest

®

AND  OR

iose “

121096 5. lowdd Ids IJuwsluws > pzesele Iduusluws. Ss preses Iduog Idos S
wlogulsol: ga> Default Network Access W 1Jw9e9dsdlc/ogwdgnd 1JEbe 1Jpuwese wol

JJgpe9>.

= Cisco ISE

Policy Sets

Status  Policy Set Name

e
o,

e LWA_EA_POLICY

e MNew Policy Set 1

peesele Iduog

Policy « Paolicy Sets

Conditions

L Mewwork Access-UsarName EQUALS guest

Allowed Protocols | Server Sequence I Hits  Actions View

Select fram list 9 {@} >

Allowed Protocols . {(:\]’-} >

Default Network Access

IJ¢lb9o 6. 1u8) eds edb Jepudb IJogss)le.

odssu Boles 1dpuol> 96

Bless 1Jodas o os 1JBless IUeuwdsds Jopsss is vosegs Ibsule (Is pdd og s



o99s52) IJos swe wbousdel eds Idgpsd.

Igegs 1. loodd Ids IJuwsluwd > pzesele IJuusluws. o8y B98 Les IJuwop S presesd
lJuoz IJos Bpo vluublsol.

LWi_EA_POLICY L Hetwork Access-Userame EQUALS guest Default Network Access 4;(;)}
Wwop pze9Es IJueg

IUgko9s 2. B uduw LoITS preIEs IJuoe: Op wosuwsE wor lJutssd Jel 09 e oz Vs
IUuo9,6. B w9 osBle l3ld 095 DenyAccess sl od LWA_EA_AUTHORIZATION. 1.8, B9
eOb Jeub lJogss)lo.

» Authentication Policy (1)
» Authaorization Policy - Local Exceptions

» Autharization Policy - Global Exceptions

v Authorization Policy (1)

a
...... Ternpe 3
Status  Rule Name Conditions iecurity Groups Hits  Actions
Q
Ont
v
Defaul Belect f Select from list ) {é}

[

wslows Idogssd

louold gesd IJuoses

IJ¢bgo 1. eds IJJpusse/ldolewd 1Uglue o loodd IUs gvedle Wi-Fic loze e LWA_EA
Jp&rd WVisé SSID 923> Connect.



& Wi-Fi &

-’%2‘ LWA_EA |
Open

Other people might be able to see info you
send over this network

D Connect automatically

1 0cS5ach

&)

s Ofcdds

&)

louold gpsd IJLosud

IJgbbgo 2. wlbo, ul836 puwes) Lo pg LoVE6 wuwesd IUs>gsd. IJ redirect URL W p e URL.
slue suob, v wdou IJ username 9 JJpé 1o szuod puds [Us IJuvwds. &p e huwld.

Authentication Proxy Login Page X + y B 3 .

- c G~ Jhttps//192.0.2.1/loginhtmi?redirect=http://detectpartal firefox.com/redirect @ sign in 9

Welcome to the Cisco Web-Authentication network
Cisco is pleased to provide web-authentication
infrastructure for your network. Please login,

User Name | guest

Password |aneanee

wodeo wuwesd IUsged wluwegsle URL Jlghs IJogzso

Bl Jlpe wslole IJlgeel wogses: wboy LoWes puold§o wlzee:



Authentication Proxy Success Page X =)= " = m] ®
@ Not Secure &2 O+ 192.02.1/login.htn B [ & @ signin ¥ =

+
Q

Authentication Successful !

You can now use all regular services over this network

DONE
wP926 wuwesd IUx¢ged IJulzes Jdpuol> g6

% pdlebo: ©p 99 gudlu URL 1SS wp w@rspo woluwbs suuo) ldoede B Iduvedo
lJpedsé IUJlgvdIdss (WLC). szwss eds IP Idbloys 1Jglue « WLC glglsé lJegzso
Jeuwslu URL 1Ugluo wlgeol, Windows Connect.

IJ¢b9o 3. lowdd IJs 1Jgpdsle > RADIUS > | wedle Idpwl i, é. spdud IUIbdle eds zolj
IJepsd IU3s wpo puob o oldlualus |Js uvsluvle 1deuolb$6 sldowsysus 1Jglues wo.

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Brops Cilent Stopped Responding Repeat Counter

0 0
v
Time Status Detalls Repeat . Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles 1P Address
ot a
a
Q

Records Shown: 3

Last Updated: Fri Sep 18 2026 11:00:54 GMT+0100 (Hora de verho da Europa Ocidental)

wzJle RADIUS IJpol s
BT KFIVINNT
lwegse o3l ISuwe Joldss gpd IJodsso wuvdd Lozse.

Show WLAN Summary

<#root>
9800WL C#show wlan summary



Number of WLANs: 1
ID Profile Name SSID Status 2.4GHz/5GHz Security

1 LWA_EA LWA_EA UP [open], [ Wb Auth]

9800WLC#

show Wl an name LWA_EA

WLAN Profile Name : LWA_EA

Identifier : 1
Description

Network Name (SSID) : LWA_EA
Status : Enabled
Broadcast SSID : Enabled
Advertise-Apname : Disabled
Universal AP Admin : Disabled
...

Accounting list name :
802.1x authentication 1list name : Disabled
802.1x authorization 1list name : Disabled
Security

Web Based Aut hentication : Enabl ed

OWE Transition Mode : Disabled
Conditional Web Redirect : Disabled
Splash-Page Web Redirect : Disabled

Webauth On-mac-filter Failure : Disabled

Webaut h Aut henti cation List Name : LWA_AUTHENTI CATI ON

Webaut h Aut hori zati on List Nane : Disabl ed

Webaut h Paraneter Map : gl oba

¢...)
Security-2.4GHz/5GHz

802.11 Authentication : Open System

Static WEP Keys : Disabled

W -Fi Protected Access (WPA/ WPA2/ WPA3) : Disabled



<ffroot>

OSEN : Disabled

PMF Support : Disabled
...

Band Select : Disabled
Load Balancing : Disabled

C...)

Show Parameter Map Configuration

9800WLC#show running-config | section parameter-map type webauth global

name=LWA_AUTHENTI CATI ON val i d=TRUE i d=BD000005

name=LWA_AUTHORI ZATI ON val i d=TRUE i d=90000006

parameter-map type webauth global
type webauth

virtual-ip ipv4 192.0.2.1
trustpoint TP-self-signed-123456

Show AAA Information

9800WL C#show aaa method-lists authentication

authen queue=AAA_ML_AUTHEN_LOGIN

:state=ALlI VE : SERVER _GROUP RADI USGROUP

authen queue=AAA_ML_AUTHEN_ENABLE
authen queue=AAA_ML_AUTHEN_PPP
authen queue=AAA_ML_AUTHEN_SGBP
C...)

9800WL C#show aaa method-lists authorization

author queue=AAA_ML_AUTHOR_SHELL
author queue=AAA_ML_AUTHOR_NET

:state=ALlI VE : SERVER _GROUP RADI USGROUP

author queue=AAA_ML_AUTHOR_CONN
author queue=AAA_ML_AUTHOR_IPMOBILE
author queue=AAA_ML_AUTHOR_RM

C...)

9800WL C#show aaa servers



RADIUS: id 2, priority 1, host 192.0.2.30, auth-port 1812, acct-port 1813, hostnanme RADI US

State: current UP, duration 8421s, previous duration Os

Dead: total time Os, count O

Platform State from SMD: current UP, duration 8421s, previous duration Os
SMD Platform Dead: total time Os, count O

Platform State from WNCD (0) : current UP

...)

lpweduuldd IJigble 5l oJlzol
IJeusddle IJuslsgs

030 £36 13J6 29J Js b6 luwednld Igble puols 96 IJssw 9luadlzol pod:

swed) eds ldpguetspso lJpuob s,

puildd I bol>s.

euwslu URL Jlglo IJosgso Jl sgpd.

Jl spdo Jdpuwoespso IUuossd IJleuold wuvods WLAN IJ o s,

Jlszoed dpuweseso eds guslu IP.

Suid lebs IJegzse [Js wodes uved puob$s 1dsw.

w83 1dpuob 36 IJolzzs: sOuvd IJpuweresu Iduosssd Vs 1dsuesd Ids IUloe,ue.

ouod 030 IJbJs gbogle Iuwaduld 1Jigble gl odlzol Lo osd:

lwed old | el ) 1 blisss 1586 L Ja.se oloolzol o

Ciuar ¢t \WJighls 1uishs sldacas 1okl Jdus s sIdaaih 10z e 1dausad

Spdud opdsu wuoese IJigble I bs sldodlb ooog Radio Active (RA). 9lUss $9<8,
SOwE pwess wuoest Jigble Jzese IJgpdsle IJos wodled e 1duinb 1Jpzss (guslo
MAC JJgpsd B oo 1JzlJs). Jopdse wuozse Uigug IJuinbs: luwegse g bole 1Usl)s8
B 1dsdsd 9o | Jigbole 1) s wous RadioActive.

spdud lsuol wepse IJodlb 1Jzse IJpuop0 (EPC). EPC 0y ouwosd IJodlb 1z5e 1d3s
Sovee vou? Ieie 1deszes 1Us 1dzse 1deszed IUs 1dese Ideuosel po 1dzse 1dezdsé
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wueds) odo Idldolb Jdogdsd 90 louold wluwegsle Wireshark. Jdgue9d eds ab}lu
oLoSJso 29J ORYE-RY lJosle w3Jdi bee lJs IJo@lb 12506 [ e o006

ald Jazlods e s

5 X (’tJG RA_TRACE d‘ac\}dﬁ Q\GC}; du&JLﬁu SJ \’JCJA el (“J\Cd &edgs'é \d\é&)\o/‘deuabéﬁ‘ iti\o\c« \du;uagsd < SSID
s o #13 RADIUS.

802. 11 1Jla=lu/dapalaGs:

[client-orch-sm] [17062]: (sJ\zk2): ol <a J3s 08be.ac3f Association. BSSID cc70.edcf.552f« WLAN
Iwa_ea« 443 1 ap 2ce3.8eb4« cw9172i-lab

[client-orch-sm] [17062]: (wuazesz IJigkls): o 08be.ac3f lusda bdw 132l Dot11. wale 1ae 10z3¢SSID:
LWA_EA« sJ= &g s 1dcez: Policy_profilec loss adbs 1dso=sd: CW9172I-Lab: goslo MAC Jodks 1Jsuasd:
2ce3.8eb4BSSID MAC0000.000.0000wlan id: <52 s45d RSSI slz2: -49 5 SNR: 46

[client-orch-state] [17062]: (sJzk3): o)k 08be.ac3f s 1dg asd \dloadld: S_CO_INIT -> S_CO_ASSOCIATION
[dot11-validate] [17062]: (sgdsel): o1k 08be.ac3f Dot11 ie Srda s0 uars e 1ol 10 e 6/1d3g . S as )
1Jr 33 a0 1duags Jdag 3dl 1ase 508 radio_type 2

[dot11-validate] [17062]: (sgdsel): old: 08be.ac3f WiFi Direct: <35 Dot11 »0 u=ags P2P IE. P2P IE . psz s
[dot11] [17062]: (wuazsz Jigkls): ol 08be.ac3f dot11 |uud luscgles 13alo, Ol s lowz s 130 losag
resp_status_code: 0

[dot11] [17062]: (wueazuz 'dizkle): o 08be.ac3f Dot11 sgd sl 1d32 s byte1 1¢ byte2: 11

[dot11-frame] [17062]: (sgdsel): 2/: 08be.ac3f WiFi Direct: b Iouils ASSOC RESP »¢ P2P IE: wgbsd oz
WIFi 1dali

[dot11] [17062]: (s dsel): oldd: 08be.ac3f dot11 1uusd Josz s 1Elo. |old lusszles ASSOC wbksd: 130 o8
resp_status_code: 0 s dot11_status: dot11_status_success

[dot11] [17062]: (oJizds): oldd: 08be.ac3f czlz el 1daule 3 1¢ 1der 5IJ = false« WGB = false« 11r = false« 11w
= false fast roam = false

[dot11] [17062]: (sgdsele): o1dd: 08be.ac3f o3d ' DOT11: S_DOT11_INIT -> S_DOT11_ASSOCIATED
[client-orch-sm] [17062]: (cuazez Jighls): aldl: gz 130 08be.ac3f Station Dot11.

gedus 1o 2 gds IP:

[client-orch-state] [17062]: (+Jzk3): oll: 08be.ac3f s 1dg asd IdIoenald:
S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS

[client-iplearn] [17062]: (pgJsel): ol 08be.ac3f lodld ¢1ds e da IP: S_IPLEARN_INIT ->
S_IPLEARN_IN_PROGRESS

[client-auth] [17062]: (sgdsel): ol 08be.ac3f su=las Idg asd-interface ¢1Js Idloaald:
S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_L2_WEBAUTH_DONE

[client-iplearn] [17062]: (ad'zdss): pldl: o 1dg s £ dis IP Jepsd 08be.ac3f izl 1Jhasds: s s sd DHCP IP:
10.14.32.109

[client-iplearn] [17062]: (sgdsel): oldd: 08be.ac3f lowald 71ds e s IP: S_IPLEARN_IN_PROGRESS ->
S_IPLEARN_COMPLETE

[client-orch-sm] [17062]: (wuazesz 'Jizbl): ol 08be.ac3f luda ip g de losiz s, 1dh sd:
IPLEARN_METHOD_DHCP

puald @ a0 1da s 1dld:

[client-orch-sm] [17062]: (©oazsz 'Jigkls): ol Gla 08be.ac3f wauig sd suala L3, 10710 = 0x0« 1oz Iz
[client-orch-state] [17062]: (aJizL2): 2ld: 08be.ac3f ¢1ds Idgasd 1Jnald: S_CO_IP_LEARN_IN_PROGRESS ->
S_CO_L3_AUTH_IN_PROGRESS

[client-auth] [17062]: (sJizks): ahdd: ol apala s 08be.ac3f L3. Js)

[client-auth] [17062]: (s dsel): ol 08be.ac3f su=lads s ssd-interface s 1Joald:
S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING
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[webauth-httpd] [17062]: (s¢Jsel=): capwap_9000004[08be.ac3f][ 10.14.32.109]GET RCVD g o 1da¢ sd s
oI

[webauth-httpd] [17062]: (;¢Jse'): capwap_9000004[08be.ac3f][ 10.14.32.109]http \Jzu=sd gds Idhdw
[webauth-httpd] [17062]: (s¢Jse'=): capwap_9000004[08be.ac3f][ 10.14.32.109]<rJsJd GET« src
[10.14.32.109] dst [10.107.221.82] url [http://firefox el ics »J]]

[webauth-httpd] [17062]: (s£Jsel=): capwap_9000004[08be.ac3f][ 10.14.32.109]/J5 st lads: b | zle 8
[webauth-io] [17062]: (s¢Jse=): capwap_9000004[08be.ac3f][ 10.14.32.109]56538/219 G&_lss £\ 1JlaF1J
SF g -> 1ddenls

[webauth-io] [17062]: (s Jse'=): capwap_9000004[08be.ac3f][ 10.14.32.109]56538/219 dilws #1ds 1d)aF1d
SIJE lz -> VG les

[webauth-io] [17062]: (;¢Jse)=): capwap_9000004[08be.ac3f][ 10.14.32.109]56539/218 IO State New ->
1Ja))ed

[webauth-io] [17062]: (s Js'w): capwap_9000004[08be.ac3f][ 10.14.32.109]56539/218 & Glese uwlds
gl

[webauth-httpd] [17062]: (s¢Jse'=): capwap_9000004[08be.ac3f][ 10.14.32.109]POST rcvd g0 ¢ 5o <
I Gompd 15 s

Gz puala@s b @ 3¢ e woid 1 asd 1ds z1ds RUN:

[Auth-mgr] [17062]: (s¢dselz): [08be.ac3f:capwap_9000004] < luwtdls pag—d loss 1deug 2 Jdgasd
08be.ac3f

[Auth-mgr] [17062]: (s¢J sel): [08be.ac3f:capwap_9000004] < lusdla ledla AUTH mgr attr add/change
Jdez\J (954)

[Auth-mgr] [17062]: (s¢Jselz): [08be.ac3f:capwap_9000004] < s, oI aualad@ 1d s ddlusd s 0 'Running'
)JJss 'Authc Success'

[Auth-mgr] [17062]: (s¢Jdsel): [08be.ac3f:capwap_9000004] Js!a ¢ 1dz!ds 20 'Running' 1Js "Authc
Success'

[Auth-mgr] [17062]: (s Jsel): [08be.ac3f:capwap_9000004] < J=dla Jedls AUTH mgr attr add/change
Jb s ATR (757)

[Auth-mgr] [17062]: (s¢Jd sel): [08be.ac3f:capwap_9000004] g 'Jrs AUTHZ_SUCCESS (11)
[Auth-mgr] [17062]: (s¢dsel): [08be.ac3f:capwap_9000004] 'Js!G s 1z )k o0 "authe Success' 1 'authz
Success'

[webauth-acl] [17062]: (s Jse'w): capwap_9000004[08be.ac3f][ 10.14.32.109]<beis Blisps 1durda s

1d su=sd (ACL) VJg o=t sz sd 10 Lsg ddlu=) ) 1dolag a0 s s sd 1dlo o (IPv4) g SVMe 1Ie: IP-ADM-V4-
LOGOUT-ACL« 1JisJss3: 51¢ lIF-ID: O

[WebAuth-sess] [17062]: (s Jsel): capwap_9000004[08be.ac3f][ 10.14.32.109]Param-map 'Jesg 2
gl

[WebAuth-state] [17062]: (s¢Jsl): capwap_9000004[08be.ac3f][ 10.14.32.109]Param-map 'Jausg2p:
gldecs

[WebAuth-state] [17062]: (;¢Jse)): capwap_9000004[08be.ac3f][ 10.14.32.109]state authc_success ->
AUTHZ

[es3s se-1duairs] [17062]: (s¢dsel): capwap_9000004[08be.ac3f][ 10.14.32.109]ud paizs ozl
WebAuth

[webauth-io] [17062]: (s Js'=): capwap_9000004[08be.ac3f][ 10.14.32.109]56539/218 IO State
Authentication -> 1Jdalcs

[webauth-io] [17062]: (s Js'=): capwap_9000004[08be.ac3f][ 10.14.32.109]56539/218 dlws #1ds 1d)aE1d
SE e > celss

[webauth-httpd] [17062]: (s¢dsel=): capwap_9000004[08be.ac3f][ 10.14.32.109]56539/218 G- <315 1O
CTX sl 1JIEJIGe 1dag 52 [99000029]

[client-auth] [17062]: (sJ\zks): o su=la@ 08be.ac3f L3 Olzzs. dlises Iderds s 1 suasd (ACL):[]

[client-auth] [17062]: (sgdsel): ol 08be.ac3f su=las Idg asd-interface z1Js Idloaald:
S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUTH_DONE

[webauth-httpd] [17062]: (s Js\): capwap_9000004[08be.ac3f][ 10.48.39.243]56538/219 G» <1315 10


http://detectportal.firefox.com/canonical.html
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CTX spimos I I 1pg 5= [D7000028]

[errmsg] [17062]: (sgJsp)): ZCLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: R0/0: wncd: )3#!d
o i an (IJuaa) aaimh o SSID (LWA_EA) Jdge) s wluscials MAC: 08be.ac3f

[aaa-attr-inf] [17062]: (sgdsel): [ \duwes 1dabc@: bsn-vlian-interface-name 0 " VLANOO39" ]

[aaa-attr-inf] [17062]: (sgdsel): [ 1duwes 1daband@ - 1daeds 0 1800 (0x708) ]

[aaa-attr-inf] [17062]: (sgdsel): [ \Jusesd 1dabn@s - url-redirect-acl 0 " IP-ADM-V4-LOGOUT-ACL" ]
[ewlc-gos-client] [17062]: (s dsel): ol apldz 1ds i s z 5% #208 08be.ac3f Client QoS
[rog-proxy-capwap] [17062]: (“uazez IJizble): ledla z1ds cuig sd 1 asd 1dadl: 08be.ac3f

[client-orch-state] [17062]: (sJizk3): o<l 08be.ac3f ¢1Js 1Jgpsd 1lnald: S_CO_L3_AUTH_IN_PROGRESS ->
S_CO_RUN
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