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0 bé 1Uso9d IJJluudIdss (CAPWAP) JJozde sldlesls os 1de)9e9dsd 1Jss 99, 1Jsé
o8 IJpuwesps oo Sod udlb IJsuosd (APs) 99psle IJoede WO Iduvwds IJpeedss (LAN)
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1. swp oubd Huwlisd Keepalives JJzulb gJs v § wslule CAPWAP
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pJlz 06 o §l J RFC 5415, s uweise CAPWAP pollds UDP 5246 (JJopde B
CAPWAP) g 5247 (Joslole, CAPWAP).

louble 2Juwé DTLS

P i codds uldbe 1y osd luvezlws Ido il Loldzs pu guuo) Idoedpe WS Iy ds
IJpedss IJdluwddss (WLC). sop logble 9§ DTLS Wspl wsvol Judd zese IJzie IJeldss
o) U938 loy. 030 05 IJgpdso Jluuile gdwo gpd DTLS:

1. AP s,wd HuwlJs Client Hello
2. oyuwd WLC ,wlJs HelloVerifyRequest pog oW wg) s hoolb suvedse JJoedd pu
lJuogs.
. oyuwd AP ,uwlds ClientHello g pJW wg)s hooullb suwegse Jdozgdd pu lduozs.
4. syuwd WLC o030 1Jzjp wldoyosy:
1. ServerHello
2. guolys
3. wubd pulz 1Ugbe

w



4. bdo ldgwol>s
5. ServerHelloDone

5. wyuwd vlbé 1Jso9d 030 Idgip wldo,use:

1. Jvol>é

2. ClientKeyExchange
3. 1ozl pu ldyuolsé
4. ChangeCipherSpec

6. cuwozse WLC Juglb Ideo9d ChangeCipherSpec wlwegsle ChangedCipherSpec

lJgluod wol:
1. ChangeCipherSpec

> !JquJ ledé ChangedCiphel'SpeC |.Jié_g§_)6 VSIL}”bé gV LJC;CGJP k-9LS Uui'vdé IJPEJ§6
IJJlpwddss (WLC). sepe lugile IJodE Iles ssop 1o cuinds) zese wdle Upss IJes
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b, 1ol 9236 wede lJuvods IUppdss (LAN) IJJlou]Jdss
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IJoede Ws IJuveds Idpedss IJJlgvdIse (WLC) JJlouopele. s o3l 1UEsL) puluvol
Jeedsle 1douiy IJos sop Bsol wgisu @okise Jopde Vs IduvwJs Ipedss
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IJJlgvdIse (WLC) slgd Iduveds [Jd,es6 o gwol Jugbs 1Ugosd 1Us bde
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Vs Iduvedo IJpedso [JJluwdIdse (WLC) Jly giel po pzpsgs Slodss Idoudd: Wly
0§bs 1J9u09d wedb lsuol uvedl Jéslse IJoedp B Idubeds 1dpzdss IJJluvddss
(WLC) 1Je92956 9 pze9ed Slodso lJoudd oso.



edlebi: Jl couops byd Idouild WLC 1Jes,26 s ohosy luvodss.

2 sly 9236 wede Lvods LAN IJJI u]dsé

ol luluwede IJ ap !dou?lgé luwozlus po ls WLC suweg pd any of the WLC [Jo bl b,s@é.
09 sewb sles zols wede lo sodlds pg o3l pesb:

1. 9236 IJoeIp Il pwl puss (o906 Lluwagsle 1Jle, capwap ap primary-base <wlc-hostname>
<wlc-ip-address>)

2. 9256 lJoedp 1Jelu9ss (wp wdssuol uluwegsle 1Jie, capwap ap secondary-base <wlc-
hostname> <wilc-ip-address>)

3. 9236 IJogdp 1JelJonss (sop odasuol uluwaesle IJie, capwap ap tiary-base <wlc-
hostname> <wlc-ip-address> )

4.131 Jp sop odssu s goue) wede B IUuveds 1eedss 1dJlunddss (WLC) Igwluws Is
olouss Is elde puvodle wzlad udbs IUsuesd (AP) IJlugosle IJs euues IJoedp B
IJuivods Ipedss IUJluuddss (WLC) 1disd 1Uss luvozle Jbdo IUIJe il e luvozlus
IJIJo il 1Jgluoo wo ldos wewss eds Uz Ubuos eu weé vl IUgosd IUpwlzs



(s gouoy Jopdp Bs 1duvwds 1dpedss IUluvddss (WLC) 1Uss spduo sgp 1UE,
udlb 1Jsuo9d Vs 99w pesw).

zoly zlJé Capwap

WS 9220 wedp uldbo 1Us o9l spdud wedw zols zldo CAPWAP. glJss swelyj IJgbyle
lJp9 226 WOs Yuwe luuvle gduve CAPWAP.

2lJo CAPWAP: |Jo il

ool spdud pusless blole Iluwedild slUlvezlole. Jlzbe s 1U ap suwede WLC 1P
gu boy58 DHCP (g, 43): sls ol syuwd 1ol bdo lJds WLCs pg 909 gwlodl:

<#root>
[¥09/14/2023 04:12:09.7740]

CAPWAP State: Init

[*09/14/2023 04:12:09.7770]
[*09/14/2023 04:12:09.7770]

CAPWAP St ate: Discovery

[*09/14/2023 04:12:09.7790]

Di scovery Request sent to 172.16.0.20, discovery type STATI C_CONFI (1)

[*09/14/2023 04:12:09.7800]
Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[¥09/14/2023 04:12:09.7800]

Got WLC address 172.16.5.11 from DHCP.

[*09/14/2023 04:12:09.7820]
Di scovery Request

sent to 172.16.0.20, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7830]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[¥09/14/2023 04:12:09.7840]

Di scovery Request sent to 255.255.255. 255, discovery type UNKNOAN(0)

[*09/14/2023 04:12:09.7850]
[*09/14/2023 04:12:09.7850]

CAPWAP St ate: Discovery



[*09/14/2023 04:12:

Di scovery Response

from 172.16.0.20

[*09/14/2023 04:12:

Di scovery Response

from 172.16.5.11

[*09/14/2023 04:12:

Di scovery Response

from 172.16.0.20

[*09/14/2023 04:12:

Di scovery Response

from 172.16.5.11

[*09/14/2023 04:12:

Di scovery Response

from 172.16.5.11

[*09/14/2023 04:12:

Di scovery Response

from 172.16.0.20

[*09/14/2023 04:12:

Di scovery Response

from 172.16.5.169

[*09/14/2023 04:12:

Di scovery Response

from 172.16.5.169

CNdluolBs |Js wdds luverlos Idogulsd oo JJ po goue) IJozdpe Bs Idubeds 1dpedss
IJJluwdIsé (WLC) Iss wp wdaswe wuvdd oluw (172.16.0.20) sg v, lJoede B
IJovods 1 ppdss IUJluwdIdsé (WLC) IJpeuily lUso ew) gsl, DHCP 80 43 (172.16.5.11).
oJdo udbs 1Uguoed o3 s ol luvezlus IJouild pu guuo) wedp B IJuvuds 1Jpedsé
IJJluwJIsé (WLC) Tg, (172.16.5.169) sl J 1duvwJs 1Jd,es6 wbuwol Jvel edde HuwlJs

IJe ol 1Joo.

09.

09.

09.

09.

09.

09.

09.

09.

7850]

80301]

8060]

8060]

8060]

8060]

8060]

8060]

zlJé CAPWAP: |gsl> DTLS.

oul IJ DTLS wobJde gduwé wsu ld ap 9 IJ WLC.

<tfroot>

[%09/27/2023 21:50:41.0000]

CAPWAP St ate: DTLS Setup



[*09/27/2023 21:50:41.7140] sudi99_request_check_and_load: Use HARSA SUDI certificat

zldée CAPWAP: vuuo e

we> logile @duws DTLS: sepe Il buwld bdo lugoele lds gouos orde Ss 1dyiwds
IJpeJdsé 1JJluudIdss (WLC) ey eduws 1Jgpd 1Ulews. Jlgb Jsdss 1) gds o3l IUbJo gds
IJd9, pe luwoelud puive,ds pu uuo) Idoede B Iduvwds 1Jpedss 1JJlunJIsé (WLC)

<ttroot>

[*09/27/2023 21:50:41.9880]

CAPWAP State: Join

[¥09/27/2023 21:50:41.9910]
Sendi ng Join request to 172.16.5.11

through port 5270
[¥09/27/2023 21:50:41.9950]

Joi n Response from 172.16.5.11

[¥09/27/2023 21:50:41.9950]
AC accepted join request

with result code: 0

[*09/27/2023 21:50:41.9990] Received wlcType 0, timer 30
[*09/27/2023 21:50:41.9990] TLV ID 2216 not found
[*09/27/2023 21:50:41.9990] TLV-DEC-ERR-1: No proc for 2216

2lJ6 CAPWAP: _slole 1JL09,6

@90 uldbo 1U9o9d wpldlhud wog ol pg o9 6 WLC. Vs oo IJzlds sY9o JIJ po w il
IJso9d Idduwe IJuuub sldoduwse Idlzoslbs 1JElue wo o) peed s eu euuos Idoede
Vs Iduveds IJpedss [JJluwdIdse (WLC): J3dd Bluel wuweses Idwyulpe [duuos
upgrade.sh. IJss sHuwd> 0 dbs 1dsuosd Jbode 19,6 1dpoluwed lds euuas Idogde Bs
IJubodé Idpedss IUJIueddss (WLC) soussdel IUs Idguwe £s Iduil 1Jzlds 1UEluo wol.

<#root>
[%09/27/2023 21:50:42.0430]

CAPWAP State: |mage Data

[*09/27/2023 21:50:42.0430]

AP i mage version 8.10.185.0 backup 8.10.105.0, Controller 17.9.3.50



[%09/27/2023 21:50:42.0430]

Ver si on does not natch.

[*09/27/2023 21:50:42.0680]

upgr ade. sh

: Script called with args:[PRECHECK]
[*09/27/2023 21:50:42.1060] do PRECHECK,

part2 is active part

[*09/27/2023 21:50:42.1240]

upgr ade. sh

: /tmp space: OK available 101476, required 40000
[*09/27/2023 21:50:42.1250] wtpImgFileReadRequest: request aplg7, local /tmp/part.tar
[*09/27/2023 21:50:42.1310]

I mage Data Request sent to 172.16.5.11

, fileName [aplg7], slaveStatus 0O
[*09/27/2023 21:50:42.1340]

I mage Data Response from 172.16.5.11

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

L T e Y s T s T s Y s Iy Y s By I |

21

21:
21:

21

21:
21:

21

21:
21:

21

:50:
50:
50:
:51:
51:
51:
:51:
51:
51:
:51:

42

59.

.1340] AC accepted join request with result code: 0
42.
55.
11.
19.
24,
37.
50.
59.

................................... > 76738560 bytes, 57055 msgs, 930 last

9160] Last block stored, IsPre 0, WriteTaskId O

9160]

I mage transfer conpleted fromWC

, last 1

e Ideeld gpdss 0dd 19,6 wwsl udbs 19 osd gpdss wedd pu ©9dSE IJuo9)b
JJozdd pu wozeol. wes 1J8sle w3ddi s99p IJesolez IJuues upgrade.sh cosose
IJuesss B IUduwe &y IJuuib 1J2lds: 9swad Idduwe 1Uss spos pus. sizs)l oess udlbs
1o 29d wepsd uduwol 8oy 1Ug pdsé oo lduslss (21U CAPWAP: 1Jeul ).

<tfroot>

[*09/27/2023 21:52:01.1280]

I mage signing verify success.

[09/27/2023 21:52:01.1440]
[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2] : Shadow is now in-synced with master
[09/27/2023 21:52:01.1440]



[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2]
[*09/27/2023 21:52:01.1570]

upgr ade. sh

part to upgrade is partl

[*09/27/2023 21:52:01.1780]
upgr ade. sh

: AP versionl: partl 8.10.105.0, img 17.9.3.50
[*09/27/2023 21:52:01.1960]

upgr ade. sh

: Extracting and verifying image in partl...
[¥09/27/2023 21:52:01.2080]

upgr ade. sh

: BOARD generic case execute
[*09/27/2023 21:52:01.5280]

upgr ade. sh

: Untar /tmp/part.tar to /bootpart/partl...
[*09/27/2023 21:52:01.7890]

upgr ade. sh

: Sync image to disk...
[*09/27/2023 21:52:31.4970]

upgr ade. sh

. status

Successfully verified image in partl.

[*09/27/2023 21:52:32.5270]
upgr ade. sh

: AP version2: partl 17.9.3.50, img 17.9.3.50
[*09/27/2023 21:52:32.5540]

upgr ade. sh

: AP backup version: 17.9.3.50
[*09/27/2023 21:52:32.5700]

upgr ade. sh

Fi ni shed upgrade task.

[*09/27/2023 21:52:32.5840]
upgr ade. sh

: Cleanup for do_upgrade...
[*09/27/2023 21:52:32.5970]

: Verifying against bundle image btldr.img...



upgr ade. sh

: /tmp/upgrade_in_progress cleaned
[¥09/27/2023 21:52:32.6090]

upgr ade. sh

: Cleanup tmp files ...
[*09/27/2023 21:52:32.6720]

upgr ade. sh

: Script called with args:[ACTIVATE]
[*09/27/2023 21:52:32.7100] do ACTIVATE, part2 is active part
[*09/27/2023 21:52:32.7640]

upgr ade. sh

: Verifying image signature in partl
[¥09/27/2023 21:52:33.7730]

upgr ade. sh

: status 'Successfully verified image in partl.'
[*09/27/2023 21:52:33.7850]

upgr ade. sh

activate partl, set BOOT to partl

[%09/27/2023 21:52:34.2940]

upgr ade. sh

AP primary version after reload: 17.9.3.50

[*09/27/2023 21:52:34.3070]
upgr ade. sh

: AP backup version after reload: 8.10.185.0
[¥09/27/2023 21:52:34.3190]

upgr ade. sh

: Create after-upgrade.log
[¥09/27/2023 21:52:37.3520]

AP Rebooting: Reset Reason - |mage Upgrade



O3St & oUbd Ll 9,09d Wave 1 BOs wujsd LIS 23838 wuwww Uiolsd
puwoss IJuodless. sies Iese Ids lubgl psdlos 290 72524 JJeuesd eds s> pu
IJegdple 91J8)1e8 weohsd Suin e 096 Cisco 108 AP wwus lucols

256 Liwvol>é 9,85 | w82 4 35 weu 2022 (CSCWA80290) pwes ls

Jop ol&@p 9edo.

wP? 10 G089 0Ok IUgLed wlels Iozesd Ge woodd e8RS IJs eldle 1oyl
CAPWAP sldlusople: loule 2lds wslole IJuegss: Sluel edoyind luel wzess IJlu gds
1Juo9,6 1dpulgwesé.

<tfroot>

[*09/27/2023 21:56:13.7640]

CAPWAP State: |mage Data

[*09/27/2023 21:56:13.7650]


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html

AP i mage version 17.9.3.50 backup 8.10.185.0, Controller 17.9.3.50

[%09/27/2023 21:56:13.7650]

Version is the same, do not need update

[*09/27/2023 21:56:13.7650] status '

upgrade. sh: Script called with args: [ NO_UPGRADE]

[*09/27/2023 21:56:13.7850] do NO_UPGRADE, partl is active part

2lJ6 CAPWAP: |Jodo sy

w8310 sezdd vdbs 1Js osd pu lu Jo udw luosl) suue) IJwede Vs IJubwds IJpedss
IJJlguddss (WLC): Oluo sd9e wledle IJodssule IUpldss 1Uglues o Jeyds Ideede S
IJubvedo Idpedss IJJluwdIss (WLC). wuow96 gles: 03l sg0S o udbs s o9d wbdu
lIJewslb gds Idodgsulo 1Jgluoo ol (131 oo pu9d,6 Bs suuo) Idoede WS IJubedo
ezt IUdlowddss (WLC)).

<#froot>
[¥09/27/2023 21:56:14.8680]

CAPWAP St ate: Configure

*09/27/2023 21:56:15.8890] Telnet is not supported by AP, should not encode this payload
*09/27/2023 21:56:15.8890] Radio [1] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0650] Radio [0] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0750] DOT11_CFG[1]: Starting radio 1

*09/27/2023 21:56:16.1150] DOT11_DRV[1]: Start Radiol

*09/27/2023 21:56:16.1160] DOT11_DRV[1l]: set_channel Channel set to 36/20
*09/27/2023 21:56:16.4380] Started Radio 1

*09/27/2023 21:56:16.4880] DOT11_CFG[0]: Starting radio O

*09/27/2023 21:56:17.5220] DOT11_DRV[0]: Start RadioO

*09/27/2023 21:56:16.5650] DOT11_DRV[0]: set_channel Channel set to 1/20

*09/27/2023 21:56:16.5650] Started Radio O

*09/27/2023 21:56:16.5890] sensord psage_base init: RHB Sage base ptr al030000
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[%09/27/2023 21:56:17.4870]

CAPWAP State: Run

[*09/27/2023 21:56:17.4870]
AP has joined controller

uwu-9800

[%09/27/2023 21:56:17.4940] DOT11_DRV[0]: set_channel Channel set to 1/20
[*09/27/2023 21:56:17.5440] sensord split_glue psage_base: RHB Sage base ptr al030000
[¥09/27/2023 21:56:17.6010] sensord split_glue sage_addr: RHB Sage base ptr al030000
[*09/27/2023 21:56:17.6230] ptr al030000

[*09/27/2023 21:56:17.6420]

DOT11 _DRV[0]: set_channel Channel set to 1/20

[*09/27/2023 21:56:17.8120]

DOT11 DRV[ 1]: set_channel Channel set to 36/20

[¥09/27/2023 21:56:17.9350] Previous AP mode is 0, change to 0

[*09/27/2023 21:56:18.0160] Current session mode: ssh, Configured: Telnet-No, SSH-Yes, Console-Yes
[¥09/27/2023 21:56:18.1220] Current session mode: telnet, Configured: Telnet-No, SSH-Yes, Console-Yes
[*09/27/2023 21:56:18.1310] Current session mode: console, Configured: Telnet-No, SSH-Yes, Console-Yes
[*09/27/2023 21:56:18.1340]

chpasswd: password for user changed

[%09/27/2023 21:56:18.1350]

chpasswd: password for user changed

*09/27/2023 21:56:18.1520] systemd[1l]: Starting Cisco rsyslog client watcher...
*09/27/2023 21:56:18.1610] Same LSC mode, no action needed

*09/27/2023 21:56:18.1640] CLSM[00:00:00:00:00:00]: U3 Client RSSI Stats feature is deprecated; can no
*09/27/2023 21:56:18.1720] systemd[1l]: Stopping rsyslog client...

*09/27/2023 21:56:18.2120] systemd[1l]: Starting Cisco syslog service...
*09/27/2023 21:56:18.2230] systemd[1]: Started Cisco syslog service.
*09/27/2023 21:56:18.2410] systemd[1]: Started rsyslog client.

*09/27/2023 21:56:18.2440] AP is in good condition, BLE 1is off

*09/27/2023 21:56:18.2510] SET_SYS_COND_INTF: allow_usb state: 1 (up) condition
*09/27/2023 21:56:18.2530] systemd[1]: Starting dhcpv6 client watcher...
*09/27/2023 21:56:18.2530] systemd[1]: Stopping DHCPv6 client...

*09/27/2023 21:56:18.2530] systemd[1]: Starting DHCPv6 client...

*09/27/2023 21:56:18.2530] systemd[1]: Started DHCPv6 client.

*09/27/2023 21:56:18.2530] systemd[1]: Started dhcpv6 client watcher.
*09/27/2023 21:56:18.2560]
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Set radio 0 power 4 antenna nask 15

[%09/27/2023 21:56:18.2530]

Set radio 1 power 4 antenna nask 15

[%09/27/2023 21:56:18.2530] Got WSA Server config TLVs
[*09/27/2023 21:56:18.2720]

AP tag change to default-policy-tag



[*09/27/2023 21:56:18.2780] Chip flash OK
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Cisco Catalyst 9800-L Wireless Controller

» Access Points
High Availability
All Access Points

N Management IP Address (IPvA/IPvE)

wic-9800 172.16.8.11
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
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Edit AP Join Profile

High Availability

AP Fallback 1o Primary
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backup-S800
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Backup Secondary Controller

Retransmit Timers
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» AP Join
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Edit AP Join Profile
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Catalyst 9800-L Wirel sontroller

» AP Join

Add Delate D Clona

= Edit AP Join Profile
AP Join Profile Name

Management

User Managemaent

wvslule lgwpel> SSH g telnet Jouglbé 1Us o9
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https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724

Tiena delta from | Dostination Port

B86 12:58:41. 280976 B.027002800 172.16.5.65 CAPWAP=Control 194 5246 CAPMAP=Control = Discovery Request
BT 12:58:41.Z60976 0000000200 172.16.5.11 172.16.5.65 CAPHAP-Contral 147 5267 CAPMAP-Control - Discovery Response | capywap Discovery
BE2B 12:58:41.308574 B.02T998808 172.16.5.65 255.255.255.255 CAPWAP-Control 254 5ME CAPWAP-Control - Discovery Request
B89 12:58:41. 308974 0.000000090 172.16.5.11 CaPWAP-Contral 147 5267 CAPWAP-Control — Discovery Response
1136 12:38:50.704857  9.195909000 172.16.5.05 DTLSV1.2 276 5246 ent TRl
1157 12:58:50.795948 0000901800 172.16.5.11 DTLSV1.2 98 5267 Hallo Verify Reguest
1158 12:58:50. T9E955 B.0810078808 172.16.5.65 DTLSw1.2 296 5246 Client Hells
1159 12:58:50.798554  8.081999888 172.16.5.11 DTLSw1.2 562 5367 Server Hello, Certificate (Fragment) DTLS Session Establish
1168 12:58:50. 798954 0.000000090 172.16.5.11 DTLSV1.2 562 5267 Certificate (Fragment)
1161 12:38:50.790554  0.000000000 172.16.3.11 DTLSV1.2 362 5267 Certificate (Reassesbled), Server Key Exchange (Fragsent)
1162 12:58:50.708854  0.000000800 172.16.5.11 172.16.5.65 DTLSV1.2 349 5267 Sarvar Koy Exchangs {Reassesbled], Certificate Reguast, Server Hello Done
1163 12:58:58. 859040 b DEEDEESBE 172.16.5.65 172.16.5.11 BTLSv1. 2 594 5246 Certificate (Fragsest)
1164 12:58:50.859940 0. 000000000 172.16.5.65 DTLSw1.2 594 546 Certificate (Reassembled], Client Key Exchange (Fragment)
1181 12:58:51. 284975 D.066997008 172.16.5.65 DTLSv1.2 463 5246 Client Mey Exchange (Reassembled), Certificate Verify, Change Cipher Spec, Emcrypted Mandshake Message
1182 12:58:51. 205500 P.001008800 172,16.5.11 BTLSY1.2 125 5067 Change Cipher Spo Lncrypted Mesrage
1320 12:58:55.004045  B.016907000 172.16.5.85 BTLEv1.2 1487 5346 Application Data
1321 12:58:55.016044 B. 001999808 172.16.5.11 DTLSV1. 2 1488 5267 Applicatisn Data
1338 12:58:56. 246981 9109003208 172.16.5.65 DTLSw1.2 1439 5246 Application Data
1331 12:58156. 246381 0. 009000008 172.16.5.65 DTLS¥1.2 1439 5246 Application Data
1332 12:58:56. 246901  0.000000000 172.10.5.05 DTLSW1.2 379 5246 Application Data
1330 12:58:56.24707)  8.000002800 172.16.3.11 BTLSvi.2 354 5367 Application Data .
1364 12:58:57.202984 B 040000880 172.16.5.65 DTLSV1. 2 1430 5246 Application Data
1365 12:58:57.292984 b.02adb0RRRE 172.16.5.65 DTLSw1.2 698 5246 Application Data
1366 12:58157.293975 D.080991808 172.16.5.11 DTLS¥1.2 354 5267 Application Data
157, 387965 .065909990 172.16.5.65 bTLSv1.2 992 3246 Application Data
12:38:57.308572  9.001807000 172.16.5.11 BTLEV1.2 82 5367 Application Data
12:58:57. 469061 B.001000000 172.16.5.65 DTLEW1.2 148 5246 Application Data
1377 12:58:57.469961 b. 0200000 172.16.5.11 DTLSv1.2 183 5267 Acolication Data
1378 12:58:57.470968 2.001007208 172.16.5.65 CAPWAP-Data 184 5247 |WIAP—D|H Keep-Alive[Malformed Packet] I
@.003998800 172.16.5.11 DTLSv1.2 133 5267 Application Data ta K
@.000006000 172.16.5.11 CAPWAP-Data 104 5267 CAPWAP-Datas )G!lp—l.livtﬁlua!ﬂd Packet]
0003997000 172.16.5.65 DTLSW1.2 140 5246 [REpLICaTIOn DutH |
0. 000000000 172.16.5.65 DTLSv1.2 119 5246 Application Data
B.009992088 172.16.5.11 DTLSw1.2 183 5267 Application
@. 000000890 172.16.5.11 DTLSv1.2 121 5267 Application
12:58:57.575958 @.002000000 172.16.5.65 DTLSV1.2 140 5246 Application
12:38:37.573950  0.000000000 172.16.5.11 BTLSV1.2 183 5367 Application
12:58:57.577957 B.001999008 172, 16.5.65 DTLSv1.2 119 5246 Application
12:58:57.577957 b.DOBbORBRE 172.16.5.65 DTLSw1.2 143 5246 Application
12:58157.577957 0.000000090 172.16.5.11 DTLSw1.2 1198 5267 Application
12:58:57.577957 0.000000090 172.16.5.11 DTLSv1.2 103 5267 Application
12:58:57.608550  9.070995000 172.16.5.65 DTLSV1.2 119 3246 Application
12:58:57. 688950 B 000000800 172.16.5.65 DTLSw1.2 148 5246 Application
12:58:57. 688950 b.DaBbORIRE 172.16.5.11 DTLSv1.2 119 5267 Application
12:58157. 688959 d.000000290 172.16.5.11 DTLSw1.2 193 5267 Application
12:58:57. 689951 0.0899992898 172.16.5.65 DTLSv1.2 119 5246 Application
12:38:37.609551  0.000000000 172.16.5.65 DTLSV1.2 222 5246 Application
12:58:57.608050  0.001007800 172.16.5.11 BTLSV1.2 175 5367 Application
12:58:57. 600958 b.0aoboeRRd 172.16.5.11 DTLSV1.2 103 5267 Application
12:58157. 692957 P.001999808 172.16.5.65 DTLSw1.2 119 5246 Application
121581 57. 692957 0. 000000098 172.16.5.65 172.16.5.11 DTLSv1.2 111 5246 Apglication
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https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://www.cisco.com/c/ar_ae/support/wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html
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Join Statistics

General

Access Point Statistics Summary Discovery Phase Statistics

Is the AP currently connected to NOT JOINED Discovery requests received
controller

Successful discovery responses
Time at which the AP joined this 09/27/2022 09:45:49 sent
controller last time

Unsuccessful discovery request
Type of error that occurred last Join processing

Time at which the last join error 09/27/2022 09:46:01 Reason for last unsuccessful
occurred discovery attempt

Time at last successful 09/27/2022
Last AP Disconnect Details discovery attempt 09:52:27

. ) Time at last unsuccessful NA
Reason for last AP connection failure DTLS close alert from discovery attempt
peer

Last Reboot Reason (Reported by AR) No reboot reason
Last AP message decryption failure details

Reason for last message decryption NA
failure
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Join Statistics

Statistics

Control DTLS Statistics Configuration phase statistics

DTLS Session request received Configuration requests received

stablished sessior >cessful configuration
Established DTLS session Successful configuratior
responses sent

Unsuccessful DTLS session
Unsuccessful configuration
request processing

Reason for last unsuccessful DTLS DTLS Handshake

session Success
Reason for last unsuccessful
configuration attempt

Time at last successful DTLS session 09/27/2022 09:45:44

Time at last successful 09/21/2022
Time at last unsuccessful DTLS NA configuration atternpt 01:39:07

session
Time at last unsuccessful MNA
Join phase statistics configuration attempt

Join requests received Data DTLS Statistics

Successful join responses sent DTLS Session request received
Unsuccessful join request processing Established DTLS session
Reason for last unsuccessful join DTLS close alert from Unsuccessful DTLS session
attempt peer
Reason for last unsuccessful DTLS Handshake

Time at last successful join attempt 09/27/2022 09:45:49 DTLS session Success

Time at last unsuccessful join attempt NA Time at last successful DTLS NA
session

Time at last unsuccessful DTLS
session

190,
o> 030 1ol Bes Iuweduld Tgble 1uople wilbs 1Us o9d sluadlzol:
pu L9858 WLC

* lbol) pd2o vk 1909

. bl Vs ouopse IJigble
* debug capwap packet

e ullb 1Uso9d pu lJpe9zs 2 9 Catalyst 11ax APs

« 25l £ psJ debug capwap
* ¢bl gpsJ debug capwap
» ¢bl gpsd debug dtls

* 29 gpsd debug dtls



» debug capwap client keepalive
* lebd ouvgsd lgool, Capwap
« Capwap ap lpwe IJJJ

e p9g6 1 APs

» debug capwap console cli

» debug capwap client no-reload
bol, zldle dtls

* puwe ap all-config

odlzbé: gunpl sy b lue [Us I APs g b,ysad telnet/SSH iy soz,s: slspl Iuos,o 1l
terminal monitor v supl s, lJluesl) wes spdu suovb gds IJ APs. glJlc Jl spdudd
29386 ls peoele pu wuozse IJIgble.

lol) luveless



0dbé Llsé 2836 g luwaduld Tgble w8 IJsoed (AP) sluodlzol wopsd B g Tel,

pubgs JIJ pu goldsu lJopde O 109 (MAC) JJJ|>69 s dd lsiyoe Jodlbs Usuosd
IJos wzess eds publdd S Iluoplp. Llze o :
Catalyst 9800 WLC JJz_09J £dis wBlosd 29J lousle 030 [Juuzdle.



https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--1475016411
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--1475016411

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



