luveduled Tgble DNS 1Ugluoé wepsd IJwuss
IJiuwluwsé sluodlzel eJs ASR 5000/5500

Slhgizall

doasoll

TCP Lls, UDP

le>Moolg ellas VI BlisSiuwl olgl

<show dns-client statistics client <DNS Client Name

<show dns-client cache client <client name> [query-name <query-name
[<NAPTR | AAA | a> oMeiw)l o] | [KNAPTR | AAA | a> oMeiw)l sos]

pawl> pNeiwdl puwl] <NAPTR | AAA> g0 pMeiwl <client name> puwVl- ko)l pMeuwl DNS-client
[<eMeiw)

(DNS J ,b>) a8l o)l JoSei9

A\ CI |

do ;x| blsill

ololSoll 8 oSl gloi Lowd Le>Vuolg DNS cllasi Oliiwl

hsgw-service vlila>| o ,c

ol jle> Y i

A\ CI|

ilbo old ologles

doasoll

3 a9 Le>Nolg (DNS) Jlrall puwl doast) dpwlwIl dill elas] Glisiwl aisS sl 130 zog,
Jliall 903 aiy .groill JI glizs 28 il 48LoYl wlillly DNS pudlasg (CLI) dalisall 5olo¥l jlaw ole=lo
Jiadl s dimo bolas 2 il &>l s> ol ,3al

elowl Judx o, Y95ue CisCO 0 ASR) 5000 / 5500) grazidl wloss azgo e duwluwVl dwll DNS oS,
aSzxil) dslizall Lilgzdl pea) eole g ad LeisSs o5 sl Gludl U515 (FQDN) JolSUL ddgall & Ylxall
b o alls e dlioVl oiany . Jo3 Il Gl LS o lellSall L

IP Olgic oo Yoy FQDN iy jlaslly dylgill alasd sl (sl ads -

ol3 S6B wllxiwl g, (P-CSCF) JsSoll Juasl duwl> (8 oSl daybogy dwols)l FQDN Jgl> caold -
(IP (IIMS 632=iall laslwgl plas 55,0 go Jymuwill (UE) pasiwall 6521 Lz lizs (il S lasll

alalw g0 _amoll DNS oloMsiwl cly>] JI (HSGW) Jazall dlle ozl olly doas 6,ke plixs -
olS clow) o JLasW (PGW) o3l wbly aSuis ol oo aasld e Jouaxll (NAPTR) gubaill dyous
PGW Local Mobility ulgiz; Lol IP Glgie 51wy DNS AAA oloMsiwl eh>| o5 (Wjio ol laya>
aalSoll Juogi J>1 e (Anchor (LMA

aoax)l oy @58 le Jawaxll DNS NAPTR oloMsiwl el JI (MME) " Jaidl 6,151 oLs™ zlixy -



oI P u9lie sl,uwY DNS AAA/A oloMsiwl elinl W ounig .l JLas PGW a|_9)'i / (SGW)
a2l olg

oSl

lasds .all d> | ad oSG Sl Gl LD 621 doluy Jsac subasS (DNS) oY lxall claswl plls i pi,
Sgaall 138 e Jbe UL

context ingress

i p name-servers 2001: 5555: 202: fffe: a0: e: 0: 3 2001: 5555: 203: fffe:c0:e:0: 3
dns-client HSGW DNS

::bind address 2001: 5555: 200: 1011: 342: 281

resol ver retransm ssion-interval 2

resol ver nunber-of-retries 3

exit

exit

(k] dgWls) duulwVl DNS o315 (u9lic) wlaics bayy/aoss wloic oueSid wellanll sVl axll

TCP J,lao UDP

UDP _J| 61ius 65lc DNS & loMsiawl 955 laiy - Jaill danb o8 Inasi ST Bl clowl plas Joxy Lo
uum,su p2> S s i uu@ wun TCP ,_)JI uuau uJ| 8aiiasoll NAPTR oMol o ol oSoy

" oloMe dcgazo ,olml., 0 doa> dulsiw] e TCP e Llall 6slcl 0 sty 1129 .DNS o315 (0

A5 g .RFC 5966 JSJ TCP/IP JgSgi9 S dglxall ésle] Jwall le oy ail iz, 139 .(TrunCated (TC
olllaia) 8S; Loy 6,5 plx>Yl 095 o .asl 6,0 o)l azg; TCP JsSeio,d ols¥l (il (>35a5 Jols

ol ey &Y LSS UDP 168, of vy cauus o2 6,ke wllall ol 15] HSGW a8 (Jliadl Juww e Slid
09 .JLai¥l HSGW J Sy _i> PGW FQDNS (63a2i0 loas gl pi 15]) Juld ol laad a>lg JUid o8,
oSy il aSuidl sgime e dlaixall PGW oS gro> @osld 0985 18 6a03d] o lallSall duailly U3

TCP JsSsig » g wlla) (85, Loy dlygb lgel>))

:TCP ke I (Wireshark ¢,0) alxiwVl e Jlo i

(Frame 85: 143 bytes on wire (1144 bits), 143 bytes captured (1144 bits
:Ethernet 11, Src: JuniperN_20:e7:f0 (64:87:88:20:e7:f0), Dst

(Starent N_02: b1l:9d (00:05:47:02: b1: 9d

802.1Q Virtual LAN, PRI: 0, CFl: 0O, ID 2010

Internet Protocol Version 6, Src: 2001:5555:202:fffe:a0:e:0:3
c:ffferal:e:0:3), Dst: 2001:5555:200: 1011: 304: 281: 2001: 5555: 202)

, (User Datagram Protocol, Src Port: domain (53 (::2001:5555:200: 1011: 304: 281)
(Dst Port: 35049 (35049

(Domai n Nane System (response

[ Request In: 81]

[ Ti me: 0.088530870 seconds]

Transaction |ID: 0x3b2b

Fl ags: 0x8780 Standard query response, No error

Response: Message is a response

(Opcode: Standard query (0 = .... .... ... 0 000.



Aut horitative: Server is an authority for domain = o1
Truncated: Message is truncated = 1.,
Recursion desired: Do query recursively = .... .... ... ...
Recursion avail abl e: Server can do recursive queries = .... ... 1 ... ...
(Z: reserved (0 = B O
Answer aut henticated: Answer/authority portion = 00

was not authenticated by the server

Non- aut henti cat ed dat a&col on; Unacceptable = .... 0... .... ....
(Reply code: No error (0 = 0000 .... .... ....

Questions: 1

Answer RRs: 0

Authority RRs: O

Additional RRs: 1

Queri es

APNL. apn. epc. mc420. ncc300. 3gppnet wor k. org: type NAPTR, class IN

Name: APNL. apn. epc. mc420. ncc300. 3gppnet work. org
(Type: NAPTR (Naming authority pointer
(Cass: IN (0x0001

Addi tional records

le>Vooly elasVl BLiSiwl jolgl

<show dns-client statistics client <DNS Client Name

ol 13® cuaS) in order to wljluYl jas, id .le>Vuolg DNS cllas] Gliiwy (sl oVl o 135

Jrasll Gy ad gy Sl Sludl LS aliis Ly -
lgall elgsl V> Jio dmbiall clilasYl _b da>Mall 65459 oo ae disis a8 -
J> e 6,08l pac/s,nall e sl ddeall olallSall Jid oY/plx wluxy pladiwdl olibas] pgis -

.DNS

SV Jiall Y9 ol dlgall clgil oY sae luzy DNS Resolver J dgla>Yl Jiall oYl oo -

TCP Jlasl eliw] JSline caunsy dlgall elgil V> 0855 ol Say .Jlas¥l [as, Jio

(awil9) SNMP 610 plasiwl, DNS Jisd ollas) aigSs i Ul axdl bolail i -

.dns-lookup-failure 5 clear 5 aic :Jlo .cliba>Yl 0i® JI Ihliw! ThreshDNSLookupFailure

(oSl LB jue) il Jlo> a=y agsldl oV9lxall el o bVl Jid dl> 5 -
dudl ol usio @35 _lc CONTEXTSch2 9 CONTEXTSch1 clialasall 6 Bulkstat ol o sgi -

leil LS 03® NAPTR o loMsiwl gloily awlil dioVl ¢poinis .0Vl lig ddleioll dlall ol> DNS duwlwdl
DNS-primary-ns- Jiu9A: DNS-primary-ns-naptr-atmpts 9 AAAA ¢ loMsiwl _le Loyl ulais
DNS-Secondary-ns- JisnaptrDNS-primary-ns-naptr-succsDNS-Secondary-ns-naptr-atmpts
DNS-Secondary-ns-query oMgoNAPTR

e J2ly phaiwdl ololas] 3 cuall oxill Jle NAPTR Jid oVl> 8 630301 1Y @olil Jball 13D 3
(JolSUI gllaasVl Jaso) dyeililly dpwlwdl p3lo=l clgw 1>

I ngress] HSGW show dns-client statistics client HSGWM DNS]
Monday June 02 00: 26: 29 UTC 2014
:DNS Usage Statistics



Query Type Attenpts Successes Fai l ures
A 21802 0 21802
SRV 0 0 0
AAAA 3934082666 3934060659 21831
NAPTR 1393765619 1387607858 6156730
PTR 0 0 0
Tot al 1032902791 1026701221 6200363
:DNS Cache Statistics
Tot al Cache Hts Cache Hits Not Found Ht Ratio
(Lookups (Positive (Negative in Cache (Per cent age
(Response) Response
Central Cache: 94085256 89157603 6114 4921539 94. 77%
Local Cache: 1032902770 926126458 20175 106756137 89. 66%
: DNS Resol ver Statistics
Primary Name Server 2001: 5555: 202: fffe: a0:e: 0: 3
Query Type Attenpts Successes Fai l ures
A 0 0 0
SRV 0 0 0
AAAA 66 64 2
NAPTR 746 37 709
PTR 0 0 0
Total Resolver Queries: 812
Successful Queri es: 101
Query Timeouts: 705
Dorrei n Not 1
Connecti on Ref used: 0
O her Fail ures: 5
Secondary Name Server 2001: 5555: 203: fffe: c0:e: 0: 3
Query Type Attenpts Successes Fai l ures
A 0 0 0
SRV 0 0 0
AAAA 0 0 0
NAPTR 705 0 703
PTR 0 0 0
Total Resol ver Queries: 705
Successful Queries: 0
Query Timeouts: 703
Dorrei n Not 0
Connecti on Ref used: 0
O her Fail ures: 0
I ngr ess] HSGA> show dns-client statistics client HSGM DNS]
Monday June 02 00: 32: 00 UTC 2014
:DNS Usage Statistics
Query Type Attenpts Successes Fai l ures
A 21802 0 21802
SRV 0 0 0
AAAA 3934232613 3934210617 21831
NAPTR 1393923407 1387654707 6267989
PTR 0 0 0
Tot al 1033210526 1026898028 6320622
:DNS Cache Statistics
Tot al Cache Hts Cache Hits Not Found Ht Ratio



(Lookups (Positive (Negative in Cache (Per cent age
(Response) Response

Central Cache: 94120194 89157771 6114 4956309 94. 73%
Local Cache: 1033210498 926323077 20175 106867246 89. 66%
: DNS Resol ver Statistics
Primary Name Server : 2001:5555:202:fffe:a0:e:0:3
Query Type Attenpts Successes Fai l ures
A 0 0 0
SRV 0 0 0
AAAA 66 64 2
NAPTR 913 38 873
PTR 0 0 0
Total Resolver Queries: 979
Successful Queries: 102
Query Timeouts: 869
Dormai n Not Found: 1
Connecti on Ref used: 0
O her Fail ures: 5
Secondary Name Server : 2001:5555:203:fffe:c0:e:0:3
Query Type Attenpts Successes Fai l ures
A 0 0 0
SRV 0 0 0
AAAA 0 0 0
NAPTR 869 0 869
PTR 0 0 0
Total Resolver Queries: 869
Successful Queries: 0
Query Timeouts: 869
Dormai n Not Found: 0
Connecti on Refused: 0
O her Fail ures: 0

<show dns-client cache client <client name> [query-name <query-name
[<NAPTR | AAA | @> pMsiwVl g65] | [KNAPTR | AAA | a> pMeiwYl ggi]

elgY (as g Voo i pl) eddall (sl 6,515 9 dbgaxall ollxawdl @1 e pMeYl LoVl 13D pgi,
Sy Ll cdsall sl 6,513 Al Al Ulas, 13> .NAPTR 9 AAA 9 A ;e LS cdalizall pMeiwl
83g88a)l SYESYI I Iliwl eleiw] Jid oYl Jud 15 13] lagd Lgio aoliall oMl

O LSl sgii LoJ ,,unl oo ST eSS ol oS Lilly LelaST cdsall gl 515 Lose pit MBS0 Sl w9y
all (oS5 lgell pi Ll CYBYI OB A (TTL) azleill w89 cdsall cujsill GY5Y Le>Maols ellasYl
elaJl 520 005 u| Jaixall o Loyl cuiy g daoll (TTL) Jswosll (S aSxill ailed ol lallo s gulail
29910 138 .aalize w9l (5 VY aNo i cuxy «YBY S w oyl Loaic aalisio (TTL)

(Jsax ©llac) FQDN ailis 91 (APN) ubaill dlasi punl g5l o€ &oulg NAPTR io 5320 oMl g i
639800 puluid| 23l 91 39820 APN JS 039840 138 >3320 APN (e lgic s il eVl . disso

:Jlo

OladSall digllns oSG 29 il APN2 9 APN1T J w9gall il 6,515 o VBV u‘a.o., L3Vl D el
LTE (X- oo JS cdlaixo APN S JSJ Joixo PGW I 0 YBs| ddsall daslall ounisg .APN J 6352l
13® ol Loy L® pgo X-s2a-pmip lassd . JolSIL doadl 5950 aSuis 9 (€HRPD (x-SZa pmip 9 (S5-gtp

Sl oYW (TTL) (1307, 631) cladl 620 Luss a>Y . Jwoss S2a e PGW I lay,, ol zlizy ol HSGW



eliyl 520 go d,lally (Boll Luis L5 DNS pal5 oo lecls] as Ll APN/PGW gdgo Luis lc s
APN/PGW J calio @890 e abais _ill oYW (631 Jlao 1307) dalo (TTL)

Repl acenent :

Repl acenent :

Repl acenent :

Repl acenent :

| ngr ess] HSGA* show

dns-client cache client HSGW-DNS]
Monday June 02 00: 26: 59 UTC 2014

Query Nane: so01. APNL. apn. epc. mc485. ntc320. 3gppnet wor k. or g
Query Type: NAPTR TTL: 1307 seconds

: Answer

O der: 100 Preference: 50000

Fl ags: a Service: Xx-3gpp- pgw. x-s5-gtp

topon. | bl. pgw0l. NYNY. sa008. so. node

: Regul ar Expression
epc. mc485. ncc320. 3gppnet wor k. or g

Query Nane: so01. APNL. apn. epc. mc485. ntc320. 3gppnet wor k. or g
Query Type: NAPTR TTL: 1307 seconds

: Answer

Order: 100 Preference: 50000

Fl ags: a Servi ce: Xx-3gpp- pgw. Xx- s2a- pm p

topon. | b2. pgw01. NYNY. sa008. so. node

Query Nane: APN2. apn
Query

O der:
Fl ags: a

t opon. | b2. pgw01. BOVA. sa001. mwn. node.

Query Nane: APN2. apn
Query

O der:
Fl ags: a

topon. | bl. pgw0l. BOVA. sa001. mv. node

: Regul ar Expression
epc. mc485. ncc320. 3gppnet wor k. or g

epc. mc485. ncc320. 3gppnet wor k. or g

Type: NAPTR TTL: 631 seconds
: Answer

100 Preference: 50000
Servi ce: Xx-3gpp- pgw. Xx- s2a- pm p

: Regul ar Expressi on
epc. mc485. ncc320. 3gppnet wor k. or g

epc. mc485. ncc320. 3gppnet wor k. or g

Type: NAPTR TTL: 631 seconds
: Answer

100 Preference: 50000
Servi ce: Xx-3gpp- pgw. x-s5-gtp

: Regul ar Expressi on
epc. mc485. ncc320. 3gppnet wor k. or g

JoSsi9 0 I (LTE) Saall Jiobo jslaill oo il NAPTR V] ] i l> azei J3d bl 2,3Vl Jbio 9
&o JIJI 99 LS9 .(pgw01.PHLA . XxxXX) >3xa)l PGW FQDN g9g0 J15»| dlawlg, puioge 92 LS eHRPD
630 _uas 1a>Y .X-s2a-pmip = a0l go JBsYI 98 aolaziuw| piy sVl duall $3 JBYI 6L« gludl 23V
JBo] pgsy .doa)] 98 axgll G 8l . w8g)l Guas 9 leela)l i Ll OV 03D guox) (TTL) (515) clall
Sl &iiall JSoll MIPVE (b Jlw)l Sy i> PGW LMA dosxs plgic Jias s3I S2A JBs| J= AAA

Repl acenent :

Query Name: pgw0l. PHLA. sa004. mw. node
Query
O der:

Fl ags: a
t opon. | b4. pgw0l1. PHLA. sa004. mv. node
Query Name: pgwOl. PHLA. sa004. mw. node
Query
O der:

Fl ags: a

Repl acenent :

topon.lb2.pgw0l.PHLA.sa004 . .mw.node.

eleawwdl slacl dagylio J21 0 PGW

epc. mc485. ncc320. 3gppnet wor k. or g

Type: NAPTR TTL: 515 seconds
: Answer

100 Preference: 50000
Servi ce: x-3gpp-pgw. x-s2b-gtp

: Regul ar Expression
epc. mc485. ncc320. 3gppnet wor k. or g

epc. mc485. ncc320. 3gppnet wor k. or g

Type: NAPTR TTL: 515 seconds
: Answer
100 Pr ef erence: 50000

Service: x-3gpp-pgw:x-s2a-pmip
: Regul ar Expression
epc.mnc485.mcc320.3gppnetwork.org



Query Name: pgw0l. PHLA. sa004. mv. node. epc. mc485. ntc320. 3gppnet wor k. or g

Query Type: NAPTR TTL: 515 seconds

: Answer

O der: 100 Preference: 50000

Fl ags: a Service: Xx-3gpp-pgw. Xx-s5-gtp

: Regul ar Expression
Repl acenent: topon.|bl. pgw0l. PHLA. sa004. mn. node. epc. c485. ncc320. 3gppnet wor k. org

Query Nanme: topon.lb2.pgw0l.PHLA.sa004.mw.node.epc.mnc485.mcc320.3gppnetwork.org
Query Type: AAAA TTL: 646 seconds
: Answer

:: 1 Pv6 Address: 2001:5555:200: 1000: 304: 200

pwl] <NAPTR | AAA> g9 pMiwl <client name> puwVl- Jiosll pMsiwl DNS-client
[<eMeiwYl puwl> pNMeiw)

15 SLYL o shacly seall e cdsall sl 6,515 o saxill DSN ot ey pods $9 | ol 130
ol 1] aumio JSuiny peiwdl dhubiw &,6S oo 5T 20l e gy pMeiwYl Joluwus Vs .656>00 calS

.00

g9 uoSy M A = pVeiwl £95 sl Lo jis, Jadd pVeiwVl pul paxs Al 9 (ol 8l Sy -
AAA 9 NAPTR ol Lgllas poMsiwl
show dns-client plaziwl w890l =il 6,515 pMeiwl cad 13] lgel>)) pinw (3l lgauss & id gl -
Soizs @bl U8 «wddall il 6,515 (8 aic pM=iwVl piy bo oSy o) 3] 6l ¢® 2>9)l cliiuwYlg .cache
Lle (TTL) eladl 630 soizs (J=all eddall Gzl 6,515 (8 &l (u> (9 632> (TTL) elall 620 e
09 x> pMeiwl (9 acly)| pis b ou dausll (as,
H(Bebwdl 23V (S oS pMeiw)l Guss) Jlio

I ngress] HSGAN+ dns-client query client-name HSGWM DNS query-type NAPTR]
query-nane pgwil. PHLA. sa004. mv. node. epc. mc420. nce300. 3gppnet wor k. or g

Query Narme: pgw0l. PHLA. sa004. mv. node. epc. mc420. ntc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: 188 seconds

: Answer

O der: 100 Preference: 50000

Fl ags: a Service: Xx-3gpp-pgw. Xx-s5-gtp

: Regul ar Expression
Repl acenent: topon.|bl. pgw0l. PHLA. sa004. mn. node. epc. c420. ncc300. 3gppnet wor k. org

Query Name: pgw0l. PHLA. sa004. mv. node. epc. mc420. ntc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: 188 seconds

: Answer

O der: 100 Preference: 50000

Fl ags: a Service: Xx-3gpp-pgw. X-s2b-gtp

: Regul ar Expression
Repl acenent: topon.| b4. pgw0l. PHLA. sa004. mn. node. epc. c420. ncc300. 3gppnet wor k. org

Query Name: pgw0l. PHLA. sa004. mv. node. epc. mc420. ntc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: 188 seconds

» Answer

Order: 100 Pref erence: 50000

Fl ags: a Service: x-3gpp-pgw:x-s2a-pmip

: Regul ar Expression
Repl acenent: topon.| b2. pgw0l. PHLA. sa004. mv. node. epc. c420. ncc300. 3gppnet wor k. org

I ngress] HSGW+ dns-client query client-name HSGWNM DNS query-type AAAA]



query-nane topon.|b2. pgw0l. PHLA. sa004. mn. node. epc. c420. ncc300. 3gppnet wor k. org

Query Name: topon.|b2. pgw0l. PHLA. sa004. mv. node. epc. mc420. ncce300. 3gppnet wor k. or g
Query Type: AAAA TTL: 117 seconds
: Answer

:: 1 Pv6 Address: 2001:5555:200: 1000: 304: 200

1naé TCP _JI aisuusy Aitawal 138 ol §MYI diSoy ¥ .TCP _JI sisausall pMeiwM Jiall Yio gLVl aD Lo 4=
J duuidl [x> 6,65 APN ] 6aiiua)] NAPTR pMeiwl! dylxiow] ol dsus> a9 300 ,SJ9 auuss pMsiwdl 0
.UDP

I ngress] HSWs dns-client query client-nane HSGW DNS query-type NAPTR]
guery-name APNL. apn. epc. mc420. ncc300. 3gppnet wor k. or g

Query Nanme: APNL. apn. epc. mc420. ncc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: O seconds

-Answer: -Negative Reply

Fai |l ure Reason: DNS query tined out

I ngress] HSGW* dns-client query client-nane HSGW DNS query-type NAPTR]
query-name APN2. apn. epc. mc420. ncc300. 3gppnet wor k. or g

Query Nanme: APN2. apn. epc. mc420. ncc300. 3gppnet wor k. or g

Query Type: NAPTR TTL: 60 seconds

-Answer: -Negative Reply

Fai |l ure Reason: Connection Refused

(DNS J ,L3) adluall JoSe59

a8l,0)l Jytiso lnsily ¥ .DNS J duulu¥l dil pj> Dols cllac g e pMeVl @810l JsSei9,: pod,
DNS Usls ix; bo 6 Juinall blis oI5 3] Li> DNS o3> (a>Y aiss pi sil)

Obliw)l 2o olllall da,lns) aao pNeiw) 9,20 -
o9

(LY elay WS) daaxdl 03® JI L3Vl uin ¥ TCP I Joxo dll> 5 -

0 = 3aiall (Jliall Juaw e 2h,3Vl (5 dads 8lall ol e85 ol 59,0l o L) -

o le LuSei Y dludl e 2519 dos> (8 APN cloMeiwl Jio 631200 o3> o plaill gazy 28 -
APN JSJ dlasio pj> (0,8 (9 13D joimng 213V o Sgiuall

plall U iall pedl o] X515 JSuiny plaill oz iy ¥ i aSLall JoSai9 0 go )3l (Sei wox -
iy

(OUTBOUND 00:58:57: 284 Eventid: 5957(3>>>>

DNS PDU Tx
from: 2001:5555:200: 1011: 304: 281:: : 52816
to . 2001:5555:202:fffe:a0:e:0:3 : O
bytes : 73
Query 1D : 17034
Type : Query
.Question . NAPTR ? APN2.apn.epc.mnc420.mcc300.3gppnetwork.org
: Addi ti onal
.o Nane
Ext - RCODE 00
Type : OPT

UDPsi ze . 4096



(1 NBOUND>>>>> 00: 58: 57: 469 Eventi d: 5956(3

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : 0
to : 2001: 5555: 200: 1011: 304:281:: : O
bytes : 16738
Query 1D : 17034
Type . Response
Authoritative Answer : Yes
Response code . Success
. Question : NAPTR ? APN2. apn. epc. mc420. ncc300. 3gppnet work. org
Answer
. Nane : APN2. apn. epc. mc420. m:c300 3gppnet wor k. or g
TTL : 1800
Type : NAPTR
Or der : 100
Pref erence : 50000
Fl ags ©a
Service : xX-3gpp-pgw:x-s2a-pmip
Regexp
.Repl acenent . topon.lb2.pgw0l.PHLA.sa00l.we.node.epc.mnc420

.mcc300.3gppnetwork.org

. Nane : APN2. apn. epc. mc420. ntc300. 3gppnet wor k. org
TTL : 1800

Type : NAPTR

O der : 100

Pref erence : 50000

Fl ags ©a

Servi ce : X-3gpp- pgw: x- s5- gtp

: Regexp

. Repl acenent : topon.|bl. pgwOl. PHLA sa001. we. node. epc

mc420. ncc300. 3gppnet wor k. org

oV>9 TCP JsSsig I Lehsms pi9 81319 doj> 8 daxle cgisl (APN) Jswog bl oM Jlall 13d zios,
Loyl edind L3l ayglill polgxdl I dlglxall 63le] cans Lisly (APN) Jguos dlass JSU aglil algall lgsl

fffe:a0:€:0:3:2001:555:202 :_uwlwdl o3l
fffe:c0:€:0:3:2001:555:203 : g5l p>JI

(OUTBOUND 13:03: 08: 056 Eventid: 5957(3>>>>

DNS PDU Tx
from: 2001:5555:200:1011: 106: 281:: : 35428
to : 2001:5555:202: fffe:a0:e:0:3 : 53
bytes : 78

Query 1D : 23363

Type © Query

Opcode . Standard Query

Message Truncat ed . No

Recur si on Desired . Yes

Aut hentication reqd. : No

Question count o1

Addi ti onal count 1

. Question : NAPTR ? APNL1. apn. epc. mc420. ncc300. 3gppnet work. org

Addi ti onal

Ext - RCODE 0
EDNS Ver si on )

Cl ass . 4096
Data Length 0
Type . OPT



. Question

. Question

UDPsi ze . 4096

Monday Cctober 13 2014
(OUTBOUND 13:03:08: 057 Eventid: 5957(3>>>>

DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 60489
to : 2001: 5555: 202: fffe:a0:e:0:3 : 53
bytes : 73
Query 1D : 48443
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi ti onal count 1
NAPTR ? APN3. apn. epc. mc420. ntc300. 3gppnet wor k. org
: Addi t i onal
L Nane
Ext - RCCDE 0
EDNS Ver si on 0
Cl ass : 4096
Data Length 0
Type o OPT
UDPsi ze : 4096

Monday Cctober 13 2014
(OUTBOUND 13:03:08: 057 Eventid: 5957(3>>>>

DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 34309
to : 2001: 5555: 202: fffe:a0:e:0:3 : 53
bytes : 73
Query 1D : 51787
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi ti onal count 1
NAPTR ? APN2. apn. epc. mc420. ntc300. 3gppnet wor k. org
: Addi t i onal
L Nane
Ext - RCCDE 0
EDNS Ver si on 0
Cl ass : 4096
Data Length 0
Type o OPT
UDPsi ze : 4096

Monday Cctober 13 2014

(1 NBOUND>>>> 13: 03: 08: 064 Eventi d: 5956( 3

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001: 5555: 200: 1011: 106: 281:: : 35428
bytes : 78

Query 1D : 23363

Type . Response

Opcode : Standard Query

Message Truncat ed : Yes

Recur si on Desired . Yes

Recur si on Avail abl e . Yes

Aut henti cated Answer : No

Aut horitative Answer : Yes



. Question

. Question

. Question

Response code . Success

Question count 1
Answer count .0
Aut horitative count 0
Addi tional count 1
NAPTR ? APNL. apn. epc. mc420. ntc300. 3gppnet wor k. org
: Addi ti onal
.o Nare
Ext - RCODE 0
EDNS Ver si on 0
d ass . 4096
Data Length 0
Type : OPT
UDPsi ze . 4096

Monday Cctober 13 2014
(1 NBOUND>>>> 13: 03: 08: 064 Eventi d: 5956( 3

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001: 5555: 200: 1011: 106: 281:: : 60489
bytes : 73
Query 1D : 48443
Type . Response
Opcode : Standard Query
Message Truncat ed : Yes
Recur si on Desired : Yes
Recur si on Avail abl e : Yes
Aut henti cated Answer : No
Aut horitative Answer : Yes
Response code . Success
Question count 1
Answer count .0
Aut horitative count 0
Addi tional count 1
NAPTR ? APN3. apn. epc. mc420. ntc300. 3gppnet wor k. org
: Addi ti onal
.o Nare
Ext - RCODE 0
EDNS Ver si on 0
d ass . 4096
Data Length 0
Type o OPT
UDPsi ze . 4096

Monday Cctober 13 2014
(1 NBOUND>>>> 13: 03: 08: 069 Eventi d: 5956( 3

DNS PDU Rx
from: 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001: 5555: 200: 1011: 106: 281:: : 34309
bytes : 73

Query 1D : 51787

Type . Response

Opcode : Standard Query

Message Truncat ed : Yes

Recur si on Desired : Yes

Recur si on Avail abl e : Yes

Aut henti cated Answer : No

Aut horitative Answer : Yes

Response code . Success

Question count 1

Answer count .0

Aut horitative count 0

Addi tional count 1

NAPTR ? APN2. apn. epc. mnc420. ntc300. 3gppnet wor k. org



. Question

. Question

Addi ti onal

.o Nare
Ext - RCODE 0
EDNS Ver si on 0

d ass . 4096
Data Length 0
Type : OPT
UDPsi ze . 4096

Monday Cctober 13 2014
(OUTBOUND 13:03:08: 147 Eventid: 5957(3>>>>
DNS PDU Tx
from: 2001:5555:200: 1011: 106: 281:: : 36524
to : 2001: 5555: 202: fffe: aOeOS: 0
bytes : 78
Query 1D : 23363
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi tional count 1
NAPTR ? APNL. apn. epc. mc420. ntc300. 3gppnet wor k. org
Addi ti onal
- Name
Ext - RCCDE 0
EDNS Ver si on 0
Cl ass : 4096
Data Length 0
Type o OPT
UDPsi ze : 4096

Monday Cctober 13 2014
(OUTBOUND 13:03:08: 147 Eventid: 5957(3>>>>
DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 36524
to : 2001:5555:202: fffe:a0:e:0:3 : O
bytes : 73
Query 1D : 48443
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi ti onal count 1
NAPTR ? APN3. apn. epc. mc420. ntc300. 3gppnet wor k. org
Addi t i onal
L Nane
Ext - RCCDE 0
EDNS Ver si on 0
Cl ass : 4096
Data Length 0
Type o OPT
UDPsi ze : 4096

Monday Cctober 13 2014
(OUTBOUND 13:03:08: 147 Eventid: 5957(3>>>>

DNS PDU Tx
from: 2001:5555:200: 1011: 106: 281:: : 36524
to . 2001:5555:202:fffe:a0:e:0:3 : O
bytes : 73

Query 1D : 51787



. Question

. Question

. Question

Type : Query

Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi ti onal count 1
NAPTR ? APN2. apn. epc. mc420. ntc300. 3gppnet wor k. org
: Addi t i onal
L Nane
Ext - RCCDE 0
EDNS Ver si on 0
Cl ass : 4096
Data Length 0
Type : OPT
UDPsi ze : 4096

Monday Cctober 13 2014
(OQUTBOUND 13:03:10: 157 Eventid: 5957(3>>>>
DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 57041
to : 2001:5555:203:fffe:c0:e:0:3 : O
bytes : 78
Query 1D : 23363
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi ti onal count 1
NAPTR ? APNL. apn. epc. mc420. ntc300. 3gppnet wor k. org
: Addi t i onal
L Nane
Ext - RCCDE 0
EDNS Ver si on 0
Cl ass : 4096
Data Length 0
Type o OPT
UDPsi ze : 4096

Monday Cctober 13 2014

(OQUTBOUND 13:03:10: 157 Eventid: 5957(3>>>>

DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 57041
to : 2001:5555:203:fffe:c0:e:0:3 : O
bytes : 73

Query 1D : 48443

Type : Query

Opcode : Standard Query

Message Truncat ed : No

Recur si on Desired : Yes

Aut hentication reqd. : No

Question count 1

Addi ti onal count 1

NAPTR ? APN3. apn. epc. mc420. ntc300. 3gppnet wor k. org

: Addi t i onal

Ext - RCODE 0
EDNS Ver si on 0
d ass . 4096
Data Length 0
Type o OPT
UDPsi ze . 4096



. Question

Monday Cctober 13 2014
(OUTBOUND 13:03:10: 157 Eventid: 5957(3>>>>
DNS PDU Tx
from: 2001:5555: 200: 1011: 106: 281:: : 57041
to : 2001:5555:203:fffe:c0:e:0:3 : O
bytes : 73
Query 1D . 51787
Type : Query
Opcode : Standard Query
Message Truncat ed : No
Recur si on Desired : Yes
Aut hentication reqd. : No
Question count 1
Addi ti onal count 1
NAPTR ? APN2. apn. epc. mc420. ntc300. 3gppnet wor k. org
: Addi t i onal
L Nane
Ext - RCCDE 0
EDNS Ver si on 0
Cl ass : 4096
Data Length 0
Type o OPT
UDPsi ze : 4096

aLoVI UDP ol il pi . 10# 62>19 doj> 9 adgalo &Ml (APN) Jguogll blss 6,0.0)l 010 gl
JLasVl uss 8sle] cuos @l 031D ,9.9.9 896 ol o TCP axdlan (oS oy 79594 (83-1 .9
1€ TCP J] aitwall pMeiwVl Saygsi dladl (8 s3] ol ol ay pall dlouwlss 12 aojxll L9 jeall Lo
> Moolg ellas VI GliSiwl I gl 28 il JSLioll glgsl (@ 0i® .11 doj=lI



Mo,

+
+
+

Time Source Destination Info

1 09:03:08 HSGwW DNS_Server Standard guery 0x5b43  NAPTR APNinTernet.apr
2 09:03:08 HSGW DNS_Server Standard guery Oxbd3b  NAPTR APNImMS. apn. epc.
3 09:03:08 HSGW DNS_Server Standard guery Oxcadb NAPTR APMapp. apn.epc.
4 09:03:08 DNS_Server HSGw standard guery response Oxibd3

5 059:03:08 DMNS_Server HSGW Standard guery response Oxhd3b

6 09:03:08 HScw DNS_server febooti-aw > domain [S¥N] Seq=l05705231%9 wir
7 059:03:08 DNS_Server HSGW standard qguery response Oxcadb

8 09:03:08 DMNS_Server HSGW domain > febooti-aw [S¥N, ACK] Seq=172420703
O 0G9:03:08 HSGw DNS_server febooti-aw > domain [ACK] Seq=1057052320 Ack
10 09:03:08 HSGW DNS_Server Standard guery Oxcadb NAPTR APMNapp. apn. epc.
11 0%9:03:08 DNS_Server HSGW domain > febooti-aw [ACK] Seq=l724207040 Ack
: 03 DNS_Server HaGW domain > febooti-aw [RST, ACK] Seq=1724207(
Frame 10: 318 bytes on wire (2544 bits), 318 bytes captured (2544 bits)
Linux cooked capture
Internet Protocol wersion &, Src: HSGW , Dst: Dk

Transmission Control Protocol, Src Port: febooti-aw (3652470, Dst Port: domain
Domain Mame System (queary)

Length: 78

Transaction ID: Ox5h43
# Flags: 0x0100 standard query

auestions: 1

Answer RRs: O

Authority RRs: 0

additional RRs: 1
- Queries

# APMNinternet. apn.epc.mncd 20.mcc3 00, 3gppnetwork. org: Type MAPTR, <lass IN
Domain Name System (queary’)

Length: 73

Transaction ID: Oxbdsh
# Flags: 0x0100 standard query

qguestions: 1

Answer RRs: 0O

Authority RRs: 0

additional RRs: 1
- Queries

# APNimMs. apn. epc.mncd 20, mcc300. 3gppnetwork. org: type MAPTR, class IN
# Additional records
Domain Name System (query’)

Length: 73

Transaction ID: Oxcadhb
# Flags: 0x0100 standard query

guestions: 1

AnNswer RRs: O

authority RRs: 0

additional RRs: 1
- Queries

# APMapp. apn.epc.mncd 20, mcc300. 3gppnetwork. org: type MAPTR, class IN
# additional records

Nl 1198 Lageuis UDP juc NAPTR pMeiwy ozl dbxiwly pMsiwl b lad e blaVl oo 1]
2 2,3V 13D il NAPTR pMeiwl dawlgs acls] a5 sUl FQDN JoJ dsglaall dlaiwYly AAAA
uaiS bgexall Wireshark

Monday October 13 2014
(OQUTBOUND 13:03:11: 535 Eventi d: 5957(3>>>>
DNS PDU Tx



. Question :

from: 2001:5555:200:1011: 106: 281:: : 38819
to : 2001:5555:202:fffe:a0:e:0:3 : 53

bytes : 87
Query I D : 55982
Type : Query

Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Aut hentication reqd. : No
Question count : 1

Addi tional count : 1
NAPTR ? pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet work. org
Addi t i onal

. © Nanme

Ext - RCODE : 0

EDNS Version : O

Class : 4096

Data Length : O

Type : OPT

UDPsi ze : 4096

Monday Cctober 13 2014
(1 NBOUND>>>>> 13: 03: 11: 543 Eventi d: 5956( 3

DNS PDU Rx

from: 2001:5555:202:fffe:a0:e:0:3 : 53
to : 2001:5555:200:1011:106:281:: : 38819
bytes : 307

Query I D : 55982

Type : Response

Opcode : Standard Query

Message Truncated : No

Recursion Desired : Yes

Recursion Avail able : Yes

Aut henti cated Answer : No

Aut horitative Answer : Yes

Response code : Success

Question count : 1

Answer count : 2

Aut horitative count : O

Addi tional count : 1

.Question : NAPTR ? pgw02. PHLA. sa002. so. node. epc. mc420
. mcc300. 3gppnet work. org

Answer

.Narme : pgw02. PHLA. sa002. so. node. epc. c420. ntc300. 3gppnet wor k. org
TTL : 1800

Cass : IN

Data Length : 99

Type : NAPTR

O der : 100

Preference : 50000

Flags : a

Service : Xx-3gpp- pgw. Xx- s2a-pni p

Regexp

. Repl acenent : topon.| b2. pgw02. PHLA. sa002. so. node. epc. mc420
. mcc300. 3gppnet work. org

.Narme : pgw02. PHLA. sa002. so. node. epc. mc420. ncc300
. 3gppnet wor k. org

TTL : 1800

Cass : IN

Data Length : 97

Type : NAPTR

O der : 100

Preference : 50000



. Repl acenent

. Question :

. Question :

Flags : a

X- 3gpp- pgw: X- s5-gtp
Regexp

topon. | bl. pgw02. PHLA. sa002. so. node. epc. c420
. mcc300. 3gppnet work. org

Service :

Addi ti onal

. Nane
Ext-RCODE : O
EDNS Version : 0
Cl ass : 4096
Data Length : O
Type : OPT
UDPsi ze : 4096

Monday Cctober 13 2014
(QUTBOUND 13: 03:11:543 Eventi d: 5957(3>>>>
DNS PDU Tx

from: 2001:5555;:200: 1011: 106: 281:: 50002
to : 2001:5555:202:fffe:a0:e:0:3 : 53

bytes : 97

Query ID: 1974

Type : Query

Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes

Aut hentication reqd. : No
Question count : 1

Addi tional count : 1

AAAA? topon. | b2. pgw02. PHLA. sa002. so. node. epc
. Mmc420. ncc300. 3gppnet wor k. org
Addi t i onal

. ¢ Nanme

Ext - RCODE : 0

EDNS Version : O

Class : 4096

Data Length : O

Type : OPT

UDPsi ze : 4096

Monday Cctober 13 2014

(1 NBOUND>>>>> 13: 03: 11: 551 Eventi d: 5956( 3
DNS PDU Rx

2001: 5555: 202: fffe:a0:e:0:3 : 53
50002
bytes : 125

Query ID: 1974

Type : Response

Opcode : Standard Query
Message Truncated : No
Recursion Desired : Yes
Recursion Available : Yes
Aut henti cated Answer : No

from:
to : 2001:5555:200:1011: 106: 281::

Aut horitative Answer Yes
Response code : Success
Question count : 1

Answer count : 1

Aut horitative count : O
Additional count : 1

AAAA? t opon. | b2. pgw02. PHLA. sa002. so. node. epc
. Mmc420. ncc300. 3gppnet wor k. org

Answer

topon. | b2. pgw02. PHLA. sa002. so. node. epc. mc420
. mcc300. 3gppnet work. org



TTL : 1800

Cass : IN
Data Length : 16
Type : AAAA

;. Address : 2001:5555:200: 1000: 201: 201

Addi ti onal

. Nane
Ext-RCODE : O
EDNS Version : 0
Cl ass : 4096
Data Length : O
Type : OPT
UDPsi ze : 4096

:Corresponding Wireshark trace

(Frame 25: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits
Li nux cooked capture
Internet Protocol Version 6, Src: HSGW Dst: DNS_ Server
(User Datagram Protocol, Src Port: 38819 (38819), Dst Port: domain (53
(Domai n Nane System (query
[ Response In: 26]
Transaction | D Oxdaae
Fl ags: 0x0100 Standard query
Questions: 1
Answer RRs: O
Authority RRs: O
Additional RRs: 1
Queri es
pgw02. PHLA. sa002. so. node. epc. nc420. ntc300. 3gppnet wor k. org: type NAPTR, class IN
Addi ti onal records
Root >: type OPT>
<Nare: <Root
(Type: OPT (EDNSO option
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0xO0
EDNSO version: O
Z: 0x0
Data length: 0O

(Frame 26: 371 bytes on wire (2968 bits), 371 bytes captured (2968 bits
Li nux cooked capture
Internet Protocol Version 6, Src: DNS Server, Dst: HSGW
(User Datagram Protocol, Src Port: domain (53), Dst Port: 38819 (38819
(Domai n Nane System (response

[ Request In: 25]

[ Ti me: 0.008125000 seconds]

Transaction | D Oxdaae

Fl ags: 0x8580 Standard query response, No error

Questions: 1

Answer RRs: 2

Authority RRs: O

Additional RRs: 1

Queri es
pgw02. PHLA. sa002. so. node. epc. nc420. ntc300. 3gppnet wor k. org: type NAPTR, class IN

Answer s
: pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet work. org
type NAPTR, class IN, order 100, preference 50000, flags a
Name: pgw02. PHLA. sa002. so. node. epc. mc420. ntc300. 3gppnet wor k. or g
(Type: NAPTR (Naming authority pointer
(Cass: IN (0x0001
Tinme to live: 30 minutes



Data | ength: 99

Order: 100

Pref erence: 50000

Fl ags length: 1

"Flags: "a

Service length: 21

"Service: "x-3gpp-pgw:x-s2a-pmip

Regex length: O

""  Regex

Repl acenent | ength: 70

.Repl acenment: topon.lb2.pgw02.PHLA.sa002.so.node.epc
mnc420.mcc300.3gppnetwork.org

s pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet work. org
type NAPTR, class IN, order 100, preference 50000, flags a
Name: pgw02. PHLA. sa002. so. node. epc. mc420. ntc300. 3gppnet wor k. or g
(Type: NAPTR (Naming authority pointer
(Cass: IN (0x0001
Tinme to live: 30 minutes
Data | ength: 97
Order: 100
Preference: 50000
Fl ags length: 1
"Flags: "a
Service length: 19
"Service: "Xx-3gpp-pgw x-s5-gtp
Regex length: O
""  Regex
Repl acenent | ength: 70
. Repl acenent: topon.|bl. pgw02. PHLA. sa002. so. node. epc
mc420. ncc300. 3gppnet wor k. org

Addi ti onal records

Root >: type OPT>
<Nare: <Root
(Type: OPT (EDNSO option
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0xO0
EDNSO version: O
Z: 0x0
Data length: 0O

(Frame 27: 161 bytes on wire (1288 bits), 161 bytes captured (1288 bits
Li nux cooked capture
Internet Protocol Version 6, Src: HSGW Dst: DNS_Server
(User Datagram Protocol, Src Port: 50002 (50002), Dst Port: domain (53
(Domai n Nane System (query
[ Response In: 28]
Transaction |ID: 0x07b6
Fl ags: 0x0100 Standard query
Questions: 1
Answer RRs: O
Authority RRs: O
Additional RRs: 1
Queri es
:topon.1lb2.pgw02.PHLA.sa002.so0.node.epc.mnc420.mcc300.3gppnetwork.org
type AAAA, class IN
Addi ti onal records
Root >: type OPT>
<Nare: <Root
(Type: OPT (EDNSO option
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0xO0
EDNSO version: O



Z: 0x0
Data length: 0O

(Frame 28: 189 bytes on wire (1512 bits), 189 bytes captured (1512 bits
Li nux cooked capture
Internet Protocol Version 6, Src: DNS Server , Dst: HSGW
(User Datagram Protocol, Src Port: domain (53), Dst Port: 50002 (50002
(Domai n Nane System (response

[ Request In: 27]

[ Time: 0.007622000 seconds]

Transaction | D: 0x07b6

Fl ags: 0x8580 Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: O

Additional RRs: 1

Queri es

:topon. | b2. pgw02. PHLA. sa002. so. node. epc. c420. ntc300. 3gppnet wor k. org
type AAAA, class IN

Answer s
:topon. | b2. pgw02. PHLA. sa002. so. node. epc. c420. ntc300. 3gppnet wor k. org
.. type AAAA, class IN, addr 2001:5555: 200: 1000: 201: 201
Name: topon.|b2. pgw02. PHLA. sa002. so. node. epc. mc420. ncc300. 3gppnet wor k. or g
(Type: AAAA (I Pv6 address
(Cass: IN (0x0001
Tinme to live: 30 minutes
Data |l ength: 16
::Addr: 2001:5555:200:1000:201:201
Addi ti onal records
Root >: type OPT>
<Nare: <Root
(Type: OPT (EDNSO option
UDP payl oad size: 4096
Hi gher bits in extended RCODE: 0xO0
EDNSO version: O
Z: 0x0
Data length: 0O

A I |

U oisads pgias (8 JlaVl ad,) clas] o ,uS 518 3929 8381 cu> 12.2 5100l (8 840 a8l cans
Jol e Jlo . JlasVl glasil ol@gy)liuw (5 DNS Juas) aieSs o IP lgic o ddolis] s Jasis
|

[vpn 5795 error] [1/0/30805 <vpnngr: 4> vpnngr_nsg. c: 13773]
[context: Ingress, contextlD: 4] [software internal system sysl og]
I ngress: Rebi nding DNS-CLI ENT as connection refused errors

of failures>) occuring continously #>)

:Jlo

[Jun 2 00:03:36 [10.142.250.226.171.216] evlogd: [l ocal-60sec36.031

,vpn 5450 error] [1/0/30805 <vpnngr: 4> vpnngr_nsg. c: 13680] [context: |ngress]
contextI D: 4] [software internal system syslog] Connection

refused for DNS query on QNAME: APNL. apn. epc. mc420. ntc300. 3gppnet work. org

and QTYPE: NAPTR. ... ... Many nore of these |ogs



[Jun 2 00:05:35 [10.142.250.226.171. 216] evl ogd: [Iocal -60sec35. 058

[vpn 5450 error] [1/0/30805 <vpnngr: 4> vpnngr_nsg. c: 13680]

[context: Ingress, contextlD: 4] [software internal system sysl og]

Connection refused for DNS query on QNAME: APNL. apn. epc. mc420. ncc300. 3gppnet wor k. or g
and QIYPE: NAPTR

[Jun 2 00:05:35 [10.142.250.226.171. 216] evl ogd: [Iocal -60sec35. 058

[vpn 5795 error] [1/0/30805 <vpnngr: 4> vpnngr_nsg. c: 13773]

[context: Ingress, contextlD: 4] [software internal system sysl og]

I ngress: Rebi ndi ng DNS-CLI ENT as connection refused errors (3132) occuring continously

ol blasll

2315 0 dliwly Al w5 o aaxid U9, dojxll bladl OIS cu> dsall DNS JSline Jas; ala>Mo s
a0 wlogleos adl,all JgS9i9 9 libax>Yl ,9¢5 ¥ 29 .DNS

oo £35S gl 13D 2id, 299 TCP g5 (8900 plasiuwl DNS pj> blaidl Lle 6,18l sl acal giaw -
Le>Nolg eliasVl BliSiwl aloc

oVlasl Jle Gosglas ol oSy S35 ala> ohaz sl e el dogo bladVl alas; oo ol Soy -
alSinal) i | ol e Hgiell &9 0 83asiall bladVl blas oe8s 18 . TCP/IP

ST doguy Jaidl J21 o o TCP oVlas] dsai) Wireshark 5 TCP (3935 dsylio aasld L3 paciwl -
oS o 9 65a=iall TCP wledy 9

SlalSall LS pSilly glei; Logd lg>Moolg DNS slias| Bliiwl

Jow Ll ool L8 oSl o lidai) stogiu&ma|>iw9m9ubuoDNSme iy lw LS5 LSy
sie Jlae > 13] a4y JLasM) PGW a5 ok boaie eleiwl s 3 DNS oy, @HRPD &> 9 . Jlall
A3 oladall L8 a8l duwliol] olslas>Yl GuSss Baied (g9l 8 dlasill 0i®
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I ngr ess] HSGAW* show hsgw statistics all]

Monday June 02 00:49: 06 UTC 2014

: Total PDNs Rej ected Reason
No PGW Avai | abl e: 9549866

I ngr ess] HSGW show hsgw statistics all]
Monday June 02 00:49: 16 UTC 2014

No PGW Avai | abl e: 9554113
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@, wlo 9 <APN <APN Name J LMA ylgic ;991 ¥" Jio DNS InfrastructureControl JiLw, jela
Error-Code(6)=No-PDN-" g0 J,iinall _JI VSNCP Conf-Rej Jlw,| piy9 "PDN Jlail Ji89 «J iinall
"(GW-Available(3

:Jlio

: I NBOUND>>>> 00: 25: 26: 925 Eventi d: 25000( 0) PPP Rx PDU (72) VSNCP 72

, Conf - Req(2), QU =cf0002(3GPP2) , PDN-ID(1)=00, PDN APN- Narme(2)=\ 013APN1
(PDN- Type(3) =I Pv4, 1 Pv6(3), PDN Address(4)=(Null), PCQ(5

Protocol (0) = PPP(0), {1 PCP}

-Conf-Req(1l), Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0},|Pv6-DNS-Address(2)=Req,|P-Address :(1)
, (Al'l ocation-via-NAS-Signaling(3),}, Attach-Type(7)=lnitial (1
(I Pv4- Def aul t - Rout er - Addr ess(8) =0. 0.0. 0, Address-Allocation-Cause(9)=Null (0

CONTROL*** 00: 25: 27: 054 Eventid: 11813***
No LMA address available for APN

Monday June 02 2014

(QUTBOUND 00: 25: 27: 054 Eventi d: 25001( 0>>>>

(PPP Tx PDU (14

VSNCP 14: Conf-Req(1l), OU =cf0002(3GPP2) , PDN-ID(1)=00

Monday June 02 2014

(QUTBOUND 00: 25: 27: 054 Eventi d: 25001( 0>>>>

(PPP Tx PDU (52

, VSNCP 52: Conf-Rej (2), QU =cf0002(3GPP2) , PDN-ID(1)=00, PDN APN- Narme(2)=\ 013APN1
(PDN- Type(3) =I Pv4, 1 Pv6(3), PDN Address(4)=(Null), PCQ(5){Protocol (0

, PPP(0),}, Attach-Type(7)=Initial (1), |Pv4-Default-Router-Address(8)=0.0.0.0 =
(Address- Al | ocati on- Cause(9)=Nul | (0), Error-Code(6)=No-PDN-GW-Available(3

Sl L8 pSaill dsleio clasl oMo sl e el
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[Jun 2 00:25:27 [10.142.250.226.171.216] evlogd: [l ocal -60sec27. 054
[sessmgr 11813 error] [15/0/5827 <sessngr: 71> sessngr_mag. c: 3595]

callid 14ec7adl] [context: Ingress, contextlD: 4] [software internal]
system protocol -1 og sysl og] No LMA address available for APN
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