PEDPU D ISV € O£O®D-080; UTU,080-
@8U,U"0uU"U,, (APs) U"Q¥0QuU, 050U+0S

@8sU, U...@@a)" US@sa?

@8U.U...U0.0U...00

@8V, V... 73U, & PP @8V BEFPBEBU SPO

@8V, U...%0U, O OSP?

@8U. U...UfU Ut@82R @8V U... BPFRIRT U...30

U, U%o U, T D O+3 @ BED«D+ (sniffer DED«D+)

PCAP @*U. UfUS @'U,U% U..UtU@@° AP

P8V, OND~D+DED;

ZRUSHSD+P80 @8V, BEU PV ... O+

PCAP 28U, UfUSU...Ut @®U. B850, S¥FFRIRD BSU... Z'@8U...U, @80, 23 3€USPO
@8V, 2, 383 @8V, F+@8F USU”

P8V, OND~D+DED;

28U, 23U, U, U...Ut g8V, 0@3©

U SP8D+PETR BEBRB+U%0

28U, U fU... UeUS 9°0°0 @' @'U...uSU,, UtU,8-8© @8U,U@uU U, U..Ut @'Ut@ud+
?8U,2°@UfU... U©US ?8U.0°'0 Uf@© @8U,U..0U, US@O® @8U,.U,.0883%U, UfUS@® (WLC)
?-@+@8@* 9800

APsU...080 70 @U@ D8§2°0© 91xx U€US B£@3U, U@ sniffer

22U, U...USposer osaarU (o @8V € @8U,U..0°UFU,080° U @¥0uU, B80Ut08

U... 2080+ MTU

U.2?U...UfUSUtT gro@USp @8V, BEae3-0§@; U€US U U,.0° @8U,@°U... UUSe™

@tV USzo U U USSP+ @8U,0-08U,00

7-U"g 20 e U...00 @sU, 2*U...U, I8P

U&20u 0R®BED+@- @8U,U,UTRSPO©

osPo@sU. @8U. @U...USU,

ZPUSUt@8@+USU U@S@? FlexConnect

Utg @sU... U...U. U@ B§D° AP

FoR@USUT U g¥a+@3a@sU, syslogs

P7U...00 @ BU... AP

Z?@p-U...USz U... U, U@ D8D° AP @8U,. BEB*B8@3USP0 @'Ut @ @'d—

U @80-Ut30 @3- @+ @8U. BEU @8U...J+ (CLI) U, U@ B8U... @8U. @3 @°USU., AireOS
U 980-Ut00 @sU. U...*Pae@ U... @8U,.@+@PU"U...USPO AireOS

IOS® CLI U...Ut Cisco

|OS® GUI U...Ut Cisco

loT U” Bluetooth

@sU. U, g+ P8+

@8U,U...U,0 U...g0

USou€ Uio°@s @8U,U..0°0°U10~ 0" 0'0Y 0£0 U 080° B£0*0°Uf0 08U €
28U,0£0®0-080; U"0¥ouU,080U+08 @8U,U..0°U"Ue0d+00 U,UtU,080- @8U,U@uuU"U,
U..Ut Ut@,08U... @8U,3°@ @°USU, Cheatah OS (28U, U...8'@+U U B0 @ @82°U... COs



APs).

@8U,U...0%3-U, 0" @802 @8U, BED3DEDBUSDIO
@80, U...2°%0-U, & @80?

U, 28 22U g~ U...2%-U, 3" 087R dR®D8a@O U, Ua°ds @8U,U...3aU1td .
@8U, U...UfuU Ut@s22 @8V, U...3%233®7 U...00

US@+Ufe? Uto°os @8V, U...2°g01a @U, U% UtU, @8- @8U, U"a"U, (APs) @¥U,U%. CoS
U...a«U, UtU...080°@- UtU, 380 @80, U@ U, (APs) U...Ut @80, @*U, @§@RU, 2800 U~ 3800 U
1560 U" 48000E & @8V, 238U € 0© @¥U,U%0 UtU,080- @8U, U @uU"U, (APS)
?8U,0-0 US@ @0 U...Ut @8U,0-0+@8@* 11ax Catalyst 91xx.

@@+ Uf a2 U Ut @80, U @a«USU, @30 @'V, U% @8V, 213 USE U...Ut @8V, U...USprasa?
28U, U...2°580@0 U€US Ut @8U... @8U,0°@ @°USU,, AireOS 8.8

U"28U,0¥0u0 280+080° @8U,0£00 B«. U Uf@°U,Uf @ @+Ut@8U...8- Cisco IOS® XE
16.2.2s U"@8U,0¥0u0 080+080* @8U,D£00 D«.

USU...UfUT @EUT USUfU UT UtUT@8U f @3U, USU, @822 @U, U%e. P¥ZRBEDDO U...USZROsa?
U...210SUt@0 U@ US B¥Ou0 080+080° B*@80 " U,00.

... ¥UtD @8@; @8V, V..U, U"U... 0827 @8V, U 080+@ @© U@ US Ut@°ds
@80,U..2°2°Ut@" U...Ut @8U,0£8-U12?0© @8U,U..U"0-U 0 0o UeUS 3" USSP ! 00
U...0'U...U,USQ0 0®D83u00. 3" @ @£ @-U..USP' @8U,0£3-Ui0*00
280,U..U02°0°0®0 U...00 U@US Uid°as 98U, U...2°0°U1t0~ @ @2UfU"USUtT
U...U0..2°0"0 (28U € 2°0+0809US). 0¥@°08s Uf@s8UT0° @' @ Uf@2Uf U,USD™

80, 2°0 @°USU,0CE U 2°0£Uf@~ U...Ut U@ULU...Uf U, U, 2°0£B«USP+ @8U,U...00°U...U,
U,@£US B£U...0+.

W, U%e U, 'O B+D D DED«D+ (sniffer QED«D+)

N w

PCAP @3U, UfUS @'U, U%o U...UtTU€@° AP

U...U0t @80, U...0...UfUt (28000 @§0+@§ U...UT 8.7 V..o 20U U0+ @'28U...U,
28U,0*0uU€ USSP U€US 8.8) BE@®D° PCAP @'U,U%0 U..UtU€@° AP Ethernet.
USU...UfUtUS o¥U...08 @'0+09 @8U,Ut02US@-00 U...0 " 080 3+@© @'U,U%o @8U, CLI
(U..0"' 2°U€082uUSU, @8U,00%U...00 ?8U,U...U,800u00 UeU,8) £V gUe 0, Uids
Ufo0+U€¢ D£2°08@°US Uf@sU...U, U@US @8U, AP flash.

@0,2°0,@- PCAP 28U, 27U, UfUSZo UfU, @ USE; @'U, U% Z-@8U1D" @80, @¥USD«@+UteR
(RX/Tx) U"gdUfU"Ut UtU, 300 @8V, U, U...@8 & B83®U, UtU,3-00 38U, U aW U, '@ UfU,
UeU 2+US U@ U, Ua93' @8U,802U...00 @'U, U%0 @3U, Uf.

U...UtU...g80E 2'U, U%. U, &' @7 UtU" U@ U,@- ap cpu-plane @@+Uf@© U...0+U @+BE
U,@°U,Uf UtU" US@'UtUS 20+Uf@© U...0+U @+ to and from @8U, ap (ap DHCP@E ap
capwap 2°@UfU... UTU€U,0C ...) U"U, 28 US@ " @ US @°0 U Ut @@+Uf@0© U..0+U" B+.



U, 2800, @£Vt @8U,00-U... U..0g U'g U,U,2°080S00 (28U, 00 @80, DEU, Bli%
U,U,23-0... 5U...US~@80 @8USZABE U, Z°U, Uf USU...UfUt @-U, & Ut U, 0 fUUSUT
U @sU...U, @8V, >l €USPo U,08U,0°U,080 @0+Uf@© @8U,U...0+U" @+ @8U,B2US
@2Ut@2U... @ U108 UeU,D-.

FEUf V..Ut 208U, o8U€ 08U, 2°U,080- @0+Uf@© @8U,U..0+U" @+

0" 280°0*0®@ @8U... "no debug traffic wired ip capture" @£U" @@ @*@8@-@© "undebug
all"U,2"U, U..298U°U,20 Ut@*@®Ut (U"0¥U,28 U€o¥Ut 38U, Ut3*0®00 U,Dd8
22Ut@2U3US BUSO« U, 28 0°0°@8U, @8U,00%U... U...Uf@°U @ " Q0©).

@8V, DD ~D+DED|

@8U, 2R@-U 30 1.‘U,U... @' @°USU, PCAPZE 07 @ UtU @t @@+Uf@© @8U,U...0+U G+
O BEPPPI®D D8U... "debug traffic wired ip capture':

<#root>

AP70DB.98E1.3DEC#debug traffic wired ip capture
% Writing packets to "/tmp/pcap/

AP70DB. 98E1. 3DEC_capt ur e. pcap0"

AP70DB.98E1.3DEC#reading from file /dev/click_wired_log, link-type EN1@MB (Ethernet)

7580, 200U g0 2. 38Ut0D @+ @3+Ufa0 @8U,U...3+U G+ B03U% 23 V€U, B«U...
Q£U"U,U¢ 28U,08U,0°U,080- @ 280°0*0®@ @8U... @8U,B£U...0+ "no debug traffic
wired ip capture" @£U" @@ @*08@-@© "undebug all":

AP70DB.98E1.3DEC#no debug traffic wired ip capture

@80, 203U a0 3. 28Utaa® @sU,U...U, U€ @¥U,U% @®@8D U... TFTP/SCP:

<#root>

AP70DB.98E1.3DEC#copy pcap

AP70DB. 98E1. 3DEC_capt ur e. pcap0

tftp 192.168.1.100
B S ST
AP70DB.98E1.3DEC#

@50, 3e@-U"do 4. @8V, @eUt USU...UfUtUf U€@°@ ©8U,U...U,U¢ UeUS
wireshark. @8U,U...U,U€ pcap0. @2@°USUS@+ @¥U,U%0 PCAP @~ @US@« B*0+D°D " @-
?2U,U,280 ' US@8 U...0" wireshark.



DRUSP8D+D80 @8U, DEU"DSU... O+

USo@rU"US @8V, BEU... @+ debug traffic wired @'U, U% @80, 2@ USZ U...Ut
280, 2eUSPE0+ @57 @5U, 2PUS USU... Uf Ut @EUT 0°gn@s@iad Uf @iU, U%. @8U, 27U, D50
@o+Ufdo U...0+U g+ U... 3 USUTDO:

APC4F7.D54C.E77C#debug traffic wired
<0-3> wired debug interface number
filter filter packets with tcpdump filter string

ip Enable wired ip traffic dump
tecp Enable wired tcp traffic dump
udp Enable wired udp traffic dum

PEUTEZR USSR USo BEDTU€@? "verbose" U€US @8U,UtU+@8USQ© U...UT @8U, debug
@£U...0+ B£UT US@+U%0 @8U, hex @'U...U,USBO© @2U&@+US@° U...UT @8U,0+3 " @-. UfUt
@'U,U%0 @'U,U... @ @£Ut Ut@°08 @8V, 0¥0-0+@8@; USU...UfUT @£UT US@e@«@+
?°U,2" 08 @'U,U%0 @-U,2°00© U 080-Uid© 00 -0+ @8U,B£U"08U...0+ @~ 0°0+0'00©
Uf@ " US@+00© @¥@°@s U,U... USUFUt @'@8U...U, @8U,2°0uU€USo0o U, USUS @9 USU,?8§
@ @'UfU, UfosU €.

PCAP @20, UfUSU...Ut @®U, 38U, o¥3aaed @3sU... 31@8U...U, @80, 333€USOO

USzaU osU€ U, @2Ut@a3UsSU, @sU,U...0+0°@ U...0" @2Ut@%USU, U...0+0°@ @sU, @2V, D80-
tcpdump.

U...Qf<®§p,, @1U,, U%o
@'8u... U, - 28U, U"o €
@8V, 7221 @USO©

USZed US Ut @§ @¥U, U%. &€ USQ©
@8U,2°U,080- @8V, 00%U...00

"@sU, U...oMUSU€ U, 2°0-U...US@" @80, 2@2U... @8U,D2US
192.168.2.5" @2Ut@°U,U, 2¥U,U%0 @8U,U...09USU€&
192.168.2.5 P£U” @*°@£@2US U...UTU%
UeU,0-.
U...omusue
US@e@ US U @§ @¥U, U%. B € USP©
"U...0TUSU€ SRC ?8U,0°U,080- @8U,20°V...0©
192.168.2.5" U, 2°0-U...US@" @80, 2@2U... @8U,D2US

@*BE£D2US U...UT 192.168.2.5 U€U,D-.

"U...8T0SU€ DST US@a@ US U1°@§ @0, U%. 2 €@ USQ©




192.168.2.5" @8V, 2°U,080- @8U,202U...00
U,2°@-U...US@" @s8U,30%U... 38U, @°US
@2U1t@2U,U, @¥U,U%0 192.168.2.5 U&U,D-.

Ui as USo+a @ @8V, 3+@ @ @8V, ), DED-
@EUtT USz-U...0t V€U0 0+0" @- U...0"
U..0ud @+ @£U" @°@8US@0© U...Ut
U...USUt@8@; 443.

"@8U,U...UtU€@° 443"

@80, 0...UtU€0° 20, U% U, 00 U0°08 22+ Uf@0
" "0...Ut0€®@° SRC 1055"  ||U...@x0 @+ BEUSUSUFU"UT U...0@ B+
U...Ut U...USU128@; 1055.

e 21U, U%o U, & @7 U@° @8 @@+ f@0
@8U,U...UTU@D° DST |y "o i g U, U, U, U...0SUD8a:
443" 443,

UUt@8 U...0«@8U, BUSO« USPa+@ I8V, D¥BRD+B§D- BV, U%. U 0T B© @8V, ZDUfU. ..
U"U,UfUtUT @U... 22 € US@2Ut @£USo998 U,0'0+09 @@2U... @ USosUT@s0?
CAPWAP U&U,2-:

APC4F7.D54C.E77C#debug traffic wired filter "port 5246"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, link-type EN1@MB (Ethernet)
12:20:50.483125 IP APC4F7-D54C-E77C.lan.5264 > 192.168.1.15.5246: UDP, length 81
12:20:50.484361 IP 192.168.1.15.5246 > APC4F7-D54C-E77C.lan.5264: UDP, length 97

APC4F7.D54C.E77C#no debug traffic wired filter "port 5246"
APCA4F7.D54C.E77C#Killed
APCA4F7.D54C.E77C#

U...0«28U, U, U, D¥OeD+@80- @'U, U% @8U,U...U,Ue:

APC4F7.D54C.E77C#debug traffic wired filter "port 5246" capture

% Writing packets to "/tmp/pcap/APC4F7.D54C.E77C_capture.pcap@"

APC4F7.D54C.E77C#reading from file /dev/click_wired_log, link-type EN1@MB (Ethernet)
APC4F7.D54C.E77C#no debug traffic wired filter "port 5246" capture

APC4F7.D54C.E77C#copy pcap APCAF7.D54C.E77C_capture.pcap@ tftp 192.168.1.100

HH
APCAF7 .D54C.E77C#

U,U€©2°0 @8U,0°U,B880- @'U, U%o0 Wireshark:



| Ml APCAFT.DS4C.ETTC capture peapld
| File Edit Wiew Go Capbure Analyze Statectics  Telephomy ‘Waeless Tools Help

in [ ] ® BE SeesEFiEFE=Eaqaan

(W1

. Delta Source Destraton Lengtt tnfo
1 ©.000008 192.168.1.82 152.168.1.15 651 Application Data
2 B.091525 192.168.1.15 192.168.1.82 123 Applicaticn Data
3 9.5601152 192.168.1.4 25%.355.255.155 385 CAPWAR-Control - Primary Discovery Reguest[Malformed Packet]
4 9.638243 192.168.1.82 192.168.1.15 987 Applicaticn Data
5 9.901627 19.168.1.1% 152.168.1.82 123 Application Data
6 @.018493 192.168.1.82 192.168.1,15 171 Application Data
7 R.001007 192.168.1.1% 152.168.1.82 123 Applicstion Data
8 ©.0d3187 192.1638.1.82 192.168.1.15 187 Application Data
5 0.000810 192.168.1.1% 152.168.1.82 123 Application Data
18 28.344341 197.168,1.82 152.168.1.15 123 Application Data
11 @&.e01214 192.168.1.15 152.168.1.82 135 Application Data
12 21.965522 192.168.1.82 192.168.1.15 651 Applicaticn Data
13 9.001215 192.168.1.15 192.168.1.82 123 Application Data

€

Frame 1: &51 bytes on wire (5288 bits), &51 bytes captwred (S8 bits)

Etharnet II, Src: Clsco dc:e7:7c (ca:F7:05:4c:e7:7¢c), Dst: Cisco lc:d2:FfF (B9:le:bd:lczdl:fF)
Internet Protocol Wersion 4, Src: 192.168.1.82; Dst: 192.168.1.15

User Datsgram Protocol, Sec Port: 5264, Dst Port: 5245

Contral And Provisiening of Wireless Access Padnts - Control

Datagram Transport Layer Security

@8U, @2, D80 @8V, B+@8@ USU”

U...Ut@8U,U...0...0fUt @0...0fUSUT @80, 2?0, 80 @8V, @220 ... @U, U%o U...2RaAU" U%o
@80, FFBUfU... U@US 08U, 0+080 USU". Ut0D B+@§ U,D°0£0«USD+ B8U,Df D D8Bi0CE
U, @8 USU...UfUt @8U,@8U,2°U,880 @'U,U%0 U,U @00 @ US@sUT0sD?

?8U,0+08@ USU".

U Ui @s USzWUTUS BEUT @ V€U, 08U,0°0+@8Ut @8U,2'U...USU,,

(28U, U...2°0°Uf0 U @80 U"@8U,U...0u080 U,00 U @8U,28U,0°0+@8Ut U” EAP U~ ARP
U"@@2U... DHCP @ @8U,2¥0908U€ 00 @¥U,U% @@2U... 28U, 3°@USU... U€US IPv6 U”
ICMP U~ NDP) U...@2+@ ' US U"U,UfUtU%+ U,US@® @8U,2 " US@8Ut@8@* @8U,02US
USO-2°080*U0§ @8U,3'U...USU, 0" @'@~ @8U,UtU,U, @¥U,U%0 @8U,208U,00©

98U, U...2°0uU,20.

@8V, O¥D-D+DED

75U, 20@-U" g0 1. ¥APsU€ 00 @'UTU @8UT @8U,2°@UfU... U€US @8U, U @uu U,
U,U,U°2°080 ! @- 98U,0®080u @ @8U,0'U...USU, @8U,3°US @2U... 2°3'U,0 " Ut.
USU...UfUT 0¥0928U€20 @8U,2'@ US@™ U...Ut @'Ut@sU USUT MAC. UfU...@8 U...Ut
@8U,U...U...UfUt @°@'@°USU,, @8U,2£U...0+ U,@-U...US@" @8U,0'U...U,28@; U"U,UfUt
U, 28 USU"@uU%o @ @°U,Uf.

config ap client-trace address add < client-mac> --- Per client debugging. Allows multiple macs.
config ap client-trace all-clients <enable | disable> -- All clients debugging. Not recommended.



750, 3e@-U g 2. 23rUSUSUT @1@gsU... U, @€ USeo U,0°0°@-USU,,

@ @+U"@°U"UfU"U,082° U...0"USUt@© U€U,3- @£U" @-U...USQ"
@8V, @+U @2U"UfU"U,058@° @8U,U..0 @'U"U...00:

config ap client-trace filter <all|arp|assoc|auth|dhcp|eap|icmp|ipv6|ndp]|probe> <enable|disable>

28U, 200-U"00 3. DEPRGD: 'p+0 P80, DYIRD@ET 21U, U% U 00 @ @80, 2%aUfU...
(@D UfU, 22052+ U...0°g°@80 ... Ut):

configure ap client-trace output console-log enable

@8V, 2RD-U B0 4. "D @i D8U,, DADD B,

config ap client-trace start

U...0«28U,:

<#root>

APOCDQ.F894 .46E4#show dotll clients

Total dotll clients: 1
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB

A8: DB: 03: 08: 4C: 4A

7] 1 1 testewlcwlan -41 MCS92SS No

APQCDO.F894 .46E4#config ap client-trace address add

A8: DB: 03: 08: 4C: 4A

APQCDO.F894 .46E4#config ap client-trace filter

all Trace ALL filters

arp Trace arp Packets

assoc Trace assoc Packets

auth  Trace auth Packets

dhcp  Trace dhcp Packets

eap Trace eap Packets

icmp Trace icmp Packets

ipvé  Trace IPv6 Packets

ndp Trace ndp Packets

probe Trace probe Packets
APQCDO.F894 .46E4#config ap client-trace filter all enable
APQCDO.F894 .46E4#configure ap client-trace output console-log enable
APQCDO.F894 .46E4#configure ap client-trace start
APQOCDO@.F894 .46E4#texrm mon



U, 2¥USU, gsU€ @8V, 08U, 07U, D80

configure ap client-trace stop
configure ap client-trace clear
configure ap client-trace address clear

@8U, 220, U, U...Ut 38U, @T©
@8U, 232U, U, U...Ut 2?23z @' @8U, @U...USU, :

<#root>

AP70DB.98E1.3DEC#

show ap client-trace status

Client Trace Status : Started

Client Trace ALL Clients : disable

Client Trace Address : a8:db:03:08:4c:4a
Remote/Dump Client Trace Address : a8:db:03:08:4c:4a
Client Trace Filter . probe

Client Trace Filter : auth

Client Trace Filter 1 assoc

Client Trace Filter : eap

Client Trace Filter : dhcp

Client Trace Filter : dhcpv6

Client Trace Filter : dicmp

Client Trace Filter : icmpv6

Client Trace Filter : ndp

Client Trace Filter :arp

Client Trace Output : eventbuf

Client Trace Output : console-log
Client Trace Output : dump

Client Trace Output : remote

Remote trace IP : 192.168.1.100
Remote trace dest port : 5688

NOTE - Only VIP packets are seen on remote if VIP is enabled
Dump packet length ;10

Client Trace Inline Monitor : disable
Client Trace Inline Monitor pkt-attach : disable

U...0«28U, @'U, U% BEPB@EU, @'U...USU, UtD80-@:



Apr 6 10:45:2]1 kernel:
Apr 6 10:45:Z1 kernel:
Apr 6 L0:45:i21 kezael:
Apr 6 10:43:21 kernel:

r & 10:45:21 kernel:

r & 10:45:21 kernel:

g & 10:453:21 kexnel:

r 6 10:45:21 kernel:

r & 10:45:21 kernel:
Apr 6 10:45:2]1 kernel:
Apr 6 10:45:2]1 kernel:
apr 6 L0D:45:2]1 kernel:
Ape 6 L0D:43:321 kernel:
Apr 10:45:21 kernel:
Apr 10:45:21 kernel:
Apr 10:4512]1 kernel:
Apr 10:45:2]1 kernel:
ApT 10:45:2]1 kernel:
REE 10:4%: 21 kezasel:
RpE 10:45:21 karnel:

E 10:45:21 kernel:
Apr 10:45:21 kernel:

o 10:45:21 kernel:
Apr 10:45:21 kernel:
ApT H kernal:

"
& gh o dho S Sh G Bh R G B S S Gh G dR B i R BR dh B S S0 O R B B SR S dh G BB B R

E keznel:
= 10:45:22 kezmnsl:
13 10:45:22 kernel:
Apr 10:45122 kernel:
Apr 10:45:22 kernel:
Apr 10:45:22 kernel:

[*04S06/ 2020
[*04/06/ 2020
[*04/ 06/ 2020
[*04/06/ 2020
[«04 /0672020
[*04/06/ 2020
[*04/ 06/ 2020
[«04/ 0652020
[*«04 S0/ 2020
[*04/0E6/ 2020
[*04/ 06/ 2020
[*04/06/ 2020
[*04S06/ 2020

10:45:21.
10:45:21.
I0i45:21.
B0:45:21.
10:45:21.
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B:do:dal
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H G T 1Y
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[aE:
[aB:
[a&:

<aprivis
<aprlvl>
<apElvls
capeldvd>
capelwels
caprlvis
<apelwl>
capeldvls
caprivis

caprlel>

capeldwls
capelvls
caprlvls
<aprlvls
<nascapwapls>
<nsasapwapl>
cnsacapwapl>
caascapwapls
coascapwap >
<aprivl> [D:z
<nascapwaplx
nascapwapls
<nascapwapl>
<apeldvl> [D:
capelwl> [U:
capeldels [O:
caprlvls [U:
capeldel> [U:
conascapwapls
cnascapwaplx
<nmscapwapl>
<nascapwapl>
{l‘lt-ﬂa‘.‘-up"ﬁp:‘}
<apelvlr [D:
crascapwapls
coascapwap s
<nascapwapls
<aprivl> [D:
<apriel> [U:
<apelelds [U:
<apeleld> [U:
cpascapwapl>
cnascapwapls
cnascapwap s
<nascapwap (>
<aprilel> [D:

| BOT11 AUTHENTICA
BOT11_AUTHENTICA
DOT1i_ANTHENTICA
DOT1l_ASS0C_REQU
DoTll_ASSOC RESP
EAFOL FEY.MW1

:
E
E

3458
ALk
2 &

Liac: ; - E @ e

| DOT11_ACTION :

DHCP DISCOVER :
DHCF_DISCOVER :
OMCE_DISCOVER 1
DECE OISCOVER : |
[W:E] DHCP_DISCOVE
[W:E] DHCP_DISCOVE
[D:E] DHCF_OFFER :
[D:C] DECF_OFFER :
[D:C] DHCF OFFER :
W] DHCP_OFFER 1 Tra
[D:E] DHCE_OFFER :
[D:C] DHCP_OFFER :
[D:C] DHCP_OFFER :
W] DHCP_OFFER : Tza
W] DHCF_REQUEST :
] DHCP_REQUEST
C] DMCE_REQUEST &
C] DHCP REQUEST : T
[U:E] DHCF REQUEST
[UiE] DHCE REQUEST
[D:E] DHCP ACK : T
[B:C] DHCE_ACKE
[:C] DHCP_ACK : T
W] DHCF_ACK : Teoana
[D:E] DHCP ACK : T
[DeC)] DHCE ACK : T
[D:C] DHCP_ACK @ T
W] DHCF_AEI i Trans
W] ARRF QUERY : Send
C] RRP OUERY : Sead
C] RRF_QUERY = Send
[U:E] ARF QUERY :
[D:E] ARF_REPLY :
[DiC] ARP_REPLY r
[D:C] ARP_REPLY @
W] ARF REPLY : Send
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<#root>

APQCDO.F894 .46E4#

show ap client-trace events mac a8:db
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287675]
288144]
289870]
317341]
341370]
374500]
377237]
390255]
396855]
416650]
469089]
469157]
921877]
921942]
36.123119]
36.127731]
24.128751]
24.128870]
24.129303]
24.133026]
24.136095]
24.138732]
24.257295]
24.258105]
24.278937]
24 .287459]
24.301344]
24.327482]
24.327517]
24.430136]
24.430202]
08.075326]
08.075392]
08.075437]

U D+USB° B8U, D@3

[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.
[APQCDO.

03: 08: 4c: 4a

F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894
F894

.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
.46E4]
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N v

UfUTUf 22U @+US@° @80, 00%U... @~ @2Ut@3USU, hex U€US CLI:

configure ap client-trace output dump address add Xx:XX:XX:XX:XX:XX

configure ap client-trace output dump enable x -> Enter the packet dump length value
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[U
[D
[D
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[U
[U
[D
[U
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[U
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[D
[D
[U
[U
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[U
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DOT11_AUTHENTICATIOI
DOT11_AUTHENTICATIOI
DOT11_ASSOC_REQUEST

DOT11_ASSOC_RESPONSE

EAPOL_KEY.M1 : Desc’
EAPOL_KEY.M2 : Desc
EAPOL_KEY.M3 : DescT
EAPOL_KEY.M4 : Desc’

DOT11_ACTION : (.)
DOT11_ACTION :
DOT11_ACTION :
DOT11_ACTION :
DOT11_ACTION :
DOT11_ACTION : (.)

DOT11_ DEAUTHENTICAT]
DOT11_DISASSOC : (..
DOT11_AUTHENTICATIOI
DOT11_AUTHENTICATIOI
DOT11_AUTHENTICATIOI
DOT11_ASSOC_REQUEST
DOT11_ASSOC_RESPONSE
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EAPOL_KEY.M1 : Desc’
EAPOL_KEY.M2 : Desc]
EAPOL_KEY.M3 : Desc]
EAPOL_KEY.M4 : Desc’

DOT11_ACTION : (.)
DOT11_ACTION : (.
DOT11_ACTION :
DOT11_ACTION : (.
DOT11_ACTION :
DOT11_ACTION (.)

DOT11_PROBE REQUEST
DOT11_PROBE_RESPONSE
DOT11_PROBE_REQUEST
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ATTODE, $EL . IDECEconfigure ap clisnT-Tracs STaTT
Warning: To ceccwer WLC pushed config, oesd CAPWAT cestart of relcsd to re-apply the coafig from WLO
APTODE , #FEL  RDECRARE 4 LFiI8:ED keamal: [04 063030 LIIIWCEI.IRIT] ayecemd(i]l; Scarsing Lightopd Wacohsr, . .
Apr € 13:28:53 kernel: [*04/06/2020 13:20:583.324%] systsmd(l]: Starced Lighttpd Matchsr.
SEAfLgUEs AP cLLSAT-NE&ce SULPUS dusp address sdd af LEb OB IO8 4e:ds
AP70DE, $0EL . IDECHARE € 13:2$:02 ksgnsl: [*04/06 /2020 13:29:02.5857] MAC slresdy sxis
ap clisnt-trace futput dusgp

Semave/Lodal deemp Clieny hdresses

Enabls Trace sutput for logel dusp
APTODE . SIEL FRECHcEaficure ap clisnt-bdace oulpul dusp enable

=§=§000> Enter the packes dump LengTh valus

irdax O

[0 /04 2030 13:30-00.2000] GH10 00 OO0 &0 G0 00 0% 11 o0 OO0 o0 0 00 00 00 OO
ErOaE 0020030 LEIRLCOT 2003] O0I0 00 00 LY 80 1% BE OF £F 0 00 &l &l 00 &3 00 e

g

Apr 13:20:03 [*04/0642020 13:31-00.2000] 0030 O0 OO0 % @b If LE 00 01 o2 §& 02 0L OO 00 RO OO0
Ape 1313503 Eo oA /2030 1331203 . 2000] o040 3a 01 &0 & OF 00 4¢ 4a 00 37 &3 FE 44 ad 00 27

ApE FET T [FO4 0642020 L3:3L-00.2000] OOEG #1 36 4d &0 0 &6 ¥4 Oc L3 10 34 00 0L Od §4 00

Apr L3:30:03 [*04/06/2030 LF:BLz00.200L] 00T 11 11 90 oc T4 €8 7F T4 68 TT gc £3 77 dc €1 ds

L R EI0E [0/ 3030 1 RLo0R, 200R] S070 QL O B2 #4 0k §0 00 13 10 34 O 31 41 OF 04 4%

Apr 19:3L:03 [F04/06/2020 10:01=00,200L] OODG 4c 20 O1 G4 I 30 OL 00 Fa Ol OO0 XX 04 10 48 &0

Apr LB13510% [ 0a 00,3030 1313108 .2004] GOS0 g2 30 04 00

AgpE 13;3E:03 [5 04 06,2020 13:31:00.2008]

Ape 13:20:08 [*04 0642020 13:31=00.2000] Time:2001d0ius Dir:Tx Rats:l Rusd:=38 Ch:l Fe:dd Dar:ila ab:db:0d:08:4 00=27:ad :DE A Al 00:27 md:0d 4 8l Feg:dsfiia

ADPTODE . 0Kl . IDEC#configurs ap clisnt=t 1~ g b1 10
TRES

APTODS , KL . ¥DEC#configurs ap clisnt g 13 100
APTODD.EL ¥DECMAp: € 13:2%:37 kernel: ["O4/06s3030 13:29:37.4648]
Apr Esrnel: (0800 3000 1RIR0IT.4640) Tims ddd0TEne D ~43 Cnid Fooldd Durid0 00iITiedcdd:ddial &b dn BT 6B BT 43 Bagil
Apr & karmel: [fO4/06/2020 13:I¥:27.464%] 0O OO0 00 00 OO OO0 00 00 OO OO0 00 o0 o0 OB OO 4% 00
Ape 4 Eapnel: [T04/90/3000 LE:30IT.404%] GDAO 00 90 S0 o0 00 09 o 0% 00 00
ApE & karmel: [*O04/062020 13:39:27.464%] 020 00 00 13 @8 16 B3 ab od 02 00
Apr @ ksrnel: ["08/08/2020 13:2%:217.464%] 0030 OO 00 3T o0 00 0O o 00 00 00
Apr & Megnall ["04/08/3039 1313037 . A04F] G040 OO 91 Jo b 00 AF 0l o 03 09
Apr € wl: [*04/06/2020 13:ZF:27.464%] ODEQ 00 00 OO0 0 d= OO W6 00 07 20
Apr € Earmel: ["04/08/3030 1F:39:37.4d4%] GDd0 ed #0 91 30 00 OF dis 43 08 4o
Apr W@ kggnal: [F04/06/3030 135337 .404%] 07O 48 B4 To &% BT 3P e 03 0% 09
Apr @ kwrmel: [*04/06/2020 13:2%:27 4680] G000 00 OF Of 00 0L 04 dis O3 08 4c
Ape @ Eapnal: ["04/00,300% L3:385037 . 4d85] GOS0 44 =0 &b ©F
Apr @ Esrmel: [*04/06/3020 13:Z9:17,.4740]
dpe @ : [ebarBd 303G 132537 A4T48] Tism:d7addius Dir:Tx Bacw:l Resi:=38 Ch:l Fe:300 Dur:ida af:db:03:& e 00:3Fed: B cdd:ad Sd:Fe: i :nTdf:d2 Reg-drdi I
Apr & EEQd/ 00/ 3030 13RI 7. 47481 OO0 00 OO0 OO S0 30 00 00 90 00 OO &0 oD O 0% 4B OO
Apr & [F04/086/2020 13:29:27 4T45] 0010 00 O0 &0 &0 00 00 00 1L OO0 OO0 o0 &0 00 00 00 OO
ipr & [ 00/0d/ 3030 132337 4T48] G030 60 OO0 L3 98 I8 B3 £F EF OO0 00 &l &l 00 &5 00 B0
Apr & [FO4/06/2020 13:28:-27 4745] G030 00 O0 s @0 2a b6 00 07 Bf GB 02 0L OO 00 0O 02
Apr € [*04/08/ 2020 1329227 4745] G040 3a OL &b &b 03 00 42 da 00 27 =3 36 44 ad Te
ipe 4 EoQ/QE/ 3030 LESR0IT . 4T48] ODEF 4% BT 30 43 40 OO 00 00 as a8 O3 00 00 00 03 OO
Apr & [*04/06/ 2020 13:29-27 . 4T45] G000 00 O1 o0 o0 04 O4 00 02 &4 To €3 BT I 42 cO &0
Apr @ o0 Rl 2030 13:DF 3T . 4T4R] OUTO 0 O1 &8 b 03 O de da 0 af £ 04 00 0% 00 00
Apr @ [F0A/08/ 2030 13:3Rc37.4T48] 0000 00 D0 20 00 00 OF 00 90 ©0 00 0 oD 00 0% 00 00
Apr 4 (04082020 LB:29:27.4780] G030 00 00 4B b db b ik &b
hpe 4 (SRS EA-LEF ST LT FE T L-E B A Lo} ]
Apr & (04082020 1333100, 0000] Time:1l0001lus Dir;Rx Race:b Resi:=06 Chil Fo;40 Dar:0 S£:0L-8E 00 £E; 68 alidb; 0 00 4o;4n £E: 00 LL; £0: 8L 6L Sug: 277 (420
Apx & [rOa 08,2020 13:IL-03.2000) G000 OO 00 &0 &0 D 00 00 00 S0 OO S0 o0 O 00 48 00
Apr 4 E* Q0 3030 1313103, 3000] 010 D0 00 &0 o0 00 00 0F 11 S0 00 o0 00 00 0¥ 00 09
Apr & [*04/06/2020 13:31:-00.0000] 0320 00 00 13 @0 L6 BI £f ££ 00 00 do of 00 ad 00 md
Ape & E= 040043000 LE:FL-03.0000] 030 OO0 00 Sa &b IE L4 00 O3 &2 TE S S0 14 00 40 90
Apr [*04/06/2020 13:31:00.0000] OD4G OO0 00 £ ££ ££ £f £f £f &0 db O3 OB 4o da £F 22
Apr € [T04/06/2020 13:31:03_100L] OGBO £f EFf £f FF 7O 27 00 00 0L 04 02 04 Ob LE 32 08
Apr & E=0d/ 843003 LFiBLo08, 2008] 0@ Do 33 L0 34 30 4% &0 d 83 01 31 34 la 34 0% 1k
Apr @ [*04/06/2020 13:31:08. 000L] OO70 ££f £ o0 >0 00 O3 00 00 OO0 00 o0 oD OO0 0% 00 00
dpe 4 [ a0l 2000 1F:BL:08. Ll G0ad 00 00 0 Ob 00 0% 00 T Ga 00 S0 4F G0 0% 40 OO
Apr & [F0d/08/2020 132008, JRGL] G083 40 o0 31 29
Apr 4 (04082020 13:31:-00.2004]
Ape W Er 0 /QE 3030 13 Rb00d 3000] Tiss :30000kes DAe!TH Rans:]l Beski-%6 Chol Ferkd Dur:ilda abrdo:0diodide: da 0037 el i idaad 00037 103 30 144 a0 Fegribe {06
Apr @ [FO4/00/2020 13:31:00,. 2000] G000 00 O0 &0 G0 00 00 00 00 00 00 0 oD 08 00 48 00

Ll
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&

L

€

L]

L3

“

L]

AF1FL10F Remnal: (U000 3030 1F0RL00T . TO0L] OO0O 0 OO 20 b 30 OF 00 00 00 00 o0 o0 0 03 4% 00

g @@ @°U,UfBE USU...UfUtUf @010, USU€@ 0°UeB+US@° 08U, 20" @8@3US
28U,0'0° ?@+US U"0U€0 Ut @ 02Ut@*USU, t U"08@°32US0+@8@ Ut @¥U,U%o wireshark:
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al d0
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:43261us Dir:Rx
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418
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09
13
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a0 20
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86 15
8k 2f
27 =3
al 20
&3 77
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a0 oD
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Rate:]l Remi:=3T7 Ch:l
00 00 00 Q0 00 00 00
00 00 11 OO0 0O o0 0D
b3 £f ££ 00 00 db =B
1f£ 00 00 57 3& 02 01
36 4d a0 af db 03 08
00 00 00 0L 00 Q0 00
00 00 00 OO OO 20 &b

Rate:l Rasi:-95 Ch:1
0% ¢d Q0 OO 023 Q0 00
00 00 11 00 0O 00 00
b3 £f ££ 00 00 al al
1f 00 00 57 b2 02 01
08 4c 4a 00 27 &2 36
66 03 02 00 08 01 0O
1]

Fate:l Raai:-95 Ch:1
0% OO0 00 OO DO 00 0D
00 00 11 OO0 00 00 00
b3 ££f £f OO 00 al al
1f 00 00 54 06 02 01
D8 4c 4a O0 27 e3 38
66 00 00 02 00 00 00
00 00 00 00 O3 00 &b

Rate:1l Rami:=-34 Ch:l
00 00 00 OO0 00 90 00
Q0 00 11 00 00 00 00
bi £f ££f 00 00 de cc
1f 00 00 Ba al 92 0L
36 4d a0 af db 03 0B
00 31 15 Oa 00 00 Oc
Gz &1 6= 01 D8 82 B4
12 18 &0 21 02 05 13
Df ac 04 01 0O 00 OF

Fe:bl
0g8 00
0og 00
0o 2%
13 00
o da
dd 0%
&b Eb

Fe:di
08 Od
0o 00
00 le
0o 00
id ad
0g 00

Fe:bl
08 00
00 00
00 29
09 00
4d a0
dd 0%
&b Eb

Dur:l3a DO:2T:ed3:36:49d:a0 aB:db:03:0B:4c:49m 00:27:a3:36:49d:al Seq:l (L) Infa:DOTll_ﬁHﬁ
45 00
an oo
a0 2%
k0O 0O
a0 27
oo 10
&h Eb

Dur:lia af:db:03:08:4de:da 00:27:m3:36:4d:a0 00:27:03:36:4d:a0 Seg:66c(l644) Infe:DOTI
45 00
a0 00
a0 le
do 00
00 27
a0 0o

Dur:lis ad:db:03:08:4c:4a 00:27:e3:36:4d:00 00:27:03:36:4d:a0 Seq:eed(1645) Info:DOTL
45 00
a0 00
a0 29
O 00
oo 27
a0 10
&b &b

Fe:800 Dur:lia 00:2T7:a3:36:4d:80 aB:db:03:08:4c:4a 00:27:23:36:4d:a0 Seg:2(2) Info:DOT11 RS!
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0o 00
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12 90
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45 00
a0 00
a0 ed
o0 08
o0 27
73 M
24 30
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: ‘ The Wireshark Metwork Analyzer

File lfdit View Go Capture Anahyze Statistics Telephony Wireless Tools Help
Open avo  (TAEEQaan
Open Recent L +
Merge, {
I Import from Hex Dumgp... I
Close Crl+ W b M Viireshark - Import From Hex Dump T x
Sove Cirl=5
el | Impart From i
Save As. CorteShifees  pat@\LocaliTemp: . £ L
tp2474s HelpDesk Fie: |C:/Users/tantunes /CISCO/11ax training dump_example. bet | IBBF161FE,
File Set 3
o 10\00-sR\sR 698, [ Offeets: @ Hexadecmal AeT0TV1S0:
Export Specified Packets... A00-SRe\SR 600] me— i —— 1656 Bytes|
Export Packet Dissections * o0\ Naxtraining! ] () Octal
Export Packet Bytes. Crl+3hift+X  Ion 110 training, 1 () Nane
Export PDUS to File... O\l1axtraining\]  Temestamp format: | ito format wal be appied)
Export TLS Session Keys... batc'ulmrtfcmp Direction indication: [ |
i ¥
Export Objects Inloads\AF_trace| L 1
Print Ctrl-P {OVIOS-Images|A|
Encapsulation Type: Ethernet e
Chuit Cirl+C (%) Mo dummy header
L o) '.f LAY O —
=83 ks () Ethernet
. using this filter: O Pva Pristuonl (e —
Local Area Connection™ 10 O uoe
MNpcap Loopback Adapter O e
Ethemet_yellowCable
Local Area Connection® 3 O
Local Ares Connection®™ 9 () 5CTP (Data) Pl
Ethemet 4 Expartht B
Wi-Fi
ThinkpadEthernetBue
Local Area Connection® 11
Ma fr. th
Adapter for loopback traffic capty s e o] -
Local Area Connection® 2 Impeort Cancel Help

U, ZEUT @8U, U...0@+@-@82» USU...UfUtT @EUT U fUUT Uf@ USZ+B© O~ @8 U BEUT
TP B+ BEUT @8V, V... OB+~ &3 Uf o+ U@ U,0- UTU 0" 98U, 0¥ 08D+
@8U,@°US US@+U%o U~U,US@® @£US U...Ut @8U,2°U€B8@uUSU,

?8U,0 080®U,USOOBE U9@¥UtUt USU...UfUT @£UT USUFU Ut QEUFfD«D+
Ue0'?8U,USQ0 U,0¥0"'080 00 @°2U"@-USUt 98U, 2°U,080- @8U,80%U...00 @YU, U%o
UfU..2 " USU @%@+ U...8U...U"U, US@'@°U, @°@-@ " USU, @8U,2°U,08@- (U...0«U,
Wireshark).

U...Ufut@r@su, Q"®10‘§V@TQ§U,,@&U,®§®- @?U...00 GEUT US@+@RU, @8U, +@ @ @¥U, U%o
OFED D800 BRDBED+@B-USU. ..t wireshark:

config ap client-trace output remote enable

@80, PEU...@+ USZrUTUS @EUT UTU, @-00 @8U, U aW U, @?U,U"U... O O¥D'O80 3O

U F-USUT UfU, o¥a-@8a+ @0 ... @38V, U, 380Ut 'V B8330-00 @@sU...U, e USOO

@200 @' @sU,@"U...USU, @*@-@8Ut @sU,UfU...0 " USU @20+ @8U,U...0U...U U, @'U, U%o
192.168.68.68 U @°@*@°@®@ U... *°@9U...USUT Peekremote (U...3«U, UtU,D§0-



@8U,U"@uU"U, U€US U 093" sniffer) @'U,,U%o @8U,U...UTU€@° 5000.

GEGD P8V, U, USU g UU" @EUT @8V, UfU...a USU g3+ @sU, U...0U...U"U, J8U, Ut Ué
US@-0" @£Ut USUFU UT U€US UtU€Q° 98U, 0 0 UfP© 98U, U€e0+3'USPO U...0«U,,
UtU,2-90 @8U,U"@uU"U, @USO« @2U,U"U... @~ @20 @°USU, Ut@°08 @8U,B£U...0+

@'U, U%o. USU...UfUTUF @°@°USUS@+ @+U,U... @80, U...UtU€@° U,USeU"osUéU, U...0"
@£US @°USO80°080° @£U...08Ut U...U0-U"0 @0 U€US @'@ " Uf@2Uf.

2'U...0-0+@ o¥pre0,280... @-U...US 28U, 02°U... @80, U...U"d-U' g @0 @'U,U%
@8U,UfU...@'USU Pz @8U,U...0U...U"U, @8U,@°US USE @°U, Wireshark@E USU...UfUTUf
@80, UV, @+ @ @?@+ @80, V... @80 2R @8V, ZEUSU... Ut @0, U%o B+@BED? UDP 5000

U 28305080+ U@ USF 05U, 0°0 U e USO+ U gsded?l Spsd+ PEEKREMOTE UfU...d8
UtU" U...U"a12 U€US Uto°0s @80, a3 USU,.:

Ml “Ethemet yellowCable

File Edit View Go Coptsre Analyze Statictics Telephony Wireless Tools  Help
dn @ IBRBER«==F LS EQQan

A |udpport == 5558
- Dt Source Db bioeny Lengtl Infe
59 9.900000 Samsungt 0B:4c:48 = 251 Probe Reguest, SW=S77, FHs@, F1ags=........ C, S5ID=testenlcwlan
60 ©.003416 Cisco_36:4d:0@ Wnckfremark Pachet 192 Probe Response, SHed1@, Fli=8, Flogs=........C, BI=18@, 55ID=testewlcwlan
61 0.038249 Somsungf BH:dc:ida Ignmuun:gn.orthﬂu 187 Authentication, SM=578, FM=@, Flagss........C
62 0.000001 Cisco_3&rdd:ad SetMinset Time Reference 107 Authentication, SM=411, FM=8, Flags=........C
63 0.200000 Samsungl B8 dc:da z 262 Associstion Request, SN=573, FN=@, Flagss........ C, SS5IDetestewlcwlan
64 8.821832 Cisco_36:4d:ad Tirrsa Shife... 322 Associstion Response, SHed12, FNe@, Flagss........C
65 0.000803 Cisco_36:4d:ad Packet Commment.., 23y K At
66 9.930097 Sessungf_8B:dcida 347 x| M Weeshark - Decode fs..
67 8.919008 Cisco_36:4d:a@ Edat Resobved Name 391 K
68 9.090881 Sassungt 8B:4c:idn 158 X | Figld Value Type Default  Curngeil
69 ©.009985 Samsungf_68:4cida Apphy a5 Filter

187 A | 0P port 5000 Integer base 10 TAPA  PEEKREMOTE

¥
78 B,030108 Cisco_36:4d:s0 Peepaie a Filtes » LR I 10 SIGC
71 B8.285817 Ssmsungf 8B:4cida &5 A . o S ot Ev OMP | PEEXREMOTE
- Conversation Filter k PABA
73 B.0300TE Cisco_d&rdd:ad 99 A P
74 8.000000 :: Colorize Comversation : 207 W s
B3 0.308024 0.0.0.9 SCTP L 453 Dy FftHE [timestamp)
87 D.020237 Cisco_36:4d:ad Follow E 9 A PCLI2D (timestamp, case D)
88 @.000001 192.168.191.1 428 O 104
89 @.000808 192.168.191.1 218 D
58 2.000001 Samsungf_BB:dc:da 99 A
91 ©.000000 0.9.0.9 475 0 PGM

93 0.025855 192.168.181.1
G4 0.000001 192.168.181.1

ﬂ
183 W

97 @.275945% Semcungl 88:dcida 3
98 0.90993] Cisco_bY:3F:42 Semiungt BB:dc:da 146 1
99 0.9209996 SeesundE OB:dcida Broadeadt FERY

Frame 58: 251 bytes on wire (3808 blts), 151 bytes captured (2088 bits) on Interfay
Ethernet II, Src: Cisco_el:3d:ec (T8:db:38:el:3d:ec), Dst: GoodwayI b¥:bB:af (88:5]
Internet Protocol Version 4, Src: 192.168.1.83, Dst: 192.168.1.18@

User Datagram Protocol, Src Port: 5808, Dit Port: 5488

AiraPeek/ OmniPeek encapsulated IEEE 802.11

&02.11 radis information + - m @ : x
IEEE 582.11 Probe Request, Flags: ........C @
IEEE BO2.11 wireless LANM E

) 7 wreshark_Ethemet_yelowCable_20200406 150701_a 16344 pcapng Podets: 299 - Disglayed

U,2821U...00 @8V, PEGRD-@8@; U"?8U, 28arUSU @82 @U U, U@ Ut @8U,U...USZP0 :

U..0'0+U€ B*°3uoUSY 98U, P£0®3-38@;: U...Ut Cisco CSCvm09020 U, U... USZAZ @330
@80, 20...USU, USE U@+ DNSU@US 8.8

U..2'7+U€ 2°0udUSP @8U,0£f0®1-@8@; U...Ut Cisco CSCvm09015 US@, U@+ GRzAD &
@8U,2'U...USU, 280,23 US@ U...Ut ICMP_OTHER @'@+U,U... 2?0, Z*U, @®@8U,

U..0'3+U€ 2*0udUS® @8U,2£0®1-@8@; U...Ut Cisco CSCvm02676 U, @§ USU, 2, B- AP



https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09020
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm09015
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02676
https://tools.cisco.com/bugsearch/bug/CSCvm02676

CoS Client-trace @22U... U...@@8a U, 30 @8U, U USD"

U...20'0+U& 0°0uoUSQ 08U,0£0®0-@8@; U...Ut Cisco CSCvm02613 P¥IRD+@§B~ AP CoS
Client-Trace @8U, 0 @*USg U, @8 USZU...U,

U..2'@+U@ 0°0uoUsSe 08U, 0£0®0-089; U...UT Cisco CSCvm00855 @E@+U, @8U... SEQ
U, 28070 @ @80, 2U...USU, @PUSz+ U... AU 1@8@U, 3O

@su, 233UfU... UeUS 9°0°0 " 0" @'U...USU,, UtU,0-00 @50, U"ouU"U,,
25U, 0°0UfU... U US 950,00 UFf0© 95U, U...0U0, USQO© 05U,,U, 0503
0-0+@5@* 9800

..Ut 0'Utopo+
,UFUS@© (WLC)

BEUTER USEiorg-USEr @ UfU, 2° 010 @ APs @EUT USZAU.... U, 282°0, UfUS 22U Ut
02 U @20V U... Ut 28U,

@80, 203U g0 1. @UfUUSUT U...U, V€ 0°0'0+USU€ B°0°0" @' UtU,8-0©
@80, U @pU U, @8U,0°US US@@ @~ 00+Usf@© @8U,U..0+U 0+ @8U,22US @*US@U...
?8U,2°0,080-U+08§

config term

wireless profile ap trace

filter all no filter probe output console-log

78U, 200020 2. U,U... 3'o¥2125U€20 U...U,Ué 0°0'g+USU€ 0°0°3 " @' UtU,0-00
@80, U @puU U, @¥U,U%0 U...U,U¢ 2°0'0+USU€ 2+2" @3- UtU,0-0© @8U,U"@uuU"U,
@8U,2°US US@2U... 0¥@2°0*0®@ @8U...Ut U...Ut U,0"U, UtU,08@- @8U,U"@pu"U,
@8U,0°US 2°0*0°U+@ U€UI@s.

ap profile < ap join profile name>
trace

eV fT V..Ut 33-3USU, U...U, U 2°0'0+USU€ 3+3" @ UtU,0-0© @8U,U"@uuU"U,


https://tools.cisco.com/bugsearch/bug/CSCvm02613
https://tools.cisco.com/bugsearch/bug/CSCvm00855

U$@°08 @'U,U%0 @'U,28U...00 U...U"U,0" 2°0°2*0®@ " U...U+@8 UtU,080- @8U,U@uU"U,
280,Ui0 U@

@80, 27U 00 4 &' @i/¥USU, osU€ @§U,U...0 3°U,,

ap trace client start ap

client all/

ap trace client stop ap

client all/

ap trace client start site

client all/

ap trace client stop site

client all/



@EU"@8U...0+ @8V, @¥U, U, :

show wireless profile ap trace summary

show wireless profile ap trace detailed PROF_NAME detail
sh ap trace client summary

show ap trace unsupported-ap summary

APsU...080 00 3U€© 050?00 91xx UeUS B£03%U, U 0" sniffer

@8U,U...080 00 OU@D8D*DO© @-0 US@ 91150 91173 9120 U” 9130 USB*@°0-USQ@"
UfUt@? @°UfU, 22 U@US sniffer 2£@30, U@ ". USQ'@ Ut Ut@°@§ 08U, B¥D-D+D8D;
@-0+@* AP @8U, %080 " U,00©.
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Conbgure

hboard %  All Access Points el |
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Configuration Adrin P Antenna Paramators
> AP MNama AR Mool Slots Starus Acdress Curem T

{2} Administration ; PEMESIIERA S ROl 1 o 182.1¢ Ao ¥
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A A
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M *ThinkpadEthemetilue

File Edit WYiew Go Caplure Analyze Statistics Telephony Wireless Tocls Help
Am 6  BRERess=FiE5Eaqan
W Judp.port == 5000
Ma. Diefta Source Destination Lengt Info
1. 9.832866 SamsungE_08:4c:4a Cisco_97:83:ef 187 Authentication, SH=37, FHe=8, Flags=
2. 8.0000801 192.168.1.15 192.168.1.180 76 Acknowledgement[Malformed Packet]
Fs B.881720 Cisco_97:03:ef SamsungE_@8:4c:4a 187 Authentication, Sh=8, FM=@, Flags=.......
P 8.808381 192.168.1.15 192.168.1.188 76 Acknowledgement[Malformed Packet]
2= 0.200791 SamsungE_08:4c:4a Cisco_97:03:&f 360 Association Reguest, SN=38, FN=@, Flagss........C, 58I
- 9.080238 192.168.1.15 192,168.1.188 76 Acknowledgement[Malformed Packet]
p I 0.0042690 Cizco 97:03:eF SeRsUREE_BB:4c:4a 398 Associstion Response, SM=1, FM=@, Flags=........C
- 9.008758 192.165.1.15 152.168.1.100 76 Acknowledgement[Malformed Packet]
= ©.818966 Cisco_97:03:ef SamsungE_BE:4c:4a A o
F o.000001 152.168.1.15 152.168.1. 100 76 Acknowledgement[Malformed Packet]
i 8.821911 SamsungE_88:dc:4a Cisco_97:83:ef 342 Key (Message 2 of 4)
- ©.009882 192.168.1.15 192.168.1.100 76 Acknowledgement[Mal¥ormed Packet]
5 B.882186 Cisco_97:83:ef SamsungE_88:4c:4a 391 Mey (Message 3 of 4)
2= 8.88@535 102 168.1.15 192.168.1.18@ 76 Acknowledgement[Malformed Packet]
. 2.9013829 SamsungE_08:4c:4a Cisco_S7:93:ef 199 Key (Message 4 of 4)
2 8.p80174 192.168.1.15 192.168.1.18@ 76 Acknowledgement [Malforned Packet]
» Tag: Supported Rates 6(B), 2, 12(B), 18, 24(B), 36, 48, 5%, [Mbit/sec]
» Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Elesment
» Tag: Vendor Specific: Cisco Systems, Inc.: Aironet Unknown (44)
» Tag: HT Copabilities (802.11n D1.18)
» Tag: HT Information (882.11n D1.18)
» Tag: Extended Capabilities (B octets)
» Tag: VHT Capabilities
» Tag: WHT Operation
» Tag: Mobility Domain
» Tag: Fast B55 Transition
» Teg: RM Enabled Capabilities (5 octets)
» Tag: BS55 Max Idie Period

Ext Tag: HE Capabilities (IEEE Std B02.1lsx/D3.8)

Tag Humber: Element ID Extension (2155)

Ext Tag length: 45

Ext Tag Mumber: HE Capabilities (IEEE Std 892.11ax/D3.08) (35)
» HE MAC Capabilities Information: Ox598882100889
» HE Phy Capabilities Information
Supported HE-MCS and NS5 Set
w Rx and Tx MCS Maps <= B@ MH:

» Rx HEX-MCS Map <= BO MHz: @xaaaa

sase sass siss =218 = Hax HE-MCS for 1 55: Support for HE-MCS @-11 (@x2)
weaw sass wees 10.. = Max HE-MCS for 2 55: Support for HE-MCS @-11 (ex2)
Ve et 18 ... ® Maxe HE-MCS for 3 5S: Support for HE-MCS ©-11 (8x2)
1] 18.. .... = Max HE-MCS for 4 55: Support for HE-MCS @-11 (@x2)
...... 18 we =aaa ® Hax HE-HCS for 5 55: Support for HE-MCS 8-11 {912}
ceae BB ciei ... = MBx HE-MCS for 6 55! Support for HE-MCS @-11 (@x2)
vod® susn wses waas ® Mok HE-MCS for 7 55: Support for HE-MCS @-11 (exi)
18,0 waue wane =a.s = Hax HE-MCS for 8 55: Support for HE-MCS B8-11 (8w2)

Tx HEX-MLS Map <= B@ HHI: Sxadaa
» PPE Threshalds
v Ext Tag: HE Operation (IEEE Std B82.11ax/D3.0)

Tag Humber: Element ID Extensiom (255)

Ext Tag length: 9

Ext Tag Mumber: HE Operation (IEEE Std 8902.11ax/D3.8) (38)
» HE Operation Parameters: 8x@83ff4
» BSS Color Information: @x@l
» Basic HME-MCS and M55 Set: oufffc

U...U, 2803 @0©: USZ?U... @8U, 27U, D80 O¥D - B8D+P87R @8U, & 'USZ8U 12822

@80, U..0+23U, 20 @'U...0'F U, @82° & USBSU @8R WiFi 60E U°U, UfUT UtD, Z+d§

U, @EUT Peekremote @°US@+ U...00 B«@© @U, U%o Wireshark@E U @¥UtU D8

220 U@+ UFUTU @' 802.11AX PHY @@2U%0 @8U,@¢Ut. USU 0-2~ 08U, 2¥0uU, 280

U€US Wireshark 3.2.4 @US@« US@'@+@9 Wireshark
@8U,U..Ut080%0 .

~ ~ ~ ~ ~

U...U, 2800 @©: U, @8 USU...UfUt U,UtU, 280 @8U,

U...0'"@ U, WiFi6 PHY

~

U@ U, U...Ut Cisco



@8V, 2, 380 O¥D-B8B+P8@* MU-OFDMA U@ US Ut@°@§ @sU, U U,@2 U U, UfUt
USU...UfUTtUt@8 @8V, 0°U,080 O¥D-080+080° @8U,U...0°@°U, (28U, U...0+3°U, 20
?"U..0'9 U, @ USOsUt080° @§U,0¥0 B§0+@0©) @8U,22US @°@'U, Ut @'Ut
UtosU€2°@© MU-OFDMA. USU...UfUTUf @ @80, U€Q'U, B¥@*0°Ut0°080- @£UT
MU-OFDMA US@@ @« (2£U" U, 28 US@@ @«) U"U...0" @£US @'U...USU,,.

@20, U...USoa50° 35300 fo @s8U€ @8U,,U...0 UFU,, 0802
U Q¥QuU, 080U+08

U...03080+ MTU

20U, U%. @8V, 2+2rU... U...Ut @EUT 38U 0 35U€ U 00 0© @8U,00 @8U,D£U,BuU%o
u,U,Ut0,u, (MTU) U, U,U...0°080+ USG-0~ 0£U6 09U, U 00 00 @8U,00
@8U,2£U,0uU%0 U,U,UtU,U, (MTU) U,UtU,2-0© @8U,U"@uU"U,0CE @¥U,28 @£UTUE
U...Ut 98U,U...U...UfUt 0°0-@8U"@? Ut@°Ut 08U,0¥0'0 080 0802 US@ U USQS.

U€US Aire0S 8.10.130 WLC@E USU,U"U... @8U,@£U...0+ config ap pmtu disable
<ap/all>@'@*USUSUT MTU @°@8Uf Ut @¥zezroszUSUfUS U, U'@sa@ @0 @EU” UfU, APs
o'z U,28 U...Ut @80, 280'2°0...080 @'U, U%. @¢U, USEO 28U, 28U 2/ 258U €

v N N v

U, 20...UfUSUt 32a@USP D8V, o£0ed-B§a; U€US UU,02

08U, 0°0...UfUSO~

USU...UfUTUf @7 2°USU, U...US2200 oro@USe o£aed-08@; @8U,2°0...UtUSE U, config
boot capwap U, Z?U...UfUSUtT @'U...U, USZsZP @U SO BEO®D-B8d; CAPWAP U™ DTLSU”
DHCP U€US U"U,0% @8U,2°U...U+US@~ @8U,2°08U,USOCE @@*U%. U,@" U, @°U...UfUSa™
Ut@ @8U... @8U,2°0 @°USU, U"0¥@ Ui@so+ U..U"@-Ut @8U,B£U...0+.

U, @ USUf BEUSBTDE "config boot debug memory xxxx" U, U, 23 USZ U...UT Z{3@USD
DEDOD-DED; D8V, B° B8V fB+DO.

USU...UfUTUf @EUT 232+U%0 U...08 @¥@°@8 2?U... @?U...UfUSUT 2Ao@U SO GEORD-D8D;
@8U,2°0...UUSg @£U... U, 28 U@US 0¥0'080 00 @8U,2°0..UtUSO™ @8U,0°08U,USQO
U...2" "show boot".

UtU... US@rad-USar U fUTeR BEG\@-2raR U ...t 38U, o¥a 195U @0 U...Ut @8U, disable

@8U,UfU,U...00 @8U,U..Ue0*082 U US @8U,UtU+@8USQO© U...8«U, "config boot debug
capwap disable".

geU, USgo g3 U€¢USO+ 08U, 0-05U,00

U, USzgg @0 U€USo+ 98U, 3-08U,00 U,@"'U...USU, U...0"USUT U€US 30 U @«
U..0"UfU, 0802 @£0«Ut@80; @8U,0°0 @°USU,,

debug client trace <mac addr ess>



@-U"0 @0 3@z U...00 @8U, @'U...U, D8Di

0,0,2%0,0, U...Ut 3@ VS0, @0, 25U.... 0528 3-U"0 290 @5V, 3ea U. .. JORE
USU...UfUTUf @3 @°USU, 3-U " 3O B®J U...dO Debug capwap client".

US@@z+@1 @8U, U, USU...00 @8U, BEGU, U%. U, U,@2?U... U, U, 2'U...U, D83

@8U, U, @82°U, U fUSUSUT.

U...U0"U...U...UfUt 2?2l €US@2Ut@s U...Ut 8. 8 (3-U, 3" @8V, 233@*USUT Cisco

IDCSCvm08899 ).

labAP#debug capwap client qos

[*08/20/2018 ©09:43:36.3171] chatter: set_qos_up :: SetQosPriority:
[*08/20/2018 ©09:43:45.0051] chatter: set_qos_up :: SetQosPriority:
[*08/20/2018 ©09:43:45.5463] chatter: set_qos_up :: SetQosPriority:
[*08/20/2018 ©09:43:46.5687] chatter: set_qos_up :: SetQosPriority:
[*08/20/2018 ©09:43:47.0982] chatter: set_qos_up :: SetQosPriority:

bridged packet
bridged packet
bridged packet
bridged packet
bridged packet

dst:
dst:
dst:
dst:
dst:

00:AE:
00:AE:
00:AE:
AC:81:
AC:81:

FA
FA
FA
12
12

UfU...@8 USU...UfUtUf @8U, 23U, U, U...Ut @-@ U"U, @-U @ @0 @8U, dR®Z U...d0 @@?U%o
DSCP @U, U%o UtU, 3-@© @8V, U g U, @ 35U, o¥318U€ B0 @¥U, U% @8U,U...U,0 080+

@8V, 0¥@-U...08U,US U,U,00%U... 38U, 2°US @2U... U293’ @'U,28U...00 @'U,USUtDs

U @2U+US2 | 02U+08 U 0¥@U,080-Ui0s @~ U 082°0-00 0-U 0 00 08U,00% U..00:

LabAP#show dotll qos
Qos Policy Maps (UPSTREAM)

no policymap
Qos Stats (UPSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:
policed packets:
copied packets:

(SIS SIS S I

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:

[0]1->0 [1]->2 [2]->10@ [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:

[0]1->0 [1]->2 [2]->10@ [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Qos Policy Maps (DOWNSTREAM)

no policymap
Qos Stats (DOWNSTREAM)

total packets:

dropped packets:
marked packets:
shaped packets:

[SEESE SIS

:78:36: 8¢
:78:36: 8¢
:78:36: 8¢
:C7:CD: 3t
:C7:CD: 3t


https://tools.cisco.com/bugsearch/bug/CSCvm08899

policed packets: @
copied packets: @

DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[(01->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[81->-1 [9]->-1 [1@]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [2@0]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [3@0]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [5@]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [6@]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[(01->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[81->-1 [9]->-1 [1@]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [2@0]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [3@0]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [5@]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [6@]->-1 [61]->-1 [62]->-1 [63]->-1
LabAP#

UtD pd UST @eUSosasar @-U @ @ @8V, 2@ U...a0 U, U%. @ U@+ @80, 2°D-
UfU... U€US 28U,8'90 " Uf@© @8U,U...0U,US00 @8U,U,080°U,UfUS@O© (WLC)

U @2Ut@2USU,Ui@8 @'U,U%0 UtU,8-0© @8U,U"@uU"U, (AP) @ @2U,UtUSQ©
FlexConnect@ USU...UfUTUS @8U,220U,U, U...UTU+08 @ B80°3*0®3 @8U...

AP780C-F085-49E6#show policy-map
2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAAClients_AVC_UI_CLASS
drop

Class BWLimitAAAClients_ADV_UI_CLASS
set dscp af4l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)



Class cm-dscp-for-up-6
set dscp ef (46)

Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

U€US 038U, 3°00 US®™ U..08'9 U, 3-U"0 0© @sU,0®3 U...00 :

AP780C-F085-49E6#show rate-limit client

Config:
mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:
name up down
Unshaped 0 0
Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621
9 54922 0

U000 0®0§0+0- @5V, U,Ut0500

USU...UfUT @EUT USUFUUT 2@V SO BEBRD-08@; @8U, V... 330 @8U, BTV BIUS BOBED+D-
@8U, U, Ut@sgo U, U0, @30 @8V, U gl U, U...UeUSO 28 0'Ute~ B£@°@°UsD 08U €
?8U,0£0®B-080; U 0¥ouU,080U@8§ (U,U,2°00,U, U...Ut Buoao U...08 O¥0°08
Uf@sUt@? UtU,2-0© @8U,U"@gpuU U, @2Ut@20,U, @¥U,U%0 U,Ut@800© U...0'USUT0O

U, 2¥0-0+080; @8U,U...0°0 @8U,29U°@ ' US U"@'Ut@ U..08 US@U... @°U,UHDE

U~U, UfUt USU...UfUt @£UT USUSFU Ut U...U€@USP @8 B£USOY08 U@ US O£0°0°Uf0 08U¢
@8U,U"U,0* @8U,U€0'U,US 28U,00°08@° @'U,U%0 U...U,080-0'280* U...0°02U...0+00©
2¥2°08 U,U... US@U... 0¥0°*0*0®@ @8U... U...US@*00© "@¥USU,08U€¢ @20 @°USU,,

Q£0 0800 O¥U,0°080; ¥8U,U..0°0 @8U,09U @' US U,U,U,Ut0800",

debug rrm off-channel defer

debug rrm off-chanel dbg (starting 17.8.1)

debug rrm off-channel schedule

debug rrm off-channel voice (starting 17.8.1)

debug rrm schedule (starting 17.8.1, debug NDP packet tx)
show trace dot_11 channel enable

[*06/11/2020 ©9:45:38.9530] wcp/rrm_userspace_0/rrm_schedule :: RRMSchedule process_int_duration_timer_]



[*06/11/2020 ©9:45:39.0550] noise measurement channel 5 noise 89
[*06/11/2020 ©09:45:43.5490] wcp/rrm_userspace_1l/rrm_schedule :: RRMSchedule process_int_duration_timer_]
[*06/11/2020 ©9:45:43.6570] noise measurement channel 140 noise 97

D823 @sv, @8V, 2 U...USU,
U..Ut 280,0...0...0fUt 230+@ @80, @0...0, 280 @8V, @°USUT 2RU... o¥U, 2°080

U...0@80 U,2°01U... 0'U"082°0-20 UtU, 000 g8U, U gl U, &' 0s0°raed gsU. .
28U, 2050 @ @80, 2°U...UtUS U, U, BE0P 080« @8U, BESRUSB+O:

LabAP#show dotll clients deauth

timestamp mac vap reason_code
Mon Aug 20 ©09:50:59 2018 AC:BC:32:A4:2C:D3 9 4
Mon Aug 20 09:52:14 2018 Q@:AE:FA:78:36:89 9 4
Mon Aug 20 10:31:54 2018 Q@:AE:FA:78:36:89 9 4

U@ US 35U, 0¥Y0®0+B80- @8V, 32080 " U,@CE USUFU"Ut @+U...0% @8U,2°0 @~ UfU"
20+U..0* 2°0" 0" Q¥U,0°080; ?8U,U..0u080 U,00© UfU...@8 UiU" U..U@@uU, U€US
Ui@°d§ @8V, 080+0°0  B8D- :

https://community.cisco.com:443/t5/wirel ess-mobility-knowl edge-base/802-11-associ ation-status-802-11 -
deauth-reason-codes/ta-p/3148055

UST USa+ @8V, VAP @¥U, U%. @8V, U...2@3+U¢ U...UT @8U, WLAN @~ @8@®U, @8U, ap
(@£US U...0®0°U,U€ U...Ut @8U, WLAN id @'U, U%o @8U, WLC !11).

USU...UfUtUf @+@ @-U108 @'U... 00D+ D~DED* BEG®DT+U% U...U€2uU,00 U@ USU...08
2" @'®" U"@8U,0°US @°@°Ufd+ @ @80 ' U...08 UtU,8-00 98U, U @uU"U, @8U,2®@BSDuD©
2 @80,2'U...U,080; ©8U,U..02°0uU,USUT.

PEU TR US2rera-USo: B+@EUSZR 28U, U, 38@IU...@0 U...USU, @8UT @¥U, U%e F-B8U D"
U...Ut U...213+U€ @80 VAP U...0" 313+@Y B-U1@§2? @¥UfU... dotllradio 0/1 wian".
@Utg V.28 USE,U, 280,2'U...0,280; U...0x0%0 @-USUTeE USU...UfUT0f 280,201,
2, U% U@ D80uUSU, UV, ¥@°0u@su,UtU.. @ :

LabAP#show dotll clients

Total dotll clients: 1
Client MAC Slot ID WLAN ID AID WLAN Name RSSI Maxrate WGB
Q0:AE:FA:78:36:89 1 10 1 TestSSID -25 MCS82SS No

USU...UfUt @8U, 22U, @'U, U% U...2205@ U...Ut @80, 220 € 280uUSU, oU U,
oY@ @®@sU, @sU,@'U...USU, U...a":


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/802-11-association-status-802-11-deauth-reason-codes/ta-p/3148055

LabAP#show client summ

Radio Driver client Summary:

wifio

[*08/20/2018 11:54:59.5340]

[*08/20/2018 11:54:59.5340] Total STA List Count @
[*08/20/2018 11:54:59.5340] | NO| MAC | STATE |
[*08/20/2018 11:54:59.5340] -------------mmmmmmmm oo
wifil

[*08/20/2018 11:54:59.5357]

[*08/20/2018 11:54:59.5357] Total STA List Count 1

[*08/20/2018 11:54:59.5357] | NO| MAC | STATE |
[*08/20/2018 11:54:59.5357] -=----mmmmcmmmmmeeoo oo
[*08/20/2018 11:54:59.5357] | 1| 0:ffffffae:fffffffa:78:36:Ffffff89] 8|

Radio Driver Client AID List:

wifio

[*08/20/2018 11:54:59.5415]

[*08/20/2018 11:54:59.5415] Total STA-ID List Count @
[*08/20/2018 11:54:59.5415] | NO| MAC|STA-ID|
[*08/20/2018 11:54:59.5415] ------mmmmmmmm e
wifil

[*08/20/2018 11:54:59.5431]

[*08/20/2018 11:54:59.5431] Total STA-ID List Count 1

[*08/20/2018 11:54:59.5431] | NO| MAC | STA-ID |
[*08/20/2018 11:54:59.5432] -=--c--mmommmmmmmomeeooo
[*08/20/2018 11:54:59.5432] | 1| 0:ffffffae:fffffffa:78:36:Ffffff89] 6|

WCP client Summary:

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
@0 :AE:FA:78:36:89 1 9 1 FWD AES_CCM128 MCS82SS false 00:00:00:00:00:00

NSS client Summary:

Current Count: 3

| MAC | OPAQUE |PRI POL|VLAN|BR|TN|QCF|BSS|RADID |MYMAC|
|F8:0B:CB:E4:7F:41| 00000000 | 3] o] 1] 1] o] 2| 3] 1]
|F8:0B:CB:E4:7F :40| 00000000 | 3] o] 1] 1] o] 2| 3] 1]
|00 : AE:FA:78:36:89 | 00000003 | 1] o] 1] 1| o] 9] 1] 0|

Datapath IPv4 client Summary:

id vap  port node tunnel mac seen_ip hashed_ip sniff_ac
@0:AE:FA:78:36:89 9 aprlv9 192.0.2.13 - @0:AE:FA:78:36:89 192.168.68.209 10.228.153.45 5.990000

Datapath IPv6 client Summary:

client mac seen_ip6 age scope  port
1 00:AE:FA:78:36:89 fe80::2ae:faff:fe78:3689 61 link-local aprlv9

Wired client Summary:

mac port state local_client detect_ago associated_ago tx_pkts tx_bytes rx_pkts rx_bytes

USU...UfUtUf Ue2+29 U,0-0' 080°0udsU, @'U...USU, U..0"USUT @~ 280°0*0®% @8U... :



test dotll client deauthenticate

USD...UfUT 030, 0011 U, G0, Uke GBS0 050 030100 050, U... 000 U, U1,
@U...USU, @ O8B3IRD B8U..

LabAP#show client statistics wireless ©0:AE:FA:78:36:89
Client MAC address: @0:AE:FA:78:36:89

Tx Packets ;621

Tx Management Packets : 6

Tx Control Packets : 153

Tx Data Packets ;462

Tx Data Bytes : 145899
Tx Unicast Data Packets : 600

Rx Packets : 2910
Rx Management Packets : 13

Rx Control Packets ;943

Rx Data Packets : 1954
Rx Data Bytes : 145699
LabAP#

@8U,U...22USg @, U%o U...232”U"U%. @8U, @+@8@ USU @E USU...UfUt @8U, @2l U,
@0, U%o @8V, UfB«USE+ U...Ut @80, U...aU, U U...08@° U US show controllers’. @U@~
P28V € 20 @'UTU 08Ut MAC @8U, @080 @ @8U,3'U...USU,@CE US@2U... 2'0+01
U..0'9"U,280° @8U,0 US@sUt@8@° @8U,U...0 @'U"U...00 UU" 00 B80?
QYD*D°0+0 080 @8U,0 US@sUT080? @8U,208U,US@© U @¥U...Uf@8UT@8@2 PHY
2" @8U,0¥008U€00 @¥U,U%0 U..U,0 @80+ @'U...U,USO80? O¥D'080 B©

280, U...008U"U,20 U"U€&Q'U, 08U,0¥0+D*@8U,,:

<#root>
LabAP#show controllers dotllRadio @ client @0:AE:FA:78:36:89

mac radio vap aid state encr Maxrate is_wgb_wired wgb_mac_addr
@0:AE:FA:78:36:89 o 9 1 FWD AES_CCM128 M15 false 00:00:00:00:00:00

Configured rates for client 0@:AE:FA:78:36:89

Legacy Rates(Mbps): 11

HT Rates(MCS):M@ M1 M2 M3 M4 M5 M6 M7 M8 M9 M1@ M11 M12 M13 M14 M15
VHT Rates: 1SS:M@-7 2SS:M0-7

HT:yes VHT :yes HE:no 40MHz :no 8@0MHz :no 80+80MHz : no 16@0MHz :no

11lw:no MFP:no 11h:no encrypt_polocy: 4

_wmm_enabled:yes gos_capable:yes WME(11le):no WMM_MIXED_MODE : no

short_preamble:yes short_slot_time:no short_hdr:yes SM_dyn:yes

short_GI_20M:yes short_GI_40M:no short_GI_80M:yes LDPC:yes AMSDU : yes AMSDU_long:no
su_mimo_capable:yes mu_mimo_capable:no is_wgb_wired:no is_wgb:no

Additional info for client 0@:AE:FA:78:36:89
RSSI: -90

PS : Legacy (Sleeping)

Tx Rate: @ Kbps

Rx Rate: 117000 Kbps

VHT_TXMAP: @

CCX Ver: 4



Statistics for client @0:AE:FA:78:36:89

mac

TxFai |

intf TxData TxMgmt TxUC TxBytes

TxDcrd TxCumRetries RxData RxMgmt RxBytes RxErr TxRt
00:AE:FA:78:36:89 aprov9

Per TID packet statistics for client @0:AE:FA:78:36:
Tx (last 5 s

Priority Rx Pkts Tx Pkts Rx(last 5 s
460

0 89
1
2
3 5
4
5
6
7

9

S0 uwWe e

(SIS IS SIS SIS

Legacy Rate Statistics:

(Mbps :
11 Mbps : 2,
6 Mbps : 0,

0
0

HT/VHT Rate Statistics:

(Rate/SS/Width :

0/1/20 :
6/2/20 :
7/2/20 :

webauth done:
false
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4
4
5
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’

’

’

Rx, Tx, Tx-Retries)
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1
0
0
0
0
0
0
0

1
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1
0
0
0
0
0
0
0
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1

0

0

QID Tx Drops Tx Cur Qlimit
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01
01
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0
0
0

0
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0
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1024
1024
1024
1024
1024
1024
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1

1599

U...Ut o£2-U, 2°orp'er U...0'g U, @ USgsUteseR @80, 20... USU, U@EY” U,USU...00 RSS|
'@ UfU, U...23270...0+@E USU...UfUtUf 230’ 2°USU, @010 @80t <mac>U, U...2'0 U,
@'U...USU, Debug dot11" U"@2*@-USU, Ut@°Ut @8U,U...0"W, U"U...38@7 UfU, B«@8UTUSBO:

LabAP#debug dotll client rate address ©0:AE:FA:78:36:89
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:
[*08/20/2018 14:

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
140.
141,
142,
143
144
145,

17
17
17
17
17
17

28.

28

31

34

37

0928]

.0928]
29.
30.

0931]
0934]

.0937]
32.
33.
.0988]
35.
36.
.0996]
38.
39.

0939]
0942]

0990]
0993]

0999]
1002]
1004]
1007]
1010]

.1013]

1015]
1018]

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
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:AE:
:AE:
:AE:
:AE:
:AE:
:AE:
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:AE:
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:AE:
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:AE:
:AE:

FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:
FA:

78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:
78:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

MAC
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89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
89
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OO NSO UOUEFRLRNNMNNWUOURLRNNDNWN
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12
12
12
12
12
12
12
12
12
12
12
12
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as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
as8.
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2-2s
2-2s

N
1
N
wn
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(%]

(%]
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(%]

(%]
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(%]

(%]

(%]

(%]

(%]

NNNMNNMNMNNMNNNNNMNNNNNDN

NNNMNNMNMNNMNNNNNMNMNNMNNNONNDN
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-45
-45
-45
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-46
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-46
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-46
-46
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-46
-46
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53
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53
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52
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52
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52
52
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52
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[*08/20/2018 14:17:46.1021] 00:AE:FA:78:36:89 0 0 12 a8.2-2s -46 52
[*08/20/2018 14:17:47.1024] 00:AE:FA:78:36:89 0 0 12 a8.2-2s -46 52
[*08/20/2018 14:17:48.1026] 00:AE:FA:78:36:89 7 15 12 a8.2-2s -46 52
[*08/20/2018 14:17:49.1029] 00:AE:FA:78:36:89 0 6 12 a8.2-2s -46 52
[*08/20/2018 14:17:50.1032] 00:AE:FA:78:36:89 0 0 12 a8.2-2s -46 52
[*08/20/2018 14:17:51.1035] 00:AE:FA:78:36:89 1 7 12 a8.2-2s -46 52
[*08/20/2018 14:17:52.1037] 00:AE:FA:78:36:89 0 17 12 a8.2-2s -46 52
[*08/20/2018 14:17:53.1040] 00:AE:FA:78:36:89 1 19 12 a8.2-2s -46 52
[*08/20/2018 14:17:54.1043] 00:AE:FA:78:36:89 2 17 12 a8.2-2s -46 52
[*08/20/2018 14:17:55.1046] 00:AE:FA:78:36:89 2 22 12 a8.2-2s -45 53
[*08/20/2018 14:17:56.1048] 00:AE:FA:78:36:89 1 18 12 a8.2-2s -45 53
[*08/20/2018 14:17:57.1053] 00:AE:FA:78:36:89 2 18 12 a8.2-2s -45 53
[*08/20/2018 14:17:58.1055] 00:AE:FA:78:36:89 12 37 12 a8.2-2s -45 53

UeUS Uiz°08 o¥U1t0°080-0CE @8U, Tx U Rx B+0 " @ 9+@ " @- USD " B« U US

28U, 0«@8UtUS@© U€0sauU, U..Ut@° @£fUt @-0"0'0* B¢@®0+ U..0+@0BE @8U,
UtU€@3Ut U, Tx US@'USE . U"U...0" @°U,Uf@CE U@@¥UT RSSI U~ SNR U"U...0'9" U,
80,0 US@sUt@s@? UtUS @8U,U,USU... U...Ut 98U,20%U...00 @8U,£0®USP+@© U...Ut
@°U,Us 28U, U€282uU, @8U,2%U...UTtUS (U"U,US@® @8U,U..02U0"°2%*@- U,@-U...USQ’
28U,00%U... U@US @°U,Uf @8U,U€@80uU, @8U,020...UtUS).

@3USUT@8@+USU UT@8@? FlexConnect

USU...UfUtUf @8V, 270, U, U...Ut U, U @salU... @8U, 23U fU... U€US @8U, U @uU U, (ACL)
@8U,220S US@?U... 2°@-@ " USU,U1@§ @@8U, US@8s @'U,U%0 @'U...USU, U€US
?*USUt@8@+USU" U...28 U,0 U, @8U,U...0u080 U,80 (CWA @'U,U%0 @°@ " USU,,
?8U,U..0«@8U,) 0£U" U..08 " @'®" ©8U,U...0u0280 U,Q0:

AP#show client access-lists pre-auth all f48c.507a.b9ad
Pre-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

REDIREC

rule 0: allow true and ip proto 17 and src port 53

rule 1: allow true and ip proto 17 and dst port 53

rule 2: allow true and src 10.48.39.161mask 255.255.255.255
rule 3: allow true and dst 10.48.39.161mask 255.255.255.255
rule 4: deny true

No IPv6 ACL found

AP#show client access-lists post-auth all f48c.507a.b9ad
Post-Auth URL ACLs for Client: F4:8C:50:7A:B9:AD

IPv4 ACL: IPv6 ACL:

ACTION URL-LIST

Resolved IPs for Client: F4:8C:50:7A:B9:AD
HIT-COUNT URL ACTION IP-LIST

post-auth



rule @: deny true and dst 192.0.0.0mask 255.0.0.0
rule 1: deny true and src 192.0.0.0mask 255.0.0.0
rule 2: allow true
No IPv6 ACL found

Utg,@8su... U...U, U©B§0* AP

U, 28 222°U...0 UtU, @8@- @80, U@V, U...Ut UtU @t CoS @ O¥D B+@80- @-U...USHL
U...000"US@s@? Uta @sU... @8V, U...U, U 0802 @'U,U% @8U,2£U13 U...00
28U, 0£0°08@2US@© U, Unix.

US@3-US @80, PEU... @+ show filesystem” @U@ @8@pUSU, @'Ut 0¥2*0°0®@ @8U...
?8U,U..2°08000 U @°U"02US@'Ui@8 @'U,U%. @8U,U,@°U... ®8U,2@8U,US:

2802#show filesystems

Filesystem Size Used Available Use% Mounted on
/dev/ubivol/storage 57.5M 364.0K 54.1M 1% /storage
2802#

@80, BEV... @+ show flash” USZ@ @ @8V, U...U, U B82° @8U, 3+ | US@*US@© @'U,,U%o
@8U,, AP flash. USU...UfUtUSf @£US@9 28 @¥U,@@8U, @8U, syslog @£U" O£D*@8@3US
@8U,UfU,U...00 @80,U..0€0°080 B£Ut US@*0+0~ @°U,Uf @8U,U...0-U,0 2802
?8U,U..00 @ 00.

ap_2802#show flash
Directory of /storage/

total 84

-IW-Y--Y-- 1 root root ® May 21 2018 1111

-ITW-Y--T-- 1 root root 6 Apr 15 11:09 BOOT_COUNT
-ITW-Y--T-- 1 root root 6 Apr 15 11:09 BOOT_COUNT.reserve
-Yw-r--T-- 1 root root 29 Apr 15 11:09 RELOADED_AT_UTC
drwxr-XxTr-X 2 root root 160 Mar 27 13:53 ap-images

drwxr-XxTr-X 45 root 2016 Apr 15 11:10 application
-IW-Y--T-- 1 root root 6383 Apr 26 09:32 base_capwap_cfg_info
-IW-T--T-- 1 root root 20 Apr 26 10:31 bigacl

-IW-T--T-- 1 root root 1230 Mar 27 13:53 bootloader.log
-IW-T--T-- 1 root root 5 Apr 26 09:29 bootloader_verify.shadow
-IW-Y--T-- 1 root root 18 Jun 30 2017 config

-IW-T--T-- 1 root root 8116 Apr 26 09:32 config.flex
-IW-T--T-- 1 root root 21 Apr 26 09:32 config.flex.mgroup
-IW-T--T-- 1 root root @ Apr 15 11:09 config.local
-IW-Y--T-- 1 root root @ Jul 26 2018 config.mesh.dhcp
-IW-Y--Y-- 1 root root 180 Apr 15 11:10 config.mobexp
-IW-Y--T-- 1 root root @ Jun 5 2018 config.oeap
-IW-T--T-- 1 root root 2253 Apr 26 09:43 config.wireless
drwxr-XxTr-X 2 root root 160 Jun 30 2017 cores

drwxr-XxTr-X 2 root root 320 Jun 30 2017 dropbear

drwxr-XxTr-X 2 root root 160 Jun 30 2017 images

-IW-T--Y-- 1 root root 222 Jan 2 2000 last_good_uplink_config
drwxr-XxTr-X 2 root root 160 Jun 30 2017 lists

-Yw-r--T-- 1 root root 215 Apr 16 11:01 partl_info.ver



-IW-Y--Y-- 1 root root 215 Apr 26 09:29 part2_info.ver
-IW-Y--T-- 1 root root 4096 Apr 26 09:36 random_seed
-IW-Y--T-- 1 root root 3 Jun 30 2017 rxtx_mode
-IW-Y--Y-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG@
-IW-Y--Y-- 1 root root 64 Apr 15 11:11 sensord_CSPRNG1
drwxr-xTr-X 3 support root 224 Jun 30 2017 support
drwxr-xTr-X 2 root root 2176 Apr 15 11:10 syslogs
Filesystem Size Used Available Use% Mounted on

flash 57.5M 372.0K 54.1M 1% /storage

FBeGUSUT U a¥d+B3@8U, syslogs

@8U, syslog USZe@?UtT U...0-U, @ @80, syslog ¥U1t@asa- U...Ut P8 U, reboot.
@8V, DEU... @+ show log" USE, Utd+ U€U,d- syslog U...Ut@° BCO®D+ O¥D'080 3O
?2U...UtUSa .

U€US UfU, @ U 0+00 0¥0'080 @0 @2U...UtUSO @& @°@°U... Uf@°@80 @O syslogs
@'U,U%0 U...U,U€080* U...0°0*08US? 00.

artaki# show flash syslogs
Directory of /storage/syslogs/

total 128

-IW-Y--Y-- 1 root root 11963 Jul 6 15:23 1

-IW-Y--Y-- 1 root root 20406 Jan 1 2000 1.0
-TW-T--T-- 1 root root 313 Jul 6 15:23 1.last_write
-IW-Y--Y-- 1 root root 20364 Jan 1 2000 1.start
-IW-Y--T-- 1 root root 33 Jul 6 15:23 1l.watchdog_status
-IW-Y--Y-- 1 root root 19788 Jul 6 16:46 2

-IW-Y--Y-- 1 root root 20481 Jul 6 15:23 2.0
-TW-T--T-- 1 root root 313 Jul 6 16:46 2.last_write
-IW-Y--Y-- 1 root root 20422 Jul 6 15:23 2.start
Filesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage
artaki# show flash cores

Directory of /storage/cores/

total @

Filesystem Size Used Available Use% Mounted on
flash 57.6M 88.0K 54.5M 0% /storage

@8U, U...o00+@- @8V, ZEU U, g @' @sU, @U...UtUSE @sU, @EU~U, US UTU”
@8§U,U...U, U 1.0 U"US@?U... 2¥Ut0 @80; @8U,U..U,Ué 1.1 O¥0°08 O£0ud" @
28U,0¥0ud 283+ 1.0 @-U"USU, -0 ?8. 0" 0'0” 0¥0'080 @© @8U,0°0 @°USU,BE
uS@aU... o¥Ut@'?8@; U...U, U6 @-0 US@™ 2.0 U U...08 @¥U, U%o @°U, US.

U...Ut @80, WLCOE BEUTZR USeraea-USer @ UfU, @ @8U, syslog 2°@8US@0 @¥Ut USa+UST™
GEUTAR APsUf BEUT USB+@B3U, UTU... syslog @+@@8U, BO unicast @¥U, U%. UTD8D U, B®DED



P8V D°D+08DNUSOSDE B°@+@°U,, APs UU... syslog @¥U,U%0 @'UtU 08Ut @ @« @EUT
US2*0°0-US®" 0°0" 0 " 0* 0" 0'09 @ 0« 0'080uU@DOBE U,0°U,Uf @9U...Ute?* @£Ut
US@'UfU,, syslog Ut@8@ U,

F+7*0, U0, 300 @8V, UaW U, @13 @+ sysog 3@ UfU, B8V D°B+08@US BEUS
U..0:0"U"0'?802 @'U,U% O¥@®D+080- U 00 @© @8U,3°@UfU... 28U,0®@D8DuDO©
" U1@s.

UeUS U090 90 @8U,3°@USU... 98000 USU...UfUTUS @2@°USUSD+ U@ Ut

280, U...0"'0,U...080° U@ US @8U,@2UfU"USUT -> U...U,Ué 2°0'0+USU€ Q¥D+0°D "~ D8QD-
UtU,2-00 @8U,U"0uU"U,2E 0°00* @8U,0¥0 080+D0.

Edit AP Join Profile

General Client CAPWAP AP Management Security ICap QoS

Device User Credentials CDP Interface
TFTP Downgrade Telnet/SSH Configuration
IPva/IPvE Address 0.0.0.0 Telnet
Image File Name SsH o
System Log AP Core Dump
Facility Value KERN v Enable Core Dump
Host IPv4/IPvE Address 192.168.1.12
Log Trap Value Information v
Secured (i)

USU...UfUtUf @agPUSUSa+ U, USU...@0 U...U, 383!U...30 @8V, @3a-U, U, ¥a+@asU,
FPOBUSD B8V, DEDRD-BED; PEUSDIDE PP @+ syslog. USU...UfUTUf @' @@ @°U,Uf
7?U...UfuUSUt ZRa@U S @8V, BEBRD-B8B; @U, U%e U B8D-UTd0 @Pa-@+ @8V, BEU D8U... O+
(CLI) U, UtU,2-0© @80, U g U, U"USZU... o¥a+@PasU, U...0®@+@-382R Ut@° Ut

a8V, BEDRD- DD DD B+ G+ BBSBIU,, syslog P¥U, U%. B8V, BRGBET U... I8V, B°US @U....
@?UfU USUTUL .

U280~ @¥U, U%o cisco @'U, id CSCvu75017 BE U@ U,3- @'Ute " U...08 USO«@ " @2 B£UtD?
@8U,, syslog U...8+U€U, @¥U,U%o KERN (@8U,U,USU...00 08U,08U€2*0+083USOO©)


https://tools.cisco.com/bugsearch/bug/CSCvu75017

US@+@3°U,, @8U, ap syslog @+2°08U, 80 Q®D8D+B-?8.

o¥@°@8 UfUtzr @0, UU... 3 083U o @8V €@ B£0®0-08@; UtU,0-0© @8U,UouU U,
U @¥ouU,280Ui@8 @USB« U...Ut @8U,U..00°U...U, £Ut 0°U€eU,0” B80°0udsu,
280,00 " Uf@© (@£U" @'U,U%0 WGB @'U,,U%0 @*@~USU,, @8U,U...0«@8U,)0CE U @¥Ut
syslog U, @8 USU...UfUt @8U,280'@°U...08@0 @'U,USU% UFU...08 U,@8 US@?U...
Q¥@+0*?8U, P£US 0+@°080 | U, 0¥0°08§ U6 U,0 0° UtU,8-00 08U, U @uu"u,
080°0uesU, @80, U 0uU,00 ?8U,0@080u00 @ Uids.

U,2°U, UfoE Ueo¥Ut @8U,0¥0'?2U...080 @'U,U%0 U...U, U082 syslog
?8U,U...0002Ut0o UeUS B8U,2°08Uf0+00© @8U,U...0aU,0°00© (flash) UtU"
?-0+USU,00 @'@ USU...00 U,0°0udUSo Ofd®0-080; @8U,B¥B®D+D8D

U @°@®@*USuUtU+ @'U,U% UtU,8-0© @8U,U"@uU"U, UtU€a°Uias @«U... @°@U...USU, Ut
2" @'UfU, @ U @+US U€US U U,02 U,080U,.

@D2U...00 @ @WU... AP

USU...UfUt 22U U@ USSP+ 0" 0'09 U...0'U,U"U...080° @8U,0°0 @®USBu @8U,3°US
US@2U... 2°@-U...USQ'Ui08 @@ UfU, @282 ' @' U..Ut @£UTU 080" U...000U, U600
UeUS 20%U...00 U0800 @© USU...UfUTUS @°@U...USU,Ui@s U...Ut UtU,080-
@80, U @pu"U,,.

U...20,UU...080° @8V, 23 3eUSA@sU, 2US USU...UfUTUf @afU...USUTUTDs U€US
28U, 00%U...0© UTUS:

. JSRU D USHT O B+ & U
AP syslogs .
@*@-U, 2822 & U...282° AP CAPWAPD S ‘
DU, DEPP & @ B % @PUSU, UtU,@-@0 @80, Ul U, U asU, B+B*asaU,
U...U,U&082° AP U,U,2°@+U...US®?

UU QQQJAU,, ‘QlL‘J,,‘L‘J%o Q@ZU@© W@{U... Utu,a-@© ®§U,, U@ U, @E USU...UfUtUf
@8U, B8UTEU, B8V, @¥U, U%. U B80-UtB0 @3d-@+ BEU"Z8U... @+ (CLI) UTU, 3-00
38U, U g U, U ¥ d®@8U, B8U, BEU...3+ copy support-bundle tftp: x.x.x.x".

g @@ Uir@s USU...UfUTUf @8V, 27U, U, U...Ut @8U,U...U, U€ 28U, U...2%U...U%o
9" 28@°U... UtU,0-00 @8U,U@uU"U, @8U,U..0+U€U, U...0" support.apversion.datetimetgz

UfU..@8 U0 U...U"0T10 U USU...08 @ ' @'0 :



APCAF7.D54C.E77C#copy support-bundle tftp: 192.168.1.188

LCr>
APCAF7.D54C.ET7C#copy support-bundle tftp: 192.168.1.189
Creating support bundle, please wait...ifconfig: wiredl: error fetching interface information: Device not found

Unit systemd-journald.socket could not be found.

tar: ./*.tgz: No such file or directory

tar: error exit delayed from previous errors

tar: *.tgz: Mo such file or directory

tar: error éxit delayed from previous errors

== Support file APCAF7.DSAL.E77C_support.17.2.1.11.20288488.145526.tg2 created ===+

L e e e e L e
Successful file transfer:

APCAFT.D54C.E77C_support.17.2.1.11. 28208488, 145526.tgz

APCAF7.D54C.ET7CH]

-=

Ut " ¥, 3°P8D; tar" @8U, U...U, U€ USU...UfUTUSf @'0+29 U...000°U,U¢
@sU,U...U,U&a80° @sU,U...0-U..0'00©:

-images s+ APCEFTDMCETT support.1T.21.11.20200408. 145526

| | APCAFT.DMCETTC support. 17.2.0.11.20200408, 145526, bran.error Jog.ge 475 2020 4:55 P GL File KB
APCAFTOSLCETTC support, VTV, 11.20200808. 145526.bramn logugs 1 20 4:55 P iZ File
APCAFTIDSLC.ETIC support. 1T.2.0. 1120200208, 145526.ina | 4 !
APCAFT.IDMC ETTC tupport 1T 01120000208, 145526 mettagergt AFRS 20 A hi

APCAFT.IDRLCETIC support 1T 1, 1120000208, 145526.stanlog g A 20 4 Lt

APCAFT.DMC ETIC support. 1T, 1120000808, 145526, 5yslogs.gz | ! I
APCAFT.IDALC ETTC support \T.L1.11.20200808. 145520, tech_supportge LRTE 355 P " File HKE
APCAEFTOMC ETTC_Supporl 1 TA1.11.20200408. 145526 wea_info.psongs |87 2020 4:55 P G File

APCAFTIDSCETTC supporl 1T 11120200408, 145526, wea_status pon.ge FES 2020 4:55 PIA 3L File '
@37-U...USg U...U, V& 0502 AP 08U, 0£0°0§0°US00 0'Ut 0" 0'0™
U, 233-0...08z1 U...U, U 0802 AP 08U, £ 2*080°USQ0 @'UT @~ 0'0 @ @8U, D+D-D8D;
@2U...UfUSUT 22U € @+US@° @8U, B£B*@8@3US U, US@2U... 2°@9U...USUtUL U€US
202U...00 980,80 @'U... @«U... @*@U...USU, 00%U...00 @sU,d @'U... U...Ut UtU,8-8©

@8U0,U"@uU"U,0C @£U" @8U,2¥0+2°08U, U...0" 080 0+@© @¥U,U% 3®@8@ U... TFTP.
2°0*0*@®@ " U... 28U,0£U...0«U,00 @8U,2°08U,USPO© @®@8@ U... TFTP 192.168.1.100.

U 280-U100© @30 -0+ @8U, @EU D8U...@+ (CLI) U, UtD,@8U... @8V, @3 @°USU, AireOS

(c3504-8l) »config ap core-dump enable 192.158.1.109 aplores uncompress ?
{Ciscp AP Enter the name of the Cisco AP,

all Applies the confipguration to all comnected APs.

U @80-Ut@© @8U, U...23333®% U... @8U, @+@3U"U...USZO AireOS



T T
CISCD

Wireless

= Access Polnts
A0 AP
Deredt AF3
w Radad
S0F, L lnin/ s’ a

¥ Advanced
Mesh
kAP Group NTP
¥ ATF
RF Profiles
FlaxeConnect Groups
¥ FlexConnect ACLS

FlexConnect VLAN
Templates

Hatwork Lists
F BOZ.11afmfaciax
» 802.11b/ g n/ax
¥ Media Stream

applicatbon Visibilty
A Control

Lync Server
Country
Timers

¥ Hetflow

k Qob

IOS® CLI U...

<#root>

eWLC-9800-01(

config

All APs = Details for APTODB.98E1.30EC

HONITOR  WiANs CONTROLLER WIRELESS SECURITY  MANAGEHENT  COMHANDS

| General | Credentizls  Interfaces | High Availability | Tnwentory

Regulatory Domans
Country Code

Cisco Discowery Profoos
AP Growp Hame
Fatatice Timer

ata Encryption

Regue Detechan

L Telagt

T gam

ME1 Forts Stele

TOF Adpsst MSS [IPvd: 535 » 1363, IPv6z 1200 - 1331)

LED State
LED Brightigvel
LED Fiash State

USE Medule ID

Oseermide

USE Hodule Status

USE Hodule Operabomal Sate
Hypaoriocation Configuration

3 pratie Hyperdocatsen

Hypeciodaben BLE Hedule

Ut Cisco

)#ap profile TiagoOffice

eWLC-9800-01(
confi g-
ap

-profile

)#core-dump tftp-server 192.168.1.100 file apCores uncompress

IOS® GUI U...Ut Cisco

802 1Ebgi-E BOZ.11a:d
1L (Termad) T

-

delauli-grows T

180

Glekal Config ¥
Global Config * | 7
Global Config * |
(b
TCF MGE e Globelly Enabled
Enabde T
] (1:8)
] £1- 3600 )secorads

L

Indefimite
* Datable
Sl Madule

o

ok Deteced

Glekal Config ¥
Pragent

HELP

FEEDRACK

Power Over Uthemet Settmgy
Pl Status
Pre-standsrd B02.3af savbches
Povier Insetsr S

Full Power

AP Core Dumg

AF Core Dumnp
TFTP Sercer EP

File Name s
File Crempresssse

4P Regrarsmit Count
AP Rearieaail [rbenal
WLAB Tagging
VLAN Tagging
NTF Server Stalus
Stotus  Desebled
miS Configuratson
mONS Snooprg
VLAN List |
TrusiSeo
arg nfia

CME Sorvices

Services Sub-Serviges CMX Server Ip

19216481100

¥ Ensble

' Enabled

Enalbied



B il Cisco Catalyst 9800-CL Wireless Controller A ® E

= AP Jain | Edit AP Join Profile

Device
AP Joir Profile Mame
TFTP Downgrade
TiagoOfhon
0.0.00
System Log
MHost IPvE/IPvlh Acddros 255,755 155,255

UfU...28 UtU" @8U, @@8U, U...Ut Cisco IOS® XE 17.3.10€E U, @ USUf @'U, @8U...0
@8V, 23" U UST” @z?U...00 @ @W0... UTUSU...UfUtUf @01t@2USU, APSB U...Ut

U @sz-Utzo @sU, V... 2o U... @8V, @+@rUU...USgo (GUI) @5V, 2easa@e @ U 3d @O
@80, FBUfU... U€US 98U,0'0 " Uf@o @8U,U...0U,US@o @8U,U,080°U,UfUS@O© (WLC).

UfU, U..28 220,0°U... @'Ut UU" gUtU@USE° O£U..0+ Utgroego g @'U... @2?U...g0"
U, U% UV, @-30 @8V, Vgl U, U o¥a+@3asy, Uta§ @' @+ SCP @¥U, U%. @'UTo@+
@80, U fU... UeUS B8U,8'0 " Uf@© @8U,U...0U,US@© @8U,U, 083U, UfUS@O© (WLC)
(U,2£Ut @'Utoud+ 08U,020UfU... U€US @8U,0'0 " Ufd© @8U,U...8U,USO©
@8U,U,28@°U,UfUS@© (WLC) USU...UfUt @£UT USUSFU"UT @®@8@ U... SCP).

UAQ'@Q—WU,,UI‘ USU...UfUtUf @2Ut@2USU, Ut U...Ut @8U, U... @0 @+@ @8U, DRDEDU
ag'Uf:

e
P780C-  AR- i ——
-‘085-49E6  APZBO2I- 2 (/] 81.244.9.50 502(.a83¢

4 A=KS General Interfaces High Awvailability Inventory ICap

1 0 »
Destination D This Device La

External Server

5 GHz Radios

Server IP* 172.31.46.79 T
2.4 GHz Radios Destination File Path* & ! 5
F
Usemarme*
Dual-Band Radios T
Password"

LSC Provision



Utgras USatUtUS @EUTUE USU...UfUTUf USE U USas UtU€@US@° UtU &3
280,000 2'00 U6 US 0¥Ou0 080+082° @'Ut@ud+ @8U,2°@USU... U€US
280,20’ @ Uf@© @8U,U...0U,US@© @§U,U,080°U,UfUS@O (eWLC) U,@ U, 17.3.1;

PEUTZRE® G2?U...30 @8V, @*U... U...Ut UTU,3-00 @8U, U"gW"U, B3 @+ SCP B¥U, U%o
@'@+0" 2?0 UfU'U, eWLC IP@¥2°@§ U,U... USUfUT U, 8 USUf 2@@8a U... TFTPUSU...UfUT
@80, U gli"U, @40, USUt 24U, U% UtU,2-90 280, U"aiU,,.

U 21@s @0 U...@8 USU...UfUT @8U, Uma U, @¥U, U% U0 @0 B350, Z*BUfU... U€US
28U, @ " Uf@© @8U,U...0U,US@© @8U,U, 80U, UfUSOO (WLC) @'0 " @+

" @+U"@2U"UfU"U, SSH U...Ut UtU,2-0© @8U,U"@uU U, (AP)@E U U...Ut B«U..0E
UeUIUS 0 U..0«080 @© @USU,2© @-US® 9o U,U..0+0U,00 U..08 U,0"U, 17.3.

78U, 2e3-U 30 1. 2U...UfUSUT SSH @'U, U%. 9800 v17.2.1

@8U, 2®@-U"2© 2. @U...UfUSUT SCP @'U,U%. Cisco IOS® XE v17.2.1

USU @92 U+@°@§ @8V, U...3«@8U, UfUSU€USR© @2UfU"USUt U0,080 | U¢ 0-08UtD"
?8U,0®@8@ U... U, SCP. US@*@°0®® U... Ut@°0§ @8U,U...0«@8U, @8@3U...
U...2°0°0®@ U... U UfU,U...00 U...0+U @+ U..00 @ USUT U...0U, US@S:

Devicer anable
ices configure terminal
fig)s aaa new-model

ig)# aaa authentication login default local
igi# aaa authorization exec default local

igi= ip sep server enable
ig)® end

28U, 23U 30 3. BEFRI@D U... @8U, DEU...D+ copy support-pack” U UtBPDs§D- @¥U, U%o
@I UST @82°U... @8U,U...U, Ué B8U,3°US @3US@U... o¥UTtQ @8@=Ut U€@US

PeOsD U... SCP.

@, U...U8z: USU...UfUtUf @ @eUSU, @80, BEU...0+ U...3+@0 U 3sad o U, U, adp U,

U, U% @§2°U... U...U,U€ 2°U" U...8"UtU%@E @«U... Uta*0®/U,8uU, 082°U...
@80,U...U,U€ Ut@°08 U€US 08U, 2£U...0+:


/content/en/us/td/docs/wireless/controller/9800/17-2/config-guide/b_wl_17_2_cg/secure_shell_.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/sys_mgmt/b_172_sys_mgmt_9600_cg/secure_copy.html

AP7@DE.98E1.3DECScopy support-bundle scp: admingl92.168.1.15:/

Creating support bundle, please wait...!tar: ./®*.tgz: No such file or directory
tar: error exit delayed from previous errors

tar: *.tgz: Mo such file or directory

tar: error axit d (ad from I'"="'i|'|l-{ Arcarc

+=== Support File‘QP?EDE.9851.335[_549nnrt.17.2.1,11,20283536.113925.tg: freated ===+
Warning: Permanently added "192.1e8.1.15" (R5A) to the 1ist of known hOSTo:

Password:

Connection closed by 192.168.1.15 port 22
lost connection

AP78DE.98EL1. 3DECEcopy support-bundle scp: admingl192.168.1.15:/AP78DB6.98E1.3DEC_support.17.2.1.11.28208506.110086.tgz

Creating support bundle, please walt...!tar: ./®*.tgz: Mo such ¥ils or dirsctory

tar: error exit delayed from previous errors

tar: *.tgz: Mo such file or directory

tar: error exit delayed from previous errors

+mms Suypport file APTBDE.9BE1.30EC support.17.2.1.11.2082080506.118400.tgz creatad mem+
Password:

AP78DE.98E1.3DEC_support.17.2.1.11.202008566.118488 .tz

Connection to 192.168.1.15 closed by remote host.

AP7@D8.98¢1. 30Ecs]]

28U, 200 U°30 4. @... USU...UfUTUf @80, 38UEAU, 38U, @¥U, U% U @8@-U20
@80, V... I U... @8V, @+@RU"U...USgO (GUI) B8V, eJsa@o &'V dd B0 B8V, 2D-
UfU... U€US 28U,8'0 " Uf@© @8U,U...0U,US00 @8U,U,0803U, UfUS@O© (WLC)

U @8U,280u0"U, @'U,U%0 @8U,U...U,U& 2°00% @8V, O¥D B§D+30 > B8V, O¥D B§B+B© >

U...o'USg+ @80, U...U, U@ D80

B .l Cisco Catalyst 9800-CL

Cisco

ﬂ "c'l'_,;ég' C!_ﬁ:::n Catakyst 9800-CL Wireless Controller

* » Flle Manager

# % 2| boothmn

|
5
L]
o g
%
-
#

W




loT U” Bluetooth

@8U,U@uU"U, @~ 080°0°0®0 @8U... :

AP# show grpc server log

time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:
time="2020-04-01T01:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
37:
37:
37:
37:

527"
527"
527"
527"
527"
527"
527"
527"
527"
527"
027"
027"
027"
027"

level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info

msg=" Calling startDNASpacesConn routine

msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]
msg="[DNAS]

USU...UfUt @8V, 233U, U, U...Ut Z*a-U, @80° 3e@§a U... gRPC U€US UtU,8-00

spaces conn url 10.22.243.33:8000"

entering stopDNAspacesTmpTokenRoutine"

exiting stopDNAspacesTmpTokenRoutine"

entering startDNAspacesTmpTokenRoutine"

launching token request cycle”

exiting startDNAspacesTmpTokenRoutine"

spaces token expiration time 2020-04-02 01:36:52 +00¢
Receive Success status”

Connection not in ready state sleeping for 1@ second:
Setup Stream for the gRPC connection"

Connect RPC Succeeded."

RX zroutine got enabled "

TX routine got enabled "

USU...UfUt @8U, @70, U, U...Ut 38U, @82°2@sU, @'U...U"a, U...2PasUe D80 DNA
@ O8D*D*P®D @8U...

AP# show cloud connector key access

Token Valid :
Token Stats :

Yes

Number of Attempts
Number of Failures

Connection Retry Interval :

Last Failure on

Last Failure reason :

Last Success on
Expiration time

: 44
. 27

1 2020-03-28 02:02:15.649556818 +0000 UTC m=+5753.097022576

curl: SSL connect error

1 2020-04-01 00:48:37.313511596 +0000 UTC m=+346934.760976625
1 2020-04-02 00:48:37 +0000 UTC

30

AP# show cloud connector connection detail
Connection State
Connection Url
Certificate Available

Controller Ip

Stream Setup Interval
Keepalive Interval
Last Keepalive Rcvd On
Dials

Numbexr
Numbexr
Numbexr
Numbexr
Numbexr
Numbexr
Numbexr
Numbexr

of
of
of
of
of
of
of
of

Tx
Rx

Pkts
Pkts

Dropped Pkts

Rx
Tx
Rx
Tx

Keepalive
Keepalive
Cfg Request
AP Cfg Resp

. READY

10.22.243.33:8000

true

10.22.243.31

30
30

2020-04-01 00:32:47.891433113 +0000 UTC m=+345985.338898246

2

2788175

11341
0
11341
11341
0
0



Number of Tx APP Cfg Resp 0
Number of Tx APP state pkts : 5
Number of Tx APP data pkts 2776829

U, U, 389 U,, ®§®1 @, U%o @""Uf SUt BLE U, U, '@« @8U, @@8U, US U, UtU, 3-@©
@8U, U alu,

AP# show controllers ioTRadio ble @ broadcast

BLE Profile Config

Active profile : v-iBeacon

Profile @ (iBeacon)

uuiD : 00001000000000000000000000000000

Interval (ms) . 100

Power (dBm) -21

Advertised Power (dBm) : -65

Minor 0

Major : 0

TxPower byte : bfbfbfbfbfbfbfbfbfbfbfbfbf

Profile 1 (Eddystone UID)

Namespace (hex) . 0000000000005446089cC

Instance-ID (hex) . 7f0000001f00

Profile 2 (Eddystone URL)

URL : http://www.

U,U...0'28Ut@ @0 @8V, Ut@Aasaid- @80, U...U...2°U 000 a1V BIUSDS :

AP# show controllers ioTRadio ble @ scan brief
Profile MAC RSSI(-dBm) RSSI@lmeter(-dBm) Last-heard
Unknown 3C:1D:AF:62:EC:EC 88 0 0000D:00H:00M:0Q1S
iBeacon 18:04:ED:@4:1C:5F 86 65 0000D:00H:00M:01S
Unknown 18:04:ED:@4:1C:5F 78 65 0000D:00H:00M:01S
Unknown @4:45:E5:28:8E:E7 85 65 0000D:00H:00M:01S
Unknown 2D:97:FA:QF:92:9A 91 65 0000D:00H:00M:01S
iBeacon E@:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown E@:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
iBeacon @4:EE:03:53:74:22 45 256 0000D:0Q0H:00M:01S
Unknown @4:EE:03:53:74:22 45 256 0000D:0Q0H:00M:01S

04:EE:03:53:6A:3A 72 N/A 0000D:00H:00M: Q1S

Unknown @4:EE:03:53:6A:3A 72 65 0000D:00H:00M:01S
iBeacon E@:7D:EA:16:35:35 68 65 0000D:00H:00M:01S
Unknown E@:7D:EA:16:35:35 67 65 0000D:00H:00M:01S
iBeacon @4:EE:03:53:74:22 60 256 0000D:0Q0H:00M:01S
Unknown @4:EE:03:53:74:22 60 256 0000D:0Q0H:00M:01S

Eddystone URL @4:EE:@3:53:6A:3A 72 N/A 000@D:00H:00M:01S

WUtz U...08 @3U...U, UtU,3-00 @8U, U g U, U€@US U 090" ' 080+@© BLE



@8U,U...0°U,@ U... BUSG« US@?U... Ut@ @+ @°@-@ " USU,BCE USU...UfUtUf @sU,d°*aU,U,
U...Ut @@8U,00 @°0-@ " USU, IoX @ @8B*3*0®3 @sU...:

AP#show iox applications
Total Number of Apps : 1

App Name : cisco_dnas_ble_iox_app
App Ip : 192.168.11.2
App State : RUNNING
App Token 1 02fb3e98-ac02-4356-95ba-c43e8al1f4217
App Protocol : ble
App Grpc Connection : Up
Rx Pkts From App 1 3878345
Tx Pkts To App 1 6460
Tx Pkts To Wlc 10

Tx Data Pkts To DNASpaces : 3866864

Tx Cfg Resp To DNASpaces : 1

Rx KeepAlive from App 1 11480

Dropped Pkts 10

App keepAlive Received On : Mar 24 05:56:49

USU...UfUTUf 280, 080°0@80, &' 000 USU, 10x &' 0800000 @8U... UspPUs
28U, 2E0°z8U...0% BU... U...0+08U, &0 @80, 0°0-U, 9807 EG«U @80 @UfUUSUt
U...Ut@80:00 @80, DEB+@TUSTO :

AP#connect iox application
! #

/# tail -F /tmp/dnas_ble.log

Tue Mar 24 ©06:55:21 2020 [INFO]: Starting DNA Spaces BLE IOx Application

Tue Mar 24 06:55:21 2020 [INFO]: Auth token file contents: db26a8ab-e800-4fe9-2128-80683eal7bl2
Tue Mar 24 06:55:21 2020 [INFO]: Setting gRPC endpoint to: 1.1.7.101:57777

Tue Mar 24 06:55:21 2020 [INFO]: Auth with token: db26a8ab-e800-4fe9-a128-80683eal7bl2
Tue Mar 24 06:55:21 2020 [INFO]: Attempt to connect to DNAS Channel

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run metrics

Tue Mar 24 06:55:21 2020 [INFO]: Starting to run Channel Keepalive

Tue Mar 24 06:55:21 2020 [INFO]: Initialize DNAS Reader Channel

Tue Mar 24 06:55:21 2020 [INFO]: Start listener for messages

Tue Mar 24 ©06:55:21 2020 [INFO]: Running BLE scan thread

@8U, U, @+@80+

UUt@sUf 28U, 2 UST U...Ut BE@ U D8@R e3P0 f& 38U € @8U,D£Q®QD-D8D

U o¥ouu,2s80Ut08 @8U,U...0°08000 U,U...8°080'0 02Utos UeUS oU,,
@8U,U...0'@8UfU, @8U,U..0°0"0,U,00 @ "UtU,080- @8U,U@uU"U, (AP) @8U,2®08DuD0©
@ UfU @3,

US@@+@ Uto°@§ @8U, V... 2*gUtd @8U, V... @°aU D B8R 38U, BEU f O«

MBPBBOD BEU... 08 U USSP ... °p@ USB«U1D§ & B8UTaD,B8U....
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