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Apr 8 17:45:48.208: dotll auth_dotilx_start: in the
dot 11_aut h_dot 1x_start
Apr 8 17:45:48. 208
:dot11_auth_dot 1x_send_id_req_to_client
sending identity request for 0002.8aa6.304f Apr 8
17:45: 48. 208: dot 11l auth_dot1x_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17:45:48. 210: dot 11l aut h_parse_client _pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48.210
dot11_auth_dot 1x_run_rfsm Executi ng
Acti on( CLIENT WAIT,EAP_START) for 0002. 8aa6. 304f
Apr 8 17:45:48. 210
:dot11_auth_dot 1x_send_id_req_to_client
sending identity request for 0002.8aa6.304f Apr 8
17:45:48.210: dot1ll auth_dot1lx_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17:45:48.212: dot11_aut h_parse_client_pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48.212
dot 11_auth_parse_client_pak: id is not matching reqg-
id:1lresp-id:2, waiting for response Apr 8 17:45:48.213:
dot 11_aut h_parse_cl i ent_pak: Received EAPCL packet from
0002. 8aa6. 304f Apr 8 17:45:48.213:
dot11_auth_dot 1x_run_rfsm Executing
Act i on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f
Apr 8 17:45:48. 214:
:dot 11_aut h_dot 1x_send_response_t o_server
Sending client 0002.8aa6.304f data to server Apr 8
17:45:48. 214: dot 11 _aut h_dot 1x_send_r esponse_t o_server:
tarted timer server_tineout 60 seconds Apr 8
17: 45: 48. 214: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abap1200i p1] Apr 8 17:45:48.215: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 215:
RADI US(0000001C): Storing nasport 17 in rad_db Apr 8
17: 45: 48. 215: RADI US(0000001C): Config NAS | P:




10.0.0. 102 Apr 8 17:45:48.215: RADI US/ ENCODE(0000001C) :
acct_session_id: 28 Apr 8 17:45: 48. 216:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 216: RADI US(0000001C): sendi ng Apr 8
17: 45: 48. 216: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/93, len 139 Apr 8 17:45:48.216:
RADI US: authenticator 92 26 A8 31 ED 60 6A 88 - 84 8C 80
B2 B8 26 4C 04 Apr 8 17:45:48.216: RADI US: User-Nane [1]
9 "aironet" Apr 8 17:45:48.216: RADIUS: Framed- MIU [12]
6 1400 Apr 8 17:45:48.217: RADIUS: Called-Station-Id
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.217: RADI US:
Calling-Station-1d [31] 16 "0002. 8aa6.304f" Apr 8
17:45: 48.217: RADI US: Service-Type [6] 6 Login [1] Apr 8
17:45:48. 217: RADIUS: Message- Aut henticato[80] 18 * Apr
8 17:45:48.217: RADI US: EAP-Message [79] 14 Apr 8
17:45:48.218: RADIUS: 02 02 00 OC 01 61 69 72 6F 6E 65
74 [?????aironet] Apr 8 17:45:48.218: RADI US: NAS-Port-
Type [61] 6 802.11 wireless [19] Apr 8 17:45:48.218:
RADI US: NAS-Port [5] 6 17 Apr 8 17:45:48.218: RADI US:
NAS- | P- Address [4] 6 10.0.0.102 Apr 8 17:45:48. 218:
RADI US: Nas-ldentifier [32] 16 "l abap1200i p102" Apr 8
17: 45: 48. 224: RADIUS: Received fromid 21645/ 93
10. 0. 0. 3: 1645, Access-Challenge, len 69 Apr 8
17: 45: 48. 224: RADI US: authenticator C8 6D 9B B3 67 60 44
29 - CC AB 39 DE 00 A9 A8 CA Apr 8 17:45:48.224: RAD US:
EAP- Message [79] 25 Apr 8 17:45:48.224: RADIUS: 01 43 00
17 11 01 00 08 63 BB E7 8C OF AC EB 9A
[ 2C?2?22?2?2c???????] Apr 8 17:45:48.225: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.225: RADI US:
Session-Tinmeout [27] 6 20 Apr 8 17:45:48.225: RADI US:
Message- Aut henti cato[ 80] 18 * Apr 8 17:45: 48. 226:
RADI US(0000001C) : Received fromid 21645/ 93 Apr 8
17: 45: 48. 226: RADI US/ DECODE: EAP- Message fragnments, 23,
total 23 bytes Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48.226:
dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.227: dot1l_auth_dot1x_run_rfsm
Executing Acti on( SERVER_WAIT, SERVER_REPLY) for

0002. 8aab. 304f
Apr 8 17:45: 48. 227:
:dot 11_aut h_dot 1x_send_response_to_client

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45: 48. 227:
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client_tineout 20 seconds Apr 8 17:45:48.232:
dot 11_aut h_parse_client_pak: Received EAPOL packet from
0002.8aa6.304f Apr 8 17:45: 48. 232:
dot 11_aut h_dot 1x_run_rfsm Executing Action
(CLIENT WAIT,CLIENT REPLY) for 0002.8aa6. 304f
Apr 8 17:45: 48. 232:
:dot 11_aut h_dot 1x_send_response_t o_server

Sending client 0002.8aa6.304f data to server Apr 8
17:45: 48. 232: dot 11 _aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8
17:45: 48. 233: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [| abap1200i p1] Apr 8 17:45:48.234: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48.234:
RADI US( 0000001C): Using existing nas_port 17 Apr 8
17: 45: 48. 234: RADI US(0000001C): Config NAS | P:
10.0.0. 102 Apr 8 17:45:48.234: RADI US/ ENCODE(0000001C) :




acct_session_id: 28 Apr 8 17:45:48. 234:

RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8

17: 45: 48. 234: RADI US(0000001C): sendi ng Apr 8

17: 45: 48. 234: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/94, len 166 Apr 8 17:45:48. 235:
RADI US: aut henticator 93 B5 CC B6 41 97 A0 85 - 1B 4D 13
OF 6A EE D4 11 Apr 8 17:45:48.235: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.235: RADIUS: Framed- MIU [12]
6 1400 Apr 8 17:45:48.236: RADIUS: Called-Station-Id
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.236: RADI US:
Calling-Station-1d [31] 16 "0002. 8aa6.304f" Apr 8

17: 45: 48. 236: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 236: RADI US: Message- Aut henti cato[ 80] 18 * Apr
8 17:45:48.236: RADI US: EAP- Message [79] 41 Apr 8
17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55
AF 05 03 71 7D [?C?' ????0?U???q}] Apr 8 17:45:48. 236:
RADI US; 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D
[ ?2A??2727?] ?2?2Q@B??mn] Apr 8 17:45:48.237: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.237: RADI US: NAS-
Port-Type [61] 6 802.11 wireless [19] Apr 8
17:45:48.237: RADIUS: NAS-Port [5] 6 17 Apr 8

17:45: 48.238: RADI US: NAS-| P- Address [4] 6 10.0.0.102
Apr 8 17:45:48.238: RADIUS: Nas-ldentifier [32] 16

"1 abap1200i p102" Apr 8 17:45:48.242: RADIUS: Received
fromid 21645/94 10.0.0. 3: 1645, Access-Challenge, len 50
Apr 8 17:45:48.243: RADI US: authenticator 59 2D EE 24 CF
B2 87 AF - 86 DO C9 00 79 BE 6E 1E Apr 8 17:45:48. 243:
RADI US: EAP- Message [79] 6 Apr 8 17:45:48.243: RADI US:
03 43 00 04 [?C??] Apr 8 17:45:48.244: RADI US: Session-
Timeout [27] 6 20 Apr 8 17:45:48.244: RADIUS: Message-
Aut henticato[ 80] 18 * Apr 8 17:45:48. 244:

RADI US(0000001C) : Received fromid 21645/ 94 Apr 8

17: 45: 48. 244: RADI US/ DECODE: EAP- Message fragnents, 4,
total 4 bytes Apr 8 17:45: 48. 244:

dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 245:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 245:

dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.245: dot1l_aut h_dot1x_run_rfsm
(Executing Action( SERVER_WAIT, SERVER_REPLY

for 0002. 8aa6. 304f

Apr 8 17:45: 48. 245:

:dot 11_aut h_dot 1x_send_response_to_client

Forwarding server message to client 0002.8aab6.304f

Apr 8 17:45: 48. 246:

dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client_tineout 20 seconds Apr 8 17:45:48. 249:

dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002. 8aa6. 304f Apr 8 17:45: 48. 250:

dot11_auth_dot 1x_run_rfsm Executing

Act i on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f

Apr 8 17:45: 48. 250:

:dot 11_aut h_dot 1x_send_response_t o_server

Sending client 0002.8aa6.304f data to server Apr 8

17: 45: 48. 250: dot 11 _aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8

17: 45: 48. 250: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.251: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [| abap1200i p1] Apr 8 17:45:48.251: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 251:

RADI US( 0000001C): Using existing nas_port 17 Apr 8

17: 45:; 48. 252: RADI US(0000001C): Config NAS I P:

10.0.0. 102 Apr 8 17:45:48.252: RADI US/ ENCODE(0000001C) :




acct_session_id: 28 Apr 8 17:45: 48. 252:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 252: RADI US(0000001C): sending Apr 8
17: 45: 48. 252: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/95, len 150 Apr 8 17:45:48.252:
RADI US: aut henticator 39 1C A5 EF 86 9E BA D1 - 50 FD 58
80 A8 8A BC 2A Apr 8 17:45:48.253: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.253: RADIUS: Framed- MIU [12]
6 1400 Apr 8 17:45:48.253: RADIUS: Called-Station-Id
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.253: RADI US:
Calling-Station-1d [31] 16 "0002. 8aa6.304f" Apr 8
17: 45: 48. 254: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 254: RADI US: Message- Aut henti cato[ 80] 18 * Apr
8 17:45:48.254: RADI US: EAP- Message [79] 25 Apr 8
17:45:48.254: RADIUS: 01 43 00 17 11 01 00 08 50 9A 67
2E 7D 26 75 AA [?C?????7?P?g.}&u?] Apr 8 17:45: 48. 254:
RADI US: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17: 45: 48. 254: RADI US: NAS-Port-Type [61] 6 802.11
wireless [19] Apr 8 17:45:48.254: RADIUS: NAS-Port [5] 6
17 Apr 8 17:45:48.255: RADIUS: NAS-IP-Address [4] 6
10.0. 0. 102 Apr 8 17:45:48.255: RADIUS: Nas-ldentifier
[32] 16 "l abapl200i p102" Apr 8 17:45:48.260: RADI US:
Received fromid 21645/95 10.0. 0. 3: 1645, Access-Accept,
len 206 Apr 8 17:45:48.260: RADI US: authenticator 39 13
3C ED FC 02 68 63 - 24 13 1B 46 CF 93 B8 E3 Apr 8
17: 45: 48. 260: RADIUS: Franed-1P-Address [8] 6
255. 255. 255. 255 Apr 8 17:45:48.261: RADI US: EAP- Message
[79] 41 Apr 8 17:45:48.261: RADIUS: 02 00 00 27 11 01 00
18 FA 53 DO 29 6C 9D 66 8E [ ???' ??2???S?)1?2f?] Apr 8
17:45:48.262: RADIUS: C4 A3 CD 54 08 8C 35 7C 74 0C 6A
EF D4 6D 30 A4 [???T??5|t?j ??nD?] Apr 8 17:45:48.262:
RADI US: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17: 45: 48. 262: RADIUS: Vendor, Cisco [26] 59 Apr 8
17:45: 48. 262: RADIUS: Cisco AVpair [1] 53 "l eap: session-
key=G 3asi | ; mwer AEJNYH JxI," Apr 8 17:45:48.262: RADI US:
Vendor, Cisco [26] 31 Apr 8 17:45:48.262: RADIUS: Cisco
AVpair [1] 25 "auth-al go-type=eap-|eap" Apr 8
17:45:48.262: RADIUS: O ass [25] 31 Apr 8 17:45:48. 263:
RADI US: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 64 36
[ Cl SCOACS: 00001d6] Apr 8 17:45:48.263: RADI US: 33 2F 30
61 30 30 30 30 36 36 2F 31 37 [3/0a000066/17] Apr 8
17: 45: 48. 263: RADI US: Message- Aut henti cato[ 80] 18 * Apr
8 17:45:48. 264: RADI US(0000001C): Received fromid
21645/ 95 Apr 8 17:45:48.264: RADI US/ DECODE: EAP- Message
fragments, 39, total 39 bytes Apr 8 17:45:48.264: found
| eap session key Apr 8 17:45: 48. 265:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: PASS Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: found leap session key
in server response Apr 8 17:45:48. 265:
dot 11_aut h_dot 1x_parse_aaa_resp: |eap session key |l ength
16 Apr 8 17:45:48.266: dotl1ll_auth_dot1x_run_rfsm
Executing Acti on( SERVER_WAIT, SERVER_PASS) for
0002. 8aab. 304f
Apr 8 17:45: 48. 266:
:dot 11_aut h_dot 1x_send_response_to_client

Forwarding server message to client 0002.8aa6.304f
Apr 8 17:45: 48. 266:
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client_timeout 20 seconds Apr 8 17:45:48.266: %OOT11-6-
ASSCC: Interface Dot11Radi 00, Station RKIBBE-WK4
[ 0002. 8aa6. 304f Associ ated KEY_MGMI| NONE




:J9l o agll e pass D9 . elas] oy (9 3l >

EAP Start .1
Client WAIT.2
3

Server WAIT .4

CLIENT_VAI T o whLSs 8ae Jd 0oy of oo iV o ool 599 go tdla>Va .5
.SERVER_REPLY9 SERVER WAI T _JI a9LioYL (CLI ENT_REPLY9
Server PASS .6

0313 L ddall d@slxoll rRaprus cllas] aouai gl Al JS JWS @3,8 sglas JS cllas] aonai o=,

Js Vs all Al Jibw,y jolas adl,e @ EAP clasl puxas go Josll dab Jewl ol . Jwoslly d85Lasll
A

ralioYl 0ig) dbilaall Jilw I 20l o)l 8895 cuw  elas] aunas el (Joslaill (3 o e i Jindy Losicy

ylxwdl S Jisdll 13D Sy 38 dslio o) 8,18 NS iy @) Jrasl ol ] A 01D s -
ol oMe (o) EAP Juac dlgo dasd a>Moo cagisl. Jsodl @obn (9 dlSuine 12050 buwdl 0id 2>V
30 oo ST B iy (PEAP) _axall EAP anls (EAP [as.(pasioll GVl e EAP @éslaal dye il
bl 0ig) dilow ol U Jilw, sl @bl 0 rdda>Vo:
DOT11- 4- MAXRETRI ES: Packet to client Xxxx.XxXx.XxXxx reached%

max retries, renmoving the client

(RF) glJ1 5555 (9 alSiine _J) 03 Uasdl Jilw) jwis ol oSy tdla>No

RADIUS o555 iy ¥ did Jloll Jouw (S—RADIUS p3139 Jowooll dais ¢ iise S uw dullas pac -
2315 )9 (RADIUS o313 I o)l Jlu,) 3 Jowogll dass saiws .Jswosll dads (e ddslasll Llb
e Uil udl Ol o 25T calSuinall 038 J=J. gullaio ue & jiinall udl OV Lllall 28, RADIUS
RADIUS 0513 8 pasiuall awss ¢ Jowooll dlads

13 &axy .duwlio duin) 6_,19 JWS> Ly /.xJ a9>Lanll ro.)l.>' Qi u'” Al 01 i — server timeout -
Jlail e Jowogll dlns; sgiziio Y] 0i® dxuo o g8 .ol Lo dlSkine cuuy dylxiwdl (8 Juis)]
duwlxally d8slanll 8lio pl8,1. LasVl o saxill ping LoVl plasiw] iSay da>Ve.ad50aall psly IP
18 @83Lanll doxs." 313l a0" gl doMe o 18Lall pl8,1 (o  gazill Sy da>Ve. o33l dxguo
sserver _timeout dglxe _Je Jlo 13D, Josig Jusiuill

uLC_g.um u.lQ CLLg Q»Lu _);Q a9>Lao d.;lkn.wl ro.\é ro)lk'“ Qi u.“ d = OAD_).uw — server_fail -
a8s0aall p315 ) aoyass o5 SVl paciwod] puwl Jiad)l 13D Guwy sl RADIUS auuss jglay . pastius|
ww Jo> @8] Jwolss e Joaxll déslaall o5 8 "alulall oY9lall" Jzuw oo g8zl (o ST
iserver_fail dglxo _le Jlo 1. Jrosll Jouog) ool Jas,

o985 il Jowos)l aass _Jl 59,0 dlw, RADIUS o313 Ju s (Jboll 13D (59— Jsasdl o dlxiw] 2295 Y -
Slaal dlg 8 Jowgll dlnsd Juasdl cuziow V. Jwally JLasVl W a2y podi o5 lege>ois Jowosl| dlas;
& iwl 4295 63lel, Jowgll dlass pgis.alglxo ésle] L8Vl axdl JI Juay ol 2=y 9@ ap JI @slay U3
i Ll dglxall 83le] ollos) w8Vl ax)l glyg Jsosdl cusin V. sesdl I Llad)l Guas o sasll
Jswogll dass _J 59,0 dlw, RADIUS Ju . Jsesdl @8slas cl2ly Jouwogll dnaillg EAP Jius 9
a2 gi9skan elell Joogll dnss podsi . Jrasdl cuzian V9 «Jradl I )90l Al Jeogll dass Juw 09
s Jl pa> d98 Ll Jwasll Jolxy ells azy dglrall dslel cllac o w8Vl ol I leloog
cllac o a8Vl sl I Jeall Juog 28 ol 0V k)l 138 (a8, Jswogll dlasi S9 Jeog)!
dylxall 65lel

Jia)l Juolss Al 5le> alu, 6 pisko guws Ll radius 9i/9 cllas] puuas ollac glas

Job RADIUS g0 d,08 dxus EAP. EAP JSuin ol WS e dogles S J cd>l

MAC as>las
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:MAC a8>5Laa) 6515 ,iSYI 01® clasVl auxas olloc aes

oigr elas¥l aouas 13 ol 50 s (2,15 @8skas 0515 plaiw] sic—debug radius authentication -
.RADI US :dalSJI
r0aill 139 go 138 clasVl auuas wl> 50 —debug dot11 aaa authenticator mac-authen iy, -
._dot 11 _aut h_dot 1x
ellasVl 0id gl

a9>0aall Hlg> g1 ,0 0 RADIUS cli>i elisl aic §MYI pi; Lo -
Jilso aidslao a5 sl MAC olgicy 04995 piy s3I MAC Glsic (s laall -

Jraslly @8skanll o305 o ddzall @slxall Lo,e L oLVl 3D

Wl ,2all 0d® Lo,e pi (gullas pac 9l lgiedl dallas aaxs piy baic .5 50| Mac-authen cllas| puuas

b puall B9, (5 MAC ylsic 8 daxyl B9,> sl Ll U301 ralasNe

tad=o olly 6acl Jilio ax>b MAC adskas dioVl 0i® puogi

2>WI MAC @8>las Jo

Apr 8 19:02:00.109: dotll auth_nmac_start: nethod_list:
nmac_rmet hods
Apr 8 19:02:00.109: dotl1l auth_mac_start: nethod_i ndex:
0x4500000B, req: OxA7626C
Apr 8 19:02:00.109: dotll auth_nmc_start: client-
>uni que_i d: 0x28
Apr 8 19:02:00.110: dotl1ll_mac_process_reply: AAA reply
for 0002. 8aa6. 304f PASSED
Apr 8 19:02: 00. 145: %OO0T11- 6- ASSCC. Interface
Dot 11Radi 00, Station RKI BBE-\WK4
[ 0002. 8aa6. 304f Associ ated KEY_MGMI| NONE

rddo olly 6acld Jilso alisld MAC a85las dlioVl 0i® pauogs

MAC @8skas Jbo Jisd

Apr 8 19:01:22.336: dotll auth_mac_start: nethod_list:
nmac_net hods
Apr 8 19:01:22.336: dotll auth_mac_start: nethod_i ndex:
, 0x4500000B
req: O0xA7626C
Apr 8 19:01:22.336: dotll auth_nmac_start: client-
>uni que_i d: 0x27
Apr 8 19:01:22.337: dotll_nmc_process_reply
AAA reply for 0002. 8aa6. 304f FAI LED
Apr 8 19:01:22.337: %OOT11-7- AUTH_FAI LED
Stati on 0002. 8aa6. 304f Authentication failed

cad il o 35T . MAC wlgic 8 Lol pin Ll 9,2l 85 oo Gaxs MAC olgic ddslan i loic
620l 99,31 L3 MAC ploic L aslad 9,5 i JaL

Cisco gl oS Jus) adslaoll gloil eSs JI &2l MAC @8skan (noSs aisS Jo> wlogleall (o 250l
.(Cisco Aironet. 12.2(13)JA Jg.ogll blaid I0S
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WPA

o9\l gins, JoSeis il V] a3kas g5 usd (WPA) Lamall Wi-Fi Jsuos ol o pi )l e

Sl @Slas9 Jouogll dass - WPA Lo9ls, -
.48l 315 dawly gl Jwoesll d85kas aey WPA zlics o)ls] Joglas -
ax9bao 9 (GTK) wdgall GroupWise gliasy (PTK) w93all Pairwise glico 0 MS WPA o9lay -
-0L25¥|a+cbj
Ji8 139 EAP g0 by @8sLaall pgiSay eMoll ol o 3835 (awlwdl EAP 2Ly iy WPA (Y tdasVo
WPA 9 Jg>JI

WPA & liogléaa) 62518 sVl _o cllasYl 0id

._dot 11_aut h_dot 1x :Laill lig 138 elasVl auxuai ol 450 las —debug dot11 aaa Yuao alae -
ol 13D go 13® cllbasVl paouas ol 50 Ias—debug dot11 aaa authenticator state-machine i, -
.dot11l auth_dotlx _run_rfsm

Wy Jla] Cuir . Jalxidly sel,all dlgw WPA clias aumas 655 inuall 13 U 5,31 d85laal) duully
31 cawlio 5 pMiwly GTK @l Jlu] suia w3 a9 .camwlio 5, pMiwly PTK

ey @) 13] 1> e oS o ap JI e Soiuo dxen 91 JiSiad] @l GTK 91 PTK JI Juw ¥
.Jmu ilay WPA b e a0l ! Siamn 91 oSl opo 38338 «Jrasll (o GTK 91 PTK il ,osw

a=>WI WPA o9l Jbo

| abap1200i p102#

sApr 7 16:29:57.908: dotll_dotlx build_ptk handshake
building PTK msg 1 for 0030.6527.f74a

tApr 7 16:29:59.190: dotll dotlx verify ptk handshake
verifying PTK msg 2 from 0030.6527.f74a

Apr 7 16:29:59.191: dotll dot1x_verify_eapol _header:

: Vr ni ng
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.191: dotll dot1x_verify_eapol _header:

: War ni ng
(I'nvalid key | en (exp=0x20, act=0x0

sApr 7 16:29:59.192: dotll_dotlx build_ptk handshake
building PTK msg 3 for 0030.6527.f74a

tApr 7 16:29:59.783: dotll _dotlx verify ptk handshake
verifying PTK msg 4 from 0030.6527.f74a

Apr 7 16:29:59.783: dotll dot1x_verify_eapol _header:

: War ni ng
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.783: dotll dot1x_verify_eapol _header:

: War ni ng
(I'nvalid key | en (exp=0x20, act=0x0

:Apr 7 16:29:59.788: dotll_dotlx build_gtk handshake
building GTK msg 1 for 0030.6527.f74a

DApr 7 16:29:59.788: dotl1ll dot1x_buil d_gtk_handshake
dot 11_dot 1x_get _nulticast_key len 32 index 1

DApr 7 16:29:59.788: dotl1ll _dot1x_hex_dunp: GIK
CA 88 7D 03 D9 C4 61 FD 4B BE 71 EC F7 43 B5 82 27

93 57 83

tApr 7 16:30:01.633: dotll dotlx verify gtk handshake
verifying GTK msg 2 from 0030.6527.f74a

Apr 7 16:30:01.633: dotl1ll dotilx_verify_eapol _header
Warning: Invalid key info (exp=0x391, act=0x301




Apr 7 16:30:01.633: dotl1ll_dot1x_verify_eapol _header:
: War ni ng

(I'nvalid key len (exp=0x20, act=0x0
Apr 7 16:30:01.633: %DOT11-6-ASSOC: Interface
,Dot1l1lRadio0

[Station 0030.6527.f74a Associated KEY_MGMT [WPA
| abap1200i p102#

aole 6,005, LS WPA WPA JSuiy ol S e dogleos Luis J wl>l

HTTP/dy, Y1 déslasll

9l dgdxo 49,0 dolS9 pazime puwl Ly 5388 L5 oz yaall Cuoaismall jlgxdl I s Y1 Jsogl awés liSay
TACACS+9 RADIUS (0 JS plaziwl, 5,131 Jaosll acs aig . )5 @skas pols _d

2yl @&skasll 6351 LSVl 01 clasVl auxuas wlloc aes

138 sVl aouas ol 50 las—tacacs @dskas clasi auuas 9l RADIUS d@dslas clasi aenas -
.TACACS 91 RADI Us 1o lalSUl 038 sas L,
:oaill 13D clbsVl g ol 50 1ui—(AAA) duwlxally Jaygailly ddslasll slas] auas -
AAA/ AUTHEN
AAA AUTHER :Laill gy 138 elasVl aumuas ol 50 1us—AAA cllasVl acuas aygss -
Iclku$y|oj§>J@kﬂ

a9>Laall )lg> 84,0 0 TACACS ol RADIUS cli>i elisl aic §MYI aiy Lo -
adsLa0ll p3159 jlexl o Lasailly ddslaall adeall olioglaoll -
‘Administrative e RADIUS dow i aic ax>b d4yls] d9skae Jlall 138 riog,

a2 £95 dow go p>Ul abYl @skanll Jbo

Apr 13 19:43:08.030: AAA: parse nane=tty2 idb type=-1
tty=-1
Apr 13 19:43:08.030: AAA: nane=tty2 flags=0x11l type=5
shel f=0 sl ot =0

adapt er=0 port=2 channel =0
Apr 13 19:43:08.031: AAA/ MEMORY: create_user (0xAlBB6C)
"user =" NULL' ruser="NULL

ds0=0 port="tty2' rem.addr='10.0.0.25
aut hen_t ype=ASCI | servi ce=LOG NN
Apr 13 19:43:08.031: AAA/ AUTHEN START (3200017540):
"port="tty2

list="" action=LOG N servi ce=LOG N
Apr 13 19:43:08.031: AAA/ AUTHEN START (3200017540):
using "default" |ist
:(Apr 13 19:43:08.031: AAA/ AUTHEN START (3200017540

Method=tac_admin (tacacs+) Apr 13 19:43:08.032:
TAC+: send AUTHEN START packet ver=192 id=3200017540 Apr
13 19:43:08. 032: AAA/ AUTHEN(3200017540): Status=ERROR
Apr 13 19:43:08.032: AAA/ AUTHEN START (3200017540):
Method=rad_admin (radius) Apr 13 19:43:08. 032:
AAA/ AUTHEN( 3200017540) : Status=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN CONT (3200017540):
continue_login (user='"(undef)') Apr 13 19:43:08.032
AAA/ AUTHEN( 3200017540) : St at us=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN( 3200017540) : Method=rad_admin
(radius) Apr 13 19:43:08.032: AAA/ AUTHEN(3200017540) :
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Status=GETPASS Apr 13 19:43:08.033: AAA/ AUTHEN CONT
(3200017540): continue_login (user='aironet') Apr 13
19: 43: 08. 033: AAA/ AUTHEN( 3200017540) : St at us=GETPASS Apr
13 19:43:08.033: AAA/ AUTHEN(3200017540) :
Met hod=r ad_admi n (radius) Apr 13 19:43:08. 033: RADI US:
Pick NAS | P for u=0xAl1BB6C t abl ei d=0 cfg_addr=10.0. 0. 102
best _addr=0.0.0.0 Apr 13 19:43:08.033: RADIUS: ustruct
sharecount=1 Apr 13 19: 43: 08. 034: Radi us:
radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 43: 08. 034: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/48, len 76 Apr 13 19:43: 08. 034:
RADI US: aut henticator 91 A0 98 87 C1 FC F2 E7 - E7 E4 57
DF 20 DO 82 27 Apr 13 19:43:08.034: RADI US: NAS-| P-
Address [4] 6 10.0.0.102 Apr 13 19:43:08.034: RADI US:
NAS-Port [5] 6 2 Apr 13 19:43:08.035: RADI US: NAS-Port -
Type [61] 6 Virtual [5] Apr 13 19:43:08.035: RADI US:
User-Name [1] 9 "aironet" Apr 13 19:43:08.035: RADI US:
Calling-Station-1d [31] 11 "10.0.0.25" Apr 13
19: 43: 08. 035: RADIUS: User-Password [2] 18 * Apr 13
19: 43: 08. 042: RADIUS: Received fromid 21646/ 48
10. 0. 0. 3: 1645, Access-Accept, len 62 Apr 13
19: 43: 08. 042: RADI US: authenticator C9 32 E7 8F 97 5F E6
4C - 6B 90 71 EE ED 2C 2B 2B Apr 13 19: 43:08. 042:
RADIUS: Service-Type [6] 6

[Administrative [6
Apr 13 19:43:08.042: RADI US: Franed-|P-Address [ 8]
6 255. 255. 255. 255
Apr 13 19:43:08.042: RADIUS: d ass [ 25]
30
Apr 13 19:43:08.043: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 36

[ Gl SCOACS: 0000366]
Apr 13 19:43:08.043: RADI US: 39 2F 30 61 30 30 30 30
36 36 2F 32

[ 9/ 0a000066/ 2]
Apr 13 19:43:08.044: RADI US: saved authorization data
for user A1BB6C at B0OC260
Apr 13 19: 43: 08. 044: AAA AUTHEN(3200017540): Status=PASS
Apr 13 19:43:08.044: tty2 AAA AUTHOR/ HTTP(1763745147):
Port="tty2" list="" service=EXEC Apr 13 19: 43: 08. 044:
AAA AUTHOR/ HTTP: tty2(1763745147) user='aironet' Apr 13
19:43:08.044: tty2 AAA/ AUTHOR/ HTTP(1763745147): send AV
service=shell Apr 13 19:43:08.044: tty2
AAA/ AUTHOR/ HTTP(1763745147): send AV cmd* Apr 13
19:43: 08.045: tty2 AAA/ AUTHOR/ HTTP(1763745147): found
list "default" Apr 13 19:43:08.045: tty2
AAA AUTHOR/ HTTP(1763745147) : Met hod=t ac_admi n (tacacs+)
Apr 13 19:43:08. 045: AAA/ AUTHOR/ TAC+: (1763745147):
user =ai ronet Apr 13 19:43:08.045: AAA/ AUTHOR/ TAC+:
(1763745147): send AV service=shell Apr 13 19:43:08. 045:
AAA/ AUTHOR/ TAC+: (1763745147): send AV cmd* Apr 13
19: 43: 08. 046: AAA/ AUTHOR (1763745147): Post
aut hori zation status = ERROR Apr 13 19:43:08.046: tty2
AAA/ AUTHOR/ HTTP(1763745147) : Method=rad_admin (radius)
Apr 13 19:43:08.046: AAA/ AUTHOR (1763745147): Post
authorization status = PASS_ADD Apr 13 19:43:08. 443:
AAA/ MEMORY: free_user (0OxAl1BB6C) user='aironet'
ruser="NULL'" port="tty2' rem addr="'10.0.0.25'
aut hen_type=ASClI | service=LOG N

"priv-level” 6,le Jlw,Y 5,50l ol Slow plakiw] sic dx>b dyls] @8skas Jball 13 auog,

3,90 2oLl dowdl go p2 bl aybYl a8s>Laall Jbo




Apr 13 19:38:04.699: RADIUS: cisco AVPair ""shell:priv-
"l vl =15
not applied for shell
Apr 13 19:38: 04.699: AAA/ AUTHOR (380584213): Post
aut hori zation status
PASS_ADD =
Apr 13 19:38:04.802: AAA/ MEMORY: free_user (O0xAAOE38)
'user ="aironet
ruser="NULL" port="tty3'" rem addr="'10.0.0.25
aut hen_t ype=ASCl |
servi ce=LOGd N
Apr 13 19:38:04.901: AAA: parse nanme=tty3 idb type=-1
tty=-1
Apr 13 19:38:04.901: AAA: nane=tty3 flags=0x11l type=5
shel f=0 sl ot =0
adapter=0 port=3 channel =0
Apr 13 19:38:04.902: AAA/ MEMORY: create_user (0xAA23BC)
"user =" NULL
"ruser="NULL' dsO0=0 port="tty3" remaddr="10.0.0.25
aut hen_t ype=ASClI | service=LOG N
Apr 13 19:38:04.902: AAA/ AUTHEN START (1346300140):
"'=port="tty3" list
action=LOG N servi ce=LOG N
Apr 13 19:38:04.902: AAA/ AUTHEN START (1346300140):
using "default" list
Apr 13 19:38:04.902: AAA/ AUTHEN START (1346300140):
Method=tac_admin (tacacs+) Apr 13 19:38:04.902: TAC+:
send AUTHEN START packet ver=192 id=1346300140 Apr 13
19: 38: 04. 902: AAA/ AUTHEN( 1346300140): Status=ERROR Apr
13 19:38:04.902: AAA AUTHEN START (1346300140):
Method=rad_admin (radius) Apr 13 19:38:04.902:
AAA/ AUTHEN( 1346300140): Status=GETUSER Apr 13
19: 38: 04. 903: AAA/ AUTHEN CONT (1346300140):
continue_login (user='"(undef)') Apr 13 19: 38: 04. 903:
AAA/ AUTHEN( 1346300140) : St at us=GETUSER Apr 13
19: 38: 04. 903: AAA/ AUTHEN( 1346300140) : Met hod=rad_adni n
(radius) Apr 13 19:38:04.904: AAA/ AUTHEN(1346300140):
St at us=GETPASS Apr 13 19: 38: 04. 904: AAA/ AUTHEN CONT
(1346300140): continue_login (user='aironet') Apr 13
19: 38: 04. 904: AAA/ AUTHEN( 1346300140): Status=GETPASS Apr
13 19: 38: 04.904: AAA/ AUTHEN( 1346300140) :
Method=rad_admin (radius) Apr 13 19:38:04.904: RADI US:
Pick NAS | P for u=0xAA23BC t abl ei d=0 cfg_addr=10. 0. 0. 102
best _addr=0.0.0.0 Apr 13 19: 38: 04. 904: RADI US: ustruct
sharecount =1 Apr 13 19: 38: 04. 904: Radi us:
radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 38: 04. 925: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/3, len 76 Apr 13 19: 38: 04. 926:
RADI US: aut henticator OC DD 2B B7 CA 5E 7C B9 - 46 90 FD
7A FD 56 3F 07 Apr 13 19:38:04.926: RADI US: NAS-| P-
Address [4] 6 10.0.0.102 Apr 13 19:38:04.926: RADI US:
NAS-Port [5] 6 3 Apr 13 19:38:04.926: RADI US: NAS-Port -
Type [61] 6 Virtual [5] Apr 13 19:38:04.926: RADI US:
User-Name [1] 9 "aironet" Apr 13 19:38:04.926: RADI US:
Calling-Station-1d [31] 11 "10.0.0.25" Apr 13
19: 38: 04. 926: RADI US: User-Password [2] 18 * Apr 13
19: 38: 04.932: RADIUS: Received fromid 21646/ 3
10. 0. 0. 3: 1645, Access-Accept, len 89 Apr 13
19: 38: 04.933: RADI US: authenticator FA A4 31 49 51 87 9D
CA - 9D F7 B3 9B EF C2 8B 7E Apr 13 19:38:04.933:
RADI US: Vendor, Cisco [26] 27 Apr 13 19: 38: 04. 933:
RADI US: Cisco AVpair [1] 21 "rghell:priv-




"nlvl=15
Apr 13 19:38:04.934: RADIUS: Service-Type [ 6]
[6 Login [1
Apr 13 19:38:04.934: RADIUS: Franed-|P-Address [ 8]
6  255.255. 255. 255
Apr 13 19:38:04.934: RADIUS: d ass [ 25]
30
Apr 13 19: 38: 04. 934: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 33

[ Cl SCOACS: 0000363]
Apr 13 19: 38: 04. 934: RADI US: 61 2F 30 61 30 30 30 30
36 36 2F 33

[ a/ 0a000066/ 3]
Apr 13 19: 38: 05. 634: AAA/ AUTHOR (3854191802): Post
authorization status = PASS_ADD Apr 13 19:38:05.917:
AAA/ MEMORY: free_user (0xA9D054) user='aironet'
ruser="NULL'" port="tty2' rem addr='10.0.0.25
aut hen_t ype=ASCI | service=LOG N priv=0

91 5LioYl Sgime Slow Jbu,Y @8skasll o35 ueSs 9 Jiwall (D dy,lsYl @9skanll go leouis HisYI dlSinll
9l koYl Sgims &lauw Jluw| pae cumy byl ddskaall (6 Jhall 13D Jid .duwliall dyb5)1 doazll gos

a0l g95 91 3590)l a3 Sloww 9N

Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
"Port="tty3
list='"' service=EXEC
Apr 13 20:02:59.516: AAA/ AUTHOR/ HTTP: tty3(2007927065)
'user="aironet
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
send AV service=shell
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
*send AV cnd
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
"found list "default
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
(+Met hod=tac_admi n (tacacs
Apr 13 20:02:59.516: AAA/ AUTHOR/ TAC+: (2007927065) :
user =ai r onet
Apr 13 20:02:59.516: AAA/ AUTHOR/ TAC+: (2007927065): send
AV servi ce=shel |
Apr 13 20:02:59.516: AAA/ AUTHOR/ TAC+: (2007927065): send
*AV cnd
Apr 13 20:02:59.516: AAA/ AUTHOR (2007927065): Post
aut hori zati on status = ERROR
Apr 13 20:02:59.517: tty3 AAA AUTHOR/ HTTP(2007927065) :
(Met hod=rad_admi n (radius
Apr 13 20:02:59.517: AAA/ AUTHOR (2007927065): Post
aut hori zation status = PASS_ADD
Apr 13 20:02:59.561: AAA/ MEMORY: free_user (0xA756E8)
'user="aironet
ruser="NULL' port="tty2' rem addr="'10.0.0.25'
aut hen_t ype=ASCl |
(service=LOGA N priv=0 vrf= (id=0
Apr 13 20:02:59.620: AAA/ MEMORY: free_user (0x9E5B04)
'user="aironet
ruser="NULL'" port="tty3" remaddr="10.0.0.25
aut hen_t ype=ASCl |
(service=LOGIN priv=0 vrf= (id=0
Apr 13 20:03:04.501: AAA: parse nane=tty2 idb type=-1
tty=-1




Apr 13 20:03: 04.501: AAA: nane=tty2 flags=0x11l type=5
shel f =0 sl ot =0 adapter=0
port=2 channel =0
Apr 13 20:03: 04.502: AAA/ MEMORY: create_user (O0xA9C7A4)
"user =" NULL
ruser="NULL" ds0=0 port="tty2' rem_ addr='10.0.0. 25
aut hen_t ype=ASCl |
service=LOd N priv=0
Apr 13 20:03: 04.502: AAA/ AUTHEN START (377202642):
"'=port="tty2' list
acti on=LOA N servi ce=LOd N
Apr 13 20:03: 04.502: AAA/ AUTHEN START (377202642): using
"default" |ist
Apr 13 20: 03: 04.503: AAA/ AUTHEN START (377202642):
(+Met hod=t ac_admi n (tacacs
Apr 13 20:03: 04.503: TAC+: send AUTHEN START packet
ver=192 i d=377202642
Apr 13 20: 03: 04.503: AAA AUTHEN(377202642): Status=ERROR
Apr 13 20: 03: 04.503: AAA/ AUTHEN START (377202642):
(Met hod=rad_admi n (radius
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=GETUSER
Apr 13 20: 03: 04.503: AAA/ AUTHEN CONT (377202642):
(' (continue_login (user="'(undef
Apr 13 20: 03: 04.503: AAA/ AUTHEN( 377202642):
St at us=GETUSER
Apr 13 20: 03: 04.503: AAA/ AUTHEN( 377202642):
(Met hod=rad_admi n (radius
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=CGETPASS
Apr 13 20: 03: 04.504: AAA/ AUTHEN CONT (377202642):
('continue_login (user="aironet
Apr 13 20:03: 04.504: AAA/ AUTHEN(377202642):
St at us=CGETPASS
Apr 13 20:03: 04.504: AAA/ AUTHEN(377202642) :
(Met hod=rad_admi n (radius
Apr 13 20:03: 04.504: RADIUS: Pick NAS I P for u=0xA9C7A4
t abl ei d=0
cf g_addr=10. 0. 0. 102 best_addr=0.0.0.0
Apr 13 20: 03: 04.505: RADIUS: ustruct sharecount=1
Apr 13 20:03: 04.505: Radi us: radius_port_info()
success=1 radi us_nas_port=1
Apr 13 20: 03: 04.505: RADI US(00000000): Send Access-
Request to 10.0.0. 3: 1645
id 21646/59, len 76
Apr 13 20:03:04.505: RADIUS: authenticator OF BD 81 17

8F C5 1C B4

1C 66 4D CF D4 96 03 84 -
Apr 13 20:03: 04.505: RADIUS: NAS-I|P-Address [ 4]
6 10.0.0. 102
Apr 13 20:03: 04.506: RADIUS: NAS-Port [ 5]
6 2
Apr 13 20:03:04.506: RADI US: NAS-Port-Type [ 61]
[6 Vi rtual [5
Apr 13 20:03: 04.506: RADIUS: User- Nane [1]
"9 "ai ronet

Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31]
"11 "10.0.0.25
Apr 13 20:03: 04.507: RADIUS: User-Password [2]
* 18
Apr 13 20:03:04.513: RADIUS: Received fromid 21646/59
,10. 0. 0. 3: 1645
Access-Accept, |len 56
Apr 13 20:03:04.513: RADIUS: authenticator BB FO 18 78




33 D0 DE D3

8B E9 EO EE 2A 33 92 B5 -
Apr 13 20:03:04.513: RADIUS: Franed-|P-Address [ 8]
6 255, 255. 255. 255
Apr 13 20:03:04.513: RADIUS: d ass [ 25]
30
Apr 13 20:03:04.514: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 38

[ Cl SCOACS: 0000368]
Apr 13 20:03: 04.514: RADI US: 33 2F 30 61 30 30 30 30
36 36 2F 32

[ 3/ 0a000066/ 2]
Apr 13 20:03: 04.515: RADIUS: saved authorization data
for user A9C7A4 at A9C99C
Apr 13 20: 03: 04.515: AAA/ AUTHEN( 377202642): St at us=PASS
Apr 13 20:03:04.515: tty2 AAA/ AUTHOR/ HTTP(2202245138):
""=Port="tty2' |ist

servi ce=EXEC
Apr 13 20:03:04.515: AAA AUTHOR/ HTTP: tty2(2202245138)
'user="aironet
Apr 13 20:03:04.515: tty2 AAA/ AUTHOR/ HTTP(2202245138):
send AV service=shell
Apr 13 20:03:04.515: tty2 AAA/ AUTHOR/ HTTP(2202245138):
*send AV cmd
Apr 13 20:03:04.515: tty2 AAA/ AUTHOR/ HTTP(2202245138):
"found list "default
Apr 13 20:03:04.516: tty2 AAA/ AUTHOR/ HTTP(2202245138):
(+Met hod=t ac_admi n (tacacs
Apr 13 20: 03:04.516: AAA/ AUTHOR/ TAC+: (2202245138):
user =ai r onet
Apr 13 20:03:04.516: AAA/ AUTHOR/ TAC+: (2202245138): send
AV servi ce=shel |
Apr 13 20:03:04.516: AAA AUTHOR/ TAC+: (2202245138): send
*AV cmd
Apr 13 20:03:04.517: AAA/AUTHOR (2202245138): Post
authorization status = ERROR
Apr 13 20:03:04.517: tty2 AAA/ AUTHOR/ HTTP(2202245138):
(Met hod=rad_admi n (radius
Apr 13 20:03:04.517: AAA/ AUTHOR (2202245138): Post
aut hori zati on status

PASS _ADD =
Apr 13 20:03: 04.619: AAA/ MEMORY: free_user (O0xA9C7A4)
'user="aironet

ruser="NULL'" port="tty2' rem addr="'10.0.0.25'
aut hen_t ype=ASCl |

=servi ce=LOA N priv=0 vrf
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