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ap#show running-config
...Building configuration

aaa new-model !--- This command reinitializes the
authentication, !--- authorization and accounting
functions. ! | aaa group server radius rad_eap

server 10.77.244.194 auth-port 1812 acct-port 1813

A server group for RADIUS is created called ---!
"rad_eap" !--- that uses the server at 10.77.244.194 on
ports 1812 and 1813. . . . aaa authentication login
eap_methods group rad_eap



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/docs/wireless/access_point/12.3_8_JA/configuration/guide/s38local.html#wp1036854
//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801bd035.shtml
//www.cisco.com/en/US/tech/tk722/tk809/technologies_security_notice09186a00801aa80f.html
//www.cisco.com/en/US/tech/tk722/tk809/technologies_security_notice09186a00801aa80f.html

Authentication [user validation] is to be done for ---!
!--- users in a group called "eap _methods" who use
server group "rad_eap". . . . ! bridge irb ! interface
Dot 11Radi 00 no i p address no ip route-cache
encryption vlan 1 key 1 size 128bit
transmit-key 12345678901234567890123456
This step is optional----!--- This value seeds the!
initial key for use with !--- broadcast
[255.255.255.255] traffic. If more than one VLAN is !---
used, then keys must be set for each VLAN. encryption

vlan 1 mode wep mandatory !/--- This defines the policy
for the use of Wired Equivalent Privacy (WEP). !--- If
more than one VLAN is used, !--- the policy must be set

to mandatory for each VLAN. broadcast-key vlan 1 change
300

You can also enable Broadcast Key Rotation for ---!
each vlan and Specify the time after which Brodacst key
is changed. If it is disabled Broadcast Key is still
used but not changed. ssid cisco

vlian 1

Create a SSID Assign a vlan to this SSID ---!

authentication open eap eap_methods
authentication network-eap eap_ _methods
Expect that users who attach to SSID "cisco" !--- —---1!
request authentication with the type 128 Open EAP and

Network EAP authentication !--- bit set in the headers
of those requests, and group those users into !--- a
group called "eap_methods." ! speed basic-1.0 basic-2.0

basic-5.5 basic-11.0 rts threshold 2312 channel 2437

station-role root bridge-group 1 bridge-group 1

subscri ber-1oop-control bridge-group 1 bl ock-unknown-

source no bridge-group 1 source-|earning no bridge-group
1 uni cast-fl oodi ng bridge-group 1 spanning-di sabl ed

interface FastEthernetO no ip address no ip route-

cache dupl ex auto speed auto bridge-group 1 no bridge-

group 1 source-|earning bridge-group 1 spanning-di sabl ed

I interface BVI1 ip address 10.77.244.194 255. 255. 255.0

!--- The address of this unit. no ip route-cache ! ip
defaul t-gateway 10.77.244.194 ip http server ip http
hel p- pat h

http://wwmv. ci sco. com war p/ public/ 779/ snbi z/ prodconfi g/ he
| p/ eag/ivory/ 1100 ip radius source-interface BVI1 snnp-
server conmunity cabl e RO snnp-server enable traps tty
radius-server local !--- Engages the Local RADIUS Server
feature. nas 10.77.244.194 key shared_secret /---
Identifies itself as a RADIUS server, reiterates !---
"localness" and defines the key between the server
(itself) and the access point. ! group testuser !---
Groups are optional. ! user userl nthash passwordl group
testuser !--- Individual user user user2 nthash
password2 group testuser !/--- Individual user !--- These
individual users comprise the Local Database ! radius-
server host 10.77.244.194 auth-port 1812 acct-port

key shared_secret 1813
Defines where the RADIUS server is and the key ---!
between !--- the access point (itself) and the server.
radi us-server retransnit 3 radius-server attribute 32
include-in-access-req format % radi us-server
aut hori zation pernmt mssing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con O
line vty 5 15 ! end
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Successes D27 Unknown user nanes 00
Cient blocks 0 Inval i d passwords 0
Unknown NAS 0 Invalid packet fromNAS: 0O

NAS : 10.77.244.194

Successes 27 Unknown user nanes 0
Cient blocks 0 Inval i d passwords 0
Corrupt ed packet 0 Unknown RADI US message : O
No usernane attribute 0 M ssing auth attribute : O
Shared key m smatch 0 Invalid state attribute: O
Unknown EAP message 0 Unknown EAP aut h type 0
Aut o provision success : O Auto provision failure : 0
PAC refresh 0 I nval i d PAC received 0

User nane Successes Failures Blocks

userl 27 0 0

leinsSs 5 il RADIUS o315 clegaxs JSy dosld LoVl 13® o ,2,—show radius server-group all -
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.9Mb| dot1x all in that and later

:Mar 1 00:26:03.097: dotll _auth_add_client_entry*
Create new client 0040.96af.3e93 for application 0x1
:Mar 1 00:26:03.097: dotll auth_initialize_client*
0040. 96af . 3e93 is added to the client Iist for application Ox1
------------------ Lines Onitted for sinplicity
:Mar 1 00:26:03.098: dotl1ll auth_dot1x_start*
in the dotl1ll auth_dot1x_start

:Mar 1 00: 26:03.132: dot1ll1l auth_dot 1x_run_rfsn¥
Executing Action(CLI ENT_WAI T, EAP_START) for 0040. 96af. 3e93
:Mar 1 00:26:03.132: dotl1ll auth_dotlx_send_id_req_to_client*
(Sending identity request to 0040.96af.3e93 (client
Mar 1 00:26:03.133: *Mar 1 00:26: 03. 099*
:dot11_aut h_dot 1x_send_id_req_to_client
Client 0040.96af.3e93 tinmer started for 30 seconds
:Mar 1 00: 26:03.132: dotl1ll auth_parse_client_pak*
Received EAPOL packet from 0040.96af.3e93
----------------------------------- Lines Onitted
:Mar 1 00: 26: 03.138: EAP code: 0x2 id: Ox1 |ength*
Ox000A type: Oxl1
01805BF0: 0100000A 0201000A 01757365 7231
(userl (User Name of the client.........
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:Marl 00:26:03.146: dot11_auth_dot 1x_run_rfsnt
Executing Action(CLI ENT_WAI T, CLI ENT_REPLY) for 0040. 96af. 3e93
:Marl 00:26:03. 147: dot 11_aut h_dot 1x_send_r esponse_t o_server*
Sending client 0040.96af.3e93 data toserver
:Mar1l 00:26:03.147: dot11_auth_dot 1x_send_response_t o_server*
Started timer server_tineout 60 seconds
------------------------------------ Lines Oritted
:Marl 00:26:03.150: dot11_auth_dot 1x_parse_aaa_resp*
Received server response:GET_ CHALLENGE_RESPONSE
:Marl 00:26:03.150: dot11_auth_dot 1x_parse_aaa_resp*
found session tineout 10 sec

:Mar 1 00: 26: 03.150: dot 11 auth_dot 1x_run_rfsn¥
Executing Action(SERVER WAl T, SERVER_REPLY) for 0040. 96af. 3e93
:Mar 1 00: 26: 03. 150: dot11_auth_dot 1x_send_response_to_client*
Forwarding server message to client 0040.96af.3e93
--------------------------------------- Lines Oritted
:Mar 1 00: 26: 03.151: dot1l1l_ auth_send_nsg*
Sending EAPOL to requestor
:Mar 1 00: 26: 03.151: dot11l auth_dot 1x_send_response_to_client*
Started timer client_tineout 10 seconds
:Mar 1 00: 26: 03.166: dot1ll auth_parse_client_pak*
Received EAPOL packet (User Credentials) from 0040.96af.3e93
:Mar 1 00:26:03.166: EAP code: 0x2 id*
0x11 I ength: 0x0025 type: Ox11
: 01805F90: 01000025 02110025...% .. %1805FA0
'7B75E719 C5F3575E EFF64B27 ....{ug.EsW*ovK 11010018

Executing Action(CLI ENT_WAIT, CLI ENT_REPLY) for 0040. 96af. 3e93

:Mar 1 00: 26: 03.186: dot 11 auth_dot 1x_send_r esponse_t o_server*
Sending client 0040.96af.3e93 data
User Credentials) to server)

:Mar 1 00: 26: 03.186: dot 11 auth_dot 1x_send_r esponse_t o_server*
Started timer server_tineout 60 seconds
---------------------------------------- Lines Oritted

:Mar 1 00: 26: 03.196: dot11l auth_dot 1x_parse_aaa_resp*
Received server response: PASS

:Marl 00:26:03.197: dot1l auth_dot 1x_run_rfsnt
Execut i ngAct i on( SERVER WAl T, SERVER_PASS) for 0040. 96af. 3e93
:Mar 1 00:26:03.197: dot1ll auth_dot 1x_send_response_to_client*
Forwarding server message (Pass Message) to client
------------------------------------- Lines Oritted
:Mar 1 00: 26: 03.198: dot1ll auth_send_nsg*
Sendi ng EAPCL to requestor
:Mar 1 00: 26: 03.199: dot1ll1l auth_dot 1x_send_response_to_client*
Started tiner client_timeout 30 second
:Mar 1 00: 26: 03.199: dot1l1l auth_send_nsg*
sclient authenticated 0040.96af.3e93
node_type 64 for application 0x1
:Mar 1 00:26:03.199: dotl1ll auth_delete_client_entry*
0040. 96af . 3e93 is deleted for application 0Ox1
:Mar 1 00:26:03.200: 9%OO0T11- 6- ASSOC*
[Interface DotllRadio0O, Station Station Name 0040.96af.3e93 Associated KEY_ MGMT [NONE

Jwoslly o313l w RADIUS o logles cllasVl aumas 138 Lo ,2—debug radius authentication -



Joogll das; (Al 0id (9 (WS
035 j9lnio o Jwosll @8slas 138 clasVl aaxuas o ,2—debug radius local-server client -
.RADIUS

:(Mar 1 00: 30: 00. 742: RADI US( 0000001A*
(SendAccess-Request (Client's User Name) to 10.77.244.194:1812 (Local Radius Server
id 1645/ 65, len 128
:Mar 1 00:30:00. 742: RADI US*
"User-Name [1l] 7 "userl
:Mar 1 00:30:00. 742: RADI US*
"Call ed-Station-1d [30] 16 "0019. a956. 55c0
:Mar 1 00:30:00. 743: RADI US*
(Calling-Station-Id [31] 16 "0040.96af.3e93" (Client
:Mar 1 00:30:00. 743: RADI US*
[ Service-Type [6] 6 Login [1
:Mar 1 00:30:00. 743: RADI US*
[ Message- Aut hent i cat o[ 80
:Mar 1 00: 30: 00. 743: RADI US*
[}??2E F4 42 A4 A3 72 4B 28 44 6E 7A 58 CA 8F 7B [#. ?B??rK(DnzX 23
:Mar 1 00: 30: 00. 743: RADI US*
EAP- Message [79] 12
:Mar 1 00: 30: 00. 743*
RADIUS: 02 02 00 0A 01 75 73 65 72 31

[userl????7?
:Mar 1 00:30: 00. 744: RADI US*
NAS- Por t - Type [61] 6 802.11 wirel ess

--------------------- Lines Onitted For Sinplicity
:Mar 1 00:30:00.744: RADI US*
(NAS-IP-Address [4] 6 10.77.244.194 (Access Point IP
"Mar 1 00:30:00.744: RADIUS: Nas-ldentifier [32] 4 "ap*

--------------------------------- Lines Onitted
:Mar 1 00: 30: 00. 745: RADI Us*
Received from id 1645/65 10.77.244.194:1812, Access-Challenge, |en 117
:Mar 1 00: 30: 00. 746: RADI US*
[userl] 31 72 65 73 75
:Mar 1 00: 30: 00. 746: RADI US*
Sessi on-Ti meout [27] 6 10
Mar 1 00: 30:00.747: RADIUS: State [24] 50*
:Mar 1 00: 30: 00. 747: RADI US*
BF 2A A0 7C 8265 76 AA 00 00 00 00 00 00 00 0O

------------- Lines Omitted for sinplicity
:Mar 1 00: 30:00. 756*
RADI US/ ENCODE( 0000001A) : Ori g. conponent type = DOT11
Mar 1 00: 30:00. 756: RADI US: AAA Unsupported Attr: ssid [264] 5*
[ Mar 100: 30: 00. 756: RADI US: 63 69 73 [cis*
Mar 1 00: 30:00. 756: RADI US: AAA Unsupported Attr: interface [157] 3*
[Mar 1 00:30:00.756: RADIUS: 32 [2*
Mar 1 00:30:00.757: RADI US(0000001A): Config NAS | P: 10.77.244.194*
Mar 1 00: 30: 00. 757: RADI US/ ENCCODE( 0000001A) : acct_session_id: 26*
Mar 1 00:30:00.757: RADI US(0000001A): Config NAS I P: 10.77.244.194*

:(Mar 1 00: 30: 00. 779: RADI US( 0000001A*

Send Access-Request to 10.77.244.194:1812 id 1645/67, len 189
:Mar 1 00:30:00.779: RADI US*

aut henticator BO 15 3C C1 BC F6 31 85 - 66 5D 41 F9 2E B4 48 7F
"Mar 1 00:30:00.779: RADIUS: User-Name [1] 7 "user1*



Mar 1 00:30:00.780: RADI US: Franed-MIU [ 12] 6 1400*
"Mar 1 00: 30:00.780: RADIUS: Called-Station-1d [30] 16"0019.a956. 55c0*
"Mar 1 00:30:00.780: RADIUS: Calling-Station-1d [31] 16"0040.96af. 3e93*
:Mar 1 00: 30: 00. 758: RADI US*
[??7?D4 24 49 04 C2 D2 OA C3 CE E9 00 6B F1 B2 AF [??$]1?2?2?2?2??2??k 92
Mar 1 00: 30: 00. 759: RADIUS: EAP- Message [79] 39*
:Mar 1 00:30:00.759: RADI US*
8B BE 09 E9 45 E2 98 05 18 00 01 11 25 00 17 02
:Mar 1 00:30: 00.759: RADI US*
5D 33 1D FO 2F DB 09 50 AF 38 9F F9 3B BD D4 73
[22;??s]322/2?P?8]
:Mar 1 00:30: 00.759: RADI US*
[user1] 31 72 65 73 75
--------------------------- Lines Oritted
:Mar 1 00:30:00.781: RADIUS: State [24] 50 RADI Us*
NAS- | P- Address [4] 6 10.77.244.194
"Mar 1 00:30:00.783: RADIUS: Nas-ldentifier [32] 4 "ap*

:Mar 1 00:30: 00.822: RADI US*
Received from id 1645/67 10.77.244.194:1812, Access-Accept, len 214

:Mar 1 00:30: 00. 822*
RADI US: authenticator 10 OC B6 EE 7A 96 3A 46 - 36 49 FC D3 7A F4 42 2A
---------------------------- Lines Oritted

[ Mar 1 00:30:00.823: RADIUS: 75 73 65 72 31 [userl*

Mar 1 00: 30:00.823: RADI US: Vendor, Cisco [26] 59*

:Mar 1 00:30: 00.823: RADI US*
".Cisco AVpair [1] 53 "leap:session-key=?+*ve=];q,0il[d6]|-z

:Mar 1 00:30: 00. 823*
:RADI US: User-Nanme [1] 28 "userl *Mar 1 00: 30: 00. 824: RADI US
Message- Aut hent i cat o[ 80] 18

:Mar 1 00:30: 00. 824: RADI US*

2D BA 93 10 C0 91 F8 B4 B8 A4 00 82 OE 11 36 06
[ 622222222222?27- 2

,Mar 1 00: 30: 00. 826: RADI US/ DECCDE: EAP- Message fragment s*
total 37 bytes , 37
Mar 1 00: 30: 00. 826: found leap session key*
:Mar 1 00: 30: 00.830: 9%OT11- 6- ASSOC*
[Interface DotllRadioO, Station Station Name Associated KEY_MGMT [NONE
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