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radi us server |SE. 161

address ipv4 10.48.39.161 auth-port 1812 acct-port 1813
timeout 10

retransmt 5

key Ciscol23
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aaa group server radius |SE-G oup
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deadtime 10
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paraneter-map type webaut h gl oba
type webaut h
virtual-ip ipvd 1.1.1.1
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paranet er-map type webaut h web

type webauth

redirect for-login https://10.48.39.161: 8443/ portal / Portal Set up. acti on?portal =0c712cd0-6d90-
11e5- 978e- 005056bf 2f Oa

redirect portal ipv4 10.48.39.161
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ip access-list extended Preauth_ACL
permt ip any host 10.48.39.161
permt ip host 10.48.39.161 any
permt udp any eq bootps any

permt udp any any eq bootpc

permt udp any eq bootpc any

permt udp any eq donmi n any

permt udp any any eq donain
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w an ext-webauth 7 ext-webauth
client vlan vl an232

ip access-group web Preauth_ACL

no security wpa

no security wpa akm dot 1x

no security wpa wpa2

no security wpa wpa2 ci phers aes
security web-auth

security web-auth authentication-list webauth
security web-auth paraneter-map web
session-ti meout 1800

no shut down
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ip http server
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recurity
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Genera
= ™ O default login local N/A
™ T O webauth login group ISE-Group
Authorization
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v server G Seq Action | Protocol Source IP/Mask Destination 1P/Mask Source Port Destination Port DSCP
Radius D 10 permit  ip any 10.48.39.161
[Fiiacaces O permit  ip 10.48.39.161 any - - -
_ Ldap O 30 permit  udp any any eq 67
» £ RADIUS D 2 permit  udp any any - eq 68 =
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