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ip access-list extended REDI RECT_ACL
deny udp any eq boot ps any

deny udp any any eq bootpc

deny udp any eq boot pc any

deny udp any any eq domain

deny udp any eq domai n any

deny i p any host 10.48. 39.228

deny i p host 10.48.39.228 any

permit tcp any any eq ww

permit tcp any any eq 443

WO Ylispo 1Jguo9d o030 $9z> gudly IP Jglbe ISE 10.48.39.228.

2. oJd9su Blispes peldle FQDN:wzw9s 05? lJlisped eds iuu|o|c lJeeldle 1Jos spdu
JJepsd 1Usuesd [dsol §od 1desids, 19 puol §6 CWA.
passt hru-donmain-1ist URLS LIST
mat ch pl ay. google.*. *
mat ch ci sco.com

3. 8p wudosy Blised 9,09d pe IJuwple ip any Jswpe segol pg URLS_LIST:
Sdjp wessu Blises IJozde Vs 1U909d (ACL) o030 |Js Blispos pzldle FQDN Jivo STw
edsol wlboosd Blisps 9u09d IP 1Jedss eds Igpsd (Ul spdouol wbosd $lises pzld
FQDN IJ v 9J0).

ip access-list extended FQDN_ACL
permt ip any any

4. $p woESSU Blisps pzld URLS_LIST |Js FQDN_ACL:

access-sessi on passthru-access-group FQDN_ACL passthru-domain-list URLS LIST
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olbosd FQDN_ACL 9 REDIRECT_ACL gJ.s SSID 03l wgl_wloé ISE

w an byod 2 byod
aaa-override
accounting-list rad-acct
client vlan VLANO200
mac-filtering MACFILTER
nac
no security wpa
no security wpa akm dot 1x
no security wpa wpa2
no security wpa wpa2 ci phers aes
no shut down
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aaa group server radius | SEG oup
server name | SE1

aaa aut horization network MACFILTER group | SEG oup
aaa accounting network rad-acct start-stop group | SEG oup

radi us server |SEl
address ipv4 10.48.39.228 auth-port 1812 acct-port 1813
key 7 112A1016141D5A5E57

aaa server radius dynam c-author
client 10.48.39.228 server-key 7 123A0C0411045D5679
aut h-type any

odysu ISE

SO0 03l I Guwe 1o polug Jzie odosy CWA ISE. 9sdss wdssy ISE w@)sul 09 b wo
et lJogsrsdle IJoldss.

Sew 1o ooze Losed puLobEs pErs puel> 98 CWA MAC (MAB) IJJluvJdss IJuwele IJoldsé
e& eu9lu URL Jlglé w9zso CWA:

ci sco-av-pair = fqgdn-acl - nane=FQDN_ACL
ci sco-av-pair = url-redirect-acl =REDI RECT_ACL
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Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth - ACL | REDIRECT_ACL _ Value | Sponsored Guest Portal (defau » |

Display Certificates Renewal Message
Static IFfHost name

* Advanced Attributes Settings

| Cisco:cisco-av-pair | = | fadn-aci-name=FQDN_ACL ]
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show access-session mac <client_mac> details

pold eds pevele IUle,y Idos wbo, luuple Ipeldle 1Jpuwese wol:

5760- 2#show access-sessi on nac 60f 4. 45b2. 407d details

Interface:
ITF1D:

Wan SSI D:

AP MAC Address:
MAC Addr ess:

| Pv6 Address:

| Pv4 Address:

St at us:

Donmi n:

Oper host node:
Qper control dir
Session tinmeout:
Common Sessi on | D
Acct Session | D
Handl e:

Current Policy:
Sessi on Fl ags:

Server Policies:

FQDN ACL:
Domain Names:

URL Redirect:

i se. W aaan. com 8443/ port al / gat eway?sessi onl d=0a30275b58610bdf 0000004b&port al =27963f b0- e96e- 11e4-
a30a- 005056bf 01c9&act i on=cwa&t oken=f cc0772269e75991be7f 1ca238cbb035

URL Redirect ACL:

Met hod status |ist:

Capwap7
0x41BD400000002D
byod

f07f. 0610. 2e10
60f 4. 45b2. 407d
Unknown

192. 168. 200. 151
Aut hori zed

DATA

mul ti-auth

bot h

N A

0a30275b58610bdf 0000004b

0x00000005
0x42000013
(No Policy)
Sessi on Pushed
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/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/BYOD_Design_Guide/BYOD_Wireless.html
/content/en/us/support/docs/security/identity-services-engine-21/200552-Configure-ISE-2-1-for-Chromebook-Onboard.html
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