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odosu buvle Iduosd

1. 8p wopdsu wedw zolj IP (IPDT) 9o bdd DHCP gJs Luwds VLAN IJglLo06 Lldg psJ.
B 030 IJzlJs VLAN 75. sJjp logile suvwds VLAN IUglos ldg psd gds piwo
lJosus.
ip device tracking
ip dhcp relay information trust-all
ip dhcp snooping vlan 75
ip dhcp snooping information option allow untrusted
i p dhcp snoopi ng

2. ¢Jo VLAN 75 g1J L3 VLAN &0
vl an 75
interface MVl an75
ip address 75.1.1.1 255.255.255.0
i p hel per-address 192.168.1.1
ip dhcp pool DHCP_75
network 75.1.1.0 255.255.255.0
default-router 75.1.1.1
lease 0 0 10
update arp

3. ¢JBu Loy lan Iy sesu IU5w9u VLAN pg 1J 5760 udwo o sgpd Id,ub 2rds.
lJouwes JJsuoe 1dpde9z: sdje IJlp) no security web-auth.
guest -1 an GUEST_LAN_OPENAUTH 3
client vlan 75
nmobi l ity anchor

no security web-auth
no shut down

lJodssu IUghes

1. 8p wopdso DHCP glouile Liwds VLAN. 9ol 3,0l Jl sdjp lesls yuwds VLAN IJgl 06
wldepsd eds Iduvods IUghzse.
ip dhcp relay infornation trust-al
i p dhcp snooping informati on option allow untrusted
i p dhcp snooping
i p device tracking

2. 599¢ 1Jpeyd wldogulos guglo MAC 1Jgluo ldgesd 1dshs eds $uls IJpuds Idos we
odysuwol uluwesle "access-Session port-control auto” gsbo 9 woe lJpuve,d
OpenAUTH. szw luusle gusluws OpenAuth Jel 09 p9 oz oul igJL.

policy-map type control subscriber OPENAUTH
event session-started match-all

1 class always do-until-failure

2 activate service-tenpl ate SERV-TEMP3-OPENAUTH
3 authori ze

interface Pol

swi tchport trunk allowed vlan 19, 137

swi tchport node trunk

ip arp inspection trust

access-session port-control auto

service-policy type control subscriber OPENAUTH
i p dhcp snooping trust

end

3. sev wdssu wedp guslo MAC eds IJuvedé Idpedss [Ublo,sé (VLAN) 1UgDzs6.
mac address-table | earning vlian 19

4. oop ldlgolye 1Js uvslgws OpenAuth v dd ouvdunds: 909 pl SULS) B 030 IJzldo 1Us
$3p6. &p GEHsS IUBIJw IJpuwes "Serv-TEMP3 OpenAuth” oul:



servi ce-tenpl at e SERV-TEMP3-OPENAUTH
tunnel type capwap nanme GUEST_LAN OPENAUTH

5. sewss SlJu 1Jgre6 eJs poee Juse 1o d _9|._)qu0. Sev i odyy v ds VLAN 1Jglod
wldepsd 75 p929:6 V8b eds powe IUuosd Jluel pu99ds eu peldes 206 p)9)
lJepsd.
guest -l an GUEST_LAN_OPENAUTH 3
client vlan 75
nmobi l ity anchor 9.7.104. 62

no security web-auth
no shut down

6. swp v bdo IJuBdd pu ldebz Ids pouws Iduos Jdepsd Iduvdds 9suis)
Tunneladdsuccess |Js 1Jwpld gpdso logble o @. eds Access-SWITCHT sood
gpsd uwdds wpuds Ethernet 1Uss wp wessuo eds 9028 1J9uo9d woluwlbos puysd
lJubewJo. 09 psule GigabitEthernet1/0/11 W o3l pelJ.
interface G gabitEthernet1/0/11

swi tchport access vlan 19
swi tchport nbde access

9Sw Ise

odgsu buwle IUos

1. pdoe IPDT 9 DHCP sebdd £Js juse VLAN (s). B o0 1Jzlds VLAN 75. s louble
Ubods VLAN 1J3lL06 Uldgpsd £ds pooe IUunsa.

i p device tracking

ip dhcp relay information trust-all

i p dhcp snooping vlan 75

i p dhcp snooping information option allow untrusted
i p dhcp snooping

2. ¢Jouw VLAN 75 9lJ L3 VLAN slu.
vlan 75
interface VI an75
ip address 75.1.1.1 255.255.255.0
ip hel per-address 192.168.1.1
ip dhcp pool DHCP_75
network 75.1.1.0 255.255.255.0
default-router 75.1.1.1
lease 0 0 10
update arp
3. ¢JVo vosY lan Iy sesu IJjw9u VLAN g 1J 5760 oo wo sgpd JId)ob 2)ds.
lJouwes JJyuoe ldpdesz: sdje 1Jlp) no security web-auth.
guest -l an GUEST_LAN WEBAUTH 3
client vlan VLANOO75
nmobi lity anchor
security web-auth authentication-list default
security web-auth paraneter-map webparal oca
no shut down

lJodssu IUghes

1. Gp wopdsu DHCP gloile suvwds VLAN. 9pl 38,0l Jl sdjp lesls Luwds VLAN 1Jgl o6
wlJepsd eds IUubvods IUgbzss.
ip dhcp relay information trust-all

ip dhcp snooping information option allow untrusted
i p dhcp snoopi ng



ip device tracking

- S8W99p IJpeod wldoivl gugly MAC IJgluo wldgpsd 1U9bs eds Buls lJeuds IJos wpe
odsuol wluwegsle "access-Session port-control auto” 9sbw 9 usluwé IJpuve,yd
WebAuth. szo louble gusluus WebAuth Jel 09 p9 0z oul IoJl.

policy-map type control subscriber WEBAUTH
event session-started match-all

1 class always do-until-failure

2 activate service-tenpl ate SERV-TEMP3-WEBAUTH
3 aut hori ze

interface pol

switchport trunk allowed vlan 19, 137

swi tchport node trunk

ip arp inspection trust

access-session port-control auto
service-policy type control subscriber WEBAUTH
ip dhcp snooping trust

end

. Sgw wdysu wedp MAC gds Iduveds 1Jpedss [dbloyss (VLAN) 1UgDzss.
mac address-table learning vlan 19

- 8p wodssu L IUSb, sptblo IUpedes.
aaa new node

aaa group server radius rad-grp
server Radiusl

dot 1x system auth-contro
aaa aut hentication dotlx default group rad-grp

radi us server Radiusl

address ipv4 172.19.45.194 auth-port 1812 acct-port 1813
ti meout 60

retransmt 3

key radi us

paranet er-map type webaut h webparal ocal
type webauth
timeout init-state sec 5000

L oop Uluihs 1Us uwsluws WebAuth o ivdd oovdunds: 9lJ5s Suis) B 030 1JzlJs JJs
$306. 13IJo 1Jpuwes SERV-TEMP3 WEBAUTH Jel 09 pg b oul.

servi ce-tenpl at e SERV-TEMP3-WEBAUTH
tunnel type capwap nane GUEST_LAN WEBAUTH

L8299 BlJw U6 £ds poze Juse IJuds sluweo. szw lu odsy ybwds VLAN IJgl o6
wlJepsd 75 092936 BYb gds poww IJuasd Jlvel pwdsds eu peldes 2yds 019,
IJeosd.

guest -1 an GUEST_LAN_WEBAUTH 3

client vlan 75

nmobi lity anchor 9.7.104.62

security web-auth authentication-list default

security web-auth paraneter-mp webparal oca
no shut down

L Sop Wit bdo IJuBE pu 206 lzowss [Us poums Iduosd JJgpsd Iduvdds ssuivs)
"Tunneladdsuccess" |Js 1Jwpld gpdso logile o $. eds Access-Switch1 sood gpo5J
wdIs vpuds Etheret lUss op wessue eds 9028 1U9u09d woluwbs pmdsd IduvoJs.
09 psule GigabitEthernet1/0/11 W 03l pelJ.

interface G gabitEthernet1/0/11

swi tchport access vlan 19
swi tchport node access



oo sw OpenAuth 9 WebAuth wlJeslss

po lzd 1Jzuesd eds uvedos LAN josdose soguasuwooel Juvwdle Igpdle 1Jptodss.
Sew 8Jsd olgwsuwopl eds Uvwdle VLAN IJos sop ldogyd gds Idgpdle sdsol.

oJd9su buwle o s

1. pdoe IPDT 9 DHCP se b eds 1Jju9 VLAN (s). B 030 IJzlds VLAN 75. sdje louble
Uvods VLAN 131,06 Oldg psd £ds pooe o,

i p device tracking

ip dhcp relay information trust-al

i p dhcp snooping vlan 75

i p dhcp snooping information option allow untrusted
i p dhcp snooping

2. ¢Jé VLAN 75 glJ L3 VLAN S0
vlan 75
interface Vl an75
ip address 75.1.1.1 255.255.255.0
ip hel per-address 192.168.1.1
ip dhcp pool DHCP_75
network 75.1.1.0 255.255.255.0
default-router 75.1.1.1
lease 0 0 10
update arp
3. ¢JVw posY lan Iy sesu IJjwsw VLAN pe 1J 5760 wdwo I sgpd JIJ,)ob 2)ds.
oldouwos JJooe Idpuse: sdje IJle, no security web-auth.
guest -l an GUEST_LAN_OPENAUTH 3
client vlan 75
nmobi l ity anchor
no security web-auth
no shut down

guest -l an GUEST_LAN WVEBAUTH 4

client vlan VLANOO75

nmobi l ity anchor

security web-auth authentication-Ilist joseph
security web-auth paraneter-map webparal oca
no shut down

IJodoso IJghzs

1. Bp wopdso DHCP slo ile Guwds VLAN. 8ol 33,0l Jl sdjpe lesls yuwds VLAN IJgloé
wlJepsd eds IJuvods 1Jghzss.

ip dhcp relay information trust-al

ip dhcp snooping information option allow untrusted
i p dhcp snoopi ng

ip device tracking

2. 8990 lJpzod wlJoivled gugly MAC 1UElue wldgpsd 19l eds Buls 1Ueuwds Idos wpe
odsuol wluwegsle 'access-Session port-control auto' 9 slbbw 9 ywslyws lJpuvo,d
lJe3926. Sew9s ClassMap MAC1 gJds gulssu MAC IJos ouosWol J OpenAuth. JJ
Jvse 125 09 Webauth IJss suwegse grsbs 1Jdss lsel" IJelouss pe 2o "match-first”.

Suwgs ladl suoe wsluws [9lzss IJuez eds 1Juzs Idpwsu oul.
policy-map type control subscriber DOUBLEAUTH
event session-started match-first

1 class vlanl9 do-until-failure



2 activate service-tenpl ate SERV- TEMP3- OPENAUTH
3 authori ze

2 class vlanl8 do-until-failure

2 activate service-tenpl ate SERV- TEMP4- WVEBAUTH
3 aut hori ze

interface pol
switchport trunk allowed vlan 19, 137
swi tchport node trunk
ip arp inspection trust
access-session port-control auto
service-policy type control subscriber DOUBLEAUTH
ip dhcp snooping trust
end

3. sew odosu wede MAC sJs IduvwJs 1Jghzss Juvudle VLAN 1 Gle 18 9 19.

nmac address-table learning vlian 18 19
4.1J VLAN 19 g VLAN18 Loud szess glisb IJ VLAN pblu$é pesh eds luvluw lo loe

woes) ks Lo Ubods prdss IUgesd sde s 909 perd oul:
cl ass-map type control subscriber match-any vl anl8
match vlan 18

cl ass-map type control subscriber match-any vl anl9
mat ch vlan 19

5. cop lJlgshe |Js gwsluwo OpenAuth wuvdd ouwduvds: 909 pl sUvs) WOs o030 IJzlJs IJs
e>p6. 1J8IJe IJpwpes SERV-TEMP3 OpenAUTH Jpl 09 pg ;8 oul.
servi ce-t elTpl at e SERV-TEMP3-OPENAUTH
tunnel type capwap nane GUEST LAN_OPENAUTH

servi ce-tenpl at e SERV-TEMP4-WEBAUTH
tunnel type capwap nane GUEST_LAN WEBAUTH

6. sewIs Sldu 1Jgre6 eJs poze Juse 1o d Slywpo. szv v odsw Lvwds VLAN IJgl o6
wldepsd 75 p92936 V8b eds pove IUuosd Jluel pu99ds eu peldes 206 p)9)
IJgesd.
guest -1 an GUEST_LAN_OPENAUTH 3
client vlan 75
nobi l ity anchor 9.7.104. 62

no security web-auth
no shut down

guest -1 an GUEST_LAN WEBAUTH 4

client vlan VLANOO75

nmobi lity anchor 9.7.104.62

security web-auth authentication-Ilist joseph
security web-auth paraneter-nmap webparal oca
no shut down

7. sop wie bdo IJoBE p0 208 lzowss IJs prows IJupsd JJepsd IJuwd I ssubvs)
"Tunneladdsuccess" |Js 1Jwpld gpdso logile o $. eds Access-Switch: ould 1Jgs$
ou lJepdle IUwdIdssu lU3so syvbyo wuyvedsé VLAN ;G0 18 9 Juvwdo VLAN19. 9lJos
SpIdu wed 3JY vessu yvedle LAN Idsosed 90981 J3JY. 09 psule
GigabitEthernet1/0/11 W o3l pelJ.
interface G gabitEthernet1/0/11

swi tchport access vlan 19
swi tchport nbde access

oolJ 1o, WebAuth
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FOREI G\#show wir client summary
Nunber of Local dients : 2

MAC Addr ess AP Nane W.AN St ate
0021. ccbc. 44f9 N A 3 UP
0021. ccbb.ac7d N A 4 uP

ANCHOR#show mac address-table
Mac Address Tabl e

VI an Mac Address Type Ports
19 0021.cchbc. 44f9 DYNAM C Pol
19 0021. ccbb. ac7d DYNAM C Pol

FORElI G\{show access-session mac 0021.ccbc.44f9 details
Interface: Port-channel 1
Il F-1D 0x83D880000003D4
MAC Address: 0021.ccbc. 44f9
| Pv6 Address: Unknown
| Pv4 Address: Unknown
User - Nane: 0021. ccbc. 44f9
Devi ce-type: Un-C assified Device
St atus: Unaut hori zed
Domai n: DATA
Oper host mode: nulti-auth
Qper control dir: both
Session tineout: NA
Common Session | D 090C895F000012A70412D338
Acct Session I D Unknown
Handl e: O0x1A00023F
Current Policy: OPENAUTH
Session Fl ags: Session Pushed

Local Policies:
Service Tenpl ate: SERV- TEMP3- OPENAUTH (priority 150)

Tunnel Profile Name: GUEST_LAN_ OPENAUTH
Tunnel State: 2

Met hod status list:

Met hod State
webaut h Aut hc Success
pouwlé

#show wir client summary
Nunber of Local Cients : 1

MAC Address AP Nane W.AN St ate
0021. ccbc. 44f9 N A 3 WEBAUTH_PEND
0021. ccbb. ac7d N A 4 VWEBAUTH_PEND

ANCHOR#show wir client summary
Nunmber of Local Cdients : 2
MAC Address AP Nane W.AN St ate

Pr ot ocol

Et her net
Et her net

Pr ot ocol

Et her net
Et her net

Pr ot ocol



0021. ccbc. 44f9 N A 3 UP Et her net
0021. ccbbh.ac7d N A 4 uP Et her net

ANCHOR#show mac address-table
Mac Address Tabl e

VI an Mac Address Type Ports
19 0021.cchbc. 44f9 DYNAM C Pol
18 0021. ccbb. ac7d DYNAM C Pol

ANCHOR#show wir client summary
Nunber of Local dients : 1

MAC Addr ess AP Nane W.AN St ate Pr ot ocol
0021. ccbc. 44f9 N A 3 UP Et her net
0021. ccbb.ac7d N A 4 UP Et her net

ANCHOR#show access-session mac 0021.ccbc.44f£9

Interface MAC Addr ess Met hod Dorei n Status Fg Session ID

Cal 0021. cchc. 44f9 webauth DATA  Auth 090C895F000012A70412D338

ANCHOR#show access-session mac 0021.ccbc.44f9 details
Interface: Capwapl
I1F-1 D 0x6DAE4000000248
MAC Address: 0021.ccbc. 44f9
| Pv6 Address: Unknown
| Pv4 Address: 75.1.1.11
User - Nane: 0021. ccbc. 44f9
Status: Authorized
Domai n: DATA
Qper host node: multi-auth
Oper control dir: both
Session tineout: NA
Common Session | D 090C895F000012A70412D338
Acct Session I D Unknown
Handl e: 0x4000023A
Current Policy: (No Policy)

Met hod status list:
Met hod State
webaut h Aut hc Success
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