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Metwork Devioes List = Eurl;:g afal
Network Devices

* Name| Surbg_5760

Description
* 1P Address: | 10.105.135.178 /|32
Model Mame v
Software Version v

* Mebtwork Device Group

Location| aj| Locations Set To Default

Device Type| aj| Device Types Set To Default

- Authentication Settings

Enable Authentication Settings
Protocol RADIUS
* Shared Secret R Shiow

Enable KeyWrap [ | @
* Key Encryption Key
* Message Authenticator Code Key

kKey Input Format ASCIT HEXADECIMAL

[ F SNMP Settings
[ r Advanced TrustSec Settings
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—— admindse- -3 | admin | leged | 4
{3 Home Operations| ¥  Folicy *  Administration | ¥ ﬁ

|z, Authentication | |m, Authorization [, Frofling  [# Posture  |i) Olent Provisioning ) Securfty Group Access Y Policy Elements

Authentication Policy
Define the Authentication Policy by selecting the pratooals that I5E should use to communicabe with the nebwork devices, and the identity sources thet it shoubd use for authentication,
Poiicy Type (O Simple (8] Rule-Based

B~ [me i I ireless_MAB iz | Allow Pratocals ;| Dafauk Netwark Access Q| = .
ﬂ Dhesfailt toUse | rgmnal Endpoirs = |
Tdetity Seurce | Internal Endpaints & |
Dptions
TF authentication Failed | Reject -
If user nat found | Continue -
IF o Failed | Drop - [
B oo C I Wired_l and
Wireles  Wote: For authenticstions usng PEAR, LEAR EAR-FAST cr BADILIS MSCHAR
EAR-FAST I e TS noEpossible to continue processing when authentization fais of user is not fourd.
- IF pantinue option is selected inthese cases, requests will be rejected.

08 .@8Llo] < o Lawass olals < il < o6 < awlaw i3 ISE awogu )l pasiuuall dg=l9 0 .3
le Jeaxll e eMasgl Gauogidl 13® acluy .ougaill Gy s walo cliv) laa> §99 Lisle Juoladl disiy
59,0 dalST pasiuie puwl Mol J3 0 cu> MAC @8skas a2y gl 63lcY URL | agill 65le]
|
m /) Mome Operstions|v Polcy| v Admiistration| v ‘

|} Mhentestion |8, Authorimtion |, Profiing |7 Postune |, Client Provisioning |, Security Group Acoess | JJ, Polcy Elements
Dictionanies  Conditions | [Results.

Aurorimstion Profios > CWA

Results
| 3 Authorization Profile

: * Name
e =N (v
v [ Authenticaton w‘“l
= B Authorination » heress Type [access_acceet -
* | Authorgation Profies

Service Template

. * Comman Thtks
¢ O Chent Arowiscning A AR (R A

¥ Wb Redinction (OWA, DRW, MDM, NSF, CFF)

Centralzed Wb Auth = acL | mECmECT | medezt | Dafack -
& St PHost name 10.106.73.69
Aadtes Smaet Port

* advanced Altributes Settings

|!chd.rrhn [~ [~ ]

¥ Miributes Details

Aciess Type = ACTESS ACCEPT
ascrir-par = ui-redinect-ac s REDIRECT
asco-av-pair = urradinect=hitpe /710,106, 7385 port/ tal' g Sarssic Bartionsoma

BB (=
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agmin
atliatfne
cisco Identity Services Engine

{0y Home Operations| v  Policy| v  Administration | v

|j Authentication |E£ Authorization |5 Profiling |&) Posture |z, Client Provisioning |5y Security Group /
Dictionaries Conditions Results

Authorization Profiles > PermitAccess

Results =
| 5 | ) This is a reserved authorization profile and cannot be edited
Authorization Profile
arlisr e
, * Name | PermitAccess |
v [ Authentication
v [ Authorization Description | Default Profile with access type as Access-Acoept

¥ || Authorization Prafiles * Access Type |ACCESS_ACCEPT - |

* || Downloadable ACLs

» | Inline Posture Node Profiles
v B Profifing
» ] Posture
[ Client Provisioning

Service Template

-

P Common Tasks

v || Secunily Group Access

I ¢ Advanced Attributes Settings

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Save Reset

oSl dasl89 agill 65leY URL ylgic g9 "guest_wireless" o=l ag poss - Joill ae clinl o8 .5
99 LS CWA 48 id a=9> a5 SUl way=ill alo . sl Joc dwl> J| agill 65leY (ACL) Jguogll (9
ai9skas pii Lo paziwe JI WolS Va9 "Guest_Wireless-Susc" Jozil dwlbow @ios. lauus puogo
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H it Wirakees SUCoRRs [E =18 Nebworlc Aooess:Uisalacn EOLRLS Glast Flow PerritALoRRs Bt | v
B Cunst_Wirakacs Witniess AR O, et | v

e [T
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< & b] izl JISE J (GUI) awguw,Jl pauuol] dg>l9 o (GUI) gl pasiwall dg=l9 9 auwss 4oVl
< 39loll 8>a%i0 ©lygSs < gl J320 6]
.DefaultGuestPortal



- admir-ise-1-2 1 20min | Lo

Operations | » Administration | =
E—

=i Systern  Zb Identity Management @ Metwork Resources  [sL Web Portal Management | |Ly Feed Service
Sponsor Group Policy Sponsor Groups Settings

Mult-Partal Configuration Lt > DefaultGuestPortal

i Home

Palicy | »

Settings
> (R Genen Multi-Portal
' : . = . B
e ceres MCETTM coorumson Anenicaton
v i Guest Guest Portal Palicy Configuration
i= Details Falicy Guest wsers should agree to an acoeptable use policy
= Guest Roles Configuraticn 8 :::"En
® [ Language Template @ EveryLogin
* [ Multi-Portal Configurations
= O [] Enable Self-Provisioning Flow
i= DefaultGusstPrrtal Enable Mabile Portal
= DRW vagumstummludnngapammd
= Portal Policy [] Require guest users to change password at expiration 2nd first login
- emssmond Pol [ Guest users should download the posture client
= o ] Guest users shoukd be allowed to do self service
* [ Time Profiles | Send self-registration credentials to whitelisted email domains

caally 31l _oastiual pamy siJl GUEST_PORTAL_SEQUENCE clis| i
.oMeVlg



4> Home Operations| v Policy v  Administration | v

ol System | &1 Identity Management | Metwork Rescurces i Web Portal Management |5, Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Source Sequences List » Guest_Portal_Sequence

Identity Source Sequence

* Identity Source Sequence

*Name | |5uest Portal_Sequence

Description | a pyilt-in Identity Sequence for the Guest Portal

=

¥ Certificate Based Authentication
[[] select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequance until first authentication succesads

Available Selecled
Internal Endpoints Internal Users
LDAP_BS ; Guest Users )
AD1
[ »
| « ¥

¥ Advanced Search List Settings
Select the action to be performed if a selected identity store cannot be accessad for authentication

) Do not access other stores in the sequence and set the “AuthenticationStatus” attribute to “ProcessError
(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

oo .DefaultGuestPortal < 38Lall 632210 &liygSs < Guest i1 ISE g )| pasiuuall dg>l9 o0 .7
.Guest_Portal_Sequence iz xioll Jubus oy ys &aumiol] doslall



cisco Identity Services Engine i H Operations [ v Plicy | v il =T

=l System Sl Identity Management B Metwork Resources |4 Web Portal Management . Fesd Service
Sponsor Group Policy Sponsor Groups Settings

Multi-Paortal Configuration List > DefaultGuestPortal

Settings
=i Multi-Portal
v [ Sponsor
» [ My Devices General Operations Customizatian
~ [ Guest
i= Defails Policy * Identity Store Sﬂquensﬂ Guest_Portal_Sequence v
i= Guest Rodes Configuratian Sponsor_Portal_Sequenoe
» [ Language Template MyDevices_Portal_Sequence
* || Mulli-Portal Configurations g'j:;:a;?;? Sequence
i= WA
iZ DefoultGuastPortal
i= DRW
= Partal Policy
= Password Palicy

k| Time Profiles
t= Usarname Policy

. (EXE [ Reset

(WLC) aSLuMI dyxall iyl 3 pSxll ugic e ooSill

WLC 5760 _lc ISE Radius e3> iy =i p8 .1
GoloVl lnuw dg>19) CLI plasiwly §,la)l doildy p3lg=l dcgnxog RADIUS o315 (roSis pb .2

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

CLI plasiwl, WLAN aSuiv (psSi; o8 .3
wlan CWA_NGWC 10 CWA_NGWC
aaa-override
accounting-list ISE
client vlan VLANO0O012
no exclusionlist
mac-filtering MACFILTER
nac



no security wpa

no security wpa akm dotlx

no security wpa wpa2
no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

aaild o 13 ,oloVl Jlaw dg>l9 plakiwly legoi sleall (ACL) Jowosgll L8 aSxill piled oSy pd .4

651eY URL ylgic go AAA j9liS leel> L, ISE psiy il URL-redirect o awldl Jowgll 9 aSxill
0i® .6:>90)l all e LI lgolaziw] iy 6 uibko (ACL) Jouwos)l (8 aSxs daild @il .cawall J520 a>gi
S il duSe (ACL) Jswogll [ S5 daild (o g05 ;D9 'ACL) 'punt) Jswogll (5 S aasld
23159 DNS 4359 DNS g DHCP 03159 DHCP _JI Jswsll Jla> w6250l ddl 65le lgorsiuwiuw
V9 8443 iainll 03 ISE caws dilgy pasiows .a> ] cau> 8443 9 WWW. 443  laad powl ISE
oSJ9 Lid ICMP S piy .id dxusgall (ACL) Jswogll 9 aSxill aaild go Jasi agill sslel Jljs
2lauwdl 91 (a9 )l Lol AiSay LoVl aclgd JI 1sliawl
ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

ety 6,681 (CPU) a8 40l axdleall 62>9 JSlive jasy (8 <l iy 238 HTTPS (i80i sic iz
.CiSCO puauci (35,8 b oo 4 w09y o) bo cl2 VI 13D (Saiy pis ¥ . olaill b 1d

JI el . polgxdl < AAA > RADIUS isl  aSLuMI aSxill 63>9) (GUI) gl paciuwall dg2l9 o0 .5
Sudl" ullas 0 aSTi9 wlaleoll a8l disiy 28 .gui JI 9 daasld Lolwly «acgamo Jsb (JsL RADIUS
RFC ac> daioll aailal oo .jlexdl 1ig ISE e aigSs o5 sUI &3 go id aigSs i sl "I iinoll
,i31.3576

I e ool cx [-# Homa  Monitor | v Configuration | ¢ Administration [* Help

Security Radius Servers
Radius Serwsrs > Edit
T AR
* = Mathod Lists ~
Server Name LS
canaral -
Server [P Address | 10.106.73.69
Authantication
Shared Secrat I
ACCOUNTNG Confirm Shared Secret sessnsns
SR Auth Port (0-65535) [ 1645
* Bl Servar Groups Acct Port (0-65535) 1646
i RADS Server Timeout [0-100070 secs| 10
Sarvars
- Rty Courit (0-100) 3
Fallback

Support far RFC 3576 El‘lahb_"
TACACS+ Servers o

RADIUS < p3lgzdl legazo < AAA 51 aSlwMl pSxill 635) (GUI) doguw )l paismall dg>ly o .6
polexl elegaze I Lo 0dlis] a5 sl RADIUS psls ddlol



{3t Homa Moritor ¥ m' Sdmiistration |+ Help

BRCLHTY Radius Server Groups
Radus Servar Groups > Bdit

5 s
=& Mathod Lists
GroLp Narne MRy I°C
~ GeErerd
_ Authentication MAC-deimitar [nas[*]
~ Accountng MEC-fittering
_ Awrthaoration Cead-time (0-1440) In minutes | o
=[5 Sarer Gioups Tie Aadie
m Available Servers Assigned Servers
_ Tacacs+ 05 = _IoE =
__ Ldep Sarvers In This Group Microsoft_hPS
'S x
e [e]
__ Sarvars - —
HWYl G s> ple < Golall pilgd < AAA i3 aSlwWI oSl 6a>6) duogun I pakiuuell dg>l9 o0 .7

oy ¥ AAA G LI 13 lasi cwd 13| .Dot1x System Auth Control

General

Dot1x Systern Auth Control

Local Authentication Method List =

cl.uuLpS 49>Lm1|<._9,w| p;|_99<AAA_).|>| Sl pSxil 833) dsogu | paziuall dg=ly (o .8
ISE | lgiusiz 5 dg00 53 dcgonall g5 dottX gsill a8slan &b aasls

Authentication

Security
Suatherlication = Bdil
& o
= [ Method Lists
Methoed Lst Mame o R
_ Gererd
e datti
_ becounting Group Tyos e
_ Autharization Falback ta local Lrzabled]
=S Server Groups foeatlable Server Groups Assigned Server Groups
 Radis RS 0 de 15 i
) [52
 Tacacs+ Groups In This Method Wicrosoft TWES { 3
L wichor

= parm s
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Corfiguration |+ Acminstration |+ Help l

£ Horme  Monitor |+

Security Arcourting
Accourting = Edit
vES nas
= [ Method Lists .
MHzthod List Name [ =S
__ General —
T iclaritity
~ Buthenticaton =
1 Awailable Server Lroups Assigned Server Groups
A . s
— At ATs z T 15
_ Buthorization

Groups In This Medhad 15k

* [ Setvar GroUps Masoft_NPS EI

victor
_ Padius

insls clinl . oyeadll < G boll piled < AAA i1 (@S LMl pSxill 6135) dsoguw )l pasiuall dg=l (o .10
ISE I Leinsis p .goill @i Jrosill b0

fit Home  Mcnitor |+ mmmmaﬁnnlv el

Sucurity Authorization
dugkhorization = Edit
B nan

v B RElie Method List Marne F___ji=s
_ General

T nakbwork
_ vpe

_ Aooourbng

- m avallable Server Groups &Eﬂ Server Groups
- E5 Senver Grogs ALS ‘ I m

Gnap Tvoa group

et |TEE
GioLgs T Thi
* Radus PO firesalt s [2]
victor
Tacacs+ -

Idan

MACHilter elis| .cU3s JUacl pea) (MAC) basbusll Jouogll (8 pSxill 630 s9>6) Ll w5, lis] .11
ISE I lginsis 28 g0l dSai) Jig3ill (b dasll

fat Home Moy v Configuratdon | =

Acministranon | Helo

Security Authorization
Aubherizetion = Edil
= ans
-5 Method Lists
Method List Mame M&CFILTER
- Gererd
To retiwork
_ Buthentication
_ Accounting Group Tvoe group
’ T Awailable Server Groups Assigned Server Groups
A0S - ISE -
Method 5=
_ Rarik fGroups In This Micnsoft_N2S | £ >
: vickar
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- Lidan
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48 Home Cerfcuration | v acrivaton | v

Wireless WLAN
WiLahd = Edit
& vaen Secunty Q0 L Poicy Mapoing Ichvaroad
L] ﬁ Lroess Foits F‘rlilfh NﬂTﬂ CWJ!._hEWE
» £ E02.11ajn/zc Typz WLAH
+ O 202 11bfgin 25h PG
» £ Mecla Stieam e Enzbled
» s
MaC Rltering
Secuty Polces
[Modficaton: done under sacunty tab wil appear aftsr 2pplving the changes.]

Rzl Dolcy

Interface/Interface GrouplE) | WLANODLE yo)

Ernadcast S510 ]

Fdticazt WLAM Faatura O

MACfilter |55 MAC dsucs 9 .2 day ol 31 .13

Corfigurstion | ¢ Ackriristration | =

Wireless WLAN
WLAM = Edit
" 5 wiLan Generd (alal A Pelicy Mapping Achvarced
o Layar3 A Sarvar
v ] Arcess Points
» S 802 Liajnfa Layer 2 Security[None [ 7]
» £ &0z 11b/ain MAC Fitering
L E Media Stresm Fast Transition D
» 5 qos Over the DS
Reassacistion Timeout

3 aadall oS pois Ol $y9,all o yud (14

GrHome  Montor v Configuration | v Administration | v Help
wWireless WLAN
SWLAR = Falik
* B WLAN Gererd falul AT Policy Mzpaing Advanced
WLANE
— Layer2 Layer3 Ak Server

» [ Booess Prirts
» [ B2, 11300 a0 Web Palcy 0
» B 02,116/ Conditional Wb Redrect O

Dizabled -
» 5 Madia Stream Webauth Authentication List | [ !J
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b))l dass e WLAN Jl s duwlow dogleall dlay,3 a9 ()5 WLC JI e Jsb RADIUS JI cise
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Anchor and (0 JS e leg> o5 sleall (ACL) Jguwogll (8 oSl dasld (055 :alas>Mo .MAC zuis 0
Loyl MAC ,19lic dé.a59 Foreign

dotlx system-auth-control

radius server ISE
address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10
retransmit 3
key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE
1

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

wlan MA-MC 11 MA-MC
aaa-override
accounting-list ISE
client vlan VLAN0012
mac-filtering MACFILTER



mobility anchor 10.105.135.244
nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

o aoll Jgogll L5 aSxill dasls oo 13d .CLI plaiwl, amsil 3leY Jguog)l (5 aSxill pilgd (s .
aosld a .camall J3a0 aes 63leY URL Glsic go AAA 9l eel> L, ISE pgi, il URL-redirect
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2lawl 91 ad I Lol iSa,
ip access-list extended REDIRECT

deny icmp any any
deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443

sty 6,501 (CPU) 58 ,all dxdlzall 5339 JSlise Loz (9 s iy 38 HTTPS (s s yiss
.CiSCO puanai §1,9 Usd o 41 w001 o) Lo L2V 13D Sai pii Y gl a5
sall e Jawll abld ou08s o8 .
wireless mobility group member ip 10.105.135.244 public-ip 10.105.135.244 group surbg
dCg0 A% (o SIS (>3 Jo=aS switch 3850 Jgxall plasiwly duwds eSi; cuad 13 :dka>Mo
oS p9 o . Jaidl 9 oSl 6»3&QMLMI3MIQM!6»9J9JMIM
3850 Jo=all e oMel 6,653all CWA & liysSs
a5 Ll glizs baad el ISE lipeSs i oueSid a>> 1205 Y «_wall Lle . uyoll e ool .
.WLAN
wlan MA-MC 6 MA-MC

aaa-override

client vlan VLANO0O012

mac-filtering MACFILTER

mobility anchor

nbsp;no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes

session-timeout 1800
no shutdown
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ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eq www

permit tcp any any eq 443
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CIsSCO MONITOR  WLaks CONTROLLER  WIRELESS  SECURITY MAMAGEMEWNT  COMMAWDS  HELF
WLANS WLANs = Edit "5508-MA'
* WLANs General [ Security r Qos [ Policy-Mapping r Advanced
WLAMNE

b Advanced Profile Hame S503-Ma
Typs WLAR
S50 5505 -Ma
Status 1 Enabled
Sacunty Policies MAL Filtering

[Maodifications done wnder security tab will appear after 2pplying the changes.)

Rzdio Policy all -
Interface/Interface

Groupt) managemsant -
Multicast Ulan Feature | Enabled
Brasdoast S510 | Enzbled
N&S-ID SE08-MC

TIT
CISCO MOMITOR  WLANs CONTROLLER  WIRELESS SECURITY  MAMNAGEMEN
WLANSs WLANSs > Edit 'S5508-MA'
* WLANS " General | Security [ QoS T Policy-Mapping T Advanced ]
WLANS
» Advanced Layer 2 |f Layer 3 T AAA Servers |
Layer 2 Security 8 None -

MAC Filtering®

Fast Transition
Fast Transition | |

alear] e,
CISCO MOMNITOR  WlAaNs CONTROLLER WIRELESS SECURITY  MANAGEMENT
WLANSs WLANs > Edit "5508-MA’
v WLANs | General | Security | Qo5 | Policy-Mapping | advanced |
WLANS
b Advanced | Layer2 | Layer3 | AAA Servers |
Layer 3 Security L Mone -
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i8>Laall < AAA > RADIUS < ol 1 @950 RADIUS p3lgs 3629

| | IMP Bookmarks || Cisco Live Australiz 2003 | | Cisco Live 2014 | | SURBG Device Access | Stud

vt
cisco MONITOR W
WLANS WLANSs > Edit ‘5508-MA’
R General | Security | QoS | Policy-Mapping | ddvanced |
WLANS
b Advanced | Layer 2 ] Layer 3 ] BAL Servers |

Select ARA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

| Enabled [#] enabled
Server 1 Mane »* None -
Server 2 Mone * MNone -
Server 3 Mons ~ Mone -
Serverd Mane = None -
Server 5 Mone * Mone -
Server 6 Mons = None -
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smitrk 10 Addrrss [Anrhne] Maka et Farbrnl Path
howal
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Sl dylxall dpidl 9 aSxdl puaic e azgill 63lcY (ACL) Jgwosll LS aSxill dasld clinl, a6 .9
HTTP/HTTPS JsSei9 0 puass 629 .DNS 9 DHCP S, lid .(WLC)

Access Control Lists » Edit

Gerneral
Acosss List Hames KLLLRECT
Crary Sommers n
Destination
Seg  Achion Sopurce 1P fMask  IPfMask Protocol Spurce Port Dest Port FSCF Direction  Rumber of Hits
L0010 n.n.n.n
1 mermit S £ Lop any [ 1 any any 1] u
oo o.o.o.go
0.0.0.0 n.n.o.n
2 mermi ! Lor [HE Ars any ANy n B
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Security Access Control Lists
F AAA
Enable Counters |
¢ Local EAP
., Mane T¥pe
b Priority Order
AL Prowisioning Redirect IPwd

p Certificate

REDIR IPvd
+ Access Control Lists

Access Contral Lists
CPU Access Control Lists
FlexConnect ACLs
LayerZ ACLs

WLC 5760 _lc ISE RADIUS o3l cay,ei; @b .10
Golo¥l Jlaw dg>19) CLI plaziwl §,lall daildy pslg=l dcgazoy RADIUS o3l uoSi ad .11

dotlx system-auth-control

radius server ISE
address ipv4 10.106.73.69 auth-port 1645 acct-port 1646

timeout 10
retransmit 3
key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE

aaa authorization network ISE group ISE



aaa authorization network MACFILTER group ISE

aaa accounting identity ISE start-stop group ISE

1
.

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any
LoloVl law dg>l9 o0 WLAN aSui (oS a8 .12

wlan 5508-MA 15 5508-MA

aaa-override

accounting-list ISE

client vlan VLAN0012

mac-filtering MACFILTER

mobility anchor 10.105.135.151

nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

shutdown

pSill uaic e Jail a8 gineS 3V (WLC) aSlull dylxall dSuidl (9 aSxill uaic cay i a8 .13

13® (WLC) aSlwWI dadxoll asuidl 9

wireless mobility group member ip 10.105.135.151public-ip 10.105.135.151 group Mobile-1
LaieS WLC) 3850) dSLuwl| dylxoll éSuidl (9 aSxill juaic plasiwl awds ¢e8i cod 13] :aka>No
e suSally, puSally Jaill (3 aSxill 619 e Joxall julai dCgame 3335 o ST (2,15 pSxs
dglall aSpill 8 aSill yuaic e i ludl CWA oliyeSs ceSiy pd a5 . Jaidl 9 aSxill 6159
\WLC) 3850) &SLw\I

o @l Joosll 5 aSxill doild o3 138 .CLI plasiuwly agill 65leY Jowosl 5 aSxill piled 1055 .14

a8 @il .cagall J3 20 agi 65leY URL Gloic go AAA jolS leel> b ISE po, il URL-redirect
Joogll L9 aSxi dnild 03® .65 gall daill e W Lgolasiw] aiy éuls (ACL) Jouosll (S pSx
agall 6>le Lgoriamin euiS Ll duuSe (ACL) Jswoll L9 a5 daild o g65 D9 'ACL) 'punt)

o laid pawl .ISE o359 DNS o359 DNS 9 DHCP 3159 DHCP I Jowsll jla> ooy 62590l
a>oill 63lel JI5i Vg 8443 iainll 038 ISE Cayo dlos pasias .a> | cous> 8443 9 WWW. 443
aclgd JI bliwl SJg Lid ICMP (Sai piy id dxingall (ACL) Jowsll (5 aSxill doild go Jasi
2lowdl 9l 28 )1 L) eliSay LoVl
ip access-list extended REDIRECT

deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69

permit tcp any any eqg www
permit tcp any any eq 443

e 6,uSIl (CPU) a8 50ll axdleoall 62>9 JSLie Las, u..9 > iy 29 HTTPS (805 aie i
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2o JSuin ousSil Jac S puddl 13D paziwl

Jils o) "2L3 Yl azio 831" paziwl .Show Lolol as (10sd ulxuualleMasll) 21,3V o> io 6ls] acas



http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

.Show LoVl 2550l

slas b" A | Juosll Jaii Laiey IP olgic pMiw] 2,200 .aueSs @5 SUISSID o Juosll Juosi o3
Aol 9 ey do I Jrasdl slaicl obly J351 .o mimall 2isl "oyl

:f-ﬂdl hrps i niooke owa vl saan. oom: BE 43 guescoeal {Login acionTeession il mOaZ0 E FEEOOIOGO0LE ZEE 1108
| — [P IR AARIER R = REer BSppert | = (TAC. | = oo

= Adminisbrathe ﬂcﬂr Wireleas Welcome in the

sifisi]ue
CISCO Guest Portal

& & DA

Jou9 999 Lasl .9 uilg dgidl Jgud HLis VI &5 >a> caxxll d9slaoll aey

stfearfn,
CI1SCO Guest Portal

Acceptable Use Policy
[

Flease mcoept the policy: -

1. You are responsible for
- maintaining the confidentiality of the password and
= all ACTIVAT1ES THAT OCCUE URder Your username and pasaword.

Z. Ci=co Syscems cffers che Ssrvice for activities soch as the sctive gse of =-ma1l, instant messaging, brows=ing the
World Wide Web and accessing COIporace incransts. High wolume data cransfera, especlally sustained high wolume data
cransfers, are not permicted., Hosting a web ssrver or any other server by use of gur Service ia prohibiced. Trying co
aoo=ss somecne =lse"s sacoount, sending un=solicited bulk e-mail, collection of other people's parsonal deta without
chelr kmowledge and incerference with other network usera are all prohibiced.

3, Ci=co Systems reserves the right to suspend the Service if
= Cisco Syscems reascnably belisves that your use of che Service 13 unreasonably ENCESSlvE OF
= you are using vhe Jervice for criminal or illegal activicies,

"] Accept terms and conditions

O



CISCO Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.

iok WS Jwoedl (8935 92 ISE 9

miesmmamne B & T i i furmg IO Fer=yloress e S Py BT TR M e 000 1Y
LS00 O TN W E Q Tty 1S iy il A P SR B T A AR N M OO0
Nem-eacmnI g et Cusred B 7o ot Pyl WA TR M T TOOOOC BT
a-save B o P P taet g 1S LR e T O e ded TR M e RO L7

le>Nol9 cllasVl BLisiwl

LMool (oSl elias] BlisSiwY lgolasiwl liSay ologles puill 13D 9,

Jidzs o2l "eL3 Yl a2 io 651" pasiwl .Show Lolol as, (Lds - uuslleNasl)) 21,3V o> jis 6l XY
.show oVl 2,54l

debug elol plasiw] J:d zuzuaill olgl Jo> dago wlogles I gl dla>Ye

aeuai oo Y oblwall Jiiniy uwog: @oxall Jguogll (WLC) sl dulxall dSail (9 oSl juaic (9
debug web-g <client mac> ¢,g;5 debug J3a, ol asd glixs el Aironet OS 5508 WLC _lc .clas VI

.<auth redirect enable mac <client mac

set trace group-wireless-client |evel debug
set trace group-w rel ess-secure | evel debug

set trace group-wireless-client filter nac 0017. 7c2f. b69a
set trace group-w rel ess-secure filter nmac 0017. 7c2f. b69a

Cisco o cllasVl auai W 20 9 Aironet OS g Cisco I0S-XE e é99 20l Louell jasy ¢uoins pi
.CSCun38344

ehluall _le 22U CWA 595 ale 9ay bo o3 13D

| ST 63d7 8151] 0017.7c2f.b69a Association received from mobile 13:13:15.951 05/09/ 14]
on AP c8£9.£983.4260

| ST 63d8 8151] 0017. 7c2f.b69a gos upstream policy is unknown 13:13:15.951 05/09/ 14]
and downstream policy is unknown

IST 63e0 8151] 0017.7c2f.b69a Applying site-specific IPv6 13:13:15.951 05/09/14]
override for station 0017.7c2f.b69a - vapId 15, site 'default-group', interface
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'VLANOO12'
| ST 63el 8151] 0017.7c2f.b69a Applying local bridging Interface 13:13:15.951 05/09/ 14]
"Policy for station 0017.7c2f.b69a - vlian 12, interface ' VLANOO12
| ST 63e2 8151] 0017.7c2f.b69a 13:13:15.951 05/ 09/ 14]
**** | nside applyLocal ProfilingPolicyAction ****

| ST 63e3 8151] 0017.7c2f.b69a *** client State = START 13: 13:15. 951 05/ 09/ 14]
instance = 1 instance Nane POLI CY_PROFI LI NG 80211 _ASSCC, OverrideEnable =1
devi ceTypeLen=0, deviceType=(null), userRol eLen=0, userRol e=(nul

IST 63eb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter 13:13:15.951 05/09/14]

request for user 00177c2fb69a, uniqueId=280 mlist=MACFILTER

| ST 63ec 8151] 0017.7c2f.b69a AAAS: auth request sent 13:13:15.951 05/09/ 14]

IST 63ed 8151] 0017.7c2f.b69a apfProcessAssocReq 13:13:15.951 05/09/14
apf_80211.c:6149) Changing state for mobile 0017.7c2f.b69a on AP c8£9.£983.4260)
from Idle to AAA Pending

| ST 63ee 8151] 0017. 7c2f.b69a Reason code O, Preset 4, AAA cause 1 13:13:15.951 05/09/ 14]
| ST 63ef 8151] 0017.7c2f.b69a Schedul i ng del etion of Mbile 13:13:15.951 05/ 09/ 14]
Station: (callerld: 20) in 10 seconds
| ST 63f0 211] Parsed CLID MAC Address = 0:23:124:47:182:154 13:13:15. 951 05/ 09/ 14]
| ST 63f1 211] AAA SRV(00000118): process author req 13:13:15.951 05/09/ 14]
| ST 63f2 211] AAA SRV(00000118): Author method=SERVER_GROUP Zubair ISE 13:13:15. 951 05/ 09/ 14]
I ST 63f3 220] AAA SRV(00000118): protocol reply PASS for Authorization 13:13:16.015 05/ 09/ 14]
| ST 63f4 220] AAA SRV(00000118): Return Authorization status=PASS 13: 13:16. 015 05/09/ 14]
I ST 63f5 8151] 0017. 7c2f.b69a AAAS: received response, cid=266 13:13:16.015 05/ 09/ 14]
| ST 63f6 8151] 0017.7c2f.b69a AAAS: deleting context, cid=266 13:13:16.015 05/09/ 14]
| ST 63f7 8151] 0017.7c2f.b69a Not conparing because the ACLs have 13:13:16. 015 05/09/ 14]
. not been sent yet
, 1 ST 63f8 8151] 0017.7c2f.b69a Final flag values are, epnBSendAcl 1 13:13:16.015 05/09/ 14]
epnSendAcl Done 0
| ST 63f9 8151] 0017.7c2f.b69a 13:13:16. 015 05/09/ 14]
client incoming attribute size are 193
IST 63fa 8151] 0017.7c2f.b69a AAAS: mac filter callback 13:13:16.015 05/09/14]
status=0 uniqueId=280
IST 63fb 8151] 0017.7c2f.b69a AAA Override Url-Redirect 13:13:16.015 05/09/14]
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set
| ST 63fc 8151] 0017.7c2f.b69a Redirect URL received for 13:13:16. 015 05/ 09/ 14]
.client from RADIUS. for redirection
I ST 63fd 8151] 0017.7c2f.b69a Setting AAA Override 13:13:16.015 05/09/ 14]
"Url -Redirect-Acl 'RED RECT
| ST 63fe 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl 13:13:16.015 05/ 09/ 14]
' REDI RECT
| ST 63ff 8151] 0017.7c2f.b69a Local Policy: At the start of 13:13:16.015 05/ 09/ 14]
apf Appl yOverride2. Cient State START

| ST 6400 8151] 0017.7c2f.b69a Applyi ng new AAA override for 13:13:16.015 05/ 09/ 14]
station 0017.7c2f.b69a

| ST 6401 8151] 0017. 7c2f.b69a Local Policy: Applying new 13:13:16.015 05/ 09/ 14]
AAA override for station

, I ST 6402 8151] 0017.7c2f.b69a Cverride Val ues: source: 2 13:13:16.015 05/09/ 14]
,valid_bits: 0x0000, qosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff
sessionTi neout: -1

, | ST 6403 8151] 0017.7c2f.b69a dataAvgC. -1, rTAvgC: -1 13:13:16.015 05/09/ 14]
dataBurstC: -1 rTinmeBurstC: -1, vlanlfNane: , acl Nane

| ST 6404 8151] 0017.7c2f.b69a Local Policy: Applying 13:13:16.015 05/ 09/ 14]
override policy

| ST 6405 8151] 0017.7c2f.b69a Cl earing Dhcp state for 13:13:16.015 05/ 09/ 14]

--- station

| ST 6406 8151] 0017. 7c2f.b69a Local Policy: Before 13:13:16.015 05/09/ 14]
Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800



| ST 6407 8151] 0017.7c2f.b69a Local Policy:Setting 13:13:16.015 05/09/ 14]
Interface nane e VLANOO12

IST 6408 8151] 0017.7c2f.b69a Local Policy:Setting local 13:13:16.015 05/09/14]
bridging VLAN name VLANOOl2 and VLAN ID 12

| ST 6409 8151] 0017.7c2f.b69a Applyi ng W.AN ACL 13:13:16. 015 05/ 09/ 14]
policies to client

| ST 640a 8151] 0017.7c2f.b69a No Interface ACL 13:13:16.015 05/09/ 14]
(used for Wreless client in WCM NGAC

:1 ST 640b 8151] 0017. 7c2f. b69a apf Appl yW anPolicy 13:13:16. 015 05/ 09/ 14]
Retai ning the ACL recieved in AAA attributes 255 on nobile

| ST 640c 8151] 0017.7c2f.b69a Local Policy: After 13:13:16.015 05/09/ 14]
Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800

| ST 641a 8151] 0017.7c2f.b69a WCDB_ADD: Pl atform 13:13:16.015 05/ 09/ 14]
ID all ocated successfully |D: 259

| ST 641b 8151] 0017. 7c2f.b69a WCDB_ADD: Addi ng 13:13:16.015 05/ 09/ 14]
opt82 len O

I ST 641c 8151] 0017.7c2f.b69a WCDB_ADD: ssid 13:13:16.015 05/09/ 14]
(5508- MA bssid c8f9.f983.4260 vlan 12 aut h=ASSOCI ATI ON(0

w an(ap- group/ global) 15/15 client 0 assoc 1 nob=Unassoc(0) radio O
myvlan 12 ip 0.0.0.0 src 0x506c800000000f dst Ox0 cid 0x47ad4000000145
glob rsc id 259dhcpsrv 0.0.0

| ST 641d 8151] 0017.7c2f.b69a Change state to 13:13:16.015 05/ 09/ 14]
(AUTHCHECK (2) last state START (O

IST 641le 8151] 0017.7c2f.b69a Change state to 13:13:16.015 05/09/14]
(L2AUTHCOMPLETE (4) last state AUTHCHECK (2

| ST 641f 8151] 0017.7c2f.b69a WCDB_AUTH:. Adding opt82 Ilen 0 13:13:16.015 05/ 09/ 14]

, | ST 6420 8151] 0017.7c2f.b69a WCDB LLM NoRun Prev Mb 0 13:13:16.015 05/09/ 14]
Curr Mob O Il nReq 1, return Fal se

| ST 6421 207] [WCDB] ==Add event: type Regular Wreless client 13:13:16.015 05/09/ 14]
(0017. 7c2f . b69a) client id (0x47ad4000000145) client index (259) vlan (12)

(aut h_state (ASSOCI ATION) nmob_state (INIT

(I'ST 6422 207] [WCDB] ===intf src/dst (0x506c800000000f)/(0x0 13:13:16.015 05/09/ 14]
(radio_id (0) p2p_state (P2P_BLOCKI NG DI SABLE) switch/asic (1/0

(1'ST 6423 8151] 0017. 7c2f. b69a WCDB_CHANGE: auth=L2_AUTH(1 13:13: 16. 015 05/ 09/ 14]
vlan 12 radio 0 client_id 0x47ad4000000145 nobility=Unassoc(0) src_int
0x506c800000000f dst_int 0x0 ackflag O reassoc_client O IImnotif Oip 0.0.0.0
ip_learn_type O

| ST 6424 8151] 0017.7c2f.b69a WCDB_CHANGE: In L2 auth 13:13:16.015 05/09/ 14]

but |2ack waiting |Ifag not set,so set

| ST 6425 8151] 0017.7c2f.b69a Not Usi ng WWM Conpl i ance code 13:13:16.015 05/ 09/ 14]
gosCap 00

(I ST 6426 8151] 0017.7c2f.b69a Change state to DHCP_REQD (7 13:13:16.016 05/09/14]
(last state L2AUTHCOMPLETE (4

| ST 6434 8151] 0017.7c2f.b69a Sendi ng Assoc Response to 13:13:16.016 05/09/ 14]
station on BSSID ¢8f9.f983.4260 (status 0) ApVapld 15 Slot O

| ST 6435 8151] 0017. 7c2f. b69a apf ProcessRadi usAssocResp 13:13:16. 016 05/ 09/ 14]
apf _80211. c: 2316) Changing state for nobile 0017.7c2f.b69a on AP)
c8f9.f983.4260 from Associated to Associ ated

| ST 6436 8151] 0017.7c2f.b69a 1XA: Session Push for 13:13:16.016 05/09/14]
Non-dot 1x wirel ess client

| ST 6437 8151] 0017.7c2f.b69a 1XA: Calling Auth Mgr 13:13:16.016 05/09/14]
to Push wireless session for client 47ad4000000145 uid 280

| ST 6438 8151] 0017. 7c2f.b69a Session Push for 13:13:16.016 05/ 09/ 14]
wireless client



I ST 6439 8151] 0017.7c2f.b69a Sessi on Manager Call 13:13:16.016 05/09/14]
Client 47ad4000000145, uid 280, capwap id 506c800000000f, Flag 1 Audit- Session
(1 D 0a6987b2536¢c871300000118 policy nane (null

;1 ST 643a 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF 13: 13: 16. 016 05/ 09/ 14]

0017. 7c2f . b69a, Ca2] Session start request fromdient[1] for]

:0017. 7c2f . b69a (method: No method, nethod list: none, aaa id

0x00000118) - session-push, policy

;1 ST 643b 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF 13: 13: 16. 016 05/ 09/ 14]

:0017. 7c2f . b69a, Ca2] - client iif_id: 47AD4000000145, session |D
0a6987b2536c871300000118 for 0017. 7c2f. b69a

: I ST 643c 243] ACCESS- CORE- SM SYNC- NOTF 13:13: 16. 016 05/ 09/ 14]

0017. 7c2f . b69a, Ca2] Del ay add/update sync of auth-domain for]

0017. 7c2f.b69a / O0xFE000110

:1 ST 643d 243] ACCESS- CORE- SM CLI ENT- DOT11- ERR 13: 13: 16. 017 05/ 09/ 14]

0017. 7c2f.b69a, Ca2] Invalid client authorization notification: NO nethod]

: | ST 643e 243] ACCESS- CORE- SM SYNC- NOTF 13:13: 16. 017 05/ 09/ 14]

0017. 7c2f . b69a, Ca2] Del ay add/update sync of dc-profile-nane for]

0017. 7c2f.b69a / O0xFE000110

: I ST 643f 243] ACCESS- CORE- SM SYNC- NOTF 13:13: 16. 017 05/ 09/ 14]

0017. 7c2f . b69a, Ca2] Del ay add/update sync of dc-device-nanme for]

0017. 7c2f. b69a / O0xFE000110

: | ST 6440 243] ACCESS- CORE- SM SYNC- NOTF 13:13:16. 017 05/ 09/ 14]

0017. 7c2f.b69a, Ca2] Del ay add/update sync of]

dc-devi ce-cl ass-tag for 0017. 7c2f.b69a / OxFE000110

;| ST 6441 243] ACCESS- CORE- SM SYNC- NOTF 13:13: 16. 017 05/ 09/ 14]

0017. 7c2f . b69a, Ca2] Del ay add/update sync of dc-certainty-netric for]

0017. 7c2f.b69a / O0xFE000110

;| ST 6442 243] ACCESS- CORE- SM SYNC- NOTF 13:13:16. 017 05/ 09/ 14]

0017. 7c2f.b69a, Ca2] Del ay add/update sync of dc-opaque for]

0017. 7c2f.b69a / O0xFE000110

: | ST 6443 243] ACCESS- CORE- SM SYNC- NOTF 13:13: 16. 017 05/ 09/ 14]

0017. 7c2f . b69a, Ca2] Del ay add/update sync of dc-protocol-map for]

0017. 7c2f.b69a / O0xFE000110

(1 ST 6444 22] [WCDB] wedb_ffcp_add_ch: client (0017.7c2f.b69a 13:13:16.017 05/09/ 14]
(client (0x47ad4000000145): FFCP operati on (CREATE) return code (O

:1 ST 6445 22] [WCDB] wedb_send_add_notify_cal | back_event 13:13:16.017 05/ 09/ 14]
Noti fying ot her features about client add

:1 ST 6446 22] [WCDB] wedb_sisf_client_add_notify 13:13:16.017 05/ 09/ 14]

Noti fying SISF of DEASSCC to DOMN any old entry for 0017. 7c2f. b69a

:1 ST 6447 22] [WCDB] wedb_sisf_client_add_notify 13:13:16.017 05/ 09/ 14]

Noti fying SI SF of new Association for 0017. 7c2f. b69a

| ST 6448 8151] 0017. 7c2f.b69a WCDB SPI response nsg handl er 13:13:16.017 05/ 09/ 14]
client code O nob state O

| ST 6449 8151] 0017.7c2f.b69a Wdbd ientUpdate: L2 Auth ACK 13:13:16.017 05/09/ 14]
f rom WCDB

| ST 644a 8151] 0017.7c2f.b69a WCDB_L2ACK: wcdbAckRecvdFl ag 13:13:16. 017 05/ 09/ 14]
updat ed

| ST 644b 8151] 0017.7c2f.b69a WCDB_AUTH. Adding opt82 len 0 13:13:16.017 05/09/ 14]
| ST 644c 8151] 0017.7c2f.b69a WCDB_CHANGE: Suppressing SPI 13:13:16.017 05/09/ 14]
Mobility state not known) penstate 7 state LEARN_IP(2) vlan 12 client_id)
0x47ad4000000145 mob=Unassoc(0) ackflag 2 dropd 1

: | ST 644d 8151] 0017.7c2f.b69a Local Policy 13:13:18.796 05/09/ 14]

apf _ms_radi us_override.c apf MsSunmOverride 447 Returning fail from apf MsSunDverri de
| ST 644e 8151] 0017. 7c2f.b69a Appl yi ng post-handoff policy 13:13:18.802 05/09/ 14]
for station 0017.7c2f.b69a - valid mask 0x0

, | ST 644f 8151] 0017.7c2f. b69a QS Level: -1, DSCP: -1 13:13:18.802 05/09/14]
dot1lp: -1, Data Avg: -1, realtime Avg: -1, Data Burst -1, Realtinme Burst -1
--More--
, 1 ST 6450 8151] 0017. 7c2f. b69a Session: -1 13:13:18.802 05/09/ 14]

User session: -1, User elapsed -1
Interface: NN A ACL: N A Qos Pol Down Qos Pol Up



| ST 6451 8151] 0017.7c2f.b69a Local Policy: At the start of 13:13:18.802 05/09/14]
apf Appl yOverride2. Cdient State DHCP_REQD

| ST 6452 8151] 0017. 7c2f.b69a Applyi ng new AAA override for 13:13:18.802 05/09/ 14]
station 0017.7c2f.b69a

| ST 6453 8151] 0017. 7c2f.b69a Local Policy: Applying new AAA 13:13:18. 802 05/09/ 14]
override for station

, |1 ST 6454 8151] 0017.7c2f.b69a Cverride Val ues: source: 16 13:13:18.802 05/09/ 14]
,valid_bits: 0x0000, qosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff

sessionTi neout: -1

, | ST 6455 8151] 0017.7c2f.b69a dataAvgC. -1, rTAvgC: -1 13:13:18.802 05/09/ 14]
dataBurstC: -1 rTinmeBurstC: -1, vlanlfNane: , acl Nane

| ST 6456 8151] 0017. 7c2f.b69a Local Policy: Applying 13:13:18.802 05/ 09/ 14]
override policy

| ST 6457 8151] 0017.7c2f.b69a Cl earing Dhcp state for 13:13:18.802 05/09/ 14]

--- station

| ST 6458 8151] 0017. 7c2f.b69a Local Policy: Before Applying 13:13:18.802 05/09/ 14]
WLAN pol i cy AccessVLAN = 12 and SessionTineout is 1800 and apf MsTinmeout is 1800

| ST 6459 8151] 0017. 7c2f.b69a Local Policy:Setting Interface 13:13:18.802 05/09/ 14]
nane e VLANOO12

| ST 645a 8151] 0017.7c2f.b69a Local Policy: Setting |ocal 13:13:18.802 05/09/ 14]
bridging VLAN nane VLANOO12 and VLAN ID 12

| ST 645b 8151] 0017. 7c2f.b69a Applying W.AN ACL policies 13:13:18.802 05/09/ 14]
to client

| ST 645c 8151] 0017.7c2f.b69a No Interface ACL used for 13:13:18.802 05/09/ 14]
(Wreless client in WM NGAC

: 1 ST 645d 8151] 0017. 7c2f. b69a apf Appl yW anPolicy 13:13:18.802 05/ 09/ 14]

Retai ning the ACL recieved in AAA attributes 255 on nobile

| ST 645e 8151] 0017.7c2f.b69a Local Policy: After 13:13:18.802 05/09/ 14]

Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800

| ST 645f 8151] 0017.7c2f.b69a Local Policy: After Applying 13:13:18.802 05/09/14]
Site Override policy AccessVLAN = 12 and SessionTi meout is 1800 and
apf MsTi meout is 1800

| ST 6460 8151] 0017.7c2f.b69a Inserting AAA Override struct 13:13:18.802 05/09/ 14]
for mobile MAC. 0017.7c2f.b69a , source 16

| ST 6461 8151] 0017.7c2f.b69a Inserting new RADI US override 13:13:18. 802 05/09/ 14]
into chain for station 0017.7c2f.b69a

, | ST 6462 8151] 0017.7c2f.b69a COverride Val ues: source: 16 13:13:18.802 05/09/ 14]
,valid_bits: 0x0000, qosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff
sessionTineout: -1

, | ST 6463 8151] 0017.7c2f.b69a dataAvgC. -1, rTAvgC: -1 13:13:18.802 05/09/ 14]
cdataBurstC: -1 rTinmeBurstC: -1, vlanlfNane: , acl Nane

| ST 6464 8151] 0017.7c2f.b69a Local Policy: After ovr 13:13:18.802 05/09/ 14]
check continuation

: 1 ST 6465 8151] 0017.7c2f.b69a Local Policy 13:13:18.802 05/09/ 14]
apf _nms_radi us_override.c apf MsSunmOverride 447 Returning fail from

apf MsSumOverri de

| ST 6466 8151] 0017.7c2f.b69a Local Policy: Calling 13:13:18.802 05/09/ 14]

appl yLocal ProfilingPolicyAction from Override2

| ST 6467 8151] 0017.7c2f.b69a 13:13:18.802 05/ 09/ 14]
**** | nside appl yLocal ProfilingPolicyAction ****

= | ST 6468 8151] 0017.7c2f.b69a *** Client State 13:13:18.802 05/09/ 14]
, DHCP_REQD i nstance = 2 instance Name POLI CY_PROFI LI NG L2_AUTH
,OverrideEnabl e = 1 devi ceTypeLen=0, deviceType=(null), userRol eLen=0



(user Rol e=(nul |

| ST 6469 8151] 0017. 7c2f. b69a Local Profiling Values 13:13:18.802 05/09/ 14]
,isValidWlan = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0

sessi onTi meout =0, isSessi onTORecdl nDelete = 0 Protocol Map = 0 , appl yPol i cyAt Run= 0
,[]1 = 1ST 646a 8151] 0017. 7c2f. b69a i pv4ACL 13:13:18.802 05/09/ 14]
[ pvBACL = [], inQS = [unknown], out QS = [unknown

| ST 646b 8151] 0017.7c2f.b69a Local Policy: At the End 13:13:18.802 05/09/ 14]
AccessVLAN = 12 and SessionTineout is 1800 and apf MsTinmeout is 1800

| ST 646¢c 8151] 0017. 7c2f.b69a apf MsRunStatel nc 13:13:18. 802 05/ 09/ 14]
| ST 646d 8151] 0017.7c2f.b69a Session Update for Non-dot1x client 13:13:18.802 05/09/14]

| ST 646e 8151] 0017.7c2f.b69a 1XA: Session Push for Non-dot 1x 13:13:18. 802 05/09/ 14]
wireless client
| ST 646f 8151] 0017.7c2f.b69a 1XA: Calling Auth Mgr to Push 13:13:18.802 05/09/ 14]
wirel ess session for client 47ad4000000145 uid 280
--Mre--
| ST 6470 8151] 0017. 7c2f.b69a Sessi on Update for Pushed Sessions 13:13:18.802 05/09/14]

| ST 6471 8151] 0017.7c2f.b69a Sessi on Manager Call Client 13:13:18.802 05/09/14]
47ad4000000145, uid 280, capwap id 506c800000000f, Flag O Audit-Session ID
(0a6987b2536c871300000118 policy nane (null

| ST 6472 8151] 0017.7c2f.b69a Change state to RUN (20) |ast 13:13:18.802 05/09/ 14]
(state DHCP_REQD (7

| ST 6473 8151] 0017.7c2f.b69a WCDB_AUTH:. Adding opt82 |len O 13:13:18.802 05/09/ 14]

| ST 6474 8151] 0017.7c2f.b69a WCDB_LLM prev Mb state O curr 13:13:18.802 05/09/ 14]
Mob State 3 |11 Req flag 1

| ST 6475 8151] 0017.7c2f.b69a WCDB LLM prev Mob state O 13:13:18.802 05/09/14]
currMb State 3 afd action 1

| ST 6476 8151] 0017.7c2f.b69a WCDB_LLM pl handle 259 vlian_id 13:13:18.802 05/09/ 14]
auth RUN(4) nobility 3 client_id 0x47ad4000000145 src_i nterface 0x506c800000000f 12
dst _interface 0x75e18000000143 client_type 0 p2p_type 1 bssid c8f9.f983.4260 radio_id
wgbi d 0000. 0000. 0000 O

| ST 6477 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN(4) vlan 13:13:18.802 05/09/ 14]
radio O client_id 0x47ad4000000145 nobility=ExpForei gn(3) src_int 0x506c800000000f 12
dst _int Ox75e18000000143 ackflag 2 reassoc_client O I[Imnotif 1 ip 0.0.0.0
ip_learn_type O

©1 ST 6478 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF 13:13: 18. 802 05/ 09/ 14]

,0017. 7c2f . b69a, Ca2] Session update fromdient[1] for 0017.7c2f. b69a]

ID list 0x00000000, policy

| ST 6479 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 |len O 13:13:18.802 05/09/ 14]

| ST 647a 8151] 0017.7c2f.b69a WCDB LLM prev Mob state 3 13:13:18.802 05/09/14]

curr Mob State 3 11 Req flag O

(1'ST 647b 8151] 0017. 7c2f. b69a WCDB_CHANCE: aut h=RUN(4 13:13:18. 802 05/ 09/ 14]

vlian 12 radio O client_id 0x47ad4000000145 nobility=ExpForei gn(3) src_int
0x506c800000000f dst_i nt 0x75e18000000143 ackflag 2 reassoc_client O IImnotif O

ip 0.0.0.0 ip_learn_type O

| ST 647c 8151] 0017.7c2f.b69a AAAS: creating accounting start 13:13:18.802 05/09/ 14]
record using nethod |ist Zubair_ISE, passthroughMde 1

| ST 647d 8151] 0017.7c2f.b69a AAAS: initialised accounting 13:13:18.802 05/09/ 14]
start request, uid=280 passthrough=1

| ST 647e 8151] 0017.7c2f.b69a AAAS: accounting request sent 13:13:18.802 05/09/14]
(I ST 647f 207] [WCDB] ==Update event: client (0017.7c2f.b69a 13:13:18. 803 05/ 09/ 14]
client id:(0x47ad4000000145) vlan (12->12) global _w an (15->15) auth_state
<L2_AUTH_DONE- >RUN) npb_st <t r uncat ed)

| ST 6480 207] [WCDB] ===intf src/dst 13:13:18.803 05/09/ 14]

(0x506c800000000f - >0x506c800000000f ) / (0x0- >0x75€18000000143)

radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |l mnotify (true) addr v4/v6
<truncat ed>)

| ST 6481 207] [WCDB] Foreign client add. Final |I1m 13:13:18. 803 05/09/ 14]

notified = fal se



: 1 ST 6482 207] [WCDB] wcdb_client_ntast_update_notify 13:13:18.803 05/ 09/ 14]

No ntast action reqd

| ST 6483 207] [WCDB] wedb_ffcp_wedb_client_update_notify 13:13:18.803 05/ 09/ 14]
client (0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with fl ags=0x0

: 1 ST 6484 207] [WCDB] wcdb_client_state change_notify 13:13:18.803 05/ 09/ 14]

update flags = 0x3

| ST 6485 8151] 0017.7c2f.b69a aaa attribute list length is 79 13:13:18. 803 05/09/ 14]
[1 ST 6486 207] ACCESS- CORE- SM CLI ENT- DOT11- NOTF: [0017. 7c2f. b69a 13:13:18.803 05/ 09/ 14]
WCDB RUN notification for 0017.7c2f. b69a

| ST 6487 8151] 0017.7c2f.b69a Sending SPI 13:13:18. 803 05/09/ 14]

Spi _epm epm sessi on_create successfull

| ST 6488 8151] 0017.7c2f.b69a 0.0.0.0, auth_state 20 13:13:18.803 05/09/ 14]

'l nmRol e ExpFor ei gn

| ST 6489 8151] 0017.7c2f.b69a 0.0.0.0, auth_state 20 nmRol e 13:13:18. 803 05/ 09/ 14]
ExpFor ei gn, updating wcdb not needed

| ST 648a 8151] 0017.7c2f.b69a Tclas Plunb needed: 0 13:13:18.803 05/09/14]

:1 ST 648b 207] [WCDB] wcdb_sisf_client_update_notify 13:13:18.803 05/ 09/ 14]

Noti fying SISF to renmove assoc in Foreign

(I ST 648c 207] [WCDB] ==Update event: client (0017.7c2f.b69a 13:13:18. 803 05/ 09/ 14]
(client id:(0x47ad4000000145) vlan (12->12) gl obal _wW an (15->15) auth_state (RUN->RUN
<nob_st <truncat ed

| ST 648d 207] [WCDB] ===intf src/dst 13:13:18.803 05/09/ 14]

(0x506¢c800000000f - >0x506c800000000f ) / (0x75€18000000143- >0x75e€18000000143)

(radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) IImnotify (false

<addr v4/v6 (<truncated

: 1 ST 648e 207] [WCDB] wcdb_client_ntast_update_notify 13:13:18.803 05/ 09/ 14]

No ntast action reqd

| ST 648f 207] [WCDB] wedb_ffcp_wedb_client_update_notify 13:13:18.803 05/ 09/ 14]
client (0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with fl ags=0x0

: 1 ST 6490 207] [WCDB] wcdb_client_state change_notify 13:13:18.803 05/ 09/ 14]

update flags = 0x2

11 ST 6491 207] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 13:13: 18. 803 05/ 09/ 14]

0017. 7c2f . b69a] WCDB RUN notification for 0017. 7c2f. b69a]

:1 ST 6492 207] [WCDB] wcdb_sisf_client_update_notify 13:13:18.803 05/ 09/ 14]

Noti fying SISF to renove assoc in Foreign

(1'ST 6493 386] [WCDB] wcdb_ffcp_cb: client (0017.7c2f.b69a 13:13:18.803 05/09/ 14]
(client (0x47ad4000000145): FFCP operati on (UPDATE) return code (O

(1'ST 6494 386] [WCDB] wcdb_ffcp_cb: client (0017.7c2f.b69a 13:13:18.803 05/09/ 14]
(client (0x47ad4000000145): FFCP operati on (UPDATE) return code (O

[1 ST 6495 243] ACCESS- CORE- SM SYNC- NOTF: [0017. 7c2f.b69a, Ca2 13:13:18. 803 05/09/ 14]
Del ay add/update sync of iif-id for 0017.7c2f.b69a / OxFE000110

[1 ST 6496 243] ACCESS- CORE- SM SYNC- NOTF: [0017. 7c2f.b69a, Ca2 13:13:18. 803 05/09/ 14]
Del ay add/update sync of audit-session-id for 0017.7c2f.b69a / OxFE000110

| ST 6497 8151] 0017. 7c2f.b69a Recei ved session_create_response 13:13:18. 803 05/ 09/ 14]
for client handl e 20175213735969093

| ST 6498 8151] 0017. 7c2f.b69a Recei ved session_create_response 13:13:18. 803 05/ 09/ 14]
with EPM session handl e 4261413136

| ST 6499 8151] 0017.7c2f.b69a Spl ash Page redirect client 13:13:18.803 05/09/14]

or posture client

--Mre--

| ST 649a 8151] 0017.7c2f.b69a REDI RECT ACL present in the 13:13:18.803 05/09/14]
attribute |ist

| ST 649b 8151] 0017.7c2f.b69a Setting AAA Override 13:13:18. 803 05/09/ 14]

"Url -Redirect-Acl 'RED RECT

IST 649c 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl 13:13:18.803 05/09/14]
'REDIRECT'

IST 649d 8151] 0017.7c2f.b69a AAA Override Url-Redirect 13:13:18.803 05/09/14]
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

| ST 649e 8151] 0017.7c2f.b69a Wreless Client nobility role 13:13:18.803 05/09/ 14]
i s not ExportAnchor/Local. Hence we are not sending request to EPM

| ST 649f 8151] 0017.7c2f.b69a WCDB_| P_UPDATE: new i pv4 0.0.0.0 13:13:20. 445 05/ 09/ 14]
ip_learn_type O deleted ipv4 0.0.0.0

:1 ST 64a0 207] [WCDB] wcdb_foreign_client_ip_addr_update 13:13:20.446 05/09/ 14]



.Foreign client (0017.7c2f.b69a) ip addr update received
[1ST 64al 207] [WCDB] SI SF Update: |PV6 Addr[0 13:13:20.446 05/09/ 14]
fe80::6cla: b253: d711: c7f
| ST 64a2 207] [WCDB] SISF Update : Binding delete status 13:13:20. 446 05/09/ 14]
for V6: =0
:1 ST 64a3 207] [WCDB] wcdb_sisf_client_update_notify 13:13:20.446 05/ 09/ 14]
Noti fying SISF to renmove assoc in Foreign
, 1 ST 64a4 8151] 0017.7c2f.b69a M5 got the I P 13:13:20.448 05/09/ 14]
resetting the Reassociation Count O for client
| ST 64a5 8151] 0017.7c2f.b69a AAAS: creating accounting interim 13:13:20.448 05/ 09/ 14]
record using nethod |ist Zubair_ISE, passthroughMde 1
| ST 64a6 8151] 0017.7c2f.b69a AAAS: initialised accounting 13:13:20.449 05/09/ 14]
interimrequest, uid=280 passthrough=1
| ST 64a7 8151] 0017.7c2f.b69a AAAS: accounting request sent 13:13:20.449 05/09/ 14]
| ST 64a8 8151] 0017.7c2f.b69a Guest User() assigned |P Address 13:13:20.449 05/09/ 14]
(10. 105. 135. 190)
| ST 64a9 8151] 0017.7c2f.b69a Assigning Address 10.105.135.190 13: 13: 20. 449 05/ 09/ 14]
to nobile
| ST 64aa 8151] 0017.7c2f.b69a WCDB | P_UPDATE: new i pv4 13:13: 20. 449 05/ 09/ 14]
i p_learn_type DHCP deleted ipv4 0.0.0.0 10.105.135.190
| ST 64ab 8151] 0017.7c2f.b69a AAAS: creating accounting 13:13:20.449 05/09/ 14]
interimrecord using nethod |ist Zubair_| SE, passthroughMde 1
| ST 64ac 8151] 0017.7c2f.b69a AAAS: initialised accounting 13:13:20.449 05/09/ 14]
interimrequest, uid=280 passthrough=1
IST 64ad 8151] 0017.7c2f.b69a AAAS: accounting request sent 13:13:20.449 05/09/14]
IST 64ae 8151] 0017.7c2f.b69a 10.105.135.190, auth state 20 13:13:20.449 05/09/14]
!1!! mmRole ExpForeign
IST 64af 207] [WCDB] wcdb_foreign client_ip_addr update: Foreign 13:13:20.449 05/09/14]
.client (0017.7c2f.b69a) ip addr update received
IST 64b0 8151] 0017.7c2f.b69a 10.105.135.190, auth state 20 13:13:20.449 05/09/14]
mmRole ExpForeign, updating wcdb not needed
| ST 64b1 8151] 0017.7c2f.b69a Tclas Plunb needed: 0 13:13:20.449 05/09/14]
[1ST 64b2 207] [WCDB] SI SF Update: |PV6 Addr[0 13:13:20.449 05/09/ 14]
fe80:: 6cla: b253: d711: c7f
| ST 64b3 207] [WCDB] SISF Update : Binding delete status for V6: = 0 13:13:20.449 05/09/ 14]
| ST 64b4 207] [WCDB] wcdb_sisf_client_update_notify: Notifying SISF 13:13:20. 449 05/ 09/ 14]
to renpve assoc in Foreign
| ST 64b5 243] ACCESS- CORE- SM SYNC- NOTF: [0017. 7c2f. b69a, Ca2] Delay 13:13:20.449 05/09/ 14]
add/ update sync of addr for 0017.7c2f.b69a / OxFE000110
[1 ST 64b6 253] ACCESS- CORE- SM CLI ENT- SPI - NOTF: [0017. 7c2f.b69a, Ca2 13:13:49.429 05/09/ 14]
[ Session authz update requested cnd 5, nmac 0017. 7c2f.b69a, attr-list Ox0O for Cient[1
[1 ST 64b7 253] ACCESS- CORE- SM CLI ENT- SPI - NOTF: [0017. 7c2f.b69a, Ca2 13:13:49.430 05/09/ 14]
[ Session authz update request sent to Cient[1
| ST 64b8 8151] 0017.7c2f.b69a 1XA: Processing update request from 13:13:49. 430 05/09/ 14]
dot 1x. COA type 5
, 1 ST 64b9 8151] 0017.7c2f.b69a AAAS: authorization init, uid=280 13:13:49.430 05/09/14]
cont ext =268
, | ST 64ba 8151] 0017.7c2f.b69a AAAS: initialised auth request 13:13:49.430 05/09/ 14]
ui nque i d=280, context id = 268, context reqHandl e Oxfefcl72c
| ST 64bb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter request 13:13:49.430 05/09/ 14]
for user 00177c2fb69a, uniquel d=280 m i st=MACFI LTER
| ST 64bc 8151] 0017.7c2f.b69a AAAS: auth request sent 13:13:49.430 05/09/ 14]
| ST 64bd 8151] 0017. 7c2f.b69a processing COA type 5 13:13:49.430 05/09/ 14]
was successfu
| ST 64be 8151] 0017.7c2f.b69a processing COA type 5 13:13:49. 430 05/09/ 14]
was successfu
[1 ST 64bf 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF: [0017.7c2f.b69a, Ca2 13:13:49.430 05/09/ 14]
[ Session aut hz update response received for Client[1
| ST 64c0 211] Parsed CLID MAC Address = 0:23:124:47:182: 154 13:13:49. 430 05/ 09/ 14]
| ST 64cl 211] AAA SRV(00000118): process author req 13:13:49.430 05/09/14]
| ST 64c2 211] AAA SRV(00000118): Author method=SERVER _GROUP 13:13:49.430 05/09/ 14]
Zubair_ ISE
| ST 64c3 211] Parsed CLID MAC Address = 0:23:124:47:182: 154 13:13:49. 430 05/ 09/ 14]
| ST 64c4 211] AAA SRV(00000000): process response req 13:13:49.430 05/09/ 14]



| ST 64c5 220] AAA SRV(00000118): protocol reply PASS for 13:13:49.469 05/09/ 14]
Authorization
| ST 64c6 220] AAA SRV(00000118): Return Authorization status=PASS 13: 13: 49. 469 05/ 09/ 14]
| ST 64c7 8151] 0017. 7c2f.b69a AAAS: received response, cid=268 13:13:49. 469 05/09/ 14]
| ST 64c8 8151] 0017. 7c2f. b69a AAAS: del eting context, cid=268 13:13:49.469 05/09/ 14]
I ST 64c9 8151] 0017. 7c2f.b69a Not conparing because the ACLs 13:13:49. 469 05/09/ 14]
. have not been sent yet
, | ST 64ca 8151] 0017.7c2f.b69a Final flag values are 13:13:49.469 05/ 09/ 14]
epnSendAcl 1, epnBSendAcl Done 0
| ST 64cb 8151] 0017.7c2f.b69a 13:13:49.469 05/09/14]
client incomng attribute size are 77
--Mre--
IST 64cc 8151] 0017.7c2f.b69a AAAS: mac filter callback status=0 13:13:49.469 05/09/14]
uniqueId=280
IST 64cd 8151] 0017.7c2f.b69a Local Policy: At the start of 13:13:49.469 05/09/14]
apfApplyOverride2. Client State RUN

| ST 64ce 8151] 0017.7c2f.b69a Applyi ng new AAA override for 13:13:49.469 05/09/ 14]

station 0017.7c2f.b69a

| ST 64cf 8151] 0017. 7c2f.b69a Local Policy: Applying new AAA 13:13:49. 469 05/09/ 14]
override for station

, | ST 64d0 8151] 0017.7c2f.b69a Cverride Val ues: source: 2 13:13:49.469 05/09/ 14]
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
;1 ST 64d1 8151] 0017. 7c2f.b69a dataAvgC. -1, rTAvgC: -1, dataBurstC 13:13:49.469 05/ 09/ 14]
crTinmeBurstC: -1, vlianlfName: , acl Nane -1

| ST 64d2 8151] 0017.7c2f.b69a Local Policy: Applying override policy 13:13:49.469 05/09/ 14]
--- | ST 64d3 8151] 0017.7c2f.b69a C earing Dhcp state for station 13:13:49.469 05/09/ 14]

| ST 64d4 8151] 0017. 7c2f.b69a Local Policy: Before Applying WAN 13: 13:49. 469 05/ 09/ 14]
policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTi meout i s 1800

| ST 64d5 8151] 0017.7c2f.b69a Local Policy: Setting Interface name 13: 13:49. 469 05/ 09/ 14]
e VLANOO12

| ST 64d6 8151] 0017.7c2f.b69a Local Policy: Setting |ocal bridging 13:13:49.469 05/09/ 14]
VLAN narme VLANOO12 and VLAN ID 12

| ST 64d7 8151] 0017. 7c2f.b69a Applying W.AN ACL policies to client 13:13:49.469 05/09/ 14]
| ST 64d8 8151] 0017.7c2f.b69a No Interface ACL used for Wrel ess 13:13:49.469 05/09/ 14]
(client in VWCM NGAC

| ST 64d9 8151] 0017. 7c2f. b69a apf Appl yW anPolicy: Retaining the 13:13:49.469 05/ 09/ 14]
ACL recieved in AAA attributes 255 on nobile

| ST 64da 8151] 0017.7c2f.b69a Local Policy: After Applying W.AN 13:13:49. 469 05/ 09/ 14]
policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTi meout i s 1800

| ST 64db 8151] 0017.7c2f.b69a Local Policy: After Applying Site 13:13:49.469 05/09/ 14]
Override policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTi meout is 1800

| ST 64dc 8151] 0017.7c2f.b69a Inserting AAA Override struct for nobile 13:13:49.469 05/ 09/ 14]
MAC: 0017. 7c2f.b69a , source 2

| ST 64dd 8151] 0017. 7c2f.b69a I nserting new RADI US override into 13:13:49.469 05/09/14]
chain for station 0017.7c2f.b69a

: 1 ST 64de 8151] 0017.7c2f.b69a COverride Values: source: 2, valid_bits 13:13:49.469 05/09/14]
0x0000, qoslLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTineout: -1

;1 ST 64df 8151] 0017. 7c2f.b69a dataAvgC. -1, rTAvgC: -1, dataBurstC 13:13:49.469 05/09/ 14]
crTinmeBurstC: -1, vlanlfName: , acl Nane -1

| ST 64e0 8151] 0017.7c2f.b69a Local Policy: After ovr check 13:13:49.469 05/09/14]

conti nuation

| ST 64el 8151] 0017.7c2f.b69a Local Policy: apf_ms_radius_override.c 13:13:49. 469 05/09/ 14]
apf MsSunmOverride 447 Returning fail from apf MsSunDverri de

| ST 64e2 8151] 0017.7c2f.b69a Local Policy: Calling 13:13:49.469 05/09/ 14]

appl yLocal ProfilingPolicyAction from Override2

| ST 64e3 8151] 0017.7c2f.b69a 13:13:49. 469 05/09/ 14]



**** | nside appl yLocal ProfilingPolicyAction ****

| ST 64e4 8151] 0017.7c2f.b69a *** Cient State = RUN i nstance = 2 13:13:49. 469 05/ 09/ 14]
,instance Name POLI CY_PROCFI LI NG L2_AUTH, OverrideEnable = 1 devi ceTypeLen=0
(devi ceType=(null), userRol eLen=0, userRol e=(null

| ST 64e5 8151] 0017. 7c2f. b69a Local Profiling Values 13:13:49. 469 05/09/ 14]
,isValidWlan = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0

sessi onTi meout =0, isSessi onTORecdl nDelete = 0 Protocol Map = 0 , appl yPol i cyAt Run= 0

,[]1 = 1ST 64e6 8151] 0017. 7c2f. b69a i pv4ACL 13:13:49.469 05/09/ 14]
[ pvBACL = [], inQS = [unknown], out QS = [unknown

| ST 64e7 8151] 0017.7c2f.b69a Local Policy: At the End AccessVLAN 13: 13:49. 469 05/09/ 14]
and SessionTineout is 1800 and apf MsTi meout is 1800 12 =

| ST 64e8 8151] 0017.7c2f.b69a In >= L2AUTH COWPLETE for station 13:13:49.469 05/09/ 14]
0017. 7c2f . b69a

| ST 64e9 8151] 0017.7c2f.b69a AAAS: creating accounting interim 13:13:49.469 05/ 09/ 14]
record using nethod |ist Zubair_ISE, passthroughMde 1

| ST 64ea 8151] 0017.7c2f.b69a AAAS: initialised accounting interim 13:13:49.469 05/09/ 14]
request, ui d=280 passt hrough=1

| ST 64eb 8151] 0017.7c2f.b69a AAAS: accounting request sent 13:13:49.469 05/09/14]

| ST 64ec 8151] 0017.7c2f.b69a Not Usi ng WWM Conpl i ance code qosCap 00 13:13:49. 469 05/ 09/ 14]
| ST 64ed 8151] 0017.7c2f.b69a In SPI call for >= L2AUTH COVPLETE 13: 13: 49. 469 05/ 09/ 14]
for station 0017.7c2f.b69a

| ST 64ee 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 |en 0 13:13:49.469 05/09/ 14]

| ST 64ef 8151] 0017.7c2f.b69a WCDB LLM prev Mob state 3 curr Mb 13:13:49. 469 05/09/ 14]
State 3 11 Req flag O

| ST 64f0 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN(4) vlan 12 13:13:49. 469 05/ 09/ 14]
radio O client_id 0x47ad4000000145 nobility=ExpForei gn(3) src_int 0x506c800000000f
dst _int 0x75e18000000143 ackflag 2 reassoc_client O |Imnotif O ip 10.105.135.190
i p_l earn_type DHCP

--Mre--

| ST 64f1 8151] 0017.7c2f.b69a apfMsAssoStatelnc 13:13:49. 469 05/ 09/ 14]

(I ST 64f2 8151] 0017. 7c2f.b69a apf PemAddUser2 (apf_policy.c: 197 13:13:49. 469 05/ 09/ 14]
Changing state for nobile 0017.7c2f.b69a on AP ¢8f9.f983.4260 from AAA Pending to
Associ at ed

| ST 64f3 8151] 0017. 7c2f.b69a Reason code 0O, Preset 4, AAA cause 1 13:13:49.469 05/09/ 14]
:1 ST 64f4 8151] 0017. 7c2f.b69a Scheduling del etion of Mbile Station 13:13:49. 469 05/09/ 14]
callerld: 49) in 1800 seconds)

, | ST 64f5 8151] 0017.7c2f.b69%9a Ms Tineout = 1800 13:13:49.469 05/09/ 14]

Sessi on Timeout = 1800

(I ST 64f6 207] [WCDB] ==Update event: client (0017.7c2f.b69a 13:13:49. 469 05/ 09/ 14]
(client id:(0x47ad4000000145) vlan (12->12) gl obal _wW an (15->15) auth_state (RUN->RUN
<nob_st <truncat ed

| ST 64f7 207] [WCDB] ===intf src/dst 13:13:49.469 05/09/ 14]

0x506c800000000f - >0x506c800000000f ) / (0x75€18000000143- >0x75e18000000143) radi o/ bssi d)
<c8f 9. f983. 4260- >c8f 9. 983.4260) | I mnotify (false) addr v4/v6 (<truncated)/(0<0-)

| ST 64f8 207] [WCDB] wcdb_client_ntast_update_notify: No ntast 13:13:49.469 05/09/ 14]
action reqd

| ST 64f9 207] [WCDB] wedb_ffcp_wedb_client_update_notify client 13:13:49.469 05/09/ 14]
0017. 7c2f . b69a) id 0x47ad4000000145 ffcp update with flags=0x0)

IST 650a 8151] 0017.7c2f.b69a Acct-interim update sent for 13:15:47.411 05/09/14]
station 0017.7c2f.b69%a

IST 650b 8151] 0017.7c2f.b69a 13:16:38.431 05/09/14]

Client stats update: Time now in sec 1399621598, Last Acct Msg Sent at 1399621547 sec



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



