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Add Roles Wizard

3
ﬁ Before You Begin
—J

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Progress + The Adminisbrator account hias 2 strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall Cancal

4. 25> g>3plw pld Active Directory JJgspo: 9lug) 99 Idelds.



Add Roles Wizard E3

Eefore You E=gn

Server Roles

Active Direckary Domain Serices
Confirmation

Progress

Resuks

5. ,)lze p8>p00 30w pld Active Directory. 9lu ) W99 IJelds.

Select Server Roles

Sefleck one or more rodes to install on this server,
Ruoles:

] Active Directory Certificake Services
4 ctive Directory Domain Services
[ ] &ctive Directory Federation Services

] Active Directory Lightwelght Directory Services
|| Active Directory Rights Management Services
] apphcation Server

[ bHC® Server

|| DMS Server

[] Fax Server

[ File services

[ ] Metwork Palice and Access Services

[ print Services

|| Termingl Services

[] uDDI Sarvices

[ web Server (115)

| | windaws Deplayment Services

] Windows Server Update Services

Descripbion:

Active Directory Donsin Services (AD
DS} stores inforrmabion about objects
on the netvork, snd makes this
infarmation svalable bo users and
network adminisbrators. AD D5 uses
dorain controlers to give network
users access ko permitbed resources
anywhere on the nebwark through a
single logon process,

< Prevvious I Mgt > | Iristal Cancel




Add Roles Wizard

I
I@;L- Active Directory Domain Services

<l
Befare You Eegn Introduction bo Active Directory Domain Services
Eervar Rokes Active Directory Domain Services {AD D5) skores information about users, computers, and other devices on the
netwiork. AD DS helps administrators secursly mansge this information and Faciltates resource sharing and
Active Direckory Domain Services collabor ation between users, AD 05 s ako reguired for direckory-enabled applcations such a5 Microsafl
L Exchange Server and For other Windows Server technologles such 2= Group Policy,
Confirmation
Brogress Things to Note
i i Ta help ensure that users can shll lag on ko the nebwork in the case of & server oukage, inskal & minimum aof

o dornain controllers For & domain.

1 AD DS requires & DS server bo be installed on the netwaork, IF you do nok have a DNS server installed, you
will be prompted ko instal the DNS Server role on this server,

i ¢ After vou irstall the AD 05 role, use the Active Directary Domain Services Installation Wizard
(deproma.exe) to make the server a Fully functional domain controler,

i+ Instaling A0 DS will also Instal the DFS Namespaces, DFS Replcation, and Flle Replcation services wiich
are required by Direcbory Service.
Additional Information
Crverview of AD DS
Installing A0 DS
Cosnmon Configurations For A0 DS

<= Presdous | et = I [nisk= Cancel
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Add Roles Wizard

3
ﬁ'& Confirm Installation Selections

Eefore You Eegn
Server Roles
Active Direckary Domain Services

Confirmation

Progress
Resuks

To Instal Ehe Folowing roles, role services, or features, click Install.
I:} 2 informakional messanes below

li This server might need bo be restarted after the installation completes.
*| Active Direckory Domain Services

q_j AFter you iretall the AD DS rale, use the Active Directary Domsin Services Tnskallstion Wizard
(deprome,exe) to make the server & fully functional domen controler,

Print, e-mail, or save this nformation

< Previous ] [e1 | Install Cancal

Swvope) lJosose ssdopd.

7. 108y 9938 lg I 03l IUpgldz 9oubvgsd pelde wowsw grplo pzld 3006 Active Directory
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Add Roles Wizard

Installation Results

Before You Begin
The Followsing rales, role services, or Features wers installed successhuly:
Seryver Roles

1 warning, 1 informationsl messages below
Achive Directory Domain Services + o

Confirmation 0 f.' Windows aubomatic updating & not enabled. To instal the latest updates, use Windows Update in
. Cortrol Paned to check For updates.
IOgress

Results ~! Active Directory Domain Services (& Installation succeeded

The fallowing rale ssrvices wers installed:
Active Directory Domaln Controller

(i) Use the Active Directory Domain Services Installation Wizard {depromo.exe) to make the server
fully Functional domain cartrolles.

Close this wizard and launch the Active Directory Domsin Services [nstallation Wizard {depromo. exe).

Print, e-mail, or save Ehe installation report

C Priesyious I ek I I Close: I Cancel

8. 1u@) W93 IJelds Joubgsd pelde wovwse gple peld Active Directory.



! Active Directory Domain Services Installation Wizard

Welcome to the Active Directory
Domain Services Installation
Wizard

Thiz wizard helps you inztall Active Directary Daomain
Servicesz [A0 D5] on thiz zerver, making the server an
Active Directory domain contraller. To continue, click Mest.

[T Use advanced mode installation

Learn more about the additional options that are
available in advanced mode installation.

bare about Active Directory Domain Services

< Back I et > I Cancel |
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@/ Active Directory Domain Services Installation Wizard

Operating System Compatibility = -
Impraved security settings in \Windows Server 2008 affect alder versions of =
Windows i

v Windows Server 2008 domain contrallers have a new more secure default for the
zecurty getting named “Allow cryptograpky algonithms compatible with Windows MT
4.0." Thig getting prevents Microzoft ‘Windows and non-kicrozoft SKE Vclients from
uzing weaker MT 4.0 ztyle cruptography algonthms when establizhing zecurity channel
zezEion: against Windows Server 2008 domain controllers. Az a result of thiz new
default, operations or applications that require a zecurity channel serviced by
Windows Server 2008 domain contrallers might Fail.

Flatformz impacted by thiz change include windows NT 4.0, az well az non-ticrozoft
SMEB "clientz'" and netwark-attached storage [MNAS] devices that do naot support
stranger cryptography algonthms. Some operations on clients mnning versions of
Windows earlier than Yista with Service Pack 1 are alzo impacted, including domain
join operationz performed by the Active Directony Migration Toaol ar Windows
Deployment Services.

For more information about thiz zetting, zee Knowledge Baze article 342564
[http: £ go. microsaft. comfwlink./?Linkld=104751].

< Back I et > I Cancel |
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@/ Active Directory Domain Services Installation Wizard

Choosze a Deployment Configuration ==
Y'ou can create a damain contraller for an exizting forest or far a new farest, =)=

™ Ewizting forest

= &dd a domain controller bo an existing domain

= Create a new domait it &t existing forest
Tihiz zerver will become the first domain contraller im the news damait;

{* Create a new domain in a new forest

tore about poszible deplovment confiqurations

< Back I et > I Cancel |
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@/ Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain B e
The first domain in the forest iz the forest root domain. Iks name i also the name of =
the forest. &

Type the fully qualified domain name [FADM] of the new forest oot domain.

FODM of the farest roat domain:

Iwireless.cnn‘l

Ewxample: corp.contoso. com

¢ Back I M et = I Canicel |
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! Active Directory Domain Services Installation Wizard

Set Forest Functional Level EE: 1=
Select the farest functional lewvel.

Faorest functional level:

Dretails:

T he "Windows 2000 forest functional level provides all Active Directary Domain -
Services features that are available in Windows 2000 Server. If you have domain
controllers running later versions of \Windows Server, zome advanced features will

hot be available on those domain controllers while thiz forest is at the Windows

2000 functional lewel.

tore about domain and forest functional levels

< Back I et > I Cancel
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.'ﬁ_-l Active Directory Domain Services Installation Wizard

Set Domain Functional Level
Select the domain lunclional level,

Domain functional levet

‘l_'.ﬁ recdowes 2000 Natiee

Detais:
Thafuhvmftﬂweaaawﬂabhalﬂmh‘fmdnmﬁﬂ]ﬂmdmmi

- universal groups
- gioup nesting
- QIoUp lype CONVErsion
- SID history
(If you have domain controllers unning later versions of Windows Server, some
advuw&dftﬂwmvﬂmbewﬂabhmumdommmﬂmkmvﬂah

More about domain and forest functional levels

< Back Mext »
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@/ Active Directory Domain Services Installation Wizard

Additional Domain Controller Options = -

Select additional options far this domain contraller,
¥ DNS server

¥ Global catalog

™| Bead-only domain contraller (RO

Additional information:

The first domain controller in a forest must be a global catalog server and ﬂ
cannot be an RODC.

"W'e recommend that you install the DNS Server service on the first domain
contraller.

tare about additional domain controller options

< Back I et > I Cancel |

15. 168) W¥938 uep Jegldz IJoouse Jluuile pulb§6 23556 O DNS JJeeld.

@ Active Directory Domain Services Installation Wizard

& delegation for this DMS server cannot be created because the

l % authoricative parent zone cannak be Found or it does nak run
Windows DMS server, IF you are inkegrating with an existing DMS
infrastructure, wou should manually create a delegation to this
DS server in the parent zone to ensure reliable name resolution
from outside the domain wireless,com, Otherwise, no action is
required.

Do you wank bo continue?

Yes | Mo I

16. 223 lJpedsle IJos Sew lo suvaéspol Active Directory JeJWlewo: &p o, W89 IJelds.



! Active Directory Domain Services Installation Wizard

Location for Database. Log Files, and 5¥5Y0OL =
Specify the folders that will contain the Active Directory domain controller ==
databaze, log files, and 5YSY0L. &

Far better perfarmance and recoverability, store the databaze and log files on zeparate
wollmes.

[ atabaze folder:

IE:'\WindDwshNTDS Browsze. .. |
Log files folder:
IE:'\WindDws'\NTDS Browse... |
SYSWOL falder:
IE:HWinduwsHSYSVEIL Browse... |

Mare about placing Active Directory Domain Services fles

< Back I Mest » I Cancel
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! Active Directory Domain Services Installation Wizard

Directory Services Restore Mode Administrator Password =

The Directomy Services Restore Mode Administrator account iz different from the domain
Adrninigtrator account.

Azzign a password for the Administrator account that will be used when thiz domain
caontraller iz started in Directary Services Restare Mode, "We recammend that pou
chonze a strong pazsword.

Pazzword: I-----------

Canfirmn passward: I“""“""|

tare about Directary Services Restare Mode password

< Back I Mest » I Cancel
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'n_-i Active Directory Domain Services Installation Wizard

Emmubdinm .
Configure this server as the fist Active Directory domain controller in a new forest. .

The new domain name is wireless.com. This is also the name of the new forest.

The NetBIOS name of the domain is WIRELESS

Forest Funclional Level Windows 2000

Domain Funclional Levelt Windows 2000 M ative

Site: Defaull-Fust-Site-Mame

Additional Options: E
Tochange an oplion. click Back. To begin the operation. chick Next

These sellings can be expoited o an answer file for use with :
it Txmtimrie chetah Expoit setlings... |

< Back Mext > Cancel

opuosS Epdsd lJoouse.

19. 168, W98 lwole JIgJI 1UpglJz.



@ Active Directory Domain Services Installation Wizard

Completing the Active Directory
Domain Services Installation
Wizard

Bctive Directory D omain Services iz now installed on this;l
camputer for the domain wirgless. conn.

Thiz Active Directory domain controller iz azsigned to the
zite Default-First-Site-Mame. vou can manage sites with
the Active Directory Sites and Services administrative
tool,

To cloze this wizard, click Finigh.,

¢ Back I Finizh I Canzel

20. Yp lebo ouvgsd IJghe Jowesd IJogss)le.

i_'l Active Directory Domain Services Installation Wizard

Y'ou must restart your computer before the changes made by the
Active Directary Domain Services Inztallabion wizard take effect.

| R estart Mo I Do not Restart Mow |

Ip wodusw gple DHCP godysuoel gds ¢l e Microsoft Windows 2008

SO lovegsle 506 DHCP gds ¢lbe Microsoft 2008 Jowgwds) suldsy IP JJdgpdle IUJIpvdIdssu.
loew o3l steps in order to ;Jdow 9 udJe DHCP g5 06!
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Add Roles Wizard

3
ﬁ Before You Begin
—J

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Progress + The Adminisbrator account hias 2 strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall Cancal
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Add Roles Wizard E

Select Server Roles

Befare You Begin Salect one or more roles bo inskall on this server,

Roles: Description:
DHCP Server . " - - f ;
[ -ﬁctwc Drl:lfh:\r:.r. Cl:rtﬁ:',.:kl: -Serl.-'ms _ : e
Mebwark Conneckion Bindings fuckive Direckory Doman Services (Instaled centraly corflgure, manags, and
v DNS Setki [ active Directory Federation Servces provide bemparary IP addresses and
s || Ackive Direckory Lighbweight Directory Services related information For dient
1P WINS Settings [ Active Direchory Rights Managemeant Services computers,
DHCP Seopes [ spplication Server

M CHCP Server

DHOPwE Skateless Mode OIS Server (Instaled
1P DS Settimgs [ Pax server
|| File Services
DHCF Server Authorization -
] mietwenrk Policy and ficcess Servicas
Confirmation [ Erirk; Services
Frogress || Terminal Services
| UDDI Services
Reuits L

[ wweb Server (115)
|| Wirdows Deplovment Services
] Windows Server Update Services

More about server roles

< Prenvious I Next > I Inista Cancel
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Add Roles Wizard

DHCF Server

Eefare You Eegn
Server Roles
CHCP Server
Mebwork Connection Bindings
IPvd DNS Sektings
TP \WINS Settings
DHER Scopes
DHCPyE Stateless Mode
IPvve DNS Settings
DHICP Server Autharization
Confirmation
Frogress

Resuks

Introduction to DHCP Server

The Dynamic Host Configurabion Probocol alows servers bo assign, or lease, IP addresses bo computers and
cther devices that are enabled as DHCP dienks. Deploying & DHCP server on the network provides computers
and ather TCPJIP-based nebwork devices with valid 1P addresses snd the additional configuration paramekers
these devices need, called DHOP options, This alows computers and devices bo conneck ba ather network
resources, such &5 DS servers, WINS servers, and routers,
Things to Note

i You should configure sk least ane static 1P address on this compuber.

1 . Befiore vou install DHCP Server, you should plan your subnets, scopes, and exchsions. Make a record of

the plan In 3 safe place for lster reference.

Additional Information

OHEP Server Overden
firs H

fati with

< Pravious I Mexk = I Iristall Cancal
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Add Roles Wizard

3
ig:g Select Network Connection Bindings

Eefore You Begin
Server Roles

i Bindings

TP DG Settings

TP WIS Settings

OHCP Scopes

DHCPy6 Statelsss Mode

IPvE DNS Settings

DHICP Server Autharization
Confirmation

Progress

Resulks

Cme or more network connections having a stakic IP address were detected. Each networls connection can
be used ba service DHOP dients on a separate subnet.

Select the network connections thak Hris DHOP server will use For servicing clients,

Metwork Conmections:

IF Address ] Type

B4 192.185.162.12 i

Dekais

Mame: Local Ares Conneckion
Metwork Adapker: Inkel(R) PROM000 MT Deskiap Adapber
Phwsical Address: 05-00-27-36-2C-A4

< Previous | et = I I=zal Cancel
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ig} Specify IPva DNS Server Settings

Before You Begin

‘When cliznts obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
Server Roles addresses of DNS servers and the parent domain name, The setbngs you pravide here will be sppied to disnts
DHCP Server R

Specify the name of the parent domain that clients will use for name resolution. This domain will be used For al
soopes you creake on this DHCP sexver,

Nebwork Connection Bindings

B WINE Satti Parant Domain:
|wi:alass.u:vm

DHCP Scopes

DHOPwE Stateless Made

1B DS Satti Specify the 1P addresses of the DMS servers that chents will uss For name resolution. These DNS servers will be

LR e for all scopes you create on this DHOP server,
DHCP Server Authorization
- Preferred DNS Server TPv4 Address:

Croeten [12.168.162.12 Vaidate
Progress
Resulbs

Altermate DNS Server IPvd Address:

_vdire |

More about DHE sarver settings

= Prensious I Mext = I Inistar Cancel
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iE:Ir‘ Specify IPva WINS Serwver Settings

Before You Begin When clients obtain an IP address from the DHCP server, they canbe given DHCP options such &5 the IP
ddresses of WINS servers, The sethings you prosdde here will be appled to dients using IPv4,
Server Roles
DHCP Server
% WWINS i nok required for applications on this nebwork
Metwork Connection Eindings
P DS Settings
- — " WINS i reaquired for applications on this retwerk
TP+ WINS Setbings
Specily the IP addresses of the WINS servers that chents wil use for neme resolution. These WINS servers
DHCE SI:I:IIDES il be user .‘.,l |:|| SCOpPES ¥ou reate on this DHCP server
DHCPv6 Stateless Mode Preferred WINS Server IP Address:
1P DS Sattings |
DHCP Server Authorization fAlternate WINS Server IP Address:
Progress
Resuts
More about WINS server settings

= Prensious I Mext = I Inistar Cancel
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Add Roles Wizard

ig;b Add or Edit DHCP Scopes

Before You Begin

Server Roles

DHCP Sarver
Mebwork Conneckion Bindings
P4 DNS Settings

1P WIRG Settings

DHCOPvE Stateless Mode

IFvE DING Settings

DHOP Sarver Authorization
Confirmation
Frogress

Resuks

& scope is the range of possble TP addresses for a network, The DHCP server cannok distribute TP
addresses to dients until & scope is crested.

Soopes:
| Mame | 1P Addvess Range | Add. .
EdiL .. I
Delete I
— Properties

Add or select a scope bo view ks properties,

More abouk adding scopes

= Prawious Mezt = Install Cancel
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Add Roles Wizard | x|

igsﬁ Configure DHCPvE Stateless Mode

Before You Begin DHCP Server supporks the DHCPYG protocol For servicing TRyvE chents. Lising DRCPYE, clisnts can

automaticaly configure thek own 1P addresses using stabeless mods, or they can acquire IPvG
Server ks addresses in stabeful mode from the DHCP server, IF routers on your network. are configured bo support
DHCP Server DHICPw6, verify that your selection below matches the rouber configuration.

Nebwork Connection Bindings
Seleck the DHCPG skabeless made eanfiguration Far this server,

P4 DNS Settings
1P WIS Setbimgs (% Enabe DHCPE statedess mode For this server
DHCP Scopes TP clients will be aukomaticaly configured withouk using this DHOP server.

Lateless Mode
1P DNS Settings
DHCP Server Authorization
Confirmation
Progress

Resuts

" Disable BHCPvE stakelass mods fior Hris server
After inskaling DHCP Server, you can configure the DHOPE mode using the DHCP Management consale.

More about DHCPYE stabeless mode

= Prensious I Next = I Inistar Cancel
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Add Roles Wizard

ﬁ} Specify IPv6 DNS Server Settings

Befare You Begin
Server Rioles
DHCP Server
Mebwork Connection Eindings
P DS Satkings
1P WINS Settings
DHCR Scopes
DHOPwE Stakeless Mode

DHCP Server Authorization
Confirmation

Progress

Resuits

\When clients obtain an IP address from the DHCP server, they can be given DHCP options sudh as the IP
addresses of DS servers and the parent domain name, The setbings you provide here will be apgliied to dients
using IPv6.

Specify the name of the parent doman that clients will use for name resolution. This domain wil be used For al
soopes you create on this stateless IPve DHCP server.,

Parent Domain:
|wi:e|ass.n:rn

Specify the IP addresses of the DS servers that chents will uss For neme resolution. These DNS servers will be
used For all scopes you create on this DHCOP server,

Preferred DNS Server IPYE Addrass:
[Feeu: :alca G008 920513003 Walidate

Alternate ONS Server IPv Address:

_vadsio |
efidEte

More about DS server settings

< Prenvious I Next = I Inista Cancel
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Add Roles Wizard E

Authorize DHCP Server

Bsfore You Begin Acthve Directary Domain Services (AD 05) stores a list of DHCP servers that are authorized to service

dients on the network. Authorizing DHCP servers helps avoid acddental damage caused by running DHCP
Server Rokes servers with incorrect configurations or DHCP servers with correct configurations on the wrang netwark.
DHCP Server

Specify credentials touse For suthorizing this DHCP server in AD D3,
Network Connection Eindings

Kb 9IS Setting: ¥ Use current credentials

L g The credenkisls of the current wser will be used to authorize this DHCF server in AD DS.
DHCP Scopes Usee Name:  [WIRELESS|administrator

DHOPwE Shakeless Mode

IPv& DNS Settigs

DHECP Server Authorization

' Use altermate oredentials
Progress Spedify domain administrator credentiaks Ffor authorizing this DHCP server in AD DS,

Lkzar Mame:
Resuits | Specify,.. |

™ Skip authorzation of this DHCP server In AD DS
/4 This DHCP server must be authorized in D DS before it can s2rvice dients,

More about authorizing DHCP servers in A0 D5

< Previous I Meok > I Iniste Cancel

13.Jlze IJodosu Bs Lobes lJoldss: 9lud) W wowse JIJpld IJoouse.



ig'} Confirm Installation Selections

Before You Begin
Toinstal the Folowing roles, role services, or features, click Install,
Server Roles -
Li ] 1 inFormatiansl message below

DHCP Server < ' -

Network Connection Eindings (1) This server might need o be restarted after the installstion completes,

IF+4 DNS Settings ~| DHCP Server

1P WINS Setbimos Mebwark Conneckon Brdings: 192, 168.162,12 (IPv4)

opes 184 DS Settings
L LS Parenk Daomain: wireless.com
DHCPvé Stateless Made DS Servers: 192.165,162.12
1P DS Sattings WING Servers: Mone
Soopes: o scopes defined
DHCP Server Aukhortzation DHCPyE Stateless Mode: Enabled

Confirmation TP DNS Settings
= DS Parent Domain: wirgless. com

OOress LS Servers: Fedil; :alca:B008: 92053003
Resuits DHEP Server fwkhorization: Hwkhorize using credentizls associated with

WIRELESShadministrabor
Bii : is t

= Prensious Rlet = I Instal |

Cancel

Sp LS Epdsé IJoousw.
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Add Roles Wizard

.%‘E Installation Results
~ W

Eefaore You Begin
Servar Roles

The following roles, robe services, or feabures were installed successhully:

1 1 wearnimeg message balow

DHCE Serwer

Mebwork Connection Bindings [ § Windowss automatic updating is ot enabled, To inskall the labest updates, use Windows Update in
+ Control Panel bo check For updates,

IPv4 DNS Settigs i
DHCP Server &) Installation succeeded

P4 WING Settings

DHOP Scopes

DHCPwE Stabeless Mode

TP DS Settings

DHOF Server Aukhorization
Confirmation

Progress

G FrEiGLES I ek 2 I Close (Zance

Op OEwuSe b DHCP 1l
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I8 DHCP
File  Action View Help

- [O]=]

Lol A el A= RSN 7 Nl

B2 chcr

S| j wirrmvz B 2umnms. wireless,com

- BEM
[

* I—’ [P Mew Scope, ..
Neve Mukicast Scope, ..

Cisplary Statistics., ..

0- Add a Scope

B soope s a range of 1P addresses assgned bo computers requesting a dynamic 1P addeess, You must create and

Cafine User Classes...
Cafine Yendor Classes...

Recencle &l Scapes...

carfigure a scope before dynamic 1P addresses can be assigned.
To add a new scope, on the Adion mer, chck New Scaps.

For more infiormaton about setbing up a DHCP server, see onlne Help,

Wi

Refresh

Set Pradefined Options. ..

Properties
Help:

[Creats a rew scope

17. 169, W98 IJolds Jodssu Idubl@ 1dzrss vy pelde IJubld [Jzass.

New Scope YWizard

Welcome to the New Scope
Wizard

Thiz wizard helps you set up a zcope for distributing [P
addresses to computers on your network.,

To continue, click Mesxt,

< Back I et = I Cancel
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New Scope Wizard

Scope Hame v
Y'ou have o provide an denlilyng scope name. vou also have the oplon of I
providing & desciplion

Type a name and descriplion fior this scope. This information helps: you quickly identily
how the scope is to be used on your nelwork.

Descnplion: [

< Back Mext > Cancel
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Mew Scope Wizard

IP Addrezs Range

You defme the scope addiess range by identifying a st of conseculive IP 1@
addresses

Enter the range of addiesses that the scope distiibutes.

Start IP addiess: [192 168 . 162. 100
End IP addiess: [19:: 168 . 162. 200

A subnet mask defines how many bits of an IP addiess to use for lhe network/subnet
1Dz and how many bits touse for the host 1D, You can specily the subnet mask by
lenwgth o1 a3 an IP addiess.

Length: 24+
Subnet mask: [255255255 0

<Back Nest> ||  Cancel |

20. 9p Clogble Blises [osbss wldeolysu ldpuwowess. lud) 999 Idelds Jdpologs.

MNew Scope Wizard

Add Exclusions ;
Exchsions are addiesses or a range of addresses that are not dislibuted by the I
se1vel

Type the IP address range that you want to exchede. IF you want to exchide a single
addiess, lype an address in Stait IP address only.

Stait IP addiess: End IP addiess:
| |

Exchuded addiess range:

< Back Next > Cancel
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MNew Scope Wizard

Lease Duration
The lease duralion specifies how long a clent can use an 1P addiess from this
SCOpE

Lease duralions should Iypically be equal to the average time the computer is
connected o the same physical retwork. For mobde networks that consist mainky of
poitable computers o dialup clents, shoier lease duralions can be useful
Likewise, for a stable network that consists mainly of deskiop computers at fived
locations, longer lease durations are more appropiiate.

Set the duration for scope leases when distibuted by this server,
Liméted to:

Days: Houars: Minutes:
= = N =

=

< Back Nest > Cancel |
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New Scope YWizard

Configure DHCP Options

'ou have to configure the most common DHCF options before clients can use the ﬁu
sCOpe.

YWhen clients obtain an address, thew are given DHCP options zuch as the [P
addrezses of routers [defaulk gatewayps], DMNS servers, and WIS settings for that
FCOpE.

The zettingz you select here are for this scope and overnde settings configured in the
Server Optiong folder for thiz server.

Do you want tao configure the DHCF options for this scope now?

% ez, | want to configure these optiohs now

i~ Mo, | will configure these options |ater

< Back I MHest = I Cancel |
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New Scope YWizard

Router [Default G ateway] —
Y'au can zpecify the muters, or default gateways, to be distributed by this soope.

To add an IP address for a router uzed by clientz, enter the addreszs below,

IF address:
| [ . . . A

192.168.162.2 Remove
Um

[awr

ails

< Back | MHext »

Cancel |
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New Scope YWizard

Domain Hame and DH5S Servers

The Damain Marme System [DMS] maps and translates domain names used by @J
clientz on wour netwark.

Y'ou can zpecify the parent domain wou want the client computers on your netwark to wze for
DME name rezolution.

Parent domain:  |wireless.com

To configure zcope clients to use DMS zervers on pour network, enter the IP addrezses for thoze
SEIVENE.

SErvEl name: IF address:

||. . . Aidd

Bezalve | 13216816212 Bemove

]

[ ak

HAl

< Back | MHext »

Cancel |
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MNew Scope Wizard

WINS Seivers v
Computers nmning Windows can use WINS servers to convert NelBIOS computer I
names to IP addiesses

Erteiing seiver IP addiesses here enables Windows clents to quenp WINS before they use
brcadeasts o register and resolve NelBIOS names.

Server name: IP addiess:

| |

Tochange this behavior for Windows DHCP clients modily oplion 046, WINS/MNET Node
Type, in Scope Oplions.

< Back Nest > Cancel |
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New Scope Wizard

Activate Scope ;
Clents can oblain addiess leases only if 2 scope is aclivated I

Do yous sant to aclivate this scope now?
+ Yes. | want to activate this scope nowl
" Mo. | vall activate this scope later

< Back Mext > Cancel

27. 168, B9 lwole" Jldpld 1UpglJz slgJlbo.



Mew Scope Wizard

Completing the New Scope
Wizard

Your have successiully completed the New Scope wizard

To close this wizard, click Finish

<Back || Fwush | Cancel

wousw ¢ghpe Microsoft Windows 2008 9o dgsuo Jglse CA

S89p PEAP pg EAP-MS-CHAP v2 LlJczdd pw ¢lsp RADIUS Lule gds Iduielss 1e92956 £
IJgbe. oldluols [Js 3dYe sgo luosh oo [Jgbe oo pize puodd Elp £9898 wo pu Yod
Joosso) IJepsd (s uvolxs IJerze 1Jeuosd 1ele 092998 LIdSed Bis peds> poze Idouersd
Iz, 1Je9esd wo Idesess B ptiv uieble Iddpusse, IUgesd).

idpd lJgbsle IJoldssé Jodysy ¢lsp Microsoft Windows 2008 Jglsp CA IUss suod) Iduuoelss
|Js NPS:

1. bbb 9s Su,pz wilsé>ubd pss).



B Sereer Manager [0 =]
Fls  Adion Yiew  Halp

= |[m]
S Mnager (WINHZSZE0H
[ Aok
B & Festures =
EI’.UUTM izt an cvereieay of the stabus of this server, perform bop mensgement basks, snd 2dd or remove server roles and Fastures,
B g Configuration 3
[==]
B BT Sborags =
= Geryer SUmimary ﬂ Serwer Summmery Help
= Compater Information & Charge System Propertios
&
Full Conrputer Mama: WIH-MVTIZZUNNME i W Hewt Cmurrtine
& Corfigure Remobe Deshiop
Workgroup: WORKGROUR
Local Ares Connsction: 192, 160, 182,12, 1Pwh arahled
Pemobs Deskhop: Ersbled
Product 10: S 6-082- 250057005
T Do it shoive s i ootk 8t o
* Security Information f 30 b Windows Frevesl
o .
Windows Fremall o o Corfigpe Updates
*4 ek For New Roks o
Wirwdona Ligsclahen: Mot eanhigured Lé Feun Security Configuration Wizard
Last chckend For updates: Harver [r Configues I E3C
Last instalied updates: Mover
[E Enhanced Securky Configaration o For Sdministrabors
[E3Ck O i Ugers
~ Roles Summary H Fogdens Suniiary Hilp
= Roles: 0o 17 instaled 3 GotoRcks =
1[ | d % Lok Refreshe 2100013 22596 AH CorFiqurs refresh

2. 108, 998 I>9l,>|olds I>9l,.



[ —— HE=EBE
Fle Action Wew Helo

| 2w
e e
+ b Roles
* gl Festaes
Ermﬁlﬂﬂ:‘i ' Wiewy tha bealth of the roles iretallad on your server and add or remove roles snd Fagtunes,
® i Configuration o
L] =
= Roles Simanary Rales Sumimary Halo ]
»| Rales: = of 17 instalied B add Roks
= Remvewn Proes
A Ackwe Diectory Doman Serices
DHCP Server
i, DHS Server
~1 Active Bireckbory Domain Services H aoosnee
Stones dieechory data and managts communication bebeeen users and domaing, induding user lgon processes, authentication, and drectory searches.
= .
™ Rale Status ] %mﬁ;mulhmwm
PEEsages: Mone =l
Systimn Servions: 1 Running, 1 Shopped
L. Events: 4 marmings, 31 informationsl in the last 24 hours
| Role Servioes: 1 instaled i- Ak ok Serdices
Ticte Tervicn I | slkemuﬁuh.‘-wms
O Ative Diseckory Domsin Controler [restallad
Edantity Managenient For LING hck instabied
Server fior Mebuoek Information Servces ok instalied
Pamssord Syrchronization Hiot installed
Agdministration Tooks hick instalied
Deseriptiors =
4l | _rl -'5:2 Last Rsfresh; 20903003 104810 AH Configure refresh
I

3. 108,y W9 g Next (IJelJs).



Add Roles Wizard

3
ﬁ Before You Begin
—J

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Progress + The Adminisbrator account hias 2 strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall Cancal
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Add Roles Wizard

ﬁ:ﬂ Solect Server Poles

Before You Begin
Server Roles
A0 CS
Role Services
Setup Type
Ch Type
Private Key
Cryptography
A Mame
Walidiy Perod
Certificate Database
Confirmation
Progress

Resulks

Select one or more roles to install on this server.

stalad)

] Active Direckory Federation Services
|| Active Direckory Lightweight: Direckory Services
[ ] tctive Direckory Rights Management Servioes

] applcation Server

CHCP Sepver [ Inskaled)

DNS Server (Instaled)
] Fax server
|| File Services
[ ] Metwork Policy and Scoess Services
] Print Services
[] Temiinal Services
[ ] UDDT Services
] eb Server (115)
[] wandows Deployment Services
|| Windows Server Updske Serices

More about server roles

Description:

jwe D f if| W
(B0 CSY |5 usad b creake certification
authoribies and retsted role services
that allow vou ko issue and manage
cerkficates used in a variety of
applcations,

-:Pm'.lh:q.tsl Mext = I Ista Cancel
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ig} Introduction to Active Directory Certificate Services

Before You Begin Active Directory Certificate Services (AD CS)
Sarwar Roles Active Directory Certificate Services (AD C5) provides the certificate infrastructure to enable scenarios such &=
secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network Access
aADCs Pratection (MAPY, encrypting Fla system (EFS) and smart card logon.
Role Services Things bo Note
Getup Type i The name and domain settings of this computer cannot b= changed after a certificate authority (C4) has
CAT been installed, I vou want to change the computer name, join 2 domaing, oF promaote this ssever to a
it donain conkraller, complete these changes before instaling the CA, For more information, see certification
Private Key authority naming.
Cryptography Additional Information
it Name fickive Directory Certificate Sarvices Cverview
Validity Period Managing a Certification Authority
Coarbificate Database CertFication Authority Naming
Confirmation
Progress
Resulks

= Prensious I Mext = I Inistar Cancel
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Add Roles Wizard [ ¢

Select Role Services

Eefore You Begin Select the role services to install for Actve Directory Cerbificate Services:
Server Roles Rale ssrvices: De=cription:
ADCS TR Certification Authority {CA) is used ko
E. Cert.hcahnn ky issue and manage cartficates.
c [ certification Authority web Enrollment Multiple CAs can be inked to Form &
Sebup Type L Onlive Respander pubiic key infrastructure,
R [ mistwentk Dievice Ervolment Service
Ch Type:
Private Kay
Cryptograpkny
A Mame
‘alidity Period
Cerbificake Database
Confirmation
Progress
Resuts

More about role services

< Prenvious I Next = I Inista Cancel

7. 23> pduwwo: 9lu ) B9 IJelds.



Add Roles Wizard

ﬁ;% Specify Setup Type
~ll

Befare You Begin Certification Autharities can use data in Active Directory ko simplify the issuance and management of
certificabes. Specy whether you want ta set up an Enterprise or Standalone CA.

Server Roles
D ' Enterprise
Fole Sarvces Seleck this option if this C& s a member of 4 domain and can wse Direckory Service baissue and manage
E—— certificates,
Setup Type
=L " Standalone
Private Kay Select this option if this 4 does nok use Directory Service data to issue or manage certificates. A
standalone CA can be & member of a domain.
Cryptographn:
8 Name
Validity Period
Certficate Database
Confirmation
Progress
Resuls

< Pravious " Mest = I Instll Cancel

8. 22> 1Jeuze IJpuoad Ieds slud) wes 3JY.



ig} Specify CA Type

A carmiination of root and subordinste CAs can be configured to create a hierarchical public key infrastructure

Eefore You Begin
(FEI), & oot CA ks 3 CA that Issues ks own self-signed certificabe. A subordinate Ch, recetves ks certificabe
Server Roles From anobher CA. Specify whether vou want bo s=£ up a root or subordinate CA,
ADCS
Role Services (¥ RookCA
e Salect this opbion i vou are instaling the First or ondy certification authority in & public key infrastructure.

" subordinate CA
Select this opbion i your CA& wil obtain its CA certificate From another CA higher in a public key

infrastructure.

Private Key
Cryphograpkne
1ZA Namme:

Valldity Pericd

Certificate Datsbase

Confinmakion

Progress

Resulks

< Presviows I Mt = I Inista Cancel
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Add Roles Wizanrd

.{;3% Set Up Private Key
~ Wl

Befare You Begin Ta generste and issue certificabes bo clients, 4 C& must have a peivate key. Spedfy whether you wank bo
create a nev private key or use an exisking one.

Server Roles
e ¥ Create a rew private key
Fole Services s this option if wou don't have & privabe key or wish ko create & new private key o enhance securiby,
s T Yo will be asked to select & cryplographic service provider and specify a ke length For the private key.
alup Type Ta lssue e cerbficakes, you must also select 2 hash akgorithim,
Sl " Use existing private key
Llse this option ko ensure continuiby with previously issued certificates when reinstaling a CA.
Crypbagrapiny (% Sploct 2 certiicate and use Es assocated private key
i Name Select this option IF you have an existing certficate on this computer or IF you want bo Impcet &
certificate and use its associated private key,
Vaidity Period £ Seleck s existing privete ey on Elis computer
Cerbficate Database Select this option if you have retained private keys from a prevdous installabion or wark bo use a private
Firnation ke From an albernate source.,
Progress
Resuts

« Prawious || Mexzt = I Install Cancel
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Add Roles Wizanrd

.%r% Configure Cryptography for CA
i |

Befare You Begin
Servar Rokes
ADCS
Rals Services
Sebup Type
CA Type
Privabe Ky
| Cyptogrssty ]
124 Nafe
Validity Period
Certificate Database
Confirmation
Progress

Resuts

To create & new privabe key, you musk first select a oryprographic service provider, hash alaorithm, and
key length that are appropriabe For the intended use of the certificates that vou issue, Selecting & higher
value For key lzngth will result i stronger security, but increase the bme needed to complets signing

operations,

Select a3 cryptographic service prowider (C5F): ke character lemth:
IREA#Mcm:nfr Softweare Key Storage Provider - -

Select the hash algorithm for signing certificates Issued by thes CA:

shal ﬂ
e

n-dq -

N | »|‘|

[T Use strong private key protecton feabues prowided by the €SP (this may require administrator Interaction
every tines the private key is accessed by the CA)

« Prawious || Mexzt = I Install Cancel
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ig} Configure CA Name

Eefore You Begin Type in a common name to identify thiz CA, This nams is added to &l certificates issued by the CA,
Distinguished name suffix walues are automaticalky generated but can be modFied.

Server Rioles
ADCS Comran name fior Ehis CA:
Role Services [I.--Ilreless-W[N-MVZEEZUWNME-CA
Sebup Type
sLLEL Distinguished name suffiz:
CA Type DC=wireless, D =cam
Privale Key
Cryptograpkny

I = o ok e

valldiy Period CH=wireless-WIN-FYZOZZUMNME-C A, DC=wireless, DC=com

Certificate Datsbase
Confinmakion
Frogress
Resuts

Mare about confiquring a C& name

= Prensious I Mext = I Inistar
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ig:i Set Validity Period

Esfore You Begin
Server Roles
ADNCS
Role Servces
Setup Type
Ciy Type
Private Key
Cryptographn
1ZA Namme

alidicy Petiod

Certificabe Dakabase
Corfrmati
Progress

Resulks

& certificate will be isued o this CA to secure cammunications with ather CAs and with clisnts requesting
certificates, The valdicy period of a CA certificate can be based on & number of Factors, including the intended
purposs of the CA and sscurity measures that vou have kaken ko secure the A,

Salect valdity period for the certficate generated For this CA:
5 |tears - I

Ch expirabion Date:  2/9/2018 11:49 AM
Moke thak A will isswe cerbficates valid only unkbl ibs expirabon date.

13. 1u@) W9 IJolds JBwsd polde Bless valule Iduvoble IUIWe,)lss.



Add Roles Wizard

ﬁﬂi Configure Certificate Database
¥,

Befare You Begin
Server Roles
A0S
Rale Services
Setup Type
A Type
Private Key
Cryptagraphy
CA Name
alidity Period

Certificate Dakabase

Confirmation
Frogress
Resulks

The cestificabe datsbase records all certificate requests, issued certificates, and revoked or expired
certFicates, The database log can be used to monitor management activity For & CA,

Certificate dababase location:
|C:'|,1.l'|'i'-dcws‘l;srsbu'n32'LCcrth;| Erowse, .
[T Use existing certFicate dafabiase From previows installskion at this lacabion

Certificabe database log location:

|Cs\Windowestsystem3ziCartLog Erowse. ..

< Previous | Mext = I Iristal Cancel
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Add Roles Wizard |

ig} Installation Results
Before You Bagin
The Faollowing rodes, role services, or festures were installed successhuly:
Server Roles
v 1 wErning message beloi
DS J Lp] J
Role Services i Windows automatic updating is not ensbled, To instal the labest updates, use Windows Update in
Corkrol Panel to check For updates,
Setun Type
i Type # | Active Directory Certificate Services ﬂ Installation succeeded
The fallowing role services were instaled:
Privvate Key . i
Certification Authority
Cryphagraphy
CA Marme
Yaldity Period
Certficate Database
Confirmation
Progress
Pri -mail, cr the | g
£ e | [ o= |
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Caormputer Narme/Domain Changes @

Y'ou can change the name and the memberzhip of thiz
computer. Changes might affect access to netwark rezources.
tore information

CompLter name:
Lab-PC

Full computer name:
Lab-PC

bore...

tember of

@ Damair:

wirelesz. conl

(71 Warkgroup:
WORKGROUP

[ O ][ Cancel ]

8. 13¢J luwp IJeuwegsp 1deuudsd 99Jes 1Ups9, 1Jelus wldpeld 103s suuop ldse IUgesd.
03l 09 puwle IJpuu99d s Active Directory eJs 1JgD e.

Windows Securty £x
Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
domain.

administrator

| ssssssssssnal

L

Domain: wireless.com

Insert a smart card

9. byb 9w oki 9b 9b 9o Ok wluss.



Computer Name/Domain Changes

o Welcome to the wireless.com domain,

=

10. 16,85 B9 [£J13"Ie1s e vgsd Ilo Jlebs cubsd Idevssc.

11. Yy Sh !E_l.)(") uu-UE_uSJ |J¢Jrov;§_9&_)s L§r° VQU‘UE}S\J |J.)C9J .__,quo'plp: IU"’P IJPL}”QE-)P =
el I ps 10ps, = <dJpb pis, 1peld>s 1peld = Jigwdds.
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-

Systern Properties

== |

Computer Mame | Hardware [ Advariced | Sustem Protection i Remate|

i an the netwark,

[ L Windows uzes the fallowing information o identify your computer

Computer description: |

Metwark, 10

warkgroup, click Change.

For example: "'Fitchen Computer or "Mary'z

Computer',
Full computer name: Lab-PC.wirelesz.com
Domain: wirelesz.com

To use a wizard to join a domain or waorkgroup, click Wtk |0
To rename thiz computer or change ity domain or

k. H Cancel | Apply

14. 168, B9G8 wae &p bed MMC. &p log b eJs pdule Enter.
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Add or Remove Snap-ins

exkensible snap-ins, you can configure which extensions are enabled.

Yiou can select snap-ins For this console from those available on your computer and configure the selected set of snap-ins. For

Avaiable snap-ins: Selected snap-ins:
Snap-in Yendor = [ console Roat
= ActiveX Conbral Microsaft Cor. .
ﬁ.ﬁ.mhcﬂizatinn Manager Microsaft Cor, .

5 Certificates Microsoft Cor,. |

. Component Services  Microsaft Cor, .
A Computer Managem.., Microsoft Cor, .

= Device Manager Micrasoft Cor... || oo

¥ =

=3 Disk Managemank Microsoft and. .. :]
[2] Event viewer Micrasaft Cor,..

_ | Folder Micrasaft Cor, .

= Group Policy Object ... Microsoft Cor, .
-@IF‘ Security Manitar Micrasaft Cor...
-SIF' Security Policy M...  Microsaft Cor, .
= Link bo wWeb Address  Microsoft Cor, .
F e PRt

o

—
' im

Description:

Y Certificates - Current Liser

[

Edt Extensians... |

[

Remoyve

Mowe Up

Mawe Down

Advanced. ..

The Certificates snap-in allows you ko browse the conkents of the certificate stares For wourself, a service, or a compuker,

[T] [ Cancel

-

17. byb o gluwse euwloc sb b 9o wgs 3JY.

Certificates snap-in ™
This snap-in will abeays manage ceilificates for:
My user account
Service account
@ Computer account
| New> | [ Cancel |

18. byb o peds egluvyv b dbge wed 3JJY.



SeLE CumpE E

Select the computer pou want this snap-in to manage,
This snap-in will abways manage:
1@ Local computer: (the computer this console is running on)

Browse

() Another computer:

[7] Alow the selected computer to be changed when launching from the command line. This
only apphes if you save the console,

<Back || Finish | |

19. 9lu @, W9 OK.
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EL Server Manager =B
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[ Roles r-A-----————————
[ 4 Festures -
] r Dizgrostics =k g cvereieay of the stabus of this server, perform bop mensgement tasks, svd add or remove server roles and Festunes,
B g Configuration 3
B B9 Steraga -
* Server Summary B zereer summery el Tl
= Compaiter Tnformation 1% Charge System Proparties
i
Full Conpister Marne: WIH-MTSEZUMNMS e
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B serwer Manager

File  Adtion Yiew

- >

Help

iesfll 7|

Eli_-'lﬂhﬁ

B Server Fenager (WIN-HVZEE2IHN

El af Featues
Bl 8 Disgrastics
B gh Conhigurstion
5 Storage

|

ﬁ,:' Wiesr thee healths of Bhe roles instalied on vour serser and add of remove roles and festunes,
ik

* foles Summary

E Aoles Summary Help
= Robess 2 of 17 etalad

B b Rk

B Remove Roles
&, Active Dingctory Cerlificate Services

(B Active Dareckory Domein Services
DHICF Sereer
. DS Server

~ Adtive Directory Certificate Services ADC5 Help
Artvs Dresciory Carbficate Ssrvoss (00 C5) i5 ussd ko crests cartificstion suthorties snd relstead rols sapvces Bt sl vou bo issus srd mensgs
certificates used in & vanety of applications

G by Bt Dok ey Cerlificste
. Robe Status ?- vk
Messages: None
Systen Serdces! Al Running

(e Evenks: 1 warning, 1 informational in e st 24 hours

) Robs Services: sl

B add Roke Services

| a Pemoyve Poks Seryies

Ak Servics [t
T Centdation Authoity Tnstaled

Cetfication Authority Wb Encollment Mot installed
ording Resporedar it iresaled
Pstwork Desios Ennolment Service ot inestalad

Pramsababiion ;

£ Last Rafrash: ZR2015 1203520 P Corfigune refresh
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Add Roles Wizard

3
ﬁ Before You Begin
—J

Eefare You Begn This wizard helps you install roles on Hhis server. You debermine which roles to instal based on the tasks vou
wanit this server to perform, such as sharing documents or hosting & Web site.

Server Roles
Confirmation Before you cantinue, verify that;
Progress + The Adminisbrator account hias 2 strong password
» Metwork settings, such as static IP addresses, are configured
Resuks » The labest seourity updates from Windows Update are nstalled
IF you have bo complete any of the preceding steps, cancel the wizard, complete the stens, and then run the
wizard sgain.
To continue, chck Mext,

I Skip this page by default

L Previous I ezt = I Iristall Cancal
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Add Roles Wizard

ig} Select Server Roles

Eefore You Begin

Server Rioles

Metwork Policy and Accass Sarvicas
Rale Servces

Confirmation

Progress

Resulks

Select one or more roles ko install on this server,
Roles:

Aekive Direckory Cerkif 5 Trestalled)
Active Directory Domain Services (Installed

[ arthes Directory Federation Serdces

|| ackive Direckory Lightweight Directory Services

[ ] Active Direchory Rights Managemank Services

[ application Serwer

DHICP Server (Inshalled

OS5 Servar (Inskaled
[ Bax Server
|| File Services

[ erink Services

|| Terminal Services

[ ] UDDI Services

[ web Server (115

| windows Deplovment Services

|| “Windows Server Update Services

More about server roles

Description:

tetvork Policy and Access Services
provides Metwork. Policy Server (MPS],
Fuouting and Remate ficcass, Haalth
Registration Authority {HRA), and
Hast Credential Authorization Probocol
(HCARY, which help safegusard the
heakth and securty of your network,

= Prensious I Mext = I Inistar Cancel
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Add Roles Wizard

:I%% Metwork Policy and Access Services
i |

Befare You Begin Introduction to Network Policy and Access Services
Eerwer Roles Metwork Policy and Access Services allows vou ko provide local and remaobe network access and bo define and
enforce policies for network, access authentication, authorization, and client health using Nebwark Polcy Server
Metvaork Policy and & E (NP5}, Routing amd Remmote Access Service, Health Regetration Authority (HRA), and Host Credentizl
2 At horzation Prokocol (HCAR).
Role Services
Confirmation Things to Note
s i Yeuw can deploy NPS a5 8 Remoke Authentication Cial-In User Service (RADIUS) server and proxy and a5 &
: b Metvork Access Protection (MAFP) policy server, After instaling MNPS using this wizard, vou can configure MRS
Resuks From the NPAS home page using the MPS console.

i MAP helps you ensure that computers connecting to the network are compliant with arganization retwork
ard cliert hezalth policies, Aftes installing MPS usineg this wizard, you can configure BAP From the NPAS home
page using the NP5 console.

Additional Information

Oyerview of Network Pobicy and Aocess Services
AP enforcement methods

Mebwork Access Profection (MAF in M-S
Mebwark Policy Sarver

< Presviows I Mext = I Inista Cancel
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Add Roles Wizard

:I%% Select Role Services
~ W

Before You Begin Select the role services bo install for Metwork Policy and Access Services:
Server Roles Role sarvices: Description:
Metwork Policy and Atcess Serdces _ betwork Policy Server (NPS) alows
= o - wou ko creste and enforce
=L Rnu:ng atn p;mnti:x.ess grvices rganization-wige nebwark access
o | Remote Access Service podcies For chent health, conneckion
oy | Routing request authenkication, and
Progress [ Health Regstration futhority ;Etnll:;;’imn 'BQUBEt;UtTEl:fm-
I ) - , ol can slso dep
Raculc | Host Credential autharization Protocol Mekwork Access Protection (NAP), &
chent health policy creation,
enforcement, and remediation
technology.

< Presviows I Mext = I Inista Cancel
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Add Roles Wizard

.%‘E Confirm Installation Selections
W

ol T To install the Fallowsing robes, role services, or features, dick Instal.
Server Roles .
e i 1 informational message bekew

Role Services (1) This server might need to be restarted after the instalation completes.
Confinmation ~| Mebwork Policy and Access Services
Frogress Network Policy Server
Resuks

Priok. & ve this Informat

< Pravious Mezt = | | Install |

Cancel

o> 1o pld IJodusa: Sop 800 Jiluvs peleds Joso IJuil s




Add Roles Wizanrd

ﬁ% Installation Results
|

Before You Begin
: The= following roles, role services, or Features were instaled successfulky:

Server Roles
V1 warning, 1 informational messsges balow

MNetwork Policy and Access Services

'ﬂ" Installation succeeded

Role Services F Windows aukbomatic updating is not enabled. Ta install the latest updates, wse Windows Update in
_ Cantrol Pand to check far updates,
Confirmation
n ' .
s Metwork Policy and Access Services

The Following role services were installed:
Metwork Policy Server

Mebwork Policy Server,

Pri r save the installation repor

li'l You can use a wizard in the NP5 console ko configure Mebwark Access Protection {NAP). To open
the NPS cansole after instalation, go ko Server Mansger or click Stark, Administrative Tools,

c Frayious exk 3 | | Close I Zancel

8. 1ud) B9 "leJIS".
CowSe guolxé

lope o3l steps in order to JJo o 1JI9pws9e, Livolsé J NPS:

1. 108, 8938 was &p bgd MMC. &p luogb eJs pdule Enter.

2. 168,y pdd > |Lolws/l5lJs 1Jls 1]l oldss.
3.1¢e,) uvoble: slud, lLolds.




Add or Remove Snap-ins

You can saleck snap-ins for this consale fram those availlahle on your computer and configure the selected set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns;
Snap-in _Wendor e
jg.ﬂ.ctlve Direckary Do...  Micrasoft Cor. ..
EEII.;_ Active Direckory Site.., Microsoft Cor,,,
: Active Directory Use...  Microsoft Cor...
= Activel Conkrol Microsaft Cor...
2 ADSI Edit Microsoft Cor ..,
tﬁ.ﬁ.utl‘mrizaﬁon Manager Microsoft Cor...
5l Certificate Templates  Microsoft Cor...
0 Cerlificakes Microsoft Cor,,,
*}:(ertﬁcatim Authority  Microsoft Cor, .,
. Component Services Microsoft Cor,.,
:',_J;-Cnmps.utar Managem.., Microsaft Cor,,.
h'[)evil:e Manager Microsoft Cor,..
PpHce Micrasoft Car...

L= Disk Manaoement

Description:

Microsaft and,,, T

Selected snap-ins:

. Console oot

A =

Edit Extensions. ..

Remauiye

Mowe Lo

e Disam

Advanced. .,

The Certificates snap=in allows you to browse the contents of the certificate stores For yourself, a service, or a computer,

Cancel

o]

4. iao_)o Zlovsw euwlo 9b 9b 96 wgs 3JY.

Certificates snap-in E2

Thiz znhap-in will alwavs manage certificates for:

My uger account
" Service account

* Computer account

< Back I Mest > I

Cancel

5. 23 Jpoussu) pedsglul, luole.




Select Computer

|
Select the computer vou want this shap-in to manage.
— Thiz snap-in will always manage:
* Local computer: [the computer this consale is running on)
i~ Another computer; I Browze, . |
[ Allow the selected computer to be changed when launching from the command line. This
only applies if pou zave the conzole,
¢ Back I Finizh I Cancel |
6. 1lu9) W99 p9lvd JJg9so |Js Microsoft Management Console (MMC).
@ Mo Amon Vew Faertos  Wedew  ieb =18 %]
e —_
il Rai Besine | Ao
% gl Confasten (sl Conguter)  [Clvertricater ol Compatir) - oot =
g SImLE ]

7. 9p wouwse Iduvoble (IUdpossc) Idpeds) sldpedsle IJubguoss: slud) Idubeble.



F—'_‘ Consolel - [Consohe B oot Certfficates (Local Conputer), Personal Certfficabes]

& Fle At Mew  Favorbes  Windee  Help | TR
e Am 0|« 3m
| Corechs oot lssued To = [lw.udg' |£‘._'Eaﬂmnatn |"M Actions
= ol Cerntfcates (Local Computer) |7 lrsloss WINPYTITIUMUMECA  wirshns WP TIZILIMNME-CA ZIFI0IE <Al jona Cortilicates .
F 7 Parsonel
1 Hore Ktions k
B O Trusted Raoot Certification g
# 7] Erkerprise Trust
B Inbarrsdiabe Cartiication fy
B ] Trusted Publchers
B ] Untrushed Certificates
B ] Triedbarty Root Cartilication
7 Trusted People
| #mmobs Deskiop
[ ] Smart Card Trusted Roots

[Firsonal stone contains 1 certficate.

8. 10, win IJplauw IJlspw 898 Ipuwlzs s ole Iuwdd Luolss CA. glge, Jlds
lJpolpe>lbdo Juolsé go556.

k1 - [Congale Rooaty Certifics

{Lecal Computer )P \Certilicates]

G Fle fdn e P edw v |-lelx]
[ A[m 0] gl = | H
| Conanls Aoat LemedTo = [ Tssued By | Espiration Date | Inkended Pusposes Frierdly Name_ | Actions
= [ cetificates (Local Computer) | ¥ T serss- WIN-HVIOZZUMANS. A wirsberss WIN-HVZOZZUHAHE-CA 2/r0L8 T T e — "
= | Ferzonsl
| Costificales Pore Btk N
# [ Trusbed Rook Certificabion &
# |7l Enterprise Trust
+ Irikir et Cerlifation A
# | Trushed Publsters
# | Unkrusted Certficstes
A ThedParty Root Certfaation
F | Troshed People
(] Remote Dsskiop BRI oo i Cartiicals..
@ | Sreart Cand Trusted Rooks Hare Import...
Expirt LiE. .. Advanckd Operaliong...  *
L] ¥
Arargs Joons F
Line up Joons
Help
| | |4 |

Conkaars aotions Ehat can be performed on the b

9. 108, W9 Next (IJelJs).



B Certificate Enrollment =]

) Certificate Enrollment

Before You Begin

The Following steps will help wou install certificates, which are digital credentials used to connect to wirgless netwaorks,
prokect conkent, establish identity, and do other security-related kasks.

Before requesting a certificate, werify the following:

Your compuker is connected ko the network
ou are logged onto the domain for wour organization

Learn more about digital certificates

| Mlexk I Cancel

10. 22> 9236 1oz e wldeeld: 9lu®) W98 wwesd.

P Certificate Enrollment [_ (O] x]
_| Certificate Enrollment

Request Certificates

You can request the Following types of certificates. Select the certificates you want to request, and then click Enroll,

[ Directory Emall Replcation i) STATUS: Available Detais (5
[¥ Domain Controller i) STATUS: Available Detais (5
I~ Domain Controller Authentication i) STATUS: Available Detais (5

I Show all templates
Learn more about certificate bypes

Enroll Cancel




11.

12.

oy eJds luole Lpzyd wovvse [Juvolsé.

B Certificate Enrollment

| Certificate Enrollment

=] E3

Certificate Installation Results

The Following certificates have been enrolled and installed on this computer.

[+ Domain Contraller W STATUS: Succesded

Detailsiy

Finish |

Jwol>s NPS peo s Il

olds oo o 1JEHuo 1Upduo9s pu Iduiolss @)l puoldds I psd 9pu01386 1UgDe.

™ Conwole] - [Console Root) Certilicates (Local Computes) Personal Certificates]

G Fie  Action  Wiew  Faeorites  Window  Help

| Hm| & X = |Hm

Cioregnle Aok | Jogusnd Ter =
= Tl Cestificates (Local Computer) r L 21520
= Fersonal ] i 1 MV O UM - CA el =" T MV O MRS CA g penl B Al
| Certificates
Trusted Root Ciestification AL
Erbarpiizs Truet
| Inkermrediste Certification B
Trustnd bl
Urirushed Certificstes
Third Party Rook Ot
Trysted Feopls
| Famaobe Destbop
St Card Troibad Rooks

TR P, ardheid . conn i M

| | i j X

Personal store containg 2 gertficabes,

Chare: Authanbicalion, Server Solhenticalion




o950 2206 £bp woz IJubuds Jeuol§s PEAP-MS-CHAP v2
lopw 03l steps in order to LuIJJo NPS JJeols96:

1. 108, eJs lusl>bole blhss>¢lbe vor IJuvwJs.
2. 108y vy Idplagw IJlspew 999 NPS (peds) 9lge) e IJouwzsd W Active Directory.

"':- Metwork Policy Server

Started

Irnport Configuration

A
# ='F  Edport Configuration bk, Pabey Server [NPS) alows you ta creste shd enforce organizalion-wide nelweik sccess poicies for
* h [ S — it heakh, conmechon request asthentication, and connechon request authoozation
A Af 5 SErvine
& Stop NPS Service
Register server in fothe Directory =
rd Configuration o
Properties
— \ sordiguwation scenana fiom the kst and then chick the ink below to open the scenaio wzard.
Help Acess Proteclion [MAP) =]

Metwork Accezs Protection (MAF)

“ihen pou configue MPS as 2 NAP palicy server, you create health policies that llow NP5 to validate the
configuration of HAP.capable cient computers before they connect to wour netwaik. Chents hhat are not comphant
with Fealth policy can be placed on a esticled netwerk and sutomatically updated bo biing them into complisnce,

B} Corfigure NaP B Leanmore

Advanced Configuration

3. 9lul) W9 OK.
Network Policy Server

To enable NP5 to authenticate users in the Active Directory, the computers
running WPS must be authorized to read users’ dial-in properties from the
domain.

Do you wish to authorize this computer to read users’ dialin properties from
the wireless.com domain?

oK Cancel

4. 9109, 999 OK.



Network Policy Server

This computer is now authorized to read users’ dial-in properties from domain
wireless.com.

To authorize this computer o read users’ dialin properties from other
domaing, you must register this computer to be a member of the RASINPS
Servers Group in that domain.

5. luolws 92506 IJopdpe WS IJubedo Idpedss IJJluwdIse Jgpsd IUpuob 86 9ldoys o
9ldpzlveo (AAA) eJs NPS.

6. §p weouuse gpdle RADIUS 9¢9l3p. 108, wis IJplouw IUlspw 898 gpdle RADIUS. glge,
epsd RADIUS 1Jgsss.

!'n Metwork Policy Server

File  Action  View Help

#=|5mHm

5 WP (Local
% . R[AEIIZEIT.I:IS Clinrés and Servers ';‘ RaDIUS chents alow you bo zpeciy the nebwork access serverz, that provide access bo your netwaork.
(5@ A0S Clianks '
5 Remot  NewRADIUS Clent |
B = Palides Export List M & |P fddress | Dewies Manulsctiser | NAP- bile | Statis
& B petwork s
B Accountim vowl 4
Refresh
Help
i | ﬂ

7.58de luup pld9sd (WLC B o3l pld) 1U1s gusle po IJ WLC (192.168.162.248 (s ol
pold) Sy pubnd. Sop luwesle vOuw IJuws Ideuvesd Jodsse euuos Idogde B
IJuibeds IJppdss 1UJluudIdss (WLC).




*&Metwork Policy Server

Fe Acion View Help ¥ Enable thiz RADILS chent

Mesw RADIUS Clienk

e —_ 01|

- [~ Mame and Address
**l ""_.I% o) Friendy name:
[ €8 NPS (Local) fare —
[= [ 7] RADIUS Chients and Serve | Address (IP o DNS]: eoass bo pour netwet
= RADIUS Clierks 192,163, 162 248 Wiy,
33 Remobe RADIUS Sarve I _]
B R s F\; fy RADILIS Standard i RADIUS cl glect the RADILIS cf |
] Mebwark Aocess Probedt pec tandard for maosk lents, Of & ent
* 15; A mhng “ wender from the kst
\Verdar name:;
|RADIUS Standaid =]
— Shared Secret

T manualy lupe & shared seciet, elick Manual To suomabcall geneats & shared
zeciel, click Generale. 'Tou must conhigure the BADIUS client with the s2me shared
seciet entered here. Shared secrels are case-zenstve.

# Marual " Gemerata
Shared secrel:

Coefvrn shared seciek

i~ Addibional Options
[~ AccezsRequest messages mist contain the Message-futhenticator athibute

[~ RADIUS cliert iz MaP-capable

| | O I Cancel

Action: Inprogress. ..
I

8. 108, V98 p9l B8 JJggss IJs Iyl uivs 1 uwlos.




& Network Policy Server

Fle  Action  View Help

&= 2= HE

% T;;?ﬂi Chents and Servers i' RADIUS clients allows pou o specly the nebwalk sccess servers, that provide access ta wour nebwark.
SR F.A01U5 Clisnks F
7 Remate RADIUS Server G
@ 5] Polices Friendh Mame | 1P Address | Device Marufacture: | NAP-Capatis | Stahus |
] E Mebwork Access Probedtion ﬂ WiLC 192168.162.248 RADIUS Standard Ho E nabled
8| Accounting
1] | =l

9. logwle vog UL Is 238> JJpuwedspsu IUJluvdIdssu. Op wosuwse duvsluvlo: slud)

i el IJlspo 898 uvsluwle Idubwds: slge, 2oss.



S Network Policy Server

File Actiocn  View Help

&= FmHF
&5 NS (Local)
= [ RADIUS Clents and Servers

© Metwork polices alow vou bo designste who is authonized 1o connect Lo lhe netweek, snd the cilcumstances

i | under which they can or cannot conmect.
= RADIUS Clients —_—
1 Remoke RADIUS Server G
B = Fualices Policy Mame | Skabus | F'rcmangﬂrduil Ams:s'l'ﬂ:-al 5]
] Correckion Request Polici _ﬁ; Cormechions to Micsozolt Aouling and Aemate Access serves Emabled 933390 Deny focess 1
e Connechions to other access servers Emabled 933399 Denyfccess 1.

[+ 5 Mabwiork fuoe:
B Aiccounting

Conditions - IF the folowirg condiion: are met;

Cardilion | Value

Settings - Then the follovang settings are appied:

Seiling | Value

s
/| | K | »
[Export List

10. bed lgwe woz Joso IUGless (PEAP 1JJluudds. B 03l 1ldpeld) slod) W9 IJelds.




Mew Network Policy |

Specify Network Policy Name and Connection Type
L]
J You can specify & name For vour network palicy and the bype of connections to whach the palicy is appbed.
-

Paolicy name:
[\wireless PEAF]

— Metwork connection method

Select the wpe of netwark access server that zends the connechon request to MPS. *iow can select ekher the network access server
tpe or Vendor specific.

+ Type of network access server:
| |Inspecified :I

" endor specific:

Previows |[ Mewt | frish | Cancel |

1. Jeed o3l lduoz suwpe Béb Jeuwedsps Idpeld IUJlundds: [uowd o3o 1duigl IJeJes.
9lud) B9s lJulds:

* pepeotlo Windows - puwegses lJpezld
* U9g pu93 NAS - JluwJJs - IEEE 802.11
* u9g ldpuolr 96 - EAP



New Network Policy

. Specify Conditions

2| Specify the conditions that determine whether this network policy is evaluated For & connection request, A minimum
il of one condtion is required.

Conditions:
| Condiion Value
2 Windows Groups WIRELESS\Domain Users
= NaS Port Type Wiseless - [EEE 20211

£ Authentication Type EAP

Conditon descnption:
The Authentication Type condition specifies the authentication methods reguired to match this policy.

Add.. Edt. | Femove |

Previous | Mext I Firish | Capceal I

12,108, W98 IJ9uesd Ippuse Jeuz pelydle logold whblod ol lduez: e ludy W98
IJelds.



I Specify Access Permission
"

Configure whether you want bo grant network access or deny network, access if the connection request matches this

= ooy

{* Access granted

Girant sccess If chent connection attempts match the conditions of this palicy.

" Access denied
Deny access if chent connechon attempts match the condibions of this policy.

[ Access iz determined by Ll zes Diakin properties [which overide NPS policy)
Grant or deny access according bo uzer dial-in properties if client connection attempts match the condiions of this palice.

Presviousz | Mzt Firish Carcsl

13. $p wogbsd zase b3 IUpuohds Jopu by puol$s 13 Telul.




New Network Policy

L]
Configure one or mare authentication methods required For the connection request ko match this policy. For EAP

= authentication, wou must configure an EAP type, IF wou deploy MAP with 802, 1% or YPM, wou must configure
Protected EAP in connection request palicy, which overrides network, policy authentication settings.

. Configure Authentication Methods

EAP types are negoliated belween MPS and the client in the order inwhich they are listed.

EAP Types:
Move g |
e T e
Add... Edit; Bemowe

Less secure authentication methods:
[T Mictosoft Encrpted Authenticslian version 2 [MS-CHAP-2)
= | Uzer can change pessword aftenit [ae exnined
[ Microsoft Encrypted Authentication [MS5-CHAP)
I | User can change pessword|eftenit hes emnied
™ Enciypted authentication [CHAP]
[T Unencrvpted authentication [FAP, SPAP]
[ dllow chents to connect without negotiating an authentication method.
[™ Pesform machine health check only

Previous | Mt I Frigt Cancel

14. b 310,96 SO SB. 23> PEAP. 9l 3196 ok I, spJde PEAP.



New Network Policy

Configure Authentication Methods
]
J Configure one or more authentication methods required For the connaction request to match this policy, For EAP

e authentication, you must configure an EAP typa, IF wou deploy BAP with 502, 1% or ¥PR, you must configure
Protected EAP in connection request palicy, which averrides network policy authentication settings,

EAP twpes are negotiated between MPS and the client in the ordes inwhich they are lizted.

EAP Types:
Microsoft: Protected EAF [FEAF)

Add.. Edi.. Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication version 2 [MS-CHAP-2)

™ Usercanchange passwond after it has expired
[~ Miciozoft Encrypted Authentication (MS-CHARP)
™| Uzer cancl 1ange pazswond after it hag expired

™ Encivpted suthentication [CHAP)

[T Unencrypted autherlication [PAR, SPAP)

[T Allow clents to connect without negotiating an authertication method.
[~ Peiform machine heakth chack only

Previous | P st Firngh | Cancel I

15. 23> Microsoft: EAP pzps (PEAP). 9108, weusy. olds po wpass voldé 9256 lJopde
cldezld Idos op logilyel puvedl O 1J8lses [Jpogusds "Iduvolss 1IJuols)e" 9lud@,
9938 p9l9.



New Network Policy E’
Edit Protected EAP Properties E |

Select the certificate the server should use to prove its identity to the client, Fion request to match this policy, For EAP
A certificate that is configured for Protected EAP in Connection Request h 802.1% or VPN, you must configure
Policy will override this certificate, nlicy authentication settings.
Certificate issued
Friendhy name:
Issuer: wireless-WIN-MVZIL2LIMNMS-Co J
Expiration date: 2/9/2014 12:51:57 PM J
i

I Enable Fast Reconnect
™ Disconnect Clienks without Cryptobinding
Eap Types

gssiiord (EAP-MICHAR w2 Meve Lip |

Mawre Dot

Add Edi Remove | [ ok | cancel |

= | Uzer can chenge pesswond afterit has expred
™ Enciypted authentication [CHAF]
[T Unenciypted authentication [PAP. SPAP)
[ Allow chents to connect without negoliating an authentication method,
™ Perform machine health check only

Previous Met Firigh Cancal

16. 1o, 9.8 Next (IJelJ.s).




I Configure Authentication Methods

Configure one or more authentication methods required For the connaction request to match this policy, For EAP

= authentication, you must configure an EAP typa, IF wou deploy BAP with 502, 1% or ¥PR, you must configure
Protected EAP in connection request palicy, which averrides network policy authentication settings,

EAP twpes are negotiated between MPS and the client in the ordes inwhich they are lizted.

EAP Types:
Microsoft: Protected EAF [FEAF)

f e Dot |

Add.. Edi.. Remove

Less secure authentication methods:
[ Microzoft Encropted Authentication version 2 [MS-CHAP-2)

[T Userncanchenge passwarnd after it bas expired
[~ Miciozoft Encrypted Authentication (MS-CHARP)
= Uzern canch ange passwand after ithaz expired

™ Enciypted suthentication [CHAF)

[T Unencrypted autherlication [PAR, SPAP)

[T Allow clents to connect without negotiating an authertication method.
[~ Peiform machine heakth chack only

Previous | P st Firngh Cancal

17. 169, W98 Next (IJolds).



New Network Policy

M

-

Configure Constraints

Constraints are additional parameters of the network palicy that are required bo makch the connection request. IF &
constraint is not maktched by the conneckion request, NPS automatically rejects the request. Constraints are
optional; if vou do nok want ko configure constrainks, dick Mext,

Configure the consiraints for this network policy.
[f all conztraints are not matched by the connection request, netwark access i denied.

Constramts:

Lonstraints Specily the maximurm bme in minutes that the server can remain idle befome the connection
15 disconnected

' Day and time
iezlnctions

I N&S Port Type

), Session Timeout [T Disconnect after the masinunm idle Gne

T Called Station D

Frevious [ Mext I Firet Cancel

18. 1u9,) W98 Next (IJolds).




New Network Policy

[ ]
’ 'd, MNFPS applies settings to the conreckion request iF all of the network, policy conditions and constrairgs For the policy
are mahbched.

I Configure Settings
_—

Configurs tha settings for this netwark policy,
|f conditions and conztraints match the connection request and the policy grants access, setings are applhed.

Settings:
FoUts Attiiuies =1 | To send addiional atibutes to RADIUS clients, select a RADIUS standard atiibute, and
then click Edit, If pou da not canligure an attribute. it iz nat szt to RADIUS clientz, See
- your RADILS clent documentation for required attibutes,
[ Wendar Specific
Hetwork Access
Protecton
B, NAP Enforcement Altibutes:
Marne ] Value |
o
18 Extended State Framed-Protocol —
EDUH"Q and Remote Service-Type Framed
CCESS
3 Fultiink and
Bandwidth Allocation
Protocol [BAP)
£ IP Fiers
EFJ Enciyption e Add.. it Hemowe
[Z7] IF Settings |

Frevious | M et I Firiish Carcel

19. lu @) W93 lwole.



l Completing New Network Policy

.

You have succasshully crasted the fallowing natwark palicy:
Wirelezs PEAP

Policy conditions:
Condstion | W alue

oo B R L E G EAD e L e e
MAS Part Type Wirelezs - [EEE 80211

Authertication Type EAP

Policy settings:

Conditian | Walue I=|
Authentication Method E&P

Access Permizzion Grant Access

IUpdate Moncomphant Clients True

MAP Enforcemenit Allow full network, access i,
Framed-Frotacal FFPF

Service-Type Frarmed -

To close thiz wazard, click Finizh

-

Prewviouz

I Firish | Cancal

oo puwegsesy lJs Active Directory

B 03l 1peld: swp Idlzodlb u@less wslole lJpuuegse eJs Active Directory. 1JpJ 1Jgbgle
IJoldss Jluolds puweigspso IUs Bless wslule Active Directory:

1. W Active Directory Users and Computers. [u9, 99,9 Start>Administrative
Tools>p_uoése9 Active Directory 9izo;6 IJJpws9w,.

2. Vs Jiug)o 9236 wpdp puwesps Active Directorygi@_ojé lJJdpos9w) 9p w9 wsSE
IJpeld: slody v Idelsuw IJlses W98 Users>New. sl User.

3. B Uil Jliso 2383 - puwegse: bed luve Idpuwaese IUJlundIs. suvaese o3l 1dpeld
luwe IJepsd 136 28 luwe Iisd sldgesd 1 S 28d luve wumasd 5¢9d Ipuweise.
lud) B9 Next (IJelds).



Mew Object - User |

; \ Create v waeless com/Users

First name; [Elnen!l Inilials: |

Last reanme: [

Full name: [Ebenll
User logon name:
[Ehen! 1 | @viireless.com |

Use1 logon name (pre\Windows 2000);
i\-u'IHELESS". [cum

Mext > Cancel

4. s blupd JIso 2283 - puwcgap: Sp wheld IJes e19) pu ltosbhd Ss 2dsd JJpé
Ieo9) 90ldss Jdps 1de)9y. wlds pu 1o Idpuwedse sSeo lu sésy Jdps 1der9) S Elus
IJizosh Idolds Jogwzsd 1U¢9d €68, pe26: Sp lud) W9 IJolds.

New Object - User |
2 Create in:  wirgless. comdLl zers
7 |
Pazsword: I-----------
Canfirm passwaord: I-uuunu|

[ Uszer must change password at nest logon
[ User cannot change pazsword

[ Pazsword never expires

[T Accourt iz dizabled

¢ Back I = I Cancel

5. Vs Ublynd Jlsy gass - puweded lud) luole.



New Object - User E

2 \ Create v wweless com/Users

When pou click Finish, the following object will be created:

Full name: Chentl LI
Liser logon name: Chent] @waeless. com

=

<Back [ Fimsh | Cancel |

6. U, IJgbsle pu 2 |Js 4 Jlouble puwlole puwogspso luoldss.

CJ9su 9236 IJogde Vs 1dubods 1dpedss IdJluwddss suilbe 1Usuosd B 1Usoe
Lightweight

Bp wodssu IJizoss IdJlundIdss (9psle IJoede B IUuuwds 1 epdss 1JJluw]Isé 9udlb
lJoo9d W IJ9une Lightweight) Jodl IJlgsls.

edose ooy IUoede B IUuveds 1 epdss IUJlusddss (WLC) Jeuols 86 RADIUS

Bp wodsso uuoy IJoede B Iduuvwds IUpzdss IUluvdIdss (WLC) Jlguoésle NPS Jglse
P36, Szw wdasu euuos Idoede Vs Idubeds Ippdss IJJluvdIdss (WLC) Jlglss wozso
wslulo leweh IJpuwegse IJs elbp RADIUS hzs. ¢p soedd Ebe RADIUS 1UEhzs pu
pundEle IJpuwedse 9599, 1Usuesd Ids g pdle IUJluwddssu.

lope o3l steps in order to Iode, NPS Jglse RADIUS s IJwlpsy > puol> 86 RADIUS Lodzs:

1. lge,o 1eu>RADIUS > 50386 pu IJzols wede 8Ly lu seyue IJ RADIUS Logé 09,56 wlsJ
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Gerver Index (Prariy] m
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Ky Wrap I iDesigred for FIES customers and requires & key weap compliant BADIUS server)
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SSID. iEJo Jped9peod eds Js I Subdd VLANs gJs WLCs: VLANS gJs JigwdIds
lan gzol; wedp wuvdsd pold.
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WLANs = Edit 'PEAP' < Back

Applhy

General | Security | QoS | Advanced |

Profile Name PEAP

Type WLAN

S5ID PE&AP

Status F enabled

Security Policies [wrPAz][Auth{E802.1X)]

{Modifications done under secunty tab will appear after applying the changes.)

Radio Policy Al -

Multicast Vlan Feature [ Enabled
Broadeast SSID M Enabled
HAS-ID [2504

2. bygbye IJoip§o>bvé6 2. Loow oip§Q bogs 2 1Js WPA + WPA2, e o IJ

WPA+WPA2 oeJp (ool WPA2 AES) 3888 Lowssd euvw IJzlzs: sl gl s
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WLANs = Edit 'PEAP' <Back |
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Fast Transition
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FME [Disabled =]
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WPA Palicy O
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FT 802.1% [T Enable &
| | ST
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Radius Server Overwrite interface [ Enabled

Authentication Servers acmunting Sarvers
W Enabled M Enabled

Server 1 |tri192.186.182.12, Port:1812 | [ Mone =]
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testpsk ﬂ!ﬂ
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