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O zolj IlRool Idgpsd IJ3s wpddo Bluul uuwedse 9220 IJozde in._]@é wuble
IJeuiésd Windows 7 pg Ll bo,l; 6300-N p0 Intel oL luosh, wooler wubésd 14.3.
Ssues wlole ltooh wluwesle 28 wlpz Idoubesd pu ldp9sdsu.

IJpd IJgbosle 1doldss Jlouble pdd g s bs Windows Zero Config (WZC):
luodd lJs Jogs IJoedpe > Idubeds sldlocyoe > bhs Iduvedle 1dJlguddss. 1.
lud)y 9938 edlpo IJowasy luolws.2.

lud) eds logile w98 oo ds $2951.3.

How do you want to add a network?

Manually create a network profile

% This creates a new network profile or locates an sasting netwerk and saves a profile
for the netwerk on your cornputer. You need to know the netwerk name (55ID) and
security key (if applicable).

X Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

iu'o;é lJowluosd Jel wp wdssvoel gds euuoy Idopdp Vs IJvwds 1Upedsod.
IJJlpwdIsé (WLC).

pdleloé: ses SSID zuwluwl Jelds Uiz,

o) 999 Next (IJolds).b.



[ Hide characters

[¥] Start this connection automatically
[¥] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk,

[_Nea ][ cance |

bbb 96 s&s) wILosd gpdso lesls inorder to > 99w IJgpdsé g315.6.



Successfully added goa

% Change connection settings
Open the connection properties so that | can change the settings.

olds pu wpdsy PEAP.7.



goa Wireless Network Properties

caliiih JERREr T
Connection | Security
Security type: | WPA2-Enterprise v
Encryption type: |.l|.E5 -r]

Advanced settings




Choose a network authentication method:
Microsoft: Protected EAP (PEAP)

V| Remember my credentials for this connect
time I'm logged on

Advanced settings |

Ok Cancel

O o3l Idpeld: Jl u89p oldozl pu uoed uuolds IUgbe. I3l gase 03l Ide,ug 9dp oc,gpdo&
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Trusted Root Certification Suthorities

- AAA Certificate Services -

] AddTrust External CA Root E
Class 3 Public Primary Certification Authority

| Class 3 Public Primary Certification Authority

| DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

|| DST Root CA X3 -
‘| 10 [

| | Do not prompt user to authorize new servers or frusted
certification authorities.

Select Authentication Method:

EMMEAPWvﬂ - m

/| Enable Fast Reconnect

|| Enforce Network Access Protection
|| Disconnect if server does not present cryptobinding TLV

| Enable Identity Privacy |

Il pu 3JIe spdud uwogslp vslule lgo el Windows Jogwesd 1Usged. eds Ls clJO.



B 03l lJpold Jo ouweese 3J. 9lud) b9 OK.

Automatically use my Windows logon name and
password (and domain i any).

bybyo po@re gpdss lesls inorder to JudJo username 93JJps.10.



Choose a network authentication method:

|Microsoft: Protected EAP (PEAP) v || settings

i Remember my credentials for this connection each
time I'm logged on




| | Delete credentials for all users

["] Enable single sign on for this network

(@) Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): | in .%
|/] Allow additional dialogs to be displayed during single
sign on

| | This network uses separate virtual LANs for machine
and user authentication




Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates),

1Ubs16 I puuless JJgpsd zloss IUTo JUleuold.
EAP-FAST (user2)
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How do you want to add a network?

? Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your cornputer. You need to know the netweork name (S5ID) and

security key (if applicable).

f-ﬁ Create an ad hoc network
This creates a temporary network for shanng files or an Internet connection

Lo IJoWluosd Jpl wp odsswol eds suue Idoede B 1duvwds IUpedséd.
IJJlwdIss (WLC).

pdlelbs: sg> SSID zuuluwl Jelds 1Ji),0.

o9y 999 Next (IJelds).b.



Enter information for the wireless network you want to add

Metwork name:

Security type:

Encryption type: AES -

AT L L L D 1 el DA, £ L 1 L € p el Cann e

Security Key: ' | [ Hide characters

[¥] Start this connection automatically

[¥f] Connect even if the network is not broadcasting
Warning: if you select this option, your computer’s privacy might be at risk,

bbb 96 s&s) wILosd gpdso lesls inorder to > 99w IJgpdsé g315.6.



Successfully added goa

= Change connection settings
Open the connection properties so that | can change the settings.

olds po wpdsy EAP-FAST.7.

edlebs: Jl spess WZC o ndd lde )l os eds EAP-FAST Jb 586 puol>86. Szw
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Choose a network authentication method:

——— -

Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAF)

Cisco: LEAP

Cisco: PEAP

Intel: EAP-SIM

Intel: EAP-TTLS

Intel: EAP-AKA

|| cancel




goa Wireless Network Properties i

Security type: | WPA2-Enterprise v

Encryption type: |AE5 -]

Choose a network authentication method:
| Cisco: EAP-FAST

/| Remember my cedentials for this co
time I'm logged on

Advanced settings

oK || cancel
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¥ Use anonymous outer identity anonymous
¥ Use Protected Access Credentials (PAC)
Eﬁhvautnnﬂﬁcmﬂm

Connect to only hese servers:

sted Roat Certificate Authorit

|| AAA Certificate Services

|| AddTrust External CA Root

|| Class 3 Public Primary Certification Authority
|| Class 3 Public Primary Certification Authority
" DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

] DST Root CA X3 -

Do not prompt user to authorize new servers or trusted certification authorities.

Lo [ cancel || ree

lu8,y B93 edles IJowsse puusgle Idpuwegse: sbed pumstle Ipuwctse 2. Lol pul.
3JYc spdud |uwodsle wslule lgw el Windows Jowzsd 1U>g9d. eds |s gld: W6 03l
|Jp-;";|J Ju LUV P 3Jy.



() Use certificate on this computer

() Use one-time password
(") Use Windows username and password
() Prompt automatically for username and password

9ludy V9§ OK.10.



Select authentication method:

[amr method v i Configure ...
Enable Fast Reconnect
[ ] Enable Posture validation

<

ok || canced || hep |
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L\ Automatic PAC provisioning is enabled for this profile,
= However, a valid PAC that matches the server to which
the client is connecting could not be found. Do you
wish to obtain a new secunty credential (FAC)!

$ Yes No

lJozol pu lduoes

luwogse 03l ldGuwe Joldss gpd Idodssy wuvdd Lozse.

o8p b6 ooz 112 lel > Jiso W8,8b) we o 19le) show. Iowegse 116 posepe
Il le (OIT) Jesrue wedsd eeoe IJles show .

IJezdd po ldpuucese 1 (PEAP-MSCHAPV2)

pu 9lzod Idpumwedse luwsess (GUI) IUEIL06 wozsd IJoede B Iduveds Ipedsd
JJlgwdIdssé (WLC): e dd Ids Idubluus > Idg pdlec 9235 o9l MAC.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Clients = Detail

dient Properties

HAT Addreas O0:d4:dT:aacli:pg
[F Scdre=s L9Z. 160,133, 107
Clek Type Regular

Limar Marmnme Lmarl

Fort Mumbaer L

[rizrfacs wlanlsl

vLAN 1D =3

CCX Vemguon oHd

E2E Wersian EiEwl

Hobifty Role Lozl

Hobirty Peer [P Sdoness NG

Hanagement Frame
Prodection

LipoTime [Sec)
Fomer Eave Moda

Currant Telatas et

Cat AateSet

Mo
LZ
OFF

8.0,9,0,12.0,18.0,24.0,38.0.408,0,54
a

AF Properties

A0 sodraaE
&P Marmie
&P Type

=380 3D
N
ez.iian

WLAMN Frc=hia == ]

=atus

Bxontintindn [D

B03.11 Autharkicwbon

Rozszeson ook
Sralus Code

cr rolable

CF Fol Requast
Shoet Praambla
FECC

Channel Agiity

Re-mkhermicabon
i M i
Fsrmaring

At hantication
hmeguk

WEF State

=i abed

i

Opan Syatam

1

a

Mt [mplemenied
Mzt [mplkemented
Mt [mpkermantad
Mt [mplemanied
Mt DmpkmiEnted
25355

i}

WEP Erakle

Security Information

S =
Foloy Type REM {WRad]
Encrypben Cphar CCHP (AES)
EaP Type PEAF

SpHF Ma&C Soate AOCESS
Pmchus HAC Statm R

zlJle WLC RADIUS:

<#root>
(Cisco Controller) >

show radius auth statistics

Authentication Servers:

Server INdeX. ... eeeeees e eeeeenennnnnanannnnns 1

Server Address. ...ttt i e e 192.168.150.24
Msg Round Trip Time.......ovvriiinnnnnnnnnnnnns 1 (msec)

First ReqUESTS. ...ttt 8

Retry RequestsS. ... viiii ittt st annneenns 0

Accept RespoNnsesS. .. .iiiiiiiii it ittt eaees 1

Reject ReSpoONsSes. ... vttt iinnnnneeens 0

ChalTlenge ReSpONSES. .. v ittt iiiiiei e 7

MaTformed Msgs. .. ... i aeeaaes 0

Bad Authenticator Msgs.........uiiiniinnnnnnnnnn. 0



Pending Requests
Timeout Requests
UNKNOWNTYPE MSOS . i ittt ittt ettt einneninnnnnnn 0
Other Drops
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