ed wrs pedd Idubeds 1dpedss (LAN)
IJJlgwddss JIJ puwcise

lJpzogsle
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el dole 1wl w.sé

Lpclo ol

ledaule | L8200
Il_obJlzle
wdosy, Catalyst 6500

wdosy wulbse MicroFlow

lJp 9500

SpJu ©IBS) wpdsd pedd W Iduslule JIJ puwegse Jdpuveedeso IJJluwddsso eds
sdle ldoedpe b6 Iduvods Idpedss IUJlgvdIdss po Cisco: 9JIdy |uolds wubse wrdd
lJoslole 1U> 8896 10S |Js 1Jzgd Suwpe woed s pedd pogss ldpuvessle Bs JJ pu logle
1Jgbe 9lJwr8d. swpad IUsleg g)le cbosd ubl@le wzass pedd JJ puwwgse wael pu 2plso
e IJobly 1Je)ss "IJguis)" Ws oudss uplde oo IJublyg 1de)ss s bodgle
JJsuesd [Js uveds Idgpdle 995 weuo Ieldlo ooy 9bs pesud peWls oo wubse £)u2
IJobld 1Jeyss Juinb Iuluus. olJluolds [Us odsss 2dé p9, 1desd 1elds eu
w9w999d IPVA spdo Jded wedss pedd IPV6 JIJJ puwegse. 9031 899, 2elso JJluvadpl).

IJecbdole IJlgul jusé

lJeobdolo

sobdo wubse 1Josd8 IJulJE IJuot) luweesle puiys 720 9 luosly Izse suvégd luoshl pu
wyulpz Cisco IOS® Software. IJlosl) 12.2(14)SX g |uosl) lzow.

lJpdovlo Idpuuwegspd

ouwow Idpedspele 1Jglyo W o3l ldpuwens 1Js luesble Idolez 9ldedsole 1Jpehbss IJeldss:



. gpsle Ideede B Idubods 1depdss (LAN) IJJIou]dss
. 08l 1Us o9 (AP)

- Cisco Catalyst Supervisor 720 Ig | o>, lzoe

IJlgobdlzle

o9y Catalyst 6500

odysu wubse MicroFlow
IJpd IJgbsle 1Jolss:

1. sobdo luwepsle cobse IUeBE 1duogs) lsdl luuile Blisps wede B 1909 (ACL)
Jozsss 26 1dens) Jobosd uvsluws Jezde Ss 1Usuesd.

ol bs: suvegsp pold IJodssy o3l lduvwds 1JWd,es6 192.168.30.x/24 JJg ple
lJJlpwdIdssuo.

ip access-Tist extended acl-wireless-downstream
permit ip any 192.168.30.0 0.0.0.255

ip access-Tist extended acl-wireless-upstream
permit ip 192.168.30.0 0.0.0.255 any

2. Gp lousle 2)sbs Biss Jpblods s lises IUcpde B 1Usos] (ACL) 1Juwle 8.

class-map match-all class-wireless-downstream
match access-group name acl-wireless-downstream
class-map match-all class-wireless-upstream
match access-group name acl-wireless-upstream

3. w9 lugble 2rsbsé pusluws 1Js ol Slises IJozde Vs Idsuosd (ACL) IJes wpe
loguldel pwodl 9ptlbl 1Jss Llple ppss Jobosde eds tyds IUpsg). B odo IJzlds
Swpe Joz 2)IJo 1Je9) wuwed 1 pselee vs ldeluss vs JJl ldloglosy. swpe luvedsle
Julg w3838 Idpuos) Vs logle IJod (gpsd IJs AP) 9 9ule w88 1J9zos swpe luvwgsleo
s loglo wrd@ Idoslule pu 1dghe (AP [Js 1dg psd).

policy-map police-wireless-upstream
class class-wireless-upstream
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police flow mask src-only 1m 187500 conform-action transmit exceed-action drop
policy-map police-wireless-downstream

class class-wireless-downstream

police flow mask dest-only 1m 187500 conform-action transmit exceed-action drop

ledo J Jos) pedses s suvdd MicroFlow oolbse. O baser pg>J wza5> W5 1) cisco
pl>6 209136 6500.

wowb gwslyws cubse IJoublg IJo)sss

eobo lJuog Uopu grsbs IJuwsluws os Idpdls 1U3s swp VS0 wdssy pedele IJubld
IJosss IdBeds (Idos op odssool Bs 9psle wo) szze sl (IU3s cp odssuo
vldolse).

IJ8lese 1dzsse Jege IJlusle os:

Burst = (Bandwidth / 8) * 1.5

roC';LJZ

Suweedpe o3l Iduwb) pedd 1 pszloe Vs IJeluss (9psle wo):

police flow mask dest-only 1m 187500 conform-action transmit exceed-action drop

Suvwgdp o3l IJgb pedd 5 pseloe Vs IJeluss (ww):

police flow mask dest-only 5mc 937500 conform-action transmit exceed-action drop

lJogdue pu ldpshs po su2e uwsluwle IJoblg 1de)sss

OS wELP IJE_I._JI.;;J‘ Sew ledle p9l)y oI pESUS pu o?b§p IJoblg lJeyss ,o::'JJ ebe
Windows Update Ig zol; luodle IUsog. wldluolds [Js 1Jlzojs IUpuos8s: Spdu s ol
lowogsle ldogovss IJosuole Jlgvdle IJgbodle 1JW,e 50 yidpJOl ou wubspe IJobl g
lJoysss.

pulJ:

Suvowes 03l IJpold Idpuosd 192.168.20.22 oy ls wesss JJublé IJe s gos 1Jlouold
wuvwds 192.168.30.0/24.
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ip access-Tist extended acl-wireless-downstream
deny ip host 192.168.20.22 192.168.30.0 0.0.0.255
permit ip any 192.168.30.0 0.0.0.255

ip access-Tist extended acl-wireless-upstream
deny ip 192.168.30.0 0.0.0.255 host 192.168.20.22
permit ip 192.168.30.0 0.0.0.255 any

9028 wsluwle IJesw @ Iduog s, IPV6
1Jpd IJgbsle 1Jelss:

1. 1o Blispé 9,09 Ig)s e Catalyst 6500 Jogsss 26 49, IPVE IJos uvsop IJoede
WOsol.

ipv6 access-1ist aclvb6-wireless-downstream
permit ipv6 any 2001:DB8:0:30::/64

!

ipv6 access-list aclvb-wireless-upstream
permit ipv6 2001:DB8:0:30::/64 any

2. 9p woedsd Brsbié 1Uuss Jouopsu Blisesd IUoedp B 1J9uo9d (ACL) |Js IPVE.

class-map match-any class-wireless-downstream
match access-group name aclv6-wireless-downstream
match access-group name acl-wireless-downstream
class-map match-any class-wireless-upstream

match access-group name aclv6-wireless-upstream
match access-group name acl-wireless-upstream

20556 9236 Idozdp 1JGlses gds IJIzo;6 (2500 9 4400 9 5500)

p0 lzd w9, wubse 1Jos88 IJuots) viwepdle 9228 wedpe Slises gds lJlzess: e
lJovdunds 5508, Vly lJodssy vuwsb. gudJdo IJzelj wede SLu ppled IJs |s VLAN I3,
wsupl [del>s 209156 6500 306 bodo yuwsluwo IJs 1Jzols wede Shu.

id,oJ lJgbsle IJeldse:

1. olbbos @ Police-Wireless-up £Js Uroggé.') lJoly> pu 9226 IJogpe.

interface GigabitEthernet4/13
description WLC

switchport

switchport trunk allowed vlan 30



switchport mode trunk
service-policy input police-wireless-upstream
end

2. 0boSY welwi-Jiwdds-loglo csas 1uost e gds pulWds Idgods LAN/WAN.

interface GigabitEthernet4/20

description WAN

switchport

switchport access vlan 20

switchport mode access

service-policy input police-wireless-downstream
end

od9su 9226 [Jopde (WiISM 9 WiSM2) 1J e uewsé |Js 1U9eo6
|Jgpb§6

o0 led IUlgue s oo woubse IJesd @ Iduogs) eJs 1dplé 2856 6500 pg 19256 1Juplbsé
JJg> e [JJluwddse 2 (WiISM2): sze wessd Idodssy Jluwegsle 296 1Jgse6 (Q0S)
lJeuwewsé IJs yvwds VLAN. o3l sgus i wslws cubse 1§ Iduogs) Jl sop
wbosyol pulyiys gJds 9lzos 1Upeuds (eds uvesd Idpeld: gi1/0/1). sdIduel wbw@ eds 9lzos
JvwJo VLAN.

IJpd IJgbsle 1Jelss:

1. odosu WISM Jz9s6 1306 IJpuwawss 1Js 1Jubwds 1dpedss Iblo)ss (VLAN):

wism service-vlan 800
wism module 1 controller 1 allowed-vlian 30
wism module 1 controller 1 gos vlan-based

2. obus welwi-Jiwsus-upstream gJds gposd VLAN SVI:

interface V1an30

description Client-Limited

ip address 192.168.30.1 255.255.255.0

ipv6 address 2001:DB8:0:30::1/64

ipv6 enable

service-policy input police-wireless-upstream
end



3. oboSy welwi-Jiwdds-loglo wsss 1uost oo gds pulWds IJgods LAN/WAN.

interface GigabitEthernet4/20

description WAN

switchport

switchport access vlan 20

switchport mode access

service-policy input police-wireless-downstream
end
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