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IJoYssule

odysu guuo) IJoede Vs IUuve s IJpedss IJJlguJIdss
Jeuolb 96 EAP-FAST

luzje o3l steps in order to udJe IJ WLC Jpol> 86 EAP-FAST:

1. 0dosu gy Iopde B IUubods IUpedss 1JJluuddss (WLC) Jpuol>$s RADIUS oy
2JIJ 21> RADIUS $lz.s
2. o Jdose uvods WLAN Je ol §6 EAP-FAST

cdssy uusy Mopde s Idubeds IUppdss IUJlusJdss (WLC) Jpuol>d6 RADIUS po gJIJ ghe RADIUS hzs

sdie wdssu guue) dopde B 1duveds Ippdss IJJIgwddiss (WLC) Jlghs wozso wslule
lecels Ideuwcsp IJs glbe RADIUS ¢lzs. &p sozdd ehe RADIUS IUghes po pumséle
IJpwegse wluuogsle EAP-FAST 95909, Is o9 1Js 1Jg pdle IUJIuvdIsso.

lope o3l steps in order to GudJe 1 WLC Jglse ¢lzs RADIUS:

1.T¢eso olpso 9puol86 RADIUS oy 1Jzols wedpe guilu se)ue IJ RADIUS Logé 096 wlsJ
wPW926. Lp lu®) W9 38> Jueass ¢be RADIUS.

2. 8p wogrsYI pedple ¢lpe RADIUS gJs g9bp puol> 86 RADIUS > 00926 23826.
Jowopy 030 Idpedple ol sds:guslo IP Jgbe RADIUS v, puiveydy8p IJpudseldo
lJgbpsuneesp o3l ldpuwows Ebe ISE weugly IP
10.48.39.128.

MONITOR  WLANs FEEDBACK

CONTROLLER. WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

Security RADIUS Authentication Servers > New
v AAA Server Index (Priority) 2 5
General
* RADIUS Server I[P Address(Ipv4/Ipve) I 10.48.39.128 I
Authentication
Accounting Shared Secret Format ASCIT ¥
Auth Cached Users Shared Secret | leemes
Fallback
DNS Confirm Shared Secret | ssses
Downloaded AVP
» TACACS+ Apply Cisco ISE Default settings
LDAP Apply Cisco ACA Default settings C
Local Met Users
MAC Filtering Key Wrap | (Designed for FIPS customers and requires 2 key wrap compliant RADIUS server)
w Disabled Clients
User Login Policies Pert Number 1812
= Server Status Enabled %
Password Policies
Support for Cof Enabled %

¥ Local EAP

Advanced EAP
b Priority Order
b Certificate

» Access Control Lists

Server Timeout
Metwork User
Management

Management Retransmit Timeout

5 seconds
Enable
Enable

5  seconds

Tunnel Proxy | Enable
, Wireless Protection B
Policies PAC Provisioning Enable
» Web Auth IPSec Enable
» TrustSec Cisco ACA | Enable

Local Policies
¥ Umbrella

b Advanced

3. 1bl) obwsd.



odssy Uiwds WLAN Jpe ol> 86 EAP-FAST

w83 3JIJc 9p vodysy yvouds WLAN IJos suwwespeol Idgpdle JJloold olduuvods
lJJlwdIdsé Jpuols 96 EAP-FAST guguosueol Jslzos ssulpsdss. |uue WLAN IUss wp
odysuo Vs o3l ldpeld 09 EAP Lu)sg. sesu 03l peld 031 WLAN |Js 1JbLe $ho.

lope 03l steps in order to sudJe IJ ap guyse WLAN e Jplwol 3o IJuoJs:
1. b b §o WLANS o0 IJ gui pu IJzoly wzde in order to g, 00 WLANS [oW926.0 > 030

lJuozs vwdle WLAN 1Je92956 £Js 9220 Idogde.
2. bgbyo gds> in order to ¢J 9o WLAN z>so.

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs
~ WLANs Current Filter: None [Change Filter] [Clear Filter] Create New 4 Go
WLANS
» Advanced
WLANID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN test test Enabled [WPA2][Auth(802.1X)] (~]
2 WLAN AndroidAP AndroidAP Enabled [WPAZ][Auth(PSK)] (~]

3. 9p wodssu lywe EAP_FAST WLAN SSID gl w e ,o.JvJ |.Ju8_)g$k.9 908,90 WLAN gJs
qulu WLAN > 00926 23556. ugd d3JI lu9) W89 9§ wb

Save Configuration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT CQMMANDS HELP FEEDBACK A Home

WLANs WLANs > New <Back

= WLANs

WLANS Trpe
b Aduanced Profile Name eap_fast
ssiD eap_fast
3 E

4. pl |o s2JS low WLAN zass IJ WLAN > o sy sowes J WLAN zass sbo,. B odo
IJuodzs: spdud coass pedple peoddd Eluos wuveds WLAN oso. 9seuppy 3JY
|Juu..5|uu|u |J&|p6‘ _9&9|)p RAD|USs3uu§|uu|Q |J|p|Q‘_9p&|roJ|o 802.1x.

5. 225 ¢lud IJlzosh zlJo |.J|ouu53.J:upr edlpd lJowsse uwsluwlo gles Jopdso yvoJdé
WLAN. 3l Lro Judbs 1Uguesd lo wwe SSID s bl Ideuls 1Ugluos woli 235 Elus
IUlgosh wo
SSID.




WLANSs > Edit 'eap_fast'

General ‘ Security | Qos | Policy-Mapping ‘ Advanced

Profile Name eap_fast

Type WLAN

SSID eap_fast

Status # Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All

ap

Interface/Interface Group(G) | vlan1477 ¢:|

Multicast Vlan Feature Enabled
Broadcast SSID #| Enabled
NAS-ID none

6. wzw "WLAN -> o2)s) -> Iiplo ->1Jbw@s 2 ¢, pelpdlc WPA/WPA2 9255 dot1x J AKM.
Suwopsp 03l 1Jpold oleso WPA2/AES + dotx Jbw §6 2 JuivwJs WLAN oo. spdy
oessd Idpgdele 12,6 lweobl [Js pobdole oo ds WLAN.

WLANSs > Edit ‘eap_fast'

General Security | QoS | Policy-Mapping | Advanced

Layer 2 | Layer 3 | AAA Servers

A

Layer 2 Security & | WPA+WPA2
MAC Filtering2

Fast Transition

Fast Transition | Disable 4|

Protected Management Frame

PMF Disabled %
WPA+WPA2 Parameters

WPA Policy

WPAZ2 Policy L4

WPA2 Encryption v AES TKIP CCMP256 GCMP128 GCMP256
OSEN Policy

Authentication Key Management 19

802.1X ¥ Enable
CCKM Enable
PSK Enable
cr onn 1w Canhl

7. oz WLAN -> Edit (o)) -> Security (Ipl0) -> g9l 0 AAA" i3, ¢l RADIUS IJ el ue oo
lJSlises ldpuwsds wew 9lse RADIUS.



WLANSs > Edit 'eap_fast'

.General Security QoS | Policy-Mapping | Advanced

| Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface Enabled

Apply Cisco ISE Default Settings Enabled
Authentication Servers Accounting Servers EAP Paramet
¥ Enabled ¥ Enabled Enable

Server 1 | IP:10.48.39.128, Port:1812 5| None ¥

Server 2 | None ¢ | None v

Server 3 | None ¥ || None s

Server 4 | None s || None v

Server 5 | None 7 || None 3

Server 6 | None ¥ || None v

Authorization ACA Server Accounting ACA Server

Enabled Enabled
Server None ¥ None ¥

8. by §s $bwd.pdlebs: o3l o9 |es> EAP IUszss IUss sdie wdosuo eds 9226 Idozde
Jeuolb§s EAP. JJ lIJodssole 1Uig)s 1Jgluoé o EAP-FAST ceolz iu wop gds gbpe
RADIUS slJg pdle 130 Seelzo IUs 1Upuol 6.

oJd9su gbp RADIUS Jpol> 36 EAP-FAST
luzse o3l steps in order to LuJdJe IJ RADIUS ylbJ Jeuol> 36 EAP-FAST:

1. louble Gless wslole puuaese Jauols 6 gpdle EAP-FAST

2. 1,016 guuoy Idoede B 1 iuds [Jpedss IJJluuddss (WLC) Jg psd AAA |Us 2lop
RADIUS

3. 0d9s0 puols 86 EAP-FAST gJs e RADIUS Lluuweisle lesls PAC pzosd sld IJubls

4. & J9s0 puol> 86 EAP-FAST gJs e RADIUS pg Jesl> PAC s13J IJobld IUpuo8 edso

logble $lexs wslole puvcgse Jpuol 36 gpdle EAP-FAST

589 03l 1Jpeld wodsss luve IUpuucésp 9806 1de,9, Jepsd EAP-FAST J <eap_fast>
9<EAP-FAST1> gJ:s IJeslss.

1. Vs ISE Web Admin. oo @8d 9lzos Idpuwwgse weo "bLo => blys 1Jesss -> IJpuuoés e9”
St 53 loldE"



ot
‘i Identity Services Engine Home  » ConextVishilty  » Operstions  » Policy D WorkCenters
» System - |dentity Management » Network Resources v Device Portal Management  pxGrid Services ¥ Feed Service v Threat Centric NAC

vIdentities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
——

L]
Network Access Users
Users
Latest Manual Network Scan Results — r
4 Edit Bl change Status @almoot @y Bgort w | W Delete 3 Duplicate

Status MName a | Description First Name Last Name Email Address User Identity Groups Admin

No data available

2. 8p wogwisd IJuplse Ipbdsws Jdpuwctse Jsoe lugulye - IUlgue" 9"IJps )9, ouvesd
1U>g9J" 922> "p2e988 IJpuwcddpse” pu IJSlises IdeouwsJéiles vlass 1gas: spdud
wEwisé pedsple s Jeuvle 1dpuvetsel
lUoéb gJs Sumbit"
sl Identity Services Engine Home  » ConiextVisbity  » Operations  » Policy [EESSTTRIET + Work Centers

» System - |dentity Management | » Network Resources  + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric MAC

- Identities  Groups  Extemal ldentity Scurces  Identity Source Sequences b Settings
—
(<]
MNetwork Access Users List > New Network Access User

* Network Access User

Users

Latest Manual Network Scan Results

I‘ MName | eap_fast I

Status Enabled =

Email |

~ Passwords

Password Type: Internal Users [l
Password Re-Enter Password
I * Login Password | sessssses | [anneeenes | I [ Generate Password i
Enable Password | | | | |_ Generate Password i

¥ User Information

First Name | Test user |

Last Name | Test user |

+ Account Options

Description |

Change password on next lagin O

+ Account Disable Policy

[ Disatle account if date exceeds | 2019-04-23 (yyyy-mm-dd)

« User Groups

| [Employee 0| |

[siome JETN

3. wp lugble |Jp wese.

» System - |dentity Management = » Network Resources + Device Portal Management  pxGrid Services ¢ Feed Service + Threat Centric NAC

~|denfiies  Groups  Extemal |dentity Scurces  Identity Source Sequences ¥ Settings
——

(]
Network Access Users

Users

Latest Manual Network Scan Results —
J et obadd [change status ~ | @aImoot g Export = | € Delete ~ [ Duplicate

Status Name a | Description First Name Last Name Email Address User Identity Groups Admin
I O Enabled 2 eap fast Test user Test user Employee I

luolds euuoy Idoede B Iuiuds Idpedss IJJlouddss (WLC) Jg psd AAA
IJs > RADIUS



IJpd IJgbsle 1Joldss Jog s 9236 IJoede Jepsd AAA eJs ¢lp ACS:

1. B 9lgos puweesp s IJssy ISE. luwdd sopw "bLé > a9l IJubwds -> lzojé
b ds” sl ot o yp; "l ols5"

W5l Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [T rc il * Work Centers

» System + Identity M: - Network R + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

*Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
———

-]
Network Devices Network Devices
Default Device
Device Sacurity Settings J Edf ofpadd  [qDuplicate | @almport @ Export @ Generate PAC | 3 Delete

Name « | IP/Mask Profile Name Location Type Description

No data available

2. 8p wogwist IJupliz Idpbdswos Jluolds IJgol) - IJluwe" 9" IP" sodesy JJps 1Je,9)
lJuvsse IJpuve,ydo odwol Jel Gpul wodssuel eds WLC Bs IdBuwe [duwlo @ Os
0p93z w pUbed” [esh 1o sedud ceviss pedsple s JJzels ped 1desSe:
9ldpzesgs: 9ol IUs 3JI].
luog b eJs Sumbit”

‘il Identity Services Engine Home  » ContaxtVisibiity  » Operations  » Poicy IR THE | wokcentsrs

» System  + |dentity Management | -MNeiwork Resources | ¢ Device Porial Management  pxGrid Services  » Feed Service  » Threat Centric NAC

*Network Devices  Metwork Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
e
o

Network Devices List > New Network Device

Network Devices
Network Devices
Default Device
* Name | WLC5520
Device Security Settings

Description |

[paddress -] pe: [10.987120 N

© IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile |z Cisco | « | &

Sotare veson <]

* Network Deviee Group

Location [(ag~ © | [ SetToDefault
IPSEC [15 1PSEC Device | Set To Default

Device Type [Wic-ab | Set To Defauit

« RADIUS Authentication Setiings

RADIUS UDP Settings
Protocol  RADIUS
T Ew—
Coh Port [Set To Default
RADIUS DTLS Settings |
DTLS Required [ i
Shared Secret radius/dils

CoAPort [ 2083 | [ set To Defautt

Issuer CA of ISE Ceriificates for CoA | Select if reguired (optional bl [
LS Moo

3. cop luolds 1zl JJs Blises 12056 109uo9d 1S Liwds ISE. (NAD)



‘& Identity Services Engine Home b ContextVisiiity  » Operations  » Policy [ESGETRTIISNN | Work Centers
b System b Identity Management - Neswork Resourcss | » Devics Portal Management  pxGrid Services  » Fesd Service b Threat Gentric NAG

~ Network Devices Network Device Groups Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM » Location Services
——

(]
Network Devices Network Devices
Default Device
Do Se iy Selie J Edit  =Add E_‘_-‘D.mea[& @oimport i@y Export » | @ Generate PAC | € Delete «
Name - [P/Mask Profile Name Location Type Description
O wLcsszo 10.48.71.20/32 4% Cisco © LAB WLC-lab

oo puol> 96 EAP-FAST gJs ¢bp RADIUS Ll uwisle [esls PAC pzosd slaJ
Jobls

Swuudd glec Sréw ldpre O luwedsdle o3l 1duge pu ldb,y§ Bs 2lJs 30 w99, wuss PKI
lJlwlwsd s gpdséd IJouuy 1UElLo6 wo.

wged 0do ldb,s96 slgd U999 wy9w9d9d lewdl§se Diffie-HellmanKey (ADHP) 1Uss wpew
puoboe Sod lu s99e IJubs) vpuob§6 ¢lbpe ISE.

Jogp 030 Ib,s 86 vzole lds wedsu "lduwple wo9Bs) puusEle 9009 pres £y pEI9Y SlIEJ
IJobl$" £Js ISE (opo w9999l IJpuolb 6 |Jpuwese wol:

‘st Identity Services Engine SN | Administraion  » Work Centers

Policy Sets  Profiling Posture  Client Provisicning - Policy Elements

Dictionarizs  + Conditions  +Results
I

s - Alow EAP-FAST

~ Authentication

EAP-FAST Inner Methods
Allowed Protocols
Allow EAP-MS-CHAPvE

b Authorization
Allow Password Change Retries (Valid Range O to 3}

v Profiling Mlow EAP-GTC

+ Posture Allow Password Change Retri&s (Valid Range O to 3}

Mlow EAP-TLS
+ Client Provisioning

a Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

@) UsePACs (O Don't Use PACs

Tunnel PAC Time To Live a0 Days .

Proactive PAC update will occur after | 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
a Accept Client Certificate For Provisioning

Allow Machine Authentication

Maching PAC Time To Live 1 Weeks b

Enable Statelzss Session Resume
Authorization PAC Time To Live | ¢ Hours w | i

[ Enable EAP Chaining

pdlebé: olds po lod @5 Lwepw vlole puob$s eds wag JJpd 1es9s pod EAP-MS-CHAPV2
JJluwdsw IUslgds EAP-FAST. Jive pu 1Jsluoe Twe Jl spdool luvegsle bs guoble po gJIJ
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IJeoh$8 wluwesle puustle 1suesd Ipzes (PAC). 9pe 309 Bub)l Jlu wods,)
puw9ele 19 o9d Idpzes swp Os w98 TLS IUss wew puolduo. g.'9._s|o\JUUI Jlpwogleos
wubvdd WY9)s ulL}Uuaber Access-Accept Jo9dsd 98w lJpuolb 96 [Js 1Jg> IJbos. (Bs
pod 030 l1JzlJs ol oYU I Jrsd Jvoble p9e9 9 wol gds Cleanint 9eJs aluu IJEl>p).
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"l Identity Services Engine Home ContextVisibilty  + Operations [ERS-CISYEM | Administration  + Work Centers

Policy Sets  Profiling Posture  Client Provisicning ~ Palicy Elements

Dictionaries ~ * Conditions = Results
N

e - Allow EAP-FAST

- Authentication

EAP-FAST Inner Methods
Allowed Protocols
Allow EAP-MS-CHAPvZ
¥ Authorization
Allow Password Change  Retries {Valid Range O to 3}

» Profiling Allow EAP-GTC

» Posture Allow Password Change  Retries {Valid Range O to 3}
Allow EAR-TLS

+ Client Provisioning
O Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy

® usePncs (O Don't Use PACS

Tunnel PAC Time To Live a0 Days b

Proactive PAC update will ocour aﬂcr % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning

Accept Client Certificate For Provisicning

Allow Machine Authentication

Machine PAC Time To Live 1 Wesaks -
Enable Stateless Session Resume
Authorization PAC Time To Live | ¢ Hours |

' Enable EAP Chaining

Jpl uzs> VBs ISE pzp9es yusluwle pugl)éé ouwsbé Jdpuuegspsy IJJIde§§Q‘ lJecld
IJolds 09 luwasle wse zols pedpd 2 9b 9lJpsde 9use IJp ol 86 9pbolu§s w9 IUpol> 86
IJos gwsoe Idozdd po wozwol pdlod $less wslule IJegueése IUIgJss.
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@ wacss AND G  DEVICE Device Typo EQUALS All Dovico Types#WLC-dab

¥ Options

@  DEVICELocation EQUALS Al LocotimsSLAB




IJo2dd pu IJuors

wsbo) o3l 1Jpeld Jesble cdssy 1bhé 1Usuosd [Js IJuinads (NAM) 50083 lesls puusgle
Is,29J IJpees (PAC) IJpuosd edsol slgd IJobld pg ouopse igble WLC IJpdluds.

oJosu pJVd weHsd NAM

Sdjp IJdslpe wldgbsle IJoldss Jodssy pdud wg)sd AnyConnect NAM Jpeol> 96 gdwo
epd lJpvedre pdlod ISE Clywedsle EAP-FAST:

11802 pon pdS g8 36y IU9u09d IUs Iduueds 98 worpsd pdod IUodaso Idelds.
2. olds po wpdso EAP-FAST" oy "lasle Idpuolb$6 1Jpumpese wol”

i
File Help
4 u - .
b gge;work AccessManager | Authentication Policy
Client Palicy . .
T Profile: Untitled
: Netwarks Allow Association Modes Allowed Authentication Modes
% Network Groups Select All (Persenal) Select All Outer
Open (no encryption) EAP-FAST
| EAP-GTC
Open (Static WEP)
EAP-MSCHAPYZ
Shared (WEFP) EAP-TLS
WPA Personal TKIP EAP-TLS
WPA Personal AES EAP-TTLS
EAP-MD5S /| EAP-MSCHAPv2
WPAZ2 Personal TKIP O
PAP (egacy)  [] CHAP (egacy)
WPA2 Personal AES [ MSCHAFP {legacy)

[ MSCHAPY2 (legacy)

LEAP
Select All (Enterprise) %
PEAP
Open (Dynamic (802, 1X) WEF)
M EAP-GTC
WPA Enterprise TKIP EAP-MSCHAPY2
EAP-TLS

WPA Enterprise AES
Allowed Wired Security

WPAZ2 Enterprise TKIF
Z Select Al

WPA2 Enterprize AES
= Open (no encryption)

CCKM Enterprise TKIP
M 802, 1x anly

CCKM Enterprise AES
& 802, 1x with MacSec

0 Help

3. "luol®s" pJd wE s Juwds 2aso:



[l AnyConnect Profile Editor - Network Access Manager - O *
File Help
| Network Access Manager : MNetworks
-{8% Client Policy ; .
-Fgg Authentication Policy Profile: Untitled
il Networks Network .
et '_’34?_: Metwork Groups
MName Media Type Group™®
wired |Wired |Global
Add...
Edit...
Delete
* A network in group 'Global' is @ member of afgroups.
v
£ >
O Hep

4. vpo w9 IJyuulisb” sea> Suwe IJodssu IJusuosd luwe" IUJlundIds Juge o Js
Ido wlisbo 1UglLo wd 9235 luwe SSID.



E‘ﬁ AnyConnect Profile Editor - Network Access Manager — O *

File Help
| Network Access Manager : Networks
: Client Poli . . .
{88 Clentpolcy Profile: ...ility ClientiNetwork Access Manager\system\configuration.xml
-&¢€ Authentication Policy
i Networks Media Typ ™
=5 Network Groups MName: I eap_fast I Security Ley
Group Membership
(@) In group: Local networks ~
(23 In all groups (Global)
Choose Your Network Media
(") wired (802, 3) Network
Select a wired netwaork if the endstations will be connecting to the network
with a traditional ethernet cable.
I (®) Wi-Fi (wireless) Network I
Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
551D {max 32 chars): I eap_fast I

[ Hidden Metwork
[ corporate Network

Association Timeout 5 seconds

Common Settings

Script or application on each user's machine to run when connected.

Browse Local Machine

Connection Timeout 40 seconds

Mext Cancel

O Hep
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E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager - O x

File Help
| Network Access Manager : MNetworks
{§} Client Palicy . ot c -
Authentcation Policy Profile: ...ility Client\Network Access Manager\system\configuration.xml
MNetworks Security Level Media Type *
% Network Groups () Open Network Security Lew

Open networks have no security, and are open to anybody within range. This is Connection Ty
the least secure type of network.
() Shared Key Network
Shared Key Networks use a shared key to encrypt data between end stations and
network access points. This medium security level is suitable for
small/home offices.

(@) Authenticating MNetwork
Authenticating networks provide the highest level of security and are perfect for

enterprise level networks. Authentication networks require radius servers, and
other network infrastructure.

802, 1¥ Settings
authPeriod {sec.) 30 startPeriod (sec.) 30

heldPeriod (sec.) &80 maxStart 3

Assodation Mode

Mext Cancel

O Heb
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f:i AnyConnect Profile Editor - Network Access Manager

- (m] X
File Help
\l.g}mmw » Networks
Chent Policy o
utherrbcation Profile: ...ility Client\Network Access Manager\system\configuration.xml| |
Networks Network Connection Type Media Type ~
¥t hetwork Groups O Machine ¢ Hon Security Leve
Connection Ty
This should be used if the end station should log onto the network before the User Auth
user logs in. This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.

The user connection should be used when a machine connection is not needed.

A user connection will make the network avaidable after the user has logged on.
(O Machine and User Connection

This type of connection will be made automatically when the machine boots.

It will then be brought down, and back up again with different credentials

when the user logs in.

Next Cancel

0 Hep
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i AnyConnect Profile Editor - Metwork Access Manager -
a AnyC Profile Ed M kA Manag O x
File Help

| Network Access Manager : MNetworks

48§ Client Policy - . . ,
! g‘ Authentication Poiicy Profile: ...ility Client\Network Access Manager\system\configuration.xml

...... Networks EAP Methods Media Type *

w45 Network Groups () EAPTLS () PEAP Security Leve
Connection Ty
() EAP-TTLS (@) EAP-FAST User Auth

(CJLEAP

[ Extend user connection beyond log off

Credentials

EAP-FAST Settings

Enable Fast Reconnect
[] Disable when using a Smart Card

Inner Methods based on Credentials Source
(®) Authenticate using a Passwaord
EAP-MSCHAPY2 EAP-GTC
[ 1f using PACs, allow unauthenticated PAC provisioning
(7) Authenticate using a Certificate
When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel
Send dient certificate using EAP-TLS in the tunnel

() Authenticate using a Token and EAP-GTC

Use PACS

Mext Cancel

O Heb
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|"_-‘1. AnyConnect Profile Editor - Network Access Manager O *
File Help
| Metwork Access Manager : Networks
{83 Client Poli - . .
88 CllentPolicy Profile: ...ility Client\Network Access Managerisystem\configuration.xml
Authentication Policy
MNetworks User Identi Media Type ™
g Network Groups Unprotected Identity Pattern: anonymous Security Leve
. Connection Ty
Protected Identity Pattern: [username] Tz
Credentials
User Credentials
(C) Use Single Sign On Credentials
() Remember Forever
(@) Remember while User iz Logged On
() Never Remember
() Use Static Credentials
Password:
Done Cancel
v
< >
O Help

9. 2V pJu lJog)sV IJpdss Loy pzd> NAM s IUods.

3w, IWlouold o SSID wluuessle puol>§s EAP-FAST.
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¥ Lisco AnylLonnect ecure Mobility Lhient - A

Network:
Authenticating

2. b¢ld lgwpe IJpuwegse 99Jpd 1Jp,9) ldplbdsvse Jdpuol> 96
3. 909 Lwolys 1Jgh e (w9.95sE 3les)

Cisco AnyConnect >

The server certificate for the network 'office_hg' has
failed validation. Do you want to trust it?

Certificate Name: rmanchur-se. wlaaan.com@
Issued To: rmanchur-ise. wlaaan.com
Issued By: rmanchur-ise. wlaaan. com
Expiration Date: 2020-02-13 15:03:40 UTC

Trust Do Mot Trust




f_'_"i' Cisco AnyConnect Secure Mobility Client — 4

o VPR

Metwork error. Unable to lookup host names.

Limited Access - DMNS Failure

0 Network:

Connected (192.168.77.34)

eap_fast

wedlo puolb§6 ISE

sedo UlbJle eds wwedle pool s ISE IUos olbo,y ¢33 |esls EAP-FAST g PAC w2
gpJsle -> RADIUS -> Live Log (uweJlo 289)" 9spIdu ldoze Vol wpiss pu ldevdluosd
wluwegsle 1,0 Zoom':

1. v.)i IJepsd gpdso IJpuolb§6 991G ISE s e,z EAP-TLS Jbys96 puolb 8o 9JJu y 9o
lJepsd 91wz EAP-FAST Lodl pu 3JYi 99luw 030 05 Iy 96 IJos lowd gdsol JJ
pu lJepsd 9 ISE.



Steps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
15048 Ewvaluating Policy Group

15008 Ewvaluating Service Selection Policy
11507 Exiracted EAP-Responsel/ldentity
11006 Returmed RADIUS Access-Challenge
11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12100 Prepared EAP-Request proposing EAP-FAST with challenge
11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

D18 RADIUS is re-using an existing session

2102 ’ challenge-response and

accepling EAP-FAST as negnuated

2. op e poldzs TLS Lo IJgpsd 9ldghbp Jugds) wsiss pzess Jowld PAC 9o p
[Jpldol wuele.



I1EE-EIII] Exiracted first TLS record; TLS handshake started I
a igntHello message

128068 Prepared TLS ServerHello message

12B07 Prepared TLS Cerificate message

12808 Prepared TLS ServerkKeyExchange message

12B10 Prepared TLS ServerDone message

12811 Exiracted TLS Cerifificate message containing client certificate
12105 Prepared EAP-Request with another EAP-FAST challenge

1006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12105 Prepared EAP-Request with ancther EAP-FAST challenge

11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request (E Step latency=13317 ms)

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12812 Exiracted TLS ClientkeyExchange message

12813 Exiracied TLS CerlificateVerify message

12804 Exiracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succesded

3. wp wie ldpuob 96 IUsIJss 9ldee 8l pu wslule lewpl IJpuwegse vuzle w9luvbs ISE
wluwegsle MS-CHAPVZ (1ol 86 1Jpuwewsé |Us luwe Idpuuagse [ Jded |Je,9))
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