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£Jss g0 Jeede B I ds 1 pedss 1Jluwddiss (WLO). Iweesp Blises ceosd obbs
IJsuosd Jodsss vl 1Jsuesd luweobl lds guslo MAC 1Jglue wol. Blises wiasd udlb

lJ9 o9 p9ed,6 e Security > AP Policies 9. 9lz06 IJpuwwgsp Iyuw9pess (GUI) IJgluos wJdzus
IJlouold IJJdlgwddso (WLC).

S9uee o3l ldpeld Jsss |ole u@bo 1Uguo9d wluwwgsle gu9le MAC 4¢:77:6d:9e:61:62.
1. pu 9lzod IJpuwwgs e Idyuw9pess (GUI) Jozso Ideedpe WS Iduveds Idpedss IUJlgudIdso

(WLC): 118, <899 Security > AP Policies oo, LowWzs wsluwle w9bs 19 o9d (AP).
2. 168y V9G¥ Add jy Vs IJzluw IJlspew pu lduil vs.

Save Configuration Ping Logout Refresh

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Securi AP Policies
Y Appl Add [
* AAA
General
- RADIUS Policy Configuration
Authentication
Accounting Accept Self Signed Certificate (S5C)
Auth Cached Users
Fallback Accept Manufactured Installed Certificate {MIC) it
DNS i 2
Downloaded AVP Accept Local Significant Certificate (LSC)
» TACACS+ Authorize MIC APs against auth-list or A8&
LDAP
Local Net Users Authorize LSC APs against auth-list
MAC Filtering
= Disabled Clients

- : Entries 1 - 50f 5
alicies AP Authorization List

AP Puhc 5

Password Policies

» Local EAP

Search by MAC Search

e MAC address / Serial Number Certificate Type SHA1 Key Hash

3. &z Add AP to Authorization List. 1xgJ AP MAC IJguglo (Jsuw gwdlo MAC J,lso AP). &p lge,
U9E |Juuo|>o 9w, Add. d§ ol IJpold wup luoldo uldbo _9ua_9.J pJ_9>o u,JUOl)O

Save Configuration  Ping  Logout Refresh

MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply
* AAA
General A : :
= RADIUS Policy Configuration

Authentication

RArsateing accept Self Signed Certificate (S5C)

Auth Cached Users

Fallback Accept Manufactured Installed Certificate (MIC) o I

DNS

Downloaded AVP Accept Local Significant Certificate (LSC)

» TACACS+ I Authorize MIC APs against auth-list or A8 Ld l
LDAP

Local Net Users Authonze LSC &Ps against auth-list
MAC Filtering
w Disabled Clients

Add AP to Authorization List

MAC Address 4c:77:6d:9:61:62

» Local EAP Certificate Type MIC v

Advanced EAP —
b Priority Order
» Certificate AP Authorization List Entribs 00k 0
b Access Control Lists

Search by MAC Search I

» Wireless Protection

Eolides MAC address / Certificate
» Web Auth Serial Number Type SHA1 Key Hash
b TrustSec

Local Policies

Umbrella

Advanced

-

owpe luols u¥lbs 1o |Js Blispo wiasd uldbo 1Usue9d 9swpe Io)lzol
u?PPU AP Authorization List.

4. Jopu "wdysu IJuog" 235 IJpywg J Authorize MIC APs against auth-list or AAA.EUD UEdSd 030
IJeedpd: sordd eovuo Ideede Os Idubvods ldpedss IJlgnddss (WLC) oo Slises



IJegosd lJpedss 9l 131 e sJdo AP MAC 09295l Bluo swzdd pw ¢loe RADIUS.

Save Configuration  Ping  Logout Refresh

MONITOR  WLANS CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply | Add
* AAA
General i "
Policy Configuration
thentication
Accounting Accept Self Signed Certificate (55C)
Auth Cached Users
Fallback Azcept Manufactiured Installed Certificate (MIC) ra
DNS
Downloaded AVP Accept Local Significant Certificate (LSC) Z
* TACACS + Autherize MIC APs against auth-list or A2A v I
LDAP
Local Net Users Authonze LSC 4Ps aganst auth-list
MAC Filtering
w Disabled Clients "
Entries 1 -5of 5
AP Authorization List SIS Sy
Search by MAC Search
b Local EAP
Advanced EAP MAC address [ Serial Number Certificate Type SHA1 Key Hash
b Priority Ord 4c:77:6d:9e:61:62 MIC e
riori rder
1y 70:d3:79:26:39:66 MIC [~ ]
b Certificate 88:70:31: 7e:60:38 MIC ]
b Access Control Lists f4:dbief:43:e4:b2 MIC a8
Wireless Protection fe:5b:33:e7:2b:30 MIC ]

-

Policies

Web Auth

v v

TrustSec

lJozdd pu IJuoes

in order to 5 .9 03l wubdsd: lue weole lu s ol IJ ap pg {upperimac
address 4c:77:6d:9e:61:62 |Js |J v Jé 9ld bl s, |yuogsp debug capwap events/errors enable 9
debug aaa all enable 1910y Joudss o3l 1dlg)le.

Swas o3l Juwlg IJ debugs guspel IJ ap {upperimac address g, £9z29> Vs IJ ap wgosd Slispo:

pdlebd: oo w8 v IJowss Bs Idulog Ids Iduwb, IJelus cuvow 989> IJpuwlzs.

(Cisco Controller) >debug capwap events enable
(Cisco Controller) >debug capwap errors enable
(Cisco Controller) >debug aaa all enable

*spamApTask4: Feb 27 10:15:25.592: 70:69:5a:51:4e:c0 Join Request from 192.168.79.151:5256
*spamApTask4: Feb 27 10: 15:25.592: 70: 69: 5a: 51: 4e: c0 Unable to get Ap nobde in Join request

*spamApTask4: Feb 27 10:15:25.592: 70:69: 5a:51:4e:c0 Al locate database entry for AP
192. 168. 79. 151: 5256, already all ocated index 277

*spamApTask4: Feb 27 10: 15:25.592: 70: 69: 5a: 51: 4e:c0 AP Al locate request at index 277 (reserved)
*spamApTask4: Feb 27 10: 15:25.593: 24:7e:12:19:41:ef Deleting AP entry 192.168.79. 151: 5256 from
tenporary dat abase.

*spamApTask4: Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: cO AP group received default-group is found in
ap group configured in wec.

*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO Droppi ng request or response packet to AP
:192.168. 79. 151 (5256) by Controller: 10.48.71.20 (5246), nessage Capwap_w p_event _response,
state Capwap_no_state



*spamApTask4: Feb 27
70:69:5a:51:4e:c0
*spamApTask4: Feb 27

*spamApTask4: Feb 27
nmsg type = 3 state =

10: 15: 25. 593:

70:69:5a:51:4e:c0 In AAA state 'Idle' for AP

10: 15: 25.593: 70: 69: 5a: 51: 4e: c0 Joi n Request fail ed!

10: 15: 25.593: 70:69: 5a: 51: 4e: c0 State machi ne handl er:

Fail ed to process

0 from 192.168. 79. 151: 5256

*aaaQueueReader: Feb 27 10: 15: 25.593: Unable to find requested user entry for 4c776d49e6162
*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO Normal Response code for AAA

Aut hentication : -9

*aaaQueueReader: Feb 27 10: 15: 25.593: ReProcessAut hentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 10: 15:25.593: Authenti cati onRequest: 0x7f01b4083638

*aaaQueueReader: Feb 27 10:15:25.593: Callback.......... ... . . . . . .. Oxd6cef 02166
*aaaQueueReader: Feb 27 10: 15:25.593: protocol Type. ... ... ... ... 0x40000001
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 10: 15: 25.593: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[01] User-

Name. . ... .. 4c776d9e6162 (12 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[02] Called-Station-Id........................ 70- 69- 5a-
51-4e-c0 (17 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[03] Calling-Station-1d....................... 4c- 77- 6d-
9e-61-62 (17 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[04] Nas-

Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[05] Nas-I p-

Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[06] NAS-Identifier......... ... ... ... ... ..... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[07] User-Password............................ [...]
*aaaQueueReader: Feb 27 10: 15:25.593: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Error Response code for AAA

Aut hentication : -7

*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO0 Returning AAA Error 'No Server' (-7) for
nobi | e 70: 69: 5a: 51: 4e: cO serverldx O

*aaaQueueReader: Feb 27 10: 15:25.593: Authori zati onResponse: 0x7f017adf 5770

*aaaQueueReader: Feb 27 10: 15: 25.593: Radi usl ndexSet (0), |ndex(0)

*aaaQueueReader: Feb 27 10:15:25.593: resultCode........ ... ..., -7
*aaaQueueReader: Feb 27 10:15:25.593: protocolUsed....... ... ... .. ... .. .. . ... ... Oxffffffff
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ...

70: 69: 5A: 51: 4E: CO- 00: 00



*aaaQueueReader :

*aaaQueueReader :

Feb

Feb

for the client.

*spamApTaskO

*spamApTaskO:

*spamApTaskO:
*spamApTaskO:
*spamApTaskO:

79

*spamApTaskO:

*spamApTaskO:

Connect i on.

*spamApTaskO:

Oxd6f 0724f d8

*spamApTaskO:

*spamApTaskO:

| rad: 192. 168

*spamApTaskO:

successful ly

*spamApTask4:
(10.48.71. 20/ 5246) client
*spamApTask4:
*spamApTaskO:
*spamApTask4:
*spamApTask4:
*spamApTask4:

192.168.79.1

. Feb 27

Feb 27
Feb
Feb
Feb

27
27
27

Feb 27

Feb 27

27 10: 15:

27 10: 15:

10: 15: 25.

10: 15: 25.
10:
10:

10:

15:
15:
15:

25.
25.
25.

10: 15: 25.

10: 15: 25.

593:

593:

593:

593:

593:

593:

593:

25.593:

25.593:

70:

00:

00:

00:
70:

Packet contains 0O AVPs:

70:69:5a:51:4e:c0 User entry not found in the Local FileDB

69: 5a: 51: 4e:

00: 00: 00: 00:

00: 00: 00: 00:

00: 00: 00: 00:
69: 5a: 51: 4e:

cO

00

00

00
cO

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e: c0

.79.151(5256) nwar: 10. 48. 71. 20( 5246)

for

Feb 27
Feb 27
Feb 27
Feb 27
Feb 27
51:5256

Feb 27 10: 15: 25. 593:
(192. 168.
593:
593:
593:
593:
593:

10:
10:
10:
10:
10:

15: 25.
15: 25.
15: 25.
15: 25.
15: 25.

70
79
70
70
70

Feb 27 10:15:25.593: 70:69: 5a:51: 4e:
AP 192.168. 79. 151

1 69: 5a: 51: 4e:

. 151/ 5256)

1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:

Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Di sconnecti ng DTLS Capwap-Ctrl
for AP (192:168:79:151/5256).
Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: cO CAPWAP St at e:

Feb 27 10:15:25.593: 70:69:5a:51: 4e: c0

cO

cO

cO
cO
cO

70:69:5a:51:4e:c0
70:69:5a:51:4e:c0

Join Version: = 134770432

54 apMbdel : Al R- AP4800- E- K

apType =
apType: Ox36 bundl eApl mageVer: 8.8.111.0

version: 8 rel ease: 8 maint: 111 build: 0

Join resp: CAPWAP Maxi num Msg el enent len =

Join Failure Response sent to 0.0.0.0:5256
Radi us Authentication failed. Cosing dtls

session

Noti fy(true)

Dtls tear down

acDt | sPl unbCont r ol Pl aneKeys:

DTLS keys for Control Plane del eted

DTLS connection cl osed event receivedserver
Entry exists for AP (192.168.79. 151/ 5256)
AP Del ete request

AP Del ete request

Unable to find AP 70:69:5a:51:4e:c0

No AP entry exist in temporary database for

swas o3l Juelz 1J debugs guspl IJ{upperimac address sJou luode |Js IJ ap wgasd Blisps:

pdlebé: o 0 ¥d veuo IJwwss Vs IJuleg Ids Iduwb) Idelos vuvew B89 [Jpumlze.

(Cisco Controller) >debug capwap events enable

(Cisco Controller) >debug capwap errors enable

(Cisco Controller) >debug aaa all enable

*spamApTask4

*spamApTask4
*spamApTask4

*spamApTask4
192.168.79.1

*spamApTask4
*spamApTask4

. Feb 27

. Feb 27
. Feb 27

. Feb 27
51: 5256,

. Feb 27
. Feb 27

tenmporary dat abase.

*spamApTask4

ap group configured i

*spamApTask4: Feb 27 09:50

. Feb 27

09: 50: 25. 393:

09: 50: 25. 393:
09: 50: 25. 393:

09: 50: 25. 393:

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e:
70: 69: 5a: 51: 4e:

70

1 69: 5a: 51: 4e:

al ready all ocated index 274

09: 50: 25. 393: 70: 69: 5a: 51: 4e:
09: 50: 25. 393: 24:7e:12:19:41:

09: 50: 25. 393: 70: 69: 5a: 51: 4e:

n wec.

:192.168. 79. 151 (5256) by Controller:

1 25.393: 70:69: 5a:51: 4e:

10.48.71. 20

cO
cO

cO

cO

ef

cO

cO

(5246),

Join Request from 192.168.79.151:5256

using al ready all oced index 274
Unabl e to get Ap nbde in Join request

Al'l ocat e database entry for AP

AP Al l ocate request at index 274 (reserved)
Del eting AP entry 192.168. 79. 151: 5256 from

AP group received default-group is found in

Dr oppi ng request or response packet to AP
message Capwap_wt p_event _response,



state Capwap_no_state

*spamApTask4: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Message type Capwap_wt p_event _response is
not allowed to send in state Capwap_no_state for AP 192.168.79. 151

*spamApTask4: Feb 27 09:50: 25.394: 70:69:5a:51:4e:¢c0 In AAA state 'Idle'" for AP
70: 69: 5a: 51: 4e: cO
*spamApTask4: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join Request failed

*aaaQueueReader: Feb 27 09:50: 25. 394: User 4c77649e6162 authenticated

*aaaQueueReader: Feb 27 09:50: 25. 394: 70: 69: 5a: 51: 4e: cO Normal Response code for AAA

Aut hentication : O

*aaaQueueReader: Feb 27 09:50:25.394: 70:69:5a:51:4e:c0 Returning AAA Success for mobile
70:69:5a:51:4e:c0

*aaaQueueReader: Feb 27 09:50: 25. 394: Aut hori zati onResponse: 0x7f0288a66408

*aaaQueueReader: Feb 27 09:50:25.394: structureSize....... ..., 194

*aaaQueueReader: Feb 27 09:50:25.394: resultCode........ ... ..., 0

*aaaQueueReader: Feb 27 09:50: 25. 394:
proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 09:50: 25.394: Packet contains 2 AVPs:

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[01] Service-
TYPe. o o 0x00000065 (101) (4 bytes)

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[02] Airespace / WAN
ldentifier.............. 0x00000000 (0) (4 bytes)

*aaaQueueReader: Feb 27 09:50:25.394: 70:69:5a:51: 4e:c0 User authentication Success with File DB
on WAN ID :0
*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: c0 Join Version: = 134770432

*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 apType = 54 apModel : Al R- AP4800- E- K

*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 apType: Ox36 bundl eApl mageVer: 8.8.111.0
*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 version: 8 release: 8 maint: 111 build: 0
*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join resp: CAPWAP Maxi mum Msg el enent len =
79

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join Response sent to 0.0.0.0: 5256

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO CAPWAP State: Join

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO capwap_ac_platformc: 2095 - Operation State
===>

SspanApiaskO: Feb 27 09:50: 25.394: 70: 69: 5a: 51: 4e: cO0 Capwap State Change Event (Reg) from

capwap_ac_platformc 2136

*apf Recei veTask: Feb 27 09:50: 25. 394: 70: 69: 5a: 51: 4e: cO Regi ster LWAPP event for AP
70: 69: 5a: 51: 4e:c0 slot O

B350 Ldbs 1UsLosd pdled Ebp AAA

e sywobse lsuol uvdJo WLCs Iy suwegpd RADIUS olsJ 16 sg9d APs suuog pd MICs.
Suvoese tuuoy oede Bs 1duvuds Ieedsé 1JJluudIdss (WLC) guslo MAC Judbs
IUsuo9d Jlgwe IJpuwese 99Jpd 1der9) ews buwld Idpedsele lJs ¢lbe RADIUS. eds gwosd



lJeeld: 51 Iy guglo MAC Ju§lbs 1Uguo9d o9 4c:77:6d:9e:61:62. JJI oo IJ username 9JJps
suveged wldzoly wede lu sgad I ap I pld 0910 Suveepd I SESU SESU SESU SESU
SESU SESU SESU SESU SESU SESU SESU SESU SESU SESU SESU SESU SESU SESU
SESU SESU SESU SESUL-

Swas 03l pold s Iy suvdJ WLCs Iy sg9d APs suwee pd IJ cisco ISE.

1. pu 9lzod IJpuwwgs e Idyuw9pess (GUI) Jozso Ideedpe WS Iduveds Idpedss IUJlgudIdso
(WLC): b8, <999 Security > AP Policies. w99 wlbo, Lowes ywsluwle v @b [Jyo9d.

2. Jopu "wdssu ldueg” 235 |Jpywg J Authorize MIC APs against auth-list or AAA.E U el gwl) 030
IJpedes sozdd WLC ladl pu Slises IJogssd IJpedss. 131 Je sdo AP MAC poz9sl.
Iluo sweldd pu ¢l RADIUS.

alin l (i Save Configuration  Ping  Logout Refresh
MONITOR WLANsS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply | Add
v AAA
Policy Configuration
Accept Self Signed Certificate (55C)
Aut th Cached Users
Fallback Accept Manufactured Installed Certificate (MIC) v
DNS
Bosrloaded AU Accept Local Significant Certificate (LSC) i
P TACACS + Authorize MIC APs against auth-list or AAA v I
LDAP
Authonze LSC APs against auth-list
AP Authorization List Entries 1:-50f5
= Search by MAC Search
b Local EAP
Advanced EAP MAC address [ Serial Number Certificate Type SHA1 Key Hash
» Priority Ord 4c:77:6d:9e:61:62 MIC 8
riori rder
L) 70:d3:79:26:39:68 MIC 2
b Cestificate 88:10:31: 7e:€0:38 MIC B
b Access Control Lists fa:dbiedi43icib2 MIC (~]
’ Wireless Protection fe:5b:39:€7:2b:30 MIC
Policies
» Web Auth
F TrustSec

3. luw@d IJs security > RADIUS Authentication oo 9lgod lJpwegse lUyuw9ess (GUI) IUElLos
w9226 IJozdp Jg o RADIUS Authentication Servers (ow9z6. 9§ 030 IJoWdzs Spdud wg s
p2>> MAC. szuod euuo) Idopde S Idubeds 1deedss IJJdluvddss (WLC) eds euslo
MAC Julos 1Uguosd 9ssundol [Js glbp Radius Cluwegslp 1Jpess [Jpezss oul. 03l pop zus
10 luwe IJpuweesp sblud pl op wdasuo B ¢lbe Radius. B o)l
|Jeeld No Delimiter puegsp SO that username sd9y 4c776d9e6162.



Saye Cenfiguration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
RADIUS Authentication Servers Apply New...
Auth Called Station ID Type AP MAC Address:55ID v

Use AES Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

| MAC Delimiter No Delimiter ¥ I
T 1

Lty T

Drow rlon ded AVP

¥ TACACS+ Network Tunnd FYehen

LD&P User Management Proxy , Berver Address(Ipv4/Ipv6) Port IPSec Admin Status
= -] Single Hyphen |
FoculNeE Lsee v il 10.48.39.100 1812 Disabled Enabled
MAC Filtering
= Disabled Clients o i 0.48.39.128 1812 Disabled Enabled
User Login Policies
AP Policies
Password Policies

-

Local EAP
Advanced EAP

Priority Order

Certificate

Access Control Lists

Wireless Protection
Policies

-

Web Auth

v

TrustSec

Local Policies

4. &p lo®) New Jugass ¢lbe RADIUS.

4] I 0 .l i Save Configuration  PFing Logout Refresh
cisco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Security RADIUS Authentication Servers > New <Back | _ Apply |
e A::ﬂﬂ, Server Index (Prisrity) 3 v
» RADIUS Server IP Address(lpva/lpvE) 10.48.39.128
Authentication
Accounting Shared Secret Format ASCIL ¥
.\\ul‘:h Cached Usars SharedSeagt ™ [ewesmens
Faltback
DS Confirm Shared Secret venranee
Downloaded AVP
» TACACS+ Apply Cisco ISE Default settings v
tf::_‘ Mok Apply Cisco ACA Default settings
cal N s
MAC Filtering Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
» Disabled Clients
Usar Login Policies Port Number 1812
;: z-'-‘hfrle::spd - Server Status Enabled ¥
ssword Hicres
b Local EAP Support for CoA Enabled ¥
Advanced EAP Server Timeout 5 seconds
» Priority Order Network User ¥ Enable
» Cortificate Management ¥ Enable
b o aes Contoul Elcks Managemnent Retransmit Timeout 5 seconds
. . Tunne! Proxy Enable
Wireless Protection
Policies PAC Provisioning Enable
b Web Auth IPSec Enable
b TrustSec Cisco ACA Enable

Local Policies

L Heahealls

5. ueds> pedple glbp RADIUS gJs RADIUS Authentication Servers > New (ow926. 030 lJpglpdle
ool uued IJBlb, Server IP Address. Shared Secret. Port Number,9 Server Status. g5 [Jlowole.
168y 999 Apply. Suvegse 03l Idpeeld Cisco ISE J¢le RADIUS pg gogly IP 10.48.39.128.

Ip wodssy Cisco ISE Jogasd APs
in order to pJuo I1J cisco ISE Iy sgad APs. Iue weolz b sop o3l steps:

1. 3p wodsso eoues Idozde I Idubeds IJeedss IJluvddss (WLC) Jgpsd AAA gds
Cisco ISE.
2. luolWs gulasy MAC Judbs Idyuesd Ids Bless Ideslule eds Cisco ISE.
popl: oo Suwolbse Juo ILoe IJ ap {upperimac address Juglb volsé (I-Jqu b,599) I9
Jowegpd (Jded Iduwy 1JEluos op os guslu MAC Isuol) £sy o 03l sebdy lue v sdJdJ
lJIJpé lou yusluwd pobde.



ol Jedsds 1o guuo) Idopde s 1duveds IUppdss 1Udlusddss (WLC) JI syuwd wped
NAS-Port-Type lJos o> plbodul £Js ISE Jpblu$é uus, god puolb @6 guslo MAC (MAB),
Sdipd cgss) o3l Idlz)le.

d9su pdVd wg SV ol 238> 2 Jl subdy MAB Lupd u9g pud3 NAS
loedd |Js Administration > Network device profile 9loule pJd og’)@& zoly 2383, Bp vupIdsy
RADIUS 9o b w99 MAB IJwdds Jbde ugg 1Ug>po=Call-check Jpel 09 p9 oz Os

IJuo9,6. spdod uuwe leshle 12)s po pdd wg s Cisco IJIJlpusds 9JIJo 1JB )6 o 1
wulbdy ywped 'nas-port-type' Juws,) gpd MAB Lwdds.

= Cisco ISE Administration - Network Resources

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description

A
lcon el | Change icon... @
Vendor Cisco

Supported Protocols

RADIUS

TACACS+ ()

TrustSec O

RADIUS Dictionaries
Templates
Expand All / Collapse All
~ Authentication/Authorization

v Flow Type Conditions
Wired MAB detected if the following condition(s) are met
Radius:Service-Type v~ call Check v W —+

od9su guuo) IJoedpe Vs IJgveds [Jpedss IUJlguddss (WLC) Jgposd AAA gJs Cisco ISE

1. IJluedld |Js Administration > Network Resources > Network Devices > Add. wlbo)y LoWz6 ol

lJubveodé 1Jeas56.
2. Vs 030 IJuoWzo: §p wog)HsW guuo) IJoedp Vs IUyveds Idpedss IUJlpwdIso



(WLC) Name,9lzo6 15156 IP Address 9 Radius Authentications Settings p&»J Shared Secret. |31 Jouo
oebb gos bgld gulssy AP MAC Ju sl olsé: Bolds oo [guagsle pJbd s IUzol;
lJeguoue 1J3s wp odysuo gwlodl wadl pu pdd og)sud Cisco IJlve,)los!

ulbith Identity Services Engine Home  » ContextVisibiity  » Operaions  » Policy [EEETISCTEHEREN)

b System  » ldenlity Managernen? = - Mehwork Resources | » Device Portal Management  pwGrid Services  » Feed Sarvice  » Threat Centric NAC
= Metwork Devices  Network Device Groups  Network Device Profles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
@ Network Devices
Network Davicas * Name '“l_CSS'U
Default Device Description [~

Device Security Settings

|_IP Address - "IP | 10.48.71.20 ] 1132
@ IPvi is supported only for TACACS, Al least one IPv4 must be defined when RADIUS is selected

* Device Profile 4% Cisco| » B

* Network Device Group

Location [[ap Set To Default
IPSEC [yg Set To Default
Device Type WLC—Iéb | Set To Default

| » RADIUS Authentication Settings

RADIUS UDP Settings
Pratecel  RADIUS
‘shared Sectel [ | [ Show
coaPon [1700 | [SetToDefauk
RADIUS DTLS Settings
DTLS Requited [ ¢

Shared Secret | radiusidiis i i

3. byl 96 submit.
luolws gugly AP MAC |Js $lesé wslule udbé IJuelss gds Cisco ISE

loo@d |Js Administration > Identity Management > Identities 9 _ol96 culssu MAC |Js $lgsé wslule
uldbé IJyolss.

Iuode IJ ap {upperimac address |Js IJpuwcged Bless pebsle gds IJ cisco ISE (Jzoshs)

lo Jlhsos> qu i 5E>J |J MAB JlwJds 9l o I Swee IJ ap {upperimac address Jpou s e
oo Suob, i SeO o 1JIJpes guslywo pobde.

1. luo@d |Js Administration > Identity Management. ool vew welgd IJs Uoiéb oU io wog JJpd
IJea9) Suvpe wluwetsle luve Ideuvetse JIJps 019, 982w lu sumee IJuog lsu!
luwepsle 2,08 guslo MAC Jowssoe 1Jelzs [Js Tusle ppodds oo iz, loodd
|Js Settings > User Authentication Settings > Password Policy:



';I.'g;t Identity £ 5 Home sibility » Operations » Policy ~ Administration » Work Centers License Waming 4k

¥ System | ~lidentity Management  » Metwork Resources  » Device Portal Management  pxxGrid Services  » Feed Service  » Threat Centric NAC

b Idantities Groups Extarnal Identily Sources  |danlity Source Sequences | - Settings

L
User Cuslom Attribules [

User Authentication Settings

Policy ] Account Disable Policy

Password Policy

Endpoint Purge *  MinmumLength:[3 | characters (Valid Range 4 to 127)
Endpoint Gustom Aftributes Password must not contain:

User name or its characters in reverse order

“cisco” or its characters in reverse order

] This word or its characters in reverse order: |

[ Repeated characters four or more times consecutively
] Dictionary words, their characters in reverse order or their letters replaced with other characters i

= Detfault Dictionary

Custom Dictionary i

ile | Nofile chosen

The newly added custom dictionary file will replace the existing custom dictionary file.

I Password must contain at least one character of each of the selected types: I
L] Lewercase aiphabetic characters

] Uppercase alphabetic characters
[ Numeric characters

[0 Mon-alphanumeric characters
Password Historvy

2. &p luodd lJs Identities > Users 910§ 899 Add. gudpl wlboy LoWdzs lesh IJpuwegs e Sp
CO&SI luwe Idpwegse 99Jp6 1Ue)9) Judlos 1Uso9d 030 Jel 09 09 or.

odese: iuuoé.)p Description SJ9yu [Jgdd JIxeld JJpeé 1Jp,9) vese suwed Jligyl fog',;éé ol
op oErso JIJpé p)9).
Sew o odyy JJeo 1Jey9) s ol eusloy MAC Jodbo 19 o9d. B 03l IJpdl 4c776d9e6162.

cisco  loeniity Services Engine Home » Context Visibility + Operations + Policy + Administration + Work Cenfers License Waming 4k

» System - |dentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Groups  External Identity Sources  Identity Source Sequences  » Seitings

o

Network Access Users List > New Network Access User
Users w Network Access User

Latest Manual Network Scan Resulis

[ rame [amsasesion ]

Status B Enabled +

Email |

* Passwords

Password Type: | internal Usars ¥

Password Re-Enter Password

l * Login Password |ouo«nuu | |u«no.«n | I (;aneraiepasswwd i
|

Enable Password | | [ Generate Password |

 User Information

First Name | |

Last Name | |

* Account Options

Description | pass=4¢776d9e6162 4

Change password on next begin O

» Account Disable Policy

O Disable account i date exceeds | 2010-04-28 {yyyy-rmm-dd)

* User Groups

i 9

_cancel -

i

3. b 9lb 96 Submit.
OTAS> PRPIES Log

1. cepolz IJs g8 Policy set Jpblo§6 bdow 1Upuol396 1U9hs pu guuoy Idoede B



IJuvods Ipedss IUJlpudIdss (WLC). Iadl wd9p woule iyl wldloodld

|Jss Policy > Policy Elements > Conditions: 9luile iyl 238> Jpbolw 86 0988 euuo) Idozdp BOs
lJuveds ldpedso IJJlgudIdss (WLC) s o3l IJpeld 'LAB_WLC' 9 Radius:Service-

Type Equals Call Check 9lJ3s suwwedp Jpueolb9é Mac. ool sywpes IJuiu, b '"AP_AUTH'.

‘oseb’ Igentity Services Engine

Folicy Sets Frofiling Posture

Dictionaries J = Conditions » Results

Library Conditions

Smart Conditions
Time and Date
Profiling

¢ Posture
= Network Conditions

Endstation Network Conditions
Device Network Conditions

Device Port Network Conditions

2. byl 96 save.

Home ¥ Conbext Visibility » Operations » Administration + Work Cenlers License Waming 4

Client Provisioning § ~ Policy Elements

Library Editor

Radius- Service-Type

Equals v Call Check - m

S

Mew AND OR

Catalyst_Switch_Local_Web_Authe Set 1o''Is not' Duplicate =TS '
ntication

3. &p Yp wluynle g5 Allowed Protocols Service JJge9d £Js puol> 96 AP. olds ou leoshd
9,9l Allow PAP/ASCII:

bl \gentity Services Engine

Policy Sets  Profiling  Posture

Home + Content Visibility » Operations » Administration + Work Centars License Waming 4

Client Provisioning | ~ Policy Elements

Dictionaries  » Conditions = Rasults

- Authentication

Allowed Protocols

+ Authorization

¢ Profiling

» Posture

+ Client Provisioning

Allowed Profocels Senices List » AP_authentication

Allowed Protocols

Name | ap authentication

Description

 Allowed Protocols

Authentication Bypass

O Process Host Lookup

Al ation Protocols
& atiow PAPASCI

O asiow crap

O avow ms-cHapy1

O Atiow Ms-CHAPY2

O atlow EAP-MDS
y O Atowesap-TLs

O atiow LEAP

» O anowpPear

4. ia\:{) IJg>p0 IJos wp logblgol puwe @l O Allowed Protocols/Server Sequence.
GIYUMSE View 9Lz o Authentication Policy > Use > Internal Users J>JJ 3|y ISE Swew IdDBLlgds J
|J username/JJpeé pu |J ap.



nalse

‘asco  loenlity Services Engine Home » Context Visibiity » Operations » Administration » Work Canters License Waming 4

Policy Sets | Profiling  Posture  Clent Provisioning  » Policy Elements

Policy Sets
+ Status  Policy Set Name Description Conditions Allowed Prolocols / Server Sequence Hits  Actions View
@  PolcyaaPsAuth | AP_authentication R I 19 te B
rd @ Detautt Default policy set Default Network Access v 591 Ee ] >

thtlie identity Services Engine Home  » Context Visibiity + Operations » Administration » Work Cenlers License Warning 4

Policy Sats Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets = Policy4APsAuth @ @

Status  Policy Set Name Description Conditicns Allowed Protocols f Server Sequence Hits

@ | Poicysapsautn B  ap_sun | AP_authentication - I 19

w Authentication Policy (1)

+ Status  Rule Name Conditions Use Hits  Actions
| intermal Lisers el I
F4 @ Detautt 19 o
¥ Options

¥ Authorization Policy - Local Exceplions
2 Authorization Folicy - Global Exceptions

¥ Authorization Policy (1)

5. b 9b 96 save.

IJozdd pu lduoes

in order to 539w 03l wubIsd: seulz lue v syub IJ ap pg {upperimac address
4c:77:6d:9e:61:62 s |Jv o ds 9ld bl . : )
v gs e debug capwap events/errors enable 9 debug aaa all enable |0, in order to lugjo o3l

Jol 09 p9 02 pu wuoese IJigble. |IJWLC o0 eds IJ ap {upperimac address |Js |J RADIUS
olbd 10.48.39.128. 9lJglbp wze Vs p2b 80 IUAP. &p sop ouwesd uldbo IJy o9 pg 9256
IJoede.

pdlebé: oo 0 dJ weo IJowss Vs lduleg IJs Iduvb) IJolus vuvow 3893 Idpuwlzs.

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Join Request from 192.168.79.151:5248

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51: 4e: c0 using already all oced index 437
*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Unable to get Ap nbde in Join request

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Allocate database entry for AP
192. 168. 79. 151: 5248, already all ocated index 437



*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 AP All ocate request at index 437 (reserved)
*spamApTask4: Feb 27 14:58:07.566: 24:7e:12:19:41:ef Deleting AP entry 192.168. 79. 151: 5248 from
t empor ary dat abase.

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO AP group received default-group is found in
ap group configured in wec.

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO Droppi ng request or response packet to AP
:192.168. 79. 151 (5248) by Controller: 10.48.71.20 (5246), message Capwap_w p_event _response,
state Capwap_no_state

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO Message type Capwap_wt p_event _response is
not allowed to send in state Capwap_no_state for AP 192.168.79. 151

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 In AAA state 'Idle' for AP
70:69:5a:51:4e:c0
*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a: 51: 4e: cO0 Join Request fail ed!

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 State nmachine handler: Failed to process
nmeg type = 3 state = 0 from 192. 168. 79. 151: 5248

*spamApTask4: Feb 27 14:58:07.566: 24:7e:12:19:41:ef Failed to parse CAPWAP packet from
192. 168. 79. 151: 5248

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Normal Response code for AAA
Authentication : -9

*aaaQueueReader: Feb 27 14:58:07.566: ReProcessAuthentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 14:58:07.566: Authenticati onRequest: O0x7f01b404f 0f 8

*aaaQueueReader: Feb 27 14:58:07.566: Callback........... ... .. . . . . .. Oxd6cef 02166

*aaaQueueReader: Feb 27 14:58:07.566: protocol Type. ... ... ... ... ... 0x40000001

*aaaQueueReader: Feb 27 14:58:07.566:
proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 14:58:07.566: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 14:58:07.566: AVP[02] Call ed-Station-
Id. ..o 70: 69: 5a: 51: 4e: c0 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[03] Calling-Station-
Id. ..o 4c: 77:6d:9e: 61: 62 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[04] Nas-
Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[05] Nas-Ip-
Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[06] NAS-Identifier......... ... ... ... ......... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)
*aaaQueueReader: Feb 27 14:58:07.566: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 radi usServer Fal | backPassi veSt at eUpdat e:
RADIUS server is ready 10.48.39.128 port 1812 index 1 active 1

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 NAl -Real m not enabled on Wan, radius
servers will be selected as usual



*aaaQueueReader :

Feb 27 14:58:07. 566:

70: 69: 5a: 51: 4e

c0 Found the radius server 10. 48. 39. 128

fromthe gl obal server I|ist

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Send Radi us Auth Request with pktld: 185
into qid: 0 of server at index:1

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51:4e: c0 Sendi ng the packet to v4 host

10. 48. 39. 128: 1812 of length 130

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e: cO Successful transmission of
Authentication Packet (pktId 185) to 10.48.39.128:1812 from server queue O, proxy state

70: 69: 5a: 51: 4e: c0-00: 00

*aaaQueueReader: Feb 27 14:58:07.566: 00000000: 01 b9 00 82 d9 c2 ef 27 f1 bb e4 9f a8 88 5a 6d
....... ... Zm

*aaaQueueReader: Feb 27 14:58:07.566: 00000010: 4b 38 la a6 01 Oe 34 63 37 37 36 64 39 65 36 31
K8....4c776d9e61

*aaaQueueReader: Feb 27 14:58:07.566: 00000020: 36 32 l1le 13 37 30 3a 36 39 3a 35 61 3a 35 31 3a
62..70:69: 5a: 51:

*aaaQueueReader: Feb 27 14:58:07.566: 00000030: 34 65 3a 63 30 1f 13 34 63 3a 37 37 3a 36 64 3a
4e: c0..4c: 77: 6d:

*aaaQueueReader: Feb 27 14:58:07.566: 00000040: 39 65 3a 36 31 3a 36 32 05 06 00 00 00 01 04 06
9e:61:62........

*aaaQueueReader: Feb 27 14:58:07.566: 00000050: Oa 30 47 14 20 04 6e 6f 02 12 54 46 96 61 2a 38
.0G ..no..TF. a*8

*aaaQueueReader: Feb 27 14:58:07.566: 00000060: 5a 57 22 5b 41 c8 13 61 97 6¢c 06 06 00 00 00 Oa
ZW[A .a.l......

*aaaQueueReader: Feb 27 14:58:07.566: 00000080: 15 f9 ..

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 User entry not found in the Local FileDB
for the client.

*radi usTransport Thread: Feb 27 14:58:07.587: Vendor Specif Radius Attribute(code=26, avp_|l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 *** Counted VSA 150994944 AVP of
length 28, code 1 atrlen 22)

*radi usTransport Thread: Feb 27 14:58:07.588: Vendor Specif Radius Attribute(code=26, avp_l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 AVP: Vendorld: 9, vendorType: 1,
vendor Len: 22

*radi usTransport Thread: Feb 27 14:58:07.588: 00000000: 70 72 6f 66 69 6¢c 65 2d 6e 61 6d 65 3d 55
6e 6b profil e-nane=Unk

*radi usTransport Thread: Feb 27 14:58:07.588: 00000010: 6e 6f 77 6e nown

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 Processed VSA 9, type 1, raw
bytes 22, copied 0 bytes

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69:5a:51:4e:c0 Access-Accept received from
RADIUS server 10.48.39.128 (qid:0) with port:1812, pktld: 185

*radi usTransport Thread: Feb 27 14:58:07.588: Radi usl ndexSet (1), |ndex(1)

*radi usTransport Thread: Feb 27 14:58:07.588: structureSize......... ... ... . 432
*radi usTransport Thread: Feb 27 14:58:07.588:

protocol Used. . ...... ... .. . . 0x00000001

*radi usTransport Thread: Feb 27 14:58:07.588:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*radi usTransport Thread: Feb 27 14:58:07.588: Packet contains 4 AVPs:

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[01] User-

Nafe..oooeeeeesesescasoescscascsoscas 4c776d49e6162 (12 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[02]

State. ... Reaut hSessi on: 0a302780bNEx79SKI FosJ2i oAm YNO Re2i DSY3dr
cFsHuYpChs (65 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[03]

ClassS. .o DATA (83 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[04] Message-



Aut hent i cat or
*spamApTaskO:
*spamApTaskO:
*spamApTaskO:
*spamApTaskO:
*spamApTaskO:
79

*spamApTaskO:

*spamApTaskO:

Feb

Feb

Feb

Feb

Feb

Feb

Feb

27

27

27

27

27

27

27

14:

14:

14:

14:

14:

14:

14:

58:

58:

58:

58:

58:

58:

58:

07.

07.

07.

07.

07.

07.

07.

588:

588:

588:

588:

588:

588:

588:

70:

00:

00:

00:

70:

70:

70:

69:

00:

00:

00:

69:

69:

69:

5a: 51:

00: 00:

00: 00:

00: 00:

5a: 51:

5a: 51:

5a:51:

lweduld IJizble 9] oJlzol

DATA (16 bytes)

4e:
00:
00:
00:
4e:

4e:

de:

cO

00

00

00

cO

cO

c0

Joi n Version:

apType = 54 apModel :

= 134770432

Al R- AP4800- E- K

apType: Ox36 bundl eApl mageVer: 8.8.111.0
version: 8 release: 8 maint: 111 build: 0

Join resp: CAPWAP Maxi mnum Msg el enent | en

Joi n Response sent to 0.0.0.0:5248

CAPWAP State:

Iowegse 030 1Jigle, Jlpwed vl igble IJodssy sluadlzol:

- debug capwap events enable—o 9SG w02 ST itblc ia)kb LWAPP

Join

- debug capwap packet enable—oJ9 Sy WLOZSE i'a]ols: ooue zip LWAPP

- debug capwap errors enable—oJ9SG L uoE ST i'a]olc 2iped LWAPP
- debug aaa all enable—oJ9 SO U LORST iabh: zpse ouwlisd AAA
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09 p92z IS 03l lJpuwows. sgww) ISE puol> 96 gu9lu MAC gs) Loldes 3l Je wblod pdud

o MAB IJgwdIsINJIlgwdIs: 9ldss gsobJ_y wubdd lVu,)lios Jups u9g pud> NAS
lJos Jl swpe huwldol wsluwbs guuo) Idoede WS Iduveds IJpedss IUJlgwdIdss (WLC).
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