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U9 Sl dasB g>, Wl 03D (9 (WLC) Sl dyxall dSuidl L5 aSxidl_uaic _J| paimal) aipgSs
(WLC) aSLuwM ddxall aSuidl (5 aSxidl_uaie _JI (ACL User1) Jguog)!

[ Cisco Aironet Deskiop Utility - Current Profile: Office-TSWEB
fiction - Options  Help

s

*:

i+

i

1 paziuall _le 038 (ACL) Jsogll (9 aSxill daild subas; aSluwMI dyxall dSaidl L6 aSxill 63>9 pois



slez sl Ll Guds (asd 172.16.1.100 poll I Jswosll Ll o8 Usert ol 13 JuasVl Lis| 2,3 ios,
3

D:\Documents and Settings\Administrator>ping 172.16.1.100
:Pinging 172.16.1.100 with 32 bytes of data

Reply from 172.16.1.100: bytes=32 time=3ms TTL=255
Reply from 172.16.1.100: bytes=32 time=lms TTL=255
Reply from 172.16.1.100: bytes=32 time=lms TTL=255
Reply from 172.16.1.100: bytes=32 time=lms TTL=255

:Ping statistics for 172.16.1.100

, (Packets: Sent = 4, Received = 4, Lost = 0 (0% loss
:Approximate round trip times in milli-seconds

Minimum = 1lms, Maximum = 3ms, Average = lms

D:\Documents and Settings\Administrator>ping 172.16.1.50
:Pinging 172.16.1.50 with 32 bytes of data

.Request timed out

.Request timed out

.Request timed out

.Request timed out

:Ping statistics for 172.16.1.50
, (Packets: Sent = 4, Received = 0, Lost = 4 (100% loss

85Laall 2ic RADIUS o315 g2, (WLAN) &SLlwM| dlxall dSuidl _J| Jowosll User2 Jolx, Loxie  Jially
(WLC) aSLuwMI dgxall aSpinll (9 aSxil_paic _JI ACL2 pasimo (axUll

Enter Wireless Metwork Password




LEAP Authentication Status

Card Name: Cizco Aironet 802,11 aa‘b.-’ g Wieless Adapter
F'rI:IfI|E-' Hame: EFffln:e TSWED

......

Steps
1. Starting LEAP Authentication
2 Ehacking Link Status

S At

4 Detectlng P Frame T_I.Jpe
5. Finding Domain Contraller

2 pasiall Lle 033 (ACL) Jswogll (3 pSxill daild gy aiSLuMl dylxall il (S pSxill 6359 pods
slez sl Ll Guds 1asd 172.16.1.50 ol I Jswosll e 5516 User2 ol 13 Jlasdl ,Lis| 21,31 zios,

D:\Documents and Settings\Administrator>ping 172.

:Pinging 172.16.1.50 with 32 byt

Reply from 172.16.1.50:
Reply from 172.16.1.50:
Reply from 172.16.1.50:
Reply from 172.16.1.50:

, (Packets: Sent = 4,

:Ping statistics for 1
Received = 4, Lost = 0 (

gy

16.1.50

es of data

bytes=32 time=3ms TTL=
bytes=32 time=18ms TTL=
bytes=32 time=1lms TTL=
bytes=32 time=1lms TTL=

255
255
255
255

72.16.1.50

% loss

:Approximate round trip times in milli-seconds

Minimum = 1lms,

Maximum = 18ms, Average

= Sms

D:\Documents and Settings\Administrator>ping 172.16.1.100

:Pinging 172.16.1.100 with 32 bytes of data

.Request
.Request
.Request
.Request

timed
timed
timed
timed

:Ping statistics for 172.16.1.
, (Packets: Sent = 4, Received = 0, Lost = 4 (100%

loss

out
out
out
out

100

le>Nolg cllas VI BLiSiwl

LMool (oSl eliaz] BlisSiwY lgolaziwl liSay ologles puwill 13D 9,

ellas] BlisiwY 0i® clasVl qazuas o9l plasiuw] Loyl cliSey (@SLwMI dlzoll aSuidl L9 aSxill a9 e
le>Nolg AAA a85lao



Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

AAA il guo> cllas] zaouas JSuiu—debug aaa all enable -
dot1x loy, JsJ debug Jl ,Sas —enable lao,, debug dot1x -

SluwWI Jrosll clas] azuas oiSoi—<MAC Address> Jsasell cllasi apuas -

ol debug aaa all enable JI ;0 Jlo i®

i Ll 3948 oy Ll ol | 2slll 9 seidl Loy Jas p tddasNe

Thu Aug 16 14:42:54 2007: AuthenticationRequest: 0xblabl04

Thu Aug 16 14:42:54 2007: Callback..........oo.... 0x85ed228
Thu Aug 16 14:42:54 2007: protocolType............ 0x00140001
Thu Aug 16 14:42:54 2007: proxyState.............. 00:40:96:AF:3E:93-03:01

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

(Thu Aug 16 14:42:54 2007: Packet contains 16 AVPs (not shown
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93
Successful transmission of Authentication Packet

id 1) to 10.77.244.196:1812, proxy state 00:40:96:af:3e:93-00:00)
42

54 2007: 00000000: 01 01 00 dO 2d 34 £f5 99 b4 19 27 28 eb 5f 35 9c
TN B

54 2007: 00000010: 8f a9 00 dd 01 07 75 73 65 72 31 1f 13 30 30 2d
userl..00-......

54 2007: 00000020: 34 30 2d 39 36 2d 41 46 2d 33 45 2d 39 33 1le 20
..40-96-AF-3E-93

54 2007: 00000030: 30 30 2d 30 42 2d 38 35 2d 35 42 2d 46 42 2d 44
00-0B-85-5B-FB-D

54 2007: 00000040: 30 3a 4f 66 66 69 63 65 2d 54 53 57 45 42 05 06
..0ffice-TSWEB:0

54 2007: 00000050: 00 00 00 01 04 06 0a 4d £f4 d2 20 05 77 6c 63 la

MoLLoowleo ool

:54 2007: 00000060: Oc 00 OO 37 63 01 06 00O 00 00 01 06 06 00 00 0O
........... Tc. ..

54 2007: 00000070: 02 Oc 06 00 00 05 14 34 06 00 00 00 13 40 06 00
JR C S

54 2007: 00000080: 00 OO0 0d 41 06 00 00 00 06 51 04 32 30 4f 27 02
'AL.. .. Q.200...

54 2007: 00000090: 01 00 25 11 01 00 18 1d 87 9d Ob f9 dd e5 39 0d
9. i %..

:54 2007: 000000a0: 2e 82 eb 17 c6 23 b7 96 dc c3 55 ff 7c 51 4e 75

U.|ONu....#.....

54 2007: 000000b0O: 73 65 72 31 18 Oa 53 56 43 3d 30 2e 31 3b 50 12
.serl..sSvC=0.1;P

54 2007: 000000c0: la d5 3b 35 5e 93 11 c0 c6 2f 5e f5 65 e9 3e 2d

-<.e.™/...."5;..

54 2007: 00000000: Ob 01 00 36 8c 31 6a b4 27 e6 d4 0e 1b 8e 5d 19
P PR '.6.17. ..

54 2007: 00000010: 60 1c c2 16 4f 06 03 01 00 04 18 0a 53 56 43 3d
=0....... SVC.

54 2007: 00000020: 30 2e 31 3b 50 12 6¢c fb 90 ec 48 9b fb d7 ce ca
..... P.1...H;0.1
....Thu Aug 16 14:42:54 2007: 00000030: 3b 64 93 10 fe 09 ;d

Thu Aug 16 14:42:54 2007: ****Enter processIncomingMessages: response code=11

Thu Aug 16 14:42:54 2007: ****Enter processRadiusResponse: response code=11

Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93
Access-Challenge received from RADIUS server

for mobile 00:40:96:af:3e:93 receivelId = 3 10.77.244.196
Thu Aug 16 14:42:54 2007: AuthorizationResponse: 0x9c27800

Thu Aug 16 14:42:54 2007: structureSize............ 104

Thu Aug 16 14:42:54 2007: resultCode............... 255

Thu Aug 16 14:42:54 2007: protocolUsed............ 0x00000001
............... Thu Aug 16 14:42:54 2007: proxyState

AF:3E:93-03:01:00:40:96

(Thu Aug 16 14:42:54 2007: Packet contains 3 AVPs (not shown



Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu

Thu Aug 16 14:42:54 2007: AuthenticationRequest:

Thu Aug 16 14:42:54 2007:
Thu Aug 16 14:42:54 2007:

(Thu Aug 16 14:42:54 2007:

protocolType
Thu Aug 16 14:42:54 2007:

Callback

Packet contains 16 AVPs
Thu Aug 16 14:42:54 2007:

Oxblabl04

........... 0x85ed228
.......... 0x00140001

AF:3E:93-03:02:00:40:96

00:40:96:af:3e:

proxyState

(not shown

93

,Successful transmission of Authentication Packet (id 2) to 10.77.244.196:1812

Aug 16 14:42:54 2007:

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

Aug

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

16

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

14:

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

42

Thu Aug 16

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

54

14:

proxy state 00:

: 01 02 00 cO 38 b6 b2 20

00000000
2007: 00000010: cf f£5
2007: 00000020: 34 30
2007: 00000030: 30 30
2007: 00000040: 30 3a
2007: 00000050: 00 00
2007: 00000060: Oc 00
2007: 00000070: 02 Oc
2007: 00000080: 00 00
2007: 00000090: 01 0O
2007: 000000a0: 73 65
2007: 000000b0: 05 ba
2007: 00000000: 02 02
2007: 00000010: 33 6d
2007: 00000020: 11 01
2007: 00000030: 42 ad
2007: 00000040: 31 1la
2007: 00000050: 73 73
2007: 00000060: db 1c
2007: 00000070: 2c 3b
2007: 00000080: 00 09
2007: 00000090: 70 65
2007: 000000a0: 63 06
2007: 000000b0: 2f 39
42:54 2007: 000000cO:

Thu Aug 16 14:42:54 2007:

****Enter processIncomingMessages:
Thu Aug 16 14:42:54 2007:

93

2d

2d

4f

00

00

06

0d

15

72

6b

00

93

00

20

3b

69

29

65

01

3d

07

2f

09

4b

39

30

66

01

37

00

41

11

31

af

ce

21

18

ac

00

6f

Te

49

19

65

55

61

99

01

36

42

66

04

63

00

06

01

18

fe

c9

08

eb

84

00

6e

40

3e

61

61

73

34

7d

07 75 73

2d

2d

69

06

01

05

00

00

Oa

ad

3d

06

e5

33

00

2d

8a

44

75

70

65

64

74 89 ad af e5

41

38

63

Oa

06

14

00

08

53

b0

5d

ff

31

9f

09

6b

b8

ct

74

2d

72

66

46

35

65

4d

00

3d

00

0f

56

dl

c8

£f

le

87

01

65

93

Te

68

6C

31

34

£f

65

2d

2d

2d

f4

00

06

06

14

43

a2

6C

£f

33

ca

35

79

69

95

2d

65

19

64

****Enter processRadiusResponse:
Thu Aug 16 14:42:54 2007:

40:96:af:3e:93-00:

5b £2 16 64 df 02
d..a..]....8....

72 31 1f 13 30 30
K..Userl..00-...

33 45 2d 39 33 le
..40-96-AF-3E-93

35 42 2d 46 42 2d
00-0B-85-5B-FB-D

54 53 57 45 42 05
..0ffice:0

d2 20 05 77 6c 63
M..o.o.wle. ...

00 01 06 06 00 00

05 65 1b 28 61 c9
e.(a. U
3d 30 2e 31 3b 50
.serl..SVC=0.1;P
94 £8 39 80 ca 3c
Suoukeo oo 9..
07 8e fb 58 84 8
PR D G
£ff 4f 27 02 01 00

o\
w
=1

(@]

b5 4e 69 90 e7 84

oe
=4
-
[
w

dc c¢9 b3 75 73 65
B....3...... user
6c 65 61 70 3a 73
S5leap:se..... ;.1
3d 29 80 1d 2c¢ 1lc
., ..(=ssion-key
2a 55 d2 e5 46 89
LLIFULLFLLLe~ (..
29 47 54 l1a 1f 00
....eI>D.~.)GT;,
61 6c 67 6f 2d 74
auth-algo-ty....
61 70 la 0d 00 00
pe=eap-leap....7
14 43 41 43 53 3a
c..Userl..CACS:0
32 2f 31 50 12 9a
ad4df4d2/1P..q/9/
c8 bl 71 94 97

00:40:96:af:3e:

00
61

2d

20

44

06

la

00

00

01

75

12

96

fe6

25

25

72

65

85

8b

00

79

37

30

71

dl

response code=2
response code=2

93

Access-Accept received from RADIUS server
for mobile 00:40:96:af:3e:93 receiveId

=3 10.77.244.196



Thu Aug 16 14:42:54 2007: AuthorizationResponse: 0x9c¢c27800

Thu Aug 16 14:42:54 2007: structureSize............ 236
Thu Aug 16 14:42:54 2007: resultCode............... 0
Thu Aug 16 14:42:54 2007: protocolUsed............. 0x0
0000001

:Thu Aug 16 14:42:54 2007: proxyState............... 00

AF:3E:93-03:02:40:96
:Thu Aug 16 14:42:54 2007: Packet contains 6 AVPs

(Thu Aug 16 14:42:54 2007: AVP[01l] Framed-IP-AddresSS.......... Oxffffffff (-1
(bytes 4)

(Thu Aug 16 14:42:54 2007: AVP[02] EAP-MESSaAge€. .« e eeeuunnnnn. DATA (37 bytes

(Thu Aug 16 14:42:54 2007: AVP[03] Cisco / LEAP-Session-Key...DATA (16 bytes

(Thu Aug 16 14:42:54 2007: AVP[04] Airespace / ACL-Name....... Userl (5 bytes

Thu Aug 16 14:42:54 2007: AVP[05] ClassS. ... iienenenenn.. CACS:0/9/a4df4d2/1
(bytes 18)

(Thu Aug 16 14:42:54 2007: AVP[06] Message-Authenticator...... DATA (16 bytes

Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93 Applying new AAA override
for station 00:40:96:af:3e:93
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93 Override values
for station 00:40:96:af:3e:93
source: 4, valid bits: 0x400
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1

dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
, """ :vlanIfName
aclName:Userl
Thu Aug 16 14:42:54 2007: 00:40:96:af:3e:93
Inserting new RADIUS override into chain for station 00:40:96:af:3e:93

a93Las paziws WLAN o8 (0 sl e 9 =il show wilan summacry)a‘xll U0 dc9020 pladiw| ciSay
LgiS> Lo pii (eMa=ll) MAC ¢9lic sl s,i show client summary oVl o ,e cliSas @i .RADIUS o515
oY9lxo 9l wV9lxes 4oy Cisco Secure ACS go 138 lay) Loyl diSay \WLAN RADIUS ol e 2l
Jw dlils

JSin eSS glawa) (SwY Jwae plaziwl (ACL) Jgogll (8 oSl dasld o lygSs Lzt Cisco _uogs
aosld (w9 daxawo e (ACL) Jgwog)l (9 paSxill pilgd (0 (g8 auo JSuin Joadl (9 wlind I';.! S W)
A8zl 6159 ag2l9 e (ACL) Jswosll (9 aSill aild wliuss Bubs o Baxdly Jswosll L9 pSxll

:ellSis e8> in order to el Lo e 138 cloasiwl Loyl gulaiuwy el
pasil @S2l 839 o lgusSs ps il (ACL) Jsuogll 8 aSoxill wiled o) — show acl summary -

.show acl summary 0V
o b s

Cisco Controller) >show acl summary)

ACL Name Applied
Userl Yes
User?2 Yes

pilgd Jo> i wlogles o, — <ACL_Name> abuaisll (ACL) Jgosll b Sl dals g -
Shawdl Jl zsWl U3 el sasy Jas ps rdasNe: o Ll Lowd. leieSs a5 (il (ACL) Jswogll (9 pSill
i Lusall 398w LW

Cisco Controller) >show acl detailed Userl



Source Destination
Source Port Dest Port

I Dir IP Address/Netmask IP Address/Netmask
Prot Range Range DSCP Action
In 172.16.0.0/255.255.0.0 172.16.1.100/255.255.255.255 1
Any 0-65535 0-65535 Any Permit
out 172.16.1.100/255.255.255.255 172.16.0.0/255.255.0.0 2
Any 0-65535 0-65535 Any Permit

Cisco Controller) >show acl detailed User2)

Source Destination
Source Port Dest Port
I Dir IP Address/Netmask IP Address/Netmask
Prot Range Range DSCP Action
In 172.16.0.0/255.255.0.0 172.16.1.50/255.255.255.255 1
Any 0-65535 0-65535 Any Permit
Oout 172.16.1.50/255.255.255.255 172.16.0.0/255.255.0.0 2
Any 0-65535 0-65535 Any Permit

Sl Jsaz)l Jo> duais wlosles Lo ,2; - <Jsazlly Lols)l MAC Address> Jsasll Juolss ,lgh) -

le>Nolg oMol OLiSEw] & luals

LS iy Qi-.é_,]o 38 closiwl

Hass 5l slaziwdl g9 (9 Luls i A>3 RADIUS pols ol oSl 6259 (0§82 -

S LW ddall i) douial] daslall o RADIUS o35 i3] @ 3] law 3a5 (oSl 8259 e -
(WLAN) (SSID)

a0 o Gaxilly (Sl Juasll (o d85laall Llla) RADIUS 0315 dli o (82 -

o9 @>lio ,yladl 0i@9 .l plall ACS pols e dlislall w¥9lally B,y 505 a3 il ddsbasll oo §a -
ACS ool e daisVlg il bl

do old Olegleo

alioVlg 5922119 aclgall :aSLwMI ddall dSuidl S pSxill Sla>g Jle Jawogll S aSxll pilgd -
S LWl duxall @Suid] a8 82>9 _Je ACL (oS5 e ,Jlio -

(WLC) aSLwMI LAN aSubs _§ aSxil ola>gs 839 jall MAC dias JoloC (e85 e Jlo -

5.2 )laoYl (CiSCO (0 aSLwMI LAN S oS35 8329 0S5 > -

Cisco Systems - olaiiwally il acall -
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