od9su 9236 IJogYe s IJyb,Jo IJpeJsd
(LAN) IJJlgedIs6 90 §bs 1Jsuo9d WO IUsoe
Lightweight 1Jl_wl_wu.s

lJpzo9sle

| Jp, 9506

lJpobJole |l wlw s

lJoedoule | P 0

JlobJlzle

|Jo2,.6.8 o0 | 6
| wod, wldd 1Jizble ol o1zl
NS

JI u)lL_QF 9?.)0 Uu?dp ey £09ly AP Manaqer IP

o J9ole 3l 00

lJp 9500

S ol IJPU».;_',Q3 tbole lJodsso Jouwesd uldbs 1Us o9 u_'9§ lJ9o¢ Lightweight |Js
£ 1Jczdp B 1 ds 1 pzdss 10Jlgeddss (WLC) slJeyigsd IJlusluus Joiwds
LWAPP IJJlvJIsé.

IJpobdule IUIguluss

IJeobJole

o900 Cisco Ly oday Jssd pe,ds Lldpsl ose IJeldss:
- pE)I96 Euuluu.__sé vodssu uldlb 1Jguosd Vs IUsog Lightweight 9 Cisco WLCs.
c pEy96 1wl wss wu9osdsd Llbs Is osd B IUs og Lightweight (LWAPP).

ro&u.éé oJdsy 'abro‘DHCP thes _9/|_9 ebhp luwpe IJpzld (DNS).
- pe)y96 IJodssy IJluwlwss Jeesdle Cisco.

lJpedsule IJpuuegspd



oo Idegdsple 1Uslss B 03l ldpuwews 1Us luoshle IUuslez sldedsole 1Jelss 1Joldss:

- uldbs 1Ugoed W IUguog Lightweight oo yudvdo Cisco Aironet 1232AG

- 9230 ldopdp Vs Iduveds 1pedss IUJlgvdIdso (WLC) ey Cisco 4402 Series IJos ogved
lJo,olpe IJolow 5.2.178.0

- ¢ Microsoft Windows Server 2003 Enterprise DHCP

S€pd 03l ouvdsd pe i@ Té) cisco WLC _9Ls 2SO 95U ap.

Up |uu.u|c IJP&JSP'U Ugl_,.)o u_95 o.)l |Jrouuuu.) ,Du IJIE_oJo I._Jpgag.w ds usso pE_deo z_luoo

IJlebdlzle

olee luobdlizle odpsele Cisco ldo9oussé Jdguesd eds 036 pu ldpedsple 29d luobdlzle
Upu.uoo.)lo.

pEJ9plS Iwlwsd

JIs woedo guuo Idoede B 1dubods 1ppdss 1dJlguddss (WLC) po Ishs 0 3kbé
IJsuo9d W IJsag Lightweight (LAP). szw o wdogvd 0 8bs 1Usosd Bs Idysoe
Lightweight 9236 Idczdpe sldouvesd Cluveesle euues dogde OSs IduveJs Idpedsé
IJJluwddsé (WLC). ould boys596 pgodws Iy IJ{uppertlap suvwged in order to ldo jode 1J
WLC. lede Jegdsps uduost &Js peods b)asao U{upper}lap su»uepJ o sowed s 1
WLCs. ¢

Suess 03l 98886 IJoudsd steps seolz lu suwed IH{upperlap |Js 1J WLC sdiguluus gpdsd
00 |J LWAPP Jl wJds Givods.

IJodssu

oU IC.J ouvesd udlb IJyuoed s IUgoe Lightweight |Js oo Idozde R lJuvoJdo
IJpeJsé 1JJluudIdss (WLC) sdJouivésd IUluvluws Juvwds LWAPP 1IJJIoeJIsé. 1]
IJgbsle 1Jeldse:

1. Jly J>sd ¢gbpe DHCP 929> zos spdu Juldlb 1dsuosd (APS) [Jouwle guslo
Jvwdo.pdlebo: swp luwegsle IJgsh 43 131 Jlue odlb 1J9uo9d 092956 VS Lo
O)ES6 pEwdu9o.

2. 9p LISy EC lJopde Os v ds | so 1JJI Jsoé (WLC sé

ol

4 d,o_MgMMﬂJ_(_)

5. G wouwzsd wdlb 1JsLos] B I og Lightweight [Us szl IJozde B 1ubods
lJezdse IJJlgwddss (WLCs).

pdlzbé: iwo'a_>p 116 wze 1isley JJzuo9d £Js 058 pu ldpedsple 29d 1Jisle,
lJpuwegs06 BOs 03l IJowp.



https://www.cisco.com/c/ar_ae/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/ar_ae/support/docs/wireless/5500-series-wireless-controllers/119286-lap-notjoin-wlc-tshoot.html#backinfo
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html#basic
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html#basic
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html#wlc
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/69719-wlc-lwap-config.html#aps
https://tools.cisco.com/Support/CLILookup/cltSearchAction.do
https://tools.cisco.com/Support/CLILookup/cltSearchAction.do

pdlebo: Jl suwobse 1Usuo9d IUs IJis9le sldpedyple IUsIgdss [Jl Jpuwegses Cisco
IJeuvedsu.

lbuwe IJegbsbs JJuvwds
Suwwgde 03l Idpuwews lesh Idgveds IJolds:

odosu guues Idoedp Vs Iduveds 1Upedss IJdlgwddss (WLC) JJouiésd
IJigolwes

el ©89p 9256 IJwpdp wldwposs Vs leshle IJpuoug UVl Loso S89e IJesulee
IJUuos .J.Ju,oos) vougwesd pelde ldodssu 9ldss sbdy pu ldpovw lesble IJUJ_9L5U
|.J|_9.J.50 SueYd o3l Idlg)le Jsdso luwesle pelde IJodossy eds 9lgod yub, |J|_9|roJ (CLI)
Jdbeld lesble IJodysy IJ'SLJLSO

odlebs: olds pu Bopd JIsdsé wdosy glspe DHCP ¢l)zs o/io DNS.

lopw o3l steps in order to vdJe 1J WLC JJg pdss 1wl uwss:

1. 8o wesuosd IJdpusse 1glue wd w9236 Ieede B Iubeds 1eedess IJlvdJss
(WLC) Clgweesle Jod ouwduwds JJpsse DB-9 1JBLE.

2. Vo eduwd gpd pelds byus wluwedgsle IJlgshble 1Joldss:9600 L1958 gesle wo
wslolowo [s8lud slzscdl wpleddl sz QCd@ WOS w9 IJi@_o_jc's

3. e Idpbldes: guzd 1Usg9d 1Us 9lzos ywbo, 1JI9le) 1Jo8uos, username isadmin.
lJosues) JJdes admin .

4. £ 1Juo,9,6: bbed wble lehs owl Jlglhs wubésd 1U9ess swse IJpelJe.

5. bed luwe Iduble B pbldus IJegldz 1JIod. spdu 1o souopu luve IJuble ol suod IUs
32 2,0 ASCII $lud Jdbolgs.

6. e luvp puwcese 99Jp6 p19) JJpuwdsd. sedo 1o swues luve Idpuvatse 99Jp6
lIJes9) pl suod lJs 24 2,0 ASCII §lod JJbolgs.

7.5¢Jw Id service-port §L,u oubvIdsd w9999 eithernoneorDHCP.1J o9 v wo 131 Juo JI
oSS luwedsle pouds 1Jg> 00 ig Bl Joo oyss cesso eudlu IP eloe 1Us pouwds IJ'a)pé.

8. 3l Ypo wlrgld none W 1Jglbys 7 gopwlz IJs Ib¢ld suslo IP elow Jpuwds 1Ugspo. Wlxgd
g0slo IP 1Jglo wslzos 1Jgsps-port s 30le 1Jubwds JJeblduss Ieldsso sl doo JI
oSS luwegsle pouds [Jgspes Wlxgd 0.0.0.0 Jewsly IP 9 9ule IduveoJs.

9. Ve wbeld Bsp Jodo Idgshloigusly IP Jslzosd IUDBLdule [ubveddgusly IP JJesgo
IJIGe,lgosped Uvwds VLAN lposhsioe sguobse lovegpdo Uines VLAN peso 9 0
J untagged pdlebd: suspl swp wdysu 9lzosd IUbL6 eds 93.)6 lJoede Jgjie pu "o Jdd
VLAN IJlLoJdsé" s SWltchport IJos couad wol szu lu Jwd9p 9236 IJoedp waLoe
&J'po E_\JLS Jlbble. J3JJ. |uu LSUUEsS souww IJ VLAN Iu SY9u uodJ (E,'JLS UCOIJ
uadp).

10. i)'aJ 39 IJpuds 1Jpbs Jolzos 1w ds (uble 1Jw9jse)-wlduuwes Jeuyd Idoede Bs
IJubedo Idpedso IJJluwdIdss (WLC): oy IJpulds IJpzopds os pu 11Js 4 Jeudds
2selow lseooe Wlddees Uleless.

11.58de Idgwslo pu IJC:L§UO§J DHCP b io SJ39> £uslu IJs jesu: IJbLe 9o 9l
service-port 9o« o low wuwogpd lz>.

12. ig&_J 9028 U8J LWAPP: |0l IUb w96 2 iy IUbw$6 3 edlebé: bl §po vodssu guuoy



IJoede B IJuvuds Ipedss IJJlgudIdssé (WLC) 80 4402 gy 1 pgldz 902585
IJbe§6 2 Jssoe udd udbs IUsuesd « OJu sbde Ideglde oBluosd prs) wdbs
lJs o9

13. bgd guslo IP JJeubé IUblo,sé.spdo 1o ssw 03l IJguslu s £09le IP 90,68 £8) pESU:
ped 10.1.1.1. Jessas Jiplo sldeodd po Idbods IJeldes Jiguegslee.pdlpbs: gl ol
SY9u guslu IP Jdegols IUblo,sé 1Uds swp luwweslpo guslul gluol.

14. 5¢Jo 1J cisco WLAN zJ 2,956 pzp986/RF 020986 | p.

15. |)CJ ro&)d PTLRIEOS E1p0 WLAN 1 (SSlD) i) |,Juro |JLﬁJyk5Jé.05| IJPE)“'Q 09 PEJL'Q SSID
IJIGe,loos 1d3s wuvaéspo wldlb 1Js o] B ldooe Lightweight JJlse,lo wewuo,
wedp B IJuvuds 1Jepdss IJJluwdIsé (WLC).

16. IJuwplz weolssy IP IJolows 19 30 IJuwplz wol JJgedle.béd vgp Jduwele JJgpdle
w98 £uldsy IP 1Jgluos wop. s¢de pl po in order to bdoo jugw v sbdw gwdlu pu
DHCP ¢lsJ.

17. Bl oo weled lJs oIdoso ¢bpe RADIUS sJs ooy Idopdpe B IUuivwds 1Jppdss
IJJluwJIsé (WLC). Blxgd wgp 9sed IUpedsple IJoldss:gwslo IP Jglse RADIUS o083
IJlouoldlduw) IdpuiveydiBl Je wdo weles Ids odosu ¢l e RADIUS i_9 Juo OU)fw OS
odsu 1Jgbe Jlzél Bspdud.

18. bed J9> wJ> JJ9gsé. b 1Jpduwuws IJlbdle eds Blisps wldudslo 1Jese906.

19. §p wopdsu 9ugbsd >gp IEEE 802. 11b 9 IEEE 802. 11a 9 IEEE 802. 11g.

20. o pdso by cebsd bhs 1deshs IUdlavddss (RRM) (IJess 1JJloedds IJeddlks.s).
WLC 4402—pglJz IJodosy

Wel cone to the G sco Wzard Configuration Tool

Use the '-' character to backup

System Nanme [Cisco_43:eb: 22]: c4402

Enter Administrative User Nane (24 characters max): admin
Enter Administrative Password (24 characters nmax): *****
Service Interface | P Address Configuration [none] [ DHCP]: none
Enabl e Li nk Aggregation (LAG [yes][NO: No

Managenent Interface |IP Address: 192.168.60.2

Managenent |nterface Netnmask: 255.255.255.0

Managenent Interface Default Router: 192.168.60.1

Managenent Interface VLAN Identifier (0 = untagged): 60
Managenent Interface Port Num[1 to 2]: 1

Managenent |nterface DHCP Server |P Address: 192.168.60.25
AP Transport Mode [l ayer 2] [ LAYER3]: LAYER3

AP Manager Interface | P Address: 192.168.60.3

AP- Manager is on Managenent subnet, uses sane val ues

AP Manager Interface DHCP Server (192.168.50.3): 192.168.60.25
Virtual CGateway |P Address: 10.1.1.1

Mobi | ity/ RF Group Nane: RFgroupname

Net wor k Nanme (SSID): ssSID

Allow Static | P Addresses [ YES][nho]: yes

Configure a RADIUS Server now? [YES][no]: no

Enter Country Code (enter 'help' for a list of countries) [US]: us
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802. 11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

pdlebé: 9lzos IJbLo eds suuo) Idoedpe Vs IUuvedo IJpedss IJJluwddso (WLC) os
lslz06 1d9zs6 1JSleds JJudy vuvdd elow pu the euues IJozde Vs 1dubods
lJpzdsé IJJlgwdIdsé (WLC). J5d 09 wdd pusde 13l Jp odo W)l eds ool loueld
9lzod 35y 06 IUsLo9d pu ez v Idozde S Iduveds Idpedss IJJIgnddss
(WLC).



pdlebd: sz wdosu 9leod pas) wEbs 1J9Le9d pu led Hub Ll 1suosd wevue,
IJozde B Idubods 1dppdss 1dJluwddss (WLC).

wwddo lJpvscle JIJWLC

Suvsepd 03l peld plaé 2836 3750 pdulz Iu suvegpd BEb sles psule. suoe IUpald gdlole
opsSs) J9lgole AP-manager glJbsl)6 9suog o030 lJglgole gJs v dé VLAN G 60. juddo
IJpdelz psule sdow JIEEE 802.1Q Luulbs 9Jl sywpee [l 1J VLANS polwo: Is VLANS 2
through 4 9 60 W.s o030 IJzlJo: eds Iduvulbs. zas>e IJ16 9 AP-manager VLAN (VLAN 60) 9JI
subdd JIJ VLAN loJs buses po Iduvobsé. J3JI gwspl suudd 1dpesld 1o 8bo eds IJ WLC.
IJSLu esue VLAN peso.

03l peld 802.1Q pldule lsuw, wuvdsd:

interface G gabitEthernet1/0/1
description Trunk Port to Csco W.C
swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 2-4,60
switchport mode trunk

no shut down

pdlebd: &0 w9,08d pudd eselow Ws WLC. elds pu louolde wpudds eseloe JJeesd
OYb. bl Ypo wuyLosd lsesue gselew (WLC) puwds FastEthernet JJpezod: WJu
SEpd.

Jiz b I pold IJodasy 03l 8 89p wodssy puds IJpzad Idezly) wlboy)s¥s wuse W 9b
uvedle VLAN Sl 1duods gds g louold 802.1Q. swp wudse zese uvedle VLAN LJIa)._s
o3l 1Juse pu IJodssu €5y u2u9)S 9dIJuo Idqu ppluwd OU). e pl SVLLY e VLANS
sy pouod lJWLC Bib sglde lbl)y pouod: I._s STUNU 1Jisle.

odosu IJpesd Judlb IJsesd (APSs)

o3l p&ld VLAN Gho ouvdsd pu 1delss 20136 3750:

interface VLANS

description AP VLAN

ip address 10.5.5.1 255.255.255.0

wsupl couod slisel ullb 1Uso9d pu Cisco WLCs L v dle 802.1Q. JI o;éﬁo,o uldlb 1Jso9J
o0 Cisco W IJgog Lightweight APs 9 og edlple eds yuvwdle VLAN 9520w 1o wdoy poodo
B8 weulds IUsuosd 1Ueluos wldezad 1dpels).

03l peld pdulz psule wuvdsd pu ldel>s zudl;6 3750:

interface G gabitEthernetl/0/22

description Access Port Connection to C sco Lightweight AP
swi tchport access vlan 5

swi tchport nbde access

no shut down

lJouséd I,Jiuuluu..gé 2loj6 1y JJleuald wodlb 1Jsuosd. ouueése udlb 1Usosd W IUsuoe
Lightweight b, lJwuld WLC IJpgodwd6 9235 9230 wedpe Vs IJuveds Idpedss IUJlgudIdso



(WLC) Jlopslp. &p sop oumwesd wdlbos Ids s B s og Lightweight oe 9236 IJcedp.

oul hoowlb |[Js Ws>s9 £Js peope 280 Cisco 1U3s suie [dodssy I.JI_9.J..5 Jogro Idozdpe Vs
I.Juuudo lJeedsé IUJlgwddss [Jos ogwegspe CLE 9 GULJodgse
lJ o s | sé 1JJI Js6 ol wegsle CLI g GUI .

|| )Olu\J k.9__

lJozdd pu lduogs

lwegspe o3l IS Joldss gpd Iodsso wubdd Lozse.

w8 wuwesd udlb 1Us el Vs IJ9oeg Lightweight pg 9230 IJozde: Spdud g,00l wzo
IJlouold IdJlgedds B leds 9lgod puwedse 9236 [Jupdpe:

All APs |

Search by AP MAL sSearch |
Dperational
AP Mame AP MAL AP Up Time Adrmin Status SEatus AP Mode Certilicabe Type AP Sub Mode
ODilb:ca:a3iaf:db 04, 00h 01 M 315 Enable REG Local HIC N

leds 9226 wedp 9lzod Ipuweise
eJs 9lzoé Lwlo; 1Jlslo, (CLI). spIdod luweésle IJie, show ap summary JJozdd oo ouwesd

udlb 1 o9d W Iy og Lightweight Ws suuo) Idoedpe W6 Idubeds Idpedss IUJlgudIdso
(WLC):

(Cisco Controller) >show ap summary

Number of APs. ... ... .. . . . 1

Aobal AP User Name................ ... Not Confi gured

A obal AP Dotlx User Name........................ Not Confi gured

AP Nane Slots AP Model Et her net MAC Locati on Port Country
Priority

AP001b. d4e3. a81b 2 Al R- LAP1232AG A- K9 00: 1b: d4: e3: a8: 1b default |ocation 2 I'N
1

gJs 9lzos ywb, iglpj (CLI) guuoy Idoedp Vs Iduveds Idpedso UJIL.)uJeJ@é (WLC). @pe.k,d
lsuol luweesle 1Ule, show client summary Jo,s 1dgpdle [Jpuwzdso WOs suuo) Idozde Bs
lJubeods [Jpedss IJJlgwdIss (WLC):

(Cisco Controller) >show client summary

Number of ClientsS...cccceeeeeeccccccscccccccanscns 1
MAC Addr ess AP Nane St at us W.AN Auth Protocol Port
00:40:96:al:45:42 ap: 64:a3: a0 Associ at ed 4 Yes 802. 11a 1

(Cisco Controller) >


https://community.cisco.com/
https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533
https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533

VIspl SJS E)u2 BE>89 S92 ISV wudss IJodssy IJing Jg@é wede uveds LAN
Juddss Smetse 9l20s Iegwotse 1sumsess (GUI) 9 CLI S 1Ji 56 I ez
s lJ s | o lJJI Jso ol wopsle 9lzos  wl | CL| [z00 |

lweduuld IJizble 9] oJlzol
luwegse 03l IdBuwpe Jlgwed vl i'a]olc lJodosu 9luadlzol.

Wigle,

lweg pde 03l e, in order to vz o ouvdsdd.

pdlebs: Iz 1Js pedople pops 29 19le, wuozsz Iizble §ud 1o ouveése I9le,

debugcommands.

sbo, |¢)lz 10, Thisdebug Iwapp events enableWLC Iy, o $kbé 1Uso9J B IJsog Lightweight
Sop ouwesdol Vs guue) Joede B¢ Iduveds 1dpzdss IJJlguddss (WLC):

(Cisco Controller) >debug lwapp events enable

Tue Apr 11 13:38:47 2006: Received LWAPP DISCOVERY REQUEST from AP
00:0b:85:64:a3:a0 to ff:ff:ff:ff:ff:ff on port '1

Tue Apr 11 13:38:47 2006: Successful transm ssion of LWAPP Di scovery- Response
to AP 00: Ob: 85: 64: a3:a0 on Port 1

Tue Apr 11 13:38:58 2006: Received LWAPP JOIN REQUEST from AP
00:0b:85:64:a3:a0 to 00: 0b: 85: 33: a8: a0 on port '1'

Tue Apr 11 13:38:58 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 64: a3: a0
is 1500, renote debug node is O

Tue Apr 11 13:38:58 2006: Successfully added NPU Entry for AP
00:0b:85:64:a3:a0 (index 48) Switch IP: 192.168.60.2, Switch Port: 12223,
intIfNum 1, vlanId 60 AP IP: 10.5.5.10, AP Port: 19002, next hop MAC:
00:0b:85:64:a3:a0

Tue Apr 11 13:38:58 2006: Successfully transm ssion of LWAPP Join-Reply to AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:38:58 2006: Register LWAPP event for AP
00:0b:85:64:a3:a0 slot 0

Tue Apr 11 13:38:58 2006: Regi ster LWAPP event for AP 00:0b: 85:64:a3:a0 slot 1

Tue Apr 11 13:39:00 2006: Received LWAPP CONFI GURE REQUEST from AP
00: Ob: 85: 64: a3: a0 to 00: Ob: 85: 33: a8: a0

Tue Apr 11 13:39:00 2006: Updating IP info for AP 00: Ob: 85: 64: a3: a0 --
static 0, 10.5.5.10/255.255.255.0, gtw 192.168. 60.1

Tue Apr 11 13:39:00 2006: Updating IP 10.5.5.10 ===> 10.5.5.10 for AP
00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: spanVerifyRegDonai n RegDomain set for slot O code O
regstring -A regDfronCh -A

Tue Apr 11 13:39:00 2006: spanVerifyRegDonai n RegDomain set for slot 1 code O
regstring -A regDfronCh -A

Tue Apr 11 13:39:00 2006: spanEncodeDomai nSecr et Payl oad: Send donai n secr et
Mobi lity Group<6f, 39, 74, cd, 7e, a4, 81, 86, ca, 32, 8c, 06,d3, ff, ec, 6d, 95, 10, 99, dd>
to AP 00: Ob: 85: 64: a3: a0

Tue Apr 11 13:39:00 2006: Successfully transmission of LWAPP
Config-Message to AP 00:0b:85:64:a3:a0

Tue Apr 11 13:39:00 2006: Runni ng spankEncodeCr eat eVapPayl oad for SSID ' SSID

Tue Apr 11 13:39:00 2006: AP 00: Ob: 85: 64: a3: a0 associ ated. Last AP failure was
due to Configurati on changes, reason: operator changed 11g node

Tue Apr 11 13:39:00 2006: Received LWAPP CHANGE_STATE EVENT from AP


https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533
https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533
https://community.cisco.com/t5/wireless-mobility-videos/initial-configuration-of-wireless-lan-controller-using-cli-and/ba-p/3100533
https://www.cisco.com/c/ar_ae/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ar_ae/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ar_ae/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

00:0b:85:64:a3:a0
Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0
Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP 00:0b: 85:64:a3:a0 slot O!
Tue Apr 11 13:39:00 2006: Received LWAPP CONFI GURE COMVAND RES from AP
00: Ob: 85: 64: a3: a0
Tue Apr 11 13:39:00 2006: Received LWAPP CHANGE STATE_EVENT from AP
00: Ob: 85: 64: a3: a0
Tue Apr 11 13:39:00 2006: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 64: a3: a0
Tue Apr 11 13:39:00 2006: Received LWAPP Up event for AP
00:0b:85:64:a3:a0 slot 1!

Swas o3l Juwlg 03l WLCdebugcommands pu9.65:

. debug pem state enable— s_sJJ ¢shle wuoese leble prs,) woe IJsuo9J

- debug pem events enable

. debug dhep ,wlJé enable— g, 0 wuozse Igble ;uslis) DHCP IJos sop wubdol |Js
abPDHCPBPUO

. debug dhcp ,u b enable— g, 0 wuoese Igble wdlosd 2506 DHCP IJos sop uwldol
IJs ¢l>p DHCP 9000

Tue Apr 11 14:30:49 2006: Applied policy for nobile 00:40: 96: al: 45: 42

Tue Apr 11 14:30:49 2006: STA [00: 40: 96: al: 45:42, 192.168.1.41] Repl aci ng Fast
Path rule type = Airespace AP Client on AP 00:0B: 85:64: A3: AO, slot O
| nHandl e = 0x00000000, Cut Handl e = 0x00000000 ACL |Id = 255, Junbo Franes

= NO interface =1 802.1P =0, DSCP =0, T

Tue Apr 11 14:30:49 2006: Successfully plunbed nobile rule for mobile
00: 40: 96: al: 45: 42 (ACL | D 255)

Tue Apr 11 14:30:49 2006: Pl unbed nobile LWAPP rul e on AP 00: Ob: 85: 64: a3: a0
for nobile 00:40:96: al: 45: 42

Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 0.0.0.0,
len = 320

Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: Cient 00:40:96:al: 45: 42
DHCP Op: BOOTREQUEST(1), IP len: 320, switchport: 1, encap: Oxec03

Tue Apr 11 14:30:53 2006: dhcpProxy(): dhcp request, client:
00: 40: 96: al: 45: 42: dhcp op: 1, port: 1, encap Oxec03, old nsch
port number: 1

Tue Apr 11 14:30:53 2006: dhcp option len, including the magic cookie = 84

Tue Apr 11 14:30:53 2006: dhcp option: received DHCP REQUEST msg

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 61, len 7

Tue Apr 11 14:30:53 2006: dhcp option: requested ip = 192.168.1.41

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 12, len 15

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 81, len 19

Tue Apr 11 14:30:53 2006: dhcp option: vendor class id = MSFT 5.0 (len 8)

Tue Apr 11 14:30:53 2006: dhcp option: skipping option 55, len 11

Tue Apr 11 14:30:53 2006: dhcpParseOptions: options end, len 84, actual 84

Tue Apr 11 14:30:53 2006: nsch->dhcpServer: 192.168.60.2, nscbh->dhcpNet mask:
255. 255. 255. 0, mecb- >dhcpGat eway: 192. 168. 60. 1, nsch->dhcpRel ay:
192.168. 60. 2 VLAN: 60

Tue Apr 11 14:30:53 2006: Local Address: 192.168.60.2, DHCP Server:
192.168.60.2, Gateway Addr: 192.168.60.2, VLAN: 60, port: 1

Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP REQUEST nsg

Tue Apr 11 14:30:53 2006: op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O

Tue Apr 11 14:30:53 2006: chaddr: 00:40:96:al1:45:42

Tue Apr 11 14:30:53 2006: ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

Tue Apr 11 14:30: 53 2006: siaddr: 0.0.0.0, giaddr: 192.168.60.2

Tue Apr 11 14:30:53 2006: Forwardi ng DHCP packet locally (348 octets) from
192.168.60.2 to 192.168. 60. 2



Tue Apr 11 14:30:53 2006: Received 348 byte dhcp packet from 0x0201a8cO
192. 168. 60. 2: 68

Tue Apr 11 14:30:53 2006: DHCP packet: 192.168.60.2 -> 192.168.60.2 uses
scope "I nternal Scope"

Tue Apr 11 14:30:53 2006: received REQUEST

Tue Apr 11 14:30:53 2006: Checking node 192.168.1.41 Allocated 1144765719,
Expires 1144852119 (now. 1144765853)

Tue Apr 11 14:30:53 2006: addi ng option 0x35

Tue Apr 11 14:30:53 2006: adding option 0x36

Tue Apr 11 14:30:53 2006: adding option 0x33

Tue Apr 11 14:30:53 2006: adding option 0x03

Tue Apr 11 14:30:53 2006: addi ng option 0x01

Tue Apr 11 14:30:53 2006: dhcpd: Sending DHCP packet (giaddr:192.168.60.2)to

192.168. 60. 2: 67 from 192. 168. 60. 2: 1067

Tue Apr 11 14:30:53 2006: sendto (548 bytes) returned 548

Tue Apr 11 14:30:53 2006: DHCP proxy received packet, src: 192.168.60.2
len = 548

Tue Apr 11 14:30:53 2006: dhcpProxy: Received packet: Cient 00:40:96:al: 45: 42
DHCP Op: BOOTREPLY(2), IP len: 548, sw tchport: 0, encap: 0xO

Tue Apr 11 14:30:53 2006: dhcp option len, including the magi c cookie = 312

Tue Apr 11 14:30:53 2006: dhcp option: received DHCP ACK msg

Tue Apr 11 14:30:53 2006: dhcp option: server id = 192.168.60.2

Tue Apr 11 14:30:53 2006: dhcp option: lease time (seconds) = 86400

Tue Apr 11 14:30:53 2006: dhcp option: gateway = 192.168.60.1

Tue Apr 11 14:30:53 2006: dhcp option: netmask = 255.255.255.0

Tue Apr 11 14:30:53 2006: dhcpParseOptions: options end, |len 312, actual 64

Tue Apr 11 14:30:53 2006: DHCP Reply to AP client: 00:40:96:al: 45:42
frame len 412, switchport 1

Tue Apr 11 14:30:53 2006: DHCP Message Type received: DHCP ACK mnsg

Tue Apr 11 14:30: 53 2006: Op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: 0

Tue Apr 11 14:30:53 2006: xid: 3371152053, secs: 0, flags: O

Tue Apr 11 14:30:53 2006: chaddr: 00:40:96:al1:45:42

Tue Apr 11 14:30:53 2006: ciaddr: 0.0.0.0, yiaddr: 192.168.1.41

Tue Apr 11 14:30: 53 2006: siaddr: 0.0.0.0, giaddr: 0.0.0.0

Tue Apr 11 14:30:53 2006: server id: 10.1.1.1 rcvd server id: 192.168.60.2
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