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CISCO MONITOR -j:{LI:-H'._ CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS H
WLAMS WLANS
¥ WILARNS Current Filkter: Nonse [Chanes Fine-] [Clear Filter] Croate Mew
wLAME
k Advanced
WiLAN 1D Type Profile Name WiLAN SSID Admbin Status
p
Lla WLAN LAR1 LAY Erabled
Oz WLAN LAFZ LAPZ Emabled

ELF

FEEDEACE

v g

Security Palicies
Wik ][ Auth( B0 120
[wraz ][ muthl B0z, 130

2. bbb §c WLAN id 1 in order to zo>o IU WLAN cus 1. wboy LoWes wp)s) gvedle

WLAN.

P 9206

9 £Jlod lJow9sw E_§|J|u

WLANS > Edit 'LAP1’

Allow AAA Override
Coverage Hole Detection

Enable Session Timeout

Aironet [E

Diagnostic Channel

IPvé Enable 2

Owverride Interface ACL
PZP Blocking Action

3

Client Exclusion

Maximum allowed
Clients 2

Static IP Tunneling 12

|:| Enabled

Enabled

1800 |
Session Timeout (secs)
[“IEnabled

[ lenabled
)

fl".lune v |
i_i:':'-iﬁa- bled

En abled

___ &
60
Timeout Value (secs)

|25|

DEnahIed

4. bgd 1Je> 1JI8uos Jexs Igedle 1dpuwpsz wop Bs 2dd 1des 1dIduos JJeedle Idpumpse
wop. Suwepse 03l IUeeld 25 Judbs IUs o] B Is oe Lightweight1.
5. 3, o030 IJgbgle, J WLAN LAP2 gedsso 1z IJiuos Idpuwese wo JUgpsd IJs



WLANSs > Edit LAPZ

General 1 Security 1 QoS ] Advanced

Allow aas Override O enabled
Coverage Hole Detection Enabled

Enable Session Timeout 1500
Session Timeout (secs)

Aironet 1E [“|Enabled
Diagnostic Channel ClEnabled
IPv6 Enable £ O

Override Interface ACL MNone %
P2P Blocking Action Cisablad ot

Client Exclusion 2 MEnabled (2¢
Timeout Value (secs)
Maximum Allowed

, S0
Clients 2

Static IP Tunneling 12 Clenabled

50

pdlgbs: Jo sy o3l 1dedsy po gdld 9lzes yub, Ulglm (CLI) 1IJgluoo w9236 Ideedpe WS
IJuivo I 1 ppdss IUluwdIsé (WLC). Iuwegse o3l 1Jie,: config wlan max-associated-client
max-clients <wlanid>

SeJdod luwegsle 1Jie, show wlan <wlan id>JJez 88 po lJoIdsso Jel 09 p9soe Bs 03l 1,05
lJesuwé:

(Cisco Controller) >show wlan 1

WLAN Identifier......... ... .. 1
Profile Name. . ...ttt ittt et e et e et e LAPL
Network Name (SSID) .. vvi ittt ttninnnneeeeeenn LAP1
LAt US ..t e e e Enabled
MAC Filtering. ..o vttt e et ettt e e e e Disabled
Broadcast SSTID. ...ttt ittt ettt Disabled
AAA Policy OVerride. .. ... iiii ittt eee e e eeeeenn Disabled
Network Admission Control
Radius-NAC State. ... ..ttt Disabled
SNMP-NAC State. ...ttt ittt i Disabled
Quarantine VLAN. . . vt ittt it ettt et ettt e e e e 0
Maximum number of Associated Clients............. 25
Number of Active Clients............... ..., 0
Exclusionlist Timeout............ ... 60 seconds
Session TiMEOUL. ... vttt ittt it et e e e 1800 seconds
CHD PeY WLAN . & i it ittt ettt ettt ettt ettt et eeeenn Enabled

Webauth DHCP eXClUSiom. ...ttt ttnenenneeeeeenn Disabled



Interface. . .ot e e e e vlan50

Multicast Interface. .. ... ...ttt Not Configured
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