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Wired-Side Tracing Techniques

Comparison

How it Works What It Detacts Accuracy
1. AP hears rogue over air *Open APs ‘Moderate
2. Detecting AP advises of nearby *Secured APs

switches *NAT APs

- 3. Trace starts on nearby switches
Switchpon :
Tracin 4. Results reported in order of
a o
probability

3. Administrator may disable port

1. AP hears rogue over air *Open APs =100%
2. Detecting AP connects as clientte  =NAT APs

rogue AP
RLDP 3. Detecting AP sends ELDP packet

4. If RLDP packet seen at WLC, then
on wire

1. Place detector AP on trunk "Open APs *High

Rogue 2. Detector receives all rogue MACs  =Secured APs
3. Detector AP matches rogue MACs
from wired-side ARPs
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CISCO MONITOR  WLANS CONTROLLER  WIRELESS  SECURITY  HANAGEMENT COMMANDS HELP FEEDBACK A Home
Security Regue Policies apply |
- AAA

General Rogue Detection Security Level Lawe High Critical = Custam
= RADIUS
Authenbcation Rague Locatson Dustovery Protoda! Alldps ¥
Accounting
Fallhack Expiration Timeout for Rogue AP and Rogue Clent entnies 3e00 Fecends
DNS
Dowrdoaded AP Wadidabe rogue chents against AAS Enabled
¥ TACACS+ . 5
wabidate rogue AP against A4 Emabile
LDAR o i s
Local et Wisers Polling Irterval ] Seconds
MAC Filtening
# Dusabled Clients Vahdate rogue chents against MSE Enabled
User Lagin Pohoes
AP Policies Detect and report Ad-Hoe Metworks # Enabled
Password Polici
i Rogue Detection Report Interval (10 to 300 Sec) 10
k Local EAP ;
Rague Detection Minimum ASS5] (<70 8e -128) A28
Advanced EAP
e Regue Detection Trangient Interval {0, 120 to 1800 Sec) 500
k Priority Order
e Client Threshodd (0 to disable, 1 to 256) a
¢ Certificate e t
b Noomss Conbral Elts Rogue containment automatic rate selection Enmabled
o Wire!ess Protection Auto Contain
Policies
S FOgR PoRChE Auts Containment Leve! At ¥
Genera
Reguee Rules Buto Containment ondy for Moniter mede &Ps Emabled
Froendly Rogue
Standard Signatueres Auko Containment on FlexConnect Standalone Emabled
Custorm Signatures
Signature Events Rogue on Wire Enabled
SusTHTRACY
Client Exclusion Pokoes Using our SSID Enabled
AP Authenbicabion . |
Management Erame Vabd cloent on Rogue AP Enabled
Protection
AdHne Asnue AP Frinbled

pU Slz0d Lulb IJisle,:

<#root>
(Cisco Controller) >

config rogue ap tineout ?

<seconds> The number of seconds<240 - 3600> before rogue entries are flushed

(Cisco Controller) >

config rogue adhoc enabl e/ di sabl e

odsu Izuo IJBuls JUIJyud g ldpéhe

wldouwed Judbs 1dsuosd pu IUsog IJpeeds/Flex-Connect/Monitor: ould gsly sopu wdssu
RRM suwez Jdpuweese wleosh Iddusle Idos sop puveol Jogssl JUbJlJ. sgwpes eds
lJodssu: gopuwe udbs IUsuosd JJ IUBulé/ldods/§ule DCA el gu IUpgbesu.

s¢dw inorder to vJJo 03l pu IJ guic JlgwJIs>802.11a/802.11b>RRM>¢gl o Jpl 09 p9 oz OS
lJue9.,6.
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CISCOD HONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANMAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > General Apply |
* Access Points

Al APy Profile Threshold For Traps
w Radics
B02.188n/sc Irterference (0 bo 100%) 10
B02.11bfg n
Dwal-Band Radios Chents {1 to 200) 13
Global Configuration 5
Maigs (-127 to O dBm) -70
b Advanced
Utilization (0 to 100%) B
Mesh
b ATE Moise/fInterference/Rogue/ CleanAir§Monitoring Channels
RF Profiles Channel List [Country Channels ¥
All Ch ]
FlexConnect . UL
Groups Manitor Intervals (60 to 3600 secs) e
FlexConmedt ACLs -
FlexComngct VLAN Charnel Scan Interval 180
Templates
Neghbor Packet Frequency 180
OEAP ACLS i )
Meighbor Timeout Factor (S to S0 20
Network Lists - t
* 80%.11a/nfac Factory Default
Hetwork
= RAM Set all Aute RF 502,118 paramebers to Factosy Default,
RF Groumng
rec Set to Factory Default |
DeCi
Foot Notes
Coverage

pU Slz0d Lub IUisle,:

<{froot>

(Cisco Controller) >

config advanced 802. 11a nonitor channel -list ?

all Monitor all channels

country Monitor channels used in configured country code

dca Monitor channels used by automatic channel assignment

odIsu wuousYd [Jpghe
SUUSI udbs 9,09d pelresd S9!
p0 l2d cLousd uEbs 9,09 (AP) pgles Iy Lobis 19 £y pupuds: luedd Ids Monitor > sélse

> 0dlb 9,09 (AP) £y pLLUs. Slud) B8 luve w6 1J9uosd IJpelhes IUpesu. i2e)
IJgsh e IJ38kses Idpuuwsds: Jel 09 p9 oz S IUuo9)6.
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|I|I+III|

CISCO MONITOR  WLAN: CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP FEEDBRACK f Home
Monitor Rogue AP Detail < Back __ Apply |
Summary
b Access Points MAC Address 00:06:91:43:50 2
¥ Cisco CheanAir Typd AP
b Statistics
b COP 1s Rogue On Wired Network? Ne
* Rogues First Time Reported On Thu May 30 16:21:30 2019
Friendly &P
Mahcious iPs
Clastom AP Last Time Reported On Fri May 31 13:07:11 2019
Undsssifed 4Ps
Rogue Chents Class Type Undlagsified ¥
= Adhoc Rogues Eriendly

Friendly #dhoec
Malicious Adhoc State Unclassified
Cuestom Adho:

Custom
R e Manually Containad Ne
Elents Update Status - - Choose New Status - - ¥
Sleeping Clients
Multicast
¢ Applications
APs that detected this Rogue
F Lync
: Channel Securily
Local Profiling Base Radio MAL AP Name 510 Channel Width (Mhz) Radic Type Folicy Pre-#
bdrde:31:08:30:c0 AP2BO5-1 Cisco- 17090F4C 13 0 BI2.11n2.AG Qipen Long
Cligen B b g AP
pU 9lzod Lulbo, IIgle):
<#root>
(Cisco Controller) >
config rogue ap ?
classify Configures rogue access points classification.
friendly Configures friendly AP devices.
rldp Configures Rogue Location Discovery Protocol.
ssid Configures policy for rogue APs advertsing our SSID.
timeout Configures the expiration time for rogue entries, in seconds.

valid-client Configures policy for valid clients which use rogue APs.

JUiIJs [5¢ld pélre 298! pu IU8lspd Idpélbes: lowgd IdsMonitor > pglhe > u9lb 9,09J (AP)
£S0 PP LIS 9lud) 998 LilJs: el 09 9o S IUuess.
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CISCO MONITOR.  WLANs CONTROLLER  WRELESS SECURITY MANAGEMENT COMMANDS MELF FEEDBACK f Home

Monitor Unclassified Rogue APs Entries 1 - 50 of 140
] 133 ]
Summary Current Filter Neng [Shangs Filter] [Cloar Fiter]
¥ Access Points

b Cisco Cleandir Hameva

» Statistics Centain
» CDP Mawe ta Alert
* Rogues
Friendly APs # Detecting Number of
Makcious &Ps MAC Address SSin Channel Radias Clicnts Status
ast e 00:06:81:43:64:0 Cisso-17D80FIC 8 1 0 alert m
Undlassified APs
Rogue Chents G iazdh;hibh: 13 HUMBRICABLE-25F1 i 1 a Mert =
At Ko O ice 3500 s7afb7 11 1 o alert - |
Friendly Adkoe -
Malicious Adhoc Ezdiceffar.sy d5b5ad Unknowm Q o alert B
Gt Adtice P2lbe:InS9ls 369998 1 : o aert e
Unclassified Adhas
Fegue AP gnore-list fad 3 HHA eb4fb0 1 i L Alert =]

poniaJ wdasu uds 9ue9d (AP) pehes Jusls 9,09 (AP) wods. luw$d [JsSecurity
(IJIsl0) > Luslusle 1z plss IUJlguddss > Iduusluule IUpghbes > 1Jizo 36 103896 9l o
guslo MAC IJpglse.

spdu IJezdd eo IdbEIIe 1ptles 1Jpldscds IJe olds e Idubluis > IJeglse > IJuoses
IelJoss. Jpl 09 p9 oz S 1Juogsb.

5 [ & B
el Saye Cenfgurstion  Ping  Logout  Refresh

CISCO HMONITOR  WLANS CON WIRELESS S MANAGEMENT COMMANDS HELP EEEDBACK # Home

Security Friendly Rogue > Create

- AARA pr—
MAC Ad B1:22:33:44:55:
General - Address 1:22:33:44:55:68
- RADIUS Tree Faiandly

Authentication

Bpoaunting
Fallback
DHE
Duwnloadad AP
B TACATS +
LOWF
Local Net Users
MAC Fltaring
= Digabled Cliants
User Login Pokicies
AP Policies
Paszword Policies

Local EAP

Advanced EAP
Priority Order
Certificate

Access Control Lists

» Wireless Protection
Policies
- Rogus Pelicans
General

BP0 SIQnACULes
Cughoen Sagnatures
Signature Events
Suemnaty
Chent Excluson Polices

Cd9su udbd 9,09d Jpdo v IUpelse

pu led cd9s 0 §bs U9 Losd Jpdoivd ptle pu dJld slzos IJpuwosp lhuwspss: luedd
IJs Jluvdds > zese udlbo 1Jsuosd. 12e) luve 08bs 1U9u09d 98, woéss) 9uoE udbs
lJso9d Jel 09 p9or W 1Juo9,s.



Saye Configuration  Ping  Logout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK A Home

Wireless All APs > Details for APb4de.318b.feed <Back | Apply |

General | Credentiols | Interfaces | High Availability | Inventory | Advanced |

General Versions
R AP Name tingnaPeh. 3180 feed Primary Software Version 8.9.120.0
Globa! Configuration Lacatinn default lrgateon Eackup Sefteare Version 0.0.0.0
¥ Advanced AP MAC Address bdzde:31:5bafe:ed Predownload Status Hone
Mesh Base Radic MAC bdzde:3l:aded: 30 Predownloaded Version None
b ATE &dmin Status Enable T Predownload Next Retry Time  Ha
RF Profiles AP Hode local i Predownload Rebry Count HA
4P Sub Made Sy Baot Version 15.2.4.0
FlexConnect Groups FlexConngst
Cperational Status | Menitor 105 Version 15.3{3)004%
¥ FlexConnect ACLS
Part Number i‘r fFer Mani 105 Version §.3.102.0
FlexConnect VLAN rage. .
Templates HenOe W Flex=Bridge 1p-Contln
i cE-
Metwork Lists Mende Tyee SEnE::"“‘ CAPWAP Preferred Mode Tovd (Global Confg)
Add New Venua
¥ 802.11a/nfac T DMCP Ipvd Address 192.168.100.39
enue
b BAT 11hiain Lanauage Name Sxatic 1P {IpvdiTpvé)

pU Slz0d Lulb IUisle,:

<#root>
(Cisco Controller) >

config ap node rogue AP_Managed
Changing the AP's mode cause the AP to reboot.

Are you sure you want to continue? (y/n) y

edose SwitchPort Jodlos 1 osd 1JEluo6 wedoyis 1eélse

interface GigabitEthernetl/0/5
description Rogue Detector
switchport trunk native vlan 100
switchport mode trunk

~ odlzbé: IJ VLAN loJs buses B 03l ouudsd v sodds leuold IP [Js |J WLC.

wd9su RLDP

pu lzd ©dasu RLDP Bis 9lz0s IJpumoiap lhuwspss (GUI) 1Jgluos wozas Idcedp: luwdd
IJsldielo > Gusluwle 1Uzelss 1JIluudIdss > 1douslole 1Jeglhes > glps.
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

Security » Rogue Policies __hpply |

Rogue Detection Security Level

| Rogue Location Discovery Protoco l | Dizabile T

Critical * Custom

Mondcrkodeans
Exguration Timesut for Rogue AF and Rogue Client entres
A Disable
Valdate rague chents agamnst Ads | e
Walidate rogue AF against AR Enabled
LDAP Palling Interval 0 Seconds
Local Het Users
MAL Filtering Vahdate rogue clients agsinst MSE Enabled
= Disabled Clients
User Login Poliies Detect and report Ad-Hoc Networks # Enabled
ap
Padtword Policiea Rogue Detectsan Repodt Interval (10 to 300 Sec) i
¥ Local EAP Rogue Detection Minimwm RESI (-70 to -128) -50
Advanced EAP Rague Detecton Trangent Interval (0, 120 t0 1500 Sec) L)
¥ Prionity Order Rogue Client Threshodd [0 to dissble, 1 to 256) L
» Certificate Rogue containment automatic rate selection Enabled

¥ Access Control Lists

. . Auto Contain
- Wireless Probection

Policias

¥ Fgasin oliciay Auto Condainment Level 1 T
futo Contanment only for Monitar mode APs Ensbled
Auto Containment on FlexConnect Standalone Enabled
Rogue on Wire Enpbled
Usang our SSID Enabled
‘Vaiid client on Rogue AF Enabled
AdHos Rogue AP Ensbled

ol 1Usuo9d IJs 9uoe IJpsldws- suwer SEb Judlb 1Usuosd s suoe 1l §os
e, Jé s RLDP.

zese wilb 1Jsuosd (APS)- eyl Js il IUsuosd (APS) IUs Isuoe "peds/poo-
connect/monitor" W.s gpJso RLDP.

pebd- Jl sop ouvesd RLDP oJ@lissl. 908 StJeJ‘ SpeJdu Jdpuwegse ouvgsd RLDP ss9sl
Jewslu MAC pesu pu gdld CLI (8lzos yulo, 119l e)).

S pdlzbs: czuod udbs 1J9uesd Bs 9uoe Ielduws eds IUIBodss eds vdbs IUsuesd
lJpzJso/Flex-Connect AP Jouwdss RLDP 3l 1o JJ puopl 2ldd p)9) peswo woglyj
-85 ssuvswd RSSIL

p0 9lzos Lub, 19l

<#root>
(Cisco Controller) >

config rogue ap rldp enable

?
alarm-only Enables RLDP and alarm if rogue is detected
auto-contain Enables RLDP, alarm and auto-contain if rogue is detected.

(Cisco Controller) >config rogue ap rldp enable alarm-only ?

monitor-ap-only Perform RLDP only on monitor AP



Jl spdu wdsu g29d RLDP gldpubged 1Js>9s Il oo eI p9zo |Ji_9|ro_,. Jowoe RLDP s>9l:

<#root>
(Cisco Controller) >
config rogue ap rldp initiate

?

<MAC addr> Enter the MAC address of the rogue AP (e.g. 01:01:01:01:01:01).

lJoowos JzasJ RLDP:

<#root>
(Cisco Controller) >

config rogue ap rldp schedule ?

add Enter the days when RLDP scheduling to be done.

delete Enter the days when RLDP scheduling needs to be deleted.
enable Configure to enable RLDP scheduling.

disable Configure to disable RLDP scheduling.

(Cisco Controller) >

config rogue ap rldp schedule add ?

fri Configure Friday for RLDP scheduling.
sat Configure Saturday for RLDP scheduling.
sun Configure Sunday for RLDP scheduling.
mon Configure Monday for RLDP scheduling.
tue Configure Tuesday for RLDP scheduling.
wed Configure Wednesday for RLDP scheduling.
thu Configure Thursday for RLDP scheduling.

Spdu odasu gpdsle lglé pelods RLDP Lluwegsle 1Jie):

<#root>
(Cisco Controller) >

config rogue ap rldp retries ?

<count> Enter the no.of times(l - 5) RLDP to be tried per Rogue AP.
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p0 lzd lzwsle 0 §bs 9,09J peles 395l luwdd [JsMonitor > pglse > s, pLowds: Jpol 09
pIPT S Iduase.

Saye Configuration  Ping  Logout  Hefresh

MONITOR  WLAN: COMTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

e —
Monitor Rogue AP Detail < Back | Apply |
Summary
¥ Access Points MAC Address 0006 BY:53: 38220
¥ Cisco CleanAil
Cisco CleanAir Typa "
b Statistics
» CDP Is Rogue On Wired Nelwork? Mo
= Rogues First Time Reported On Tue Jun & 13:03:55 2019
Frendly APs
Bl APs
Last Time Reported On Tue Jun & 13:03:55 2019
3 f-;-"_;:' R:!ql.;es Class Type Unclassiffied ¥
Fripndly Adhos
Halicious Adhoc State Alert
Custom Adhoc
Unclassfied Adhoc ps s nally Contained ta

Rogue AP igrore-fst

Clients Epdate Status Contan v ]
Sleeping Clients

Multicast Maximum number of APs to contain the rogue |+ = Choose Mumber of 2Ps -« 7 |
¥ Applications « = Choose Humber of APg - -
APs that detected this Rogue T
F Lync
Z el Security
Local Profiling Base Radio MAC AP Hame SSID _ z)  Radio Type Palicy Pre-amible RSSI
¥ Cloud Services O0:27:e3: Y8 dd:ab tiagodPch 9081, 3DEC 1 20 BOZ.11g Enorypted Long -128
L] g 20 ki ]
pL Slzod Lulb, 1JIsle):
<#root>
(Cisco Controller) >
config rogue client
?
aaa Configures to validate if a rogue client is a valid client which uses AAA/Tocal databas
alert Configure the rogue client to the alarm state.
contain Start to contain a rogue client.
delete Delete rogue Client
mse Configures to validate if a rogue client is a valid client which uses MSE.

(Cisco Controller) >
config rogue client contain 11:22:33: 44: 55: 66

?

<num of APs> Enter the maximum number of Cisco APs to actively contain the rogue client [1-4].
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Advanced EAP
Priority Order

Certificate
¥ Accass Control Lists

- Wireless Protection
Policies
» Rogue Polioes
General
Rogue Rules
Friendly Rogue
Standard Signatures

lod)y B9 wbosd Jbuwld Ideslule [ds guvas Idoede S 1duveds Idpedss 1Jdlwd Jdsé
(WLC) pu Cisco: 9JJu Jl swp Idlzevdlb wldoslule gu) 29,6 bl st 9swpe wiisy 030

MONITOR  WLANs  CONTROLL

Rogue Policies
Rogue Detection Security Leve

Reogue Location Discowvery Protoco

Experateon Timegut for Rogus AP 4

EERGER LR

ste-Cortainment feature may have lega

to Cortainment conhiguration an

“ c.‘":rl

Wahdate rogue chents sgamst A48

Walidste rogue AP against Aas # Enabled
Palling Irterval Q Seconds
‘Validate rogue chents against M3E Enabled
Detect and report Ad-Hoc Hetworks o Enabled
Regee Detechon Repart [nterval {10 85 300 Sec) 10
Bogue Detection Minimum 8551 (-0 to -128) -8
Regue Detechion Trangsent Interval {0, 120 to 1500 Sec) (1]
Regue Cliert Thresheld (D to desable, 1 te 256) o
Rogee containment automatic rate salection Enabled
rﬁ.uld Contain b
farto Contamment Lewvel Auto T
Auto Containment anly for Manitor mode AP + Enabled
dgte Containment on FlexConnedt Standsbonse o Enabled
Rogue on Wire o Enabled
Unng our SEID o Enabled
Wahd chient on Rogue 4P # Enabled
" AdHoc Roegue AP & Enabled y

IJpedele pddol B 31956 1dsuesd Idgubsliss IJpwblis,é.

pU Slz0d Lulb IJisle,:

<tfroot>

(Cisco Controller) >

config rogue adhoc ?

alert

auto-contain
contain
disable
enable
external

FEEDBACK

Saye Configuration

* Custom

Stop Auto-Containment, generate a trap upon detection of the

adhoc rogue.

Automatically contain adhoc rogue.
Start to contain adhoc rogue.

Disable detection and reporting of Ad-Hoc rogues.

Enable detection and reporting of Ad-Hoc rogues.
Acknowledge presence of a adhoc rogue.

(Cisco Controller) >

config rogue adhoc auto-contain ?

(Cisco Controller) >

config rogue adhoc auto-contain

Warning! Use of this feature has legal consequences
Do you want to continue(y/n) :y
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CISCO HONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
" —
Monitor Unclassified Rogue APs Entries 1 - 10 af 10

Summary Current Filter Kone [Change Filter] [Liear Filtar]
¥ Access Points

b Cisco Cleandir REmUuJ
b Statistics Contain
bCOP Mawe to Alert
* Rogues
nen s & Detecting Mumber of
MAC Address S5I0 Channel Radios Clients Status
l:aZ:Be:db: 0150 blizzard £3 1 o Alert n
00:ad:8e:db0l a1 Unkriiwen 13 1 o Alert ﬂ
v A 3 Unknown 1 o Abart B
Oradige; Unkmown a0 2 ket B
0003 Unkriown ag 2 o alert -]
S002f buterfiy 1 | ] abert (- |
Chents D97 HED-E10273 Undknowm o o Alert 2
™ 94,97 HED-WiIFi -3 1 Alart
Sleaping Clients S Q
" BLidZ HOWO-A2121 1 o At B
Multicast
M pd:ed B4 c] o890 HEDS-S0E3EC & 1 o dhert B

WIS 030 [JuoWzo: sws) wLouSY pEodud JJyuwble:

0l IUsuesd IUpldends - udlb 1dsuosd Ies sop 9uoe edlps edsol Juors8s pu
Sod ldpuussd.



* 0l IJsosd (AP) 1Juolys - IJos sop wessdol gds Tuel yolysé oy RLDP Iy ¢ éllb
IJsue9d (AP) Jdpdw v IUeglse.

* Wl IUsuesd Ipe oo - uilb 1Usuesd IJes sope cuousdol Jdles puou0d
w9luwlod 99les pelogs.

* udlb IJsuesd €8y 1dpuouds - swp g0 vl 1Jsuosd 1Jpehes wubvdd l8e,lyos
JBlises €5y pUPUOS Vs 9236 Idwzde.

o« 1Jgpdle IJpehbesu - IJepdle pouodso wudlb IJsuosd Ipelses.
o 1Jiggls - IJg pdle 1J o5 990 1UIGlw.

. Glisps wzlod wdlb 1UsLo9d (AP) IJpslsgs - Jal 09 p3yz po 2JIJ P,

~ pdlebo: 3l wp bly)e WLC 9o 9bs 1U9uo9d IJpuwedds woluwbs Pl od ywol O]y, WLC
Suwd oddlissl ugbo 1Jsuod [Jpuvedds 030 Vs Slisps welod uilb 1y ,09J
IJpglses. Jl s> wdssu luolds pbdye Ss euuos IJozde S Iduveds 1dppdss
IJJluvdIss (WLC) Jopdisy 030 Ips 6.

o) 8938 15¢ld pbd pesu JJewesd eds wluosd 29d 03l IUplh 86, VBspl sds pold eds
ptlse o Idouilbo eds Iubods I ulIdss:

Saye Configuration  Ping  Logout  Refresh

HOMITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDRACK M Home
Monitor Rogue AP Detail <Back | Apply

SUmmary
Accoss Points MAC Address 50:2f:86:82:02:50

Cison Cleaniir Tvpe ™

cop lls Rogue On Wired Network? es I

]
¥
b Statistics
b
-

"W"?F First Time Reported On Men Jun 3 14:12:54 2019
Last Time Reported On Tue Jun 4 12:15:25 2019
Class Typs Haliggus 7
Classification Change By Auto
State Threast

Cliants State Change By Auto

Sleaping Clients

Multicast Manually Contained Ha

b aApplications

Update Status - - Choose Hew Status - - 7

F Lync
Local Profiling

b Cloud Services
APs that detected this Rogue

Channel Security
Bage Radic MAC AP Mame 551D Channel Width (Mhz) Radic Type Policy Pre-Amble RSSE
OB 2703 3604400 bageAPch 95EL IDEC buterfly H 0 B0Z.11n2.4G WRAZIFT Larg =63
;u ’"!l ALk l"‘ ‘i ;: i aii 4 AP

00 9lzod Lwlb, 1Jigle):

<ffroot>

(Cisco Controller) >



show rogue ap summary

Rogue Detection Security Level................... custom
Rogue Pending Time........couiiiiinnninnnnnnnnn 180 secs
Rogue on wire Auto-Contain............viiuunnnnn. Disabled
Rogue uses our SSID Auto-Contain................ Disabled
Valid client on rogue AP Auto-Contain............ Disabled
Rogue AP timeout.........viiiiiiinnnnnnnnnnnnns 1200
Rogue Detection Report Interval.................. 10

Rogue Detection Min RSSi........cciiiiiinnnnnnnn. -90
Rogue Detection Transient Interval............... 0

Rogue Detection Client Num Threshold............. 0
Validate rogue AP against AAA........... ...t Enabled
Rogue AP AAA validation interval................. 0 secs
Total Rogues(AP+Ad-hoc) supported................ 600
Total Rogues classified.........coiiiiiiinn., 12

MAC Address Class State #Det #Rogue #Highest RSSI #RSSI  #Channel

Aps C(Clients det-Ap

00:a3:8e:db:01:a0 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:al Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:a2 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -16 13
00:a3:8e:db:01:b0 Malicious Threat 2 1 00:27:e3:36:4d:a0 -27 40
00:a3:8e:db:01:bl Unclassified Alert 2 0 00:27:e3:36:4d:a0 -28 40
00:a3:8e:db:01:b2 Unclassified Alert 2 0 00:27:e3:36:4d:a0 -28 40
50:2f:a8:a2:0a:60 Malicious Threat 1 2 00:27:e3:36:4d:a0 -66 1
50:2f:a8:a2:0d:40 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -65 11
9c:97:26:61:d2:79 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 6
ac:22:05:ea:21:26 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 (1,5
c4:e9:84:c1:c8:90 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -89 (6,2)
d4:28:d5:da:e0:d4 Unclassified Alert 1 0 00:27:e3:36:4d:a0 -85 13
(Cisco Controller) >
show rogue ap detail ed 50: 2f: a8: a2: Oa: 60
Rogue BSSID. .....ciiiiii ittt ettt e ennens 50:2f:a8:a2:0a:60
Is Rogue on Wired Network........................ Yes
Classification........cvviiiiiiiii ittt it e eeennn Malicious
Classification change by............ ... Auto
Manual Contained.........cciiiiiiiinniinnnnnnnnn No
o= o < Threat
State change by...... ... .. i e Auto
First Time Rogue was Reported.................... Tue Jun 4 13:06:55 2019
Last Time Rogue was Reported..................... Wed Jun 5 08:25:57 2019
Reported By
AP 1

MAC Address......couiiiiiiniinnnnnnnnnns 00:27:e3:36:4d:a0

Name. . .ot i e e i tiagoAPcb.98E1.3DEC

Radio Type. ... ittt i e ennnnnns 802.11n2.4G

SSID . ittt e buterfly

Channel. ... ...t it eeennns 1

RSST . it i i s e et e -64 dBm

SNR . it e e e 29 dB

Security PoliCy...vviiiiniiii i i iinnns WPA2/FT

ShortPreamble........ ... it Disabled

Last reported by this AP................. Wed Jun 5 08:25:57 2019



lweduuld IJlgble gl oJlzol
I3l Jp sop IJoyuld 1ggs

02dS pU wpdsu Iy Ideghe eds 0dbs 1Jsuesd. eds sleos IJpuwegse lhumspss:

Save Configuration  Ping

Logout Refresh

MANAGEMENT COMMANDS HELP  FEEDBACK A Home

MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless All APs > Details for tiagoAP.69F4.6458 < Back Apply |
G I | Credential [ Interfa ! High Availability | Inventory | | Advanced
Regulatory Domains 802.11bg:-E  802.11a:-E Power Over Ethernet Settings
— 7 -
3}03;_3 2; . Country Code BE (Beigium) PoE Status Full Power
Ao Ciseo Discovery Protocol o)
Global Configuration : : o Pre-standard 802.3af
AP Group Name default-group ¥ mwitches
» Advanced = .
Statistics Timer 30 Power Injector State
Mesh
Data Encryption AP Core Dump
» ATF
Rogue Detection s I AP Core Dump Enabled
RF Profiles
£ Teinet Global Config ¥ AP Retransmit Config Parameters
FlexConnect Groups ?
Fi i bl
R S5 RaChak GoEh AP Retransmit Count 5
i e = ) . - 1250 :
TCP Adjust MSS (1Pv4: 536 - 1363, IPv6: 1220 - 1331) AP Retransmit Interval 3
FlexConnect VLAN TCP M55 is Globally Enabled
VLAN Taggi
Templates LED State Enable ¥ LAN 1290
SRS LED Flash State o (1-3600)seconds VLAN Tagging Enabled
b 802.11a/n/ac Indefinite mDNS Configuration
b 802.11bfg/n ® Disable mONS Snooping Enabled
b Media Stream USE Module 10 USB Module VLAN List
Application Visibility Overri
b verride
And Control S
! o
Lync Server USE Module Sl‘aius. TrustSec Config
Conniy USE Madule Operational State MNat Datected MK Seriices

B 9lzos yulo, 1UI9le

<{froot>

(Cisco Controller) >show ap config general tiagoAPcb.98E1.3DEC

Cisco AP Identifier.........oieiiiiiiiinnnn. 13

CisCO AP Name. ..ot e it e e i aae e nnnnns tiagoAPcb.98E1.3DEC
[...]

Administrative State ...t ADMIN_ENABLED
Operation State .........iiiiiiiinnnnnnnnnnnnnnns REGISTERED
Mirroring Mode ..........ciiuiiiiinnnnnnennnnnnnns Disabled

AP Mode ..ottt e, Local

PubTlic Safety .....ciiiiiiiiiiiii i i e e e Disabled

AP SubMode . ... e e Not Configured
Rogue Detection ......... ... ... Enabl ed

Remote AP Debug .......c.oiiiiiiiiiiii e Disabled
Logging trap severity level ...........ccvvinnn. informational
KPI not configured ...........c.iiiiiiiiinnnnnn..

Logging syslog facility ........coiiiiiinennnn... kern

S/W  VerSioN ..ttt ittt it tan st san s 8.8.120.0

BOOt VerSion ...ttt 1.1.2.4

[...]

Power Type/Mode. .....c.cuiiiiiiiiii i iiananennn PoE/Full Power
Number Of STotS...... ittt i inneenn 3

AP ModeT . .ottt e, AIR-AP3802I-I-K9
AP Image. . v vttt ittt s et s AP3G3-K9w8-M

CisSCO I0S VeIrSTON. ittt ittt saese e sansnnennssnnens 8.8.120.0



Reset BULTON. ... v ittt ittt ittt et an e snnnnnn Enabled
AP Serial Number........ .ottt FGL2114A4SU

[...]

.___Srod() Qrod.___s() |J-_‘J,Jun_9 l‘-Jr"tl')E. &J._S u9bo SUDQJ VIJJCJE.)IID 05l |Jiro_)i

<#root>
(Cisco Controller) >
config rogue detection enable ?

all Applies the configuration to all connected APs.
<Cisco AP> Enter the name of the Cisco AP.

wd9p 0ObS IUsuesd pu IUsupe Idpeds weumz Susle IJuJS/DCA B8k gogees eds
lJodsso. bl Jly 1dpgbe Os ls Guls 136 Blu 9236 1wz e Jogwobse oS [Jpghe I3l
Je sJdu s udlb 9009d B 9u2¢ 1Jpsldes s Iduvwds. 1uos) 03l 1dle, JJwzdd pu:

<#root>
(Cisco Controller) >

show advanced 802.1l1a nonitor

Default 802.1la AP monitoring

802.11a Monitor Mode.......uuuiiinnnnnnnnnnnnn enable
802.11a Monitor Mode for Mesh AP Backhaul...... disable
802.11a Monitor Channels....................... Country channel s
802.11a RRM Neighbor Discover Type............. Transparent
802.11a RRM Neighbor RSSI Normalization........ Enabled
802.11a AP Coverage Interval............ccuuan. 90 seconds
802.11a AP Load Interval..........cvuvivunnnnn. 60 seconds
802.11a AP Monitor Measurement Interval........ 180 seconds
802.11a AP Neighbor Timeout Factor............. 20
802.11a AP Report Measurement Interval......... 180 seconds

c Jlsop s udbs IUs o] IUpslses SSID.

« olds pu e3p luolWs guslo MAC Judbs IJsosd Ipglhes B Blisps Ipele 1plJeds Iy
luo puwesz wldlze pu gJdId PL.

+ Jlsedu IUsuosd 1Js Tzos IdLusls po wdbs IUsuesd Ieghes IUs wdbs 1Jsuesd (AP)
lJos Juvdo 80 929> pehe. spdu ldozdy pu o3l Idlg)le pu gJIJ IJoblb 1Uz)e IJos
oew9s eds sniffer §)sw6 pu pelde pdovd AP.

© Sedo Judbs 1JsLo9d B Is e Ipeds 1o ouweénd el suod Ids 958l JIdools



lJegl>e (3 39)le 180x3).

« Jlspdo Judlb 1Jsue9d pu Cisco IJo il Idgesle geds wymnle pod Guls [duudlesd
lJelpd (4.9 gszloyw)).

e Jlspdo Judlb 1Js oo pu Cisco ldeuld 1Jiggh IJos wgpd eds FHSS (b
loouuly ogbs Ido)slw).

ouoese IJigble |Jods6

<#root>
(Cisco Controller) >

debug client

(If rogue mac is known)

(Cisco Controller) >

debug client 50: 2f:a8: a2: 0a: 60

(Cisco Controller) >*apfRogueTask_2: Jun

*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun
*apfRogueTask_2: Jun

*apfRogueTask_2: Jun
*apfRogueTask_2: Jun

*apfRogueTask_2: Jun

*apfRogueTask_2: Jun

<ffroot>

05
05
05
05
05
05
05
05
05
05
05
05
05

05
05

05

05

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

08:
08:

08:

08:

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

46:
46:

46:

46:

57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.

57.
57.

57.

57.

111:
111:
111:
111:
111:
111:
111:
111:
111:
111:
111:
111:
111:

111:
111:

111:

111:

50:
50:
50:
50:
50:
50:
50:
50:
50:
50:
50:
50:
50:

50:
50:

50:

50:

05

2f:
2f:

2f

2f:
2f:

2f

2f:

2f:

2f:

2f:

2f:

2f:

2f:

2f

2f:

2f:

2f:

08:
a8:
a8:
:a8:
a8:
a8:
:a8:
a8:
a8:
a8:
a8:
a8:
a8:
a8:

:a8:
a8:

a8:

a8:

46:
az:
az:
az:
az:
az:
az:
az:
az:
az:
az:
az:
az:
az:

az:
az:

az:

az:

57.
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:
Oa:

Oa:
Oa:

Oa:

Oa:

111: 50:2f:a8:a2:0a:60 Found Rogue AP: 50:2f:a8:a2

60
60
60
60
60
60
60
60
60
60
60
60
60

60
60

60

60

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559724417. Detecti
SYNC for Channel (new/old : 1/0) or channel wi
rg changed rssi prev -64, new -55
Updated AP report 00:27:e3:36:4d:a0 rssi -55,
Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSlotId = 2 Receiv
Rogue before Rule Classification : Class malici
Rogue doesnt qualify for rule classification :
Manual Contained Flag = 0, trustlevel = 7
ssidLen = 8 min = 8 50:2f:a8:a2:0a:60
This rogue does not use my ssid. Rogue ssid=but

Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo

Checking Impersonation source 50:2f:a8:a2:0a:60
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Rogue Client ssid: buterfly

Rogue Client ssid: buterfly



(Cisco Controller) >

debug dot 11 rogue enable

(Cisco Controller) >*emWeb: Jun 05 08:39:46.828:
Debugging session started on Jun 05 08:39:46.828 for WLC AIR-CT3504-K9 Version :8.8.120.0 SN :FCW22
*iappSocketTask: Jun 05 08:39:57.104: 00:27:e3:36:4d:a0 Posting Rogue AP Iapp Report from AP for proces

*apfRogueTask_2: Jun 05 08:39:57.104: 00:27:e3:36:4d:a0 fakeAp check: slot=0, entryIndex=0, (Radio_upTi
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:4d:a0 entries 5 slotId O bssid b0:72:bf:93:e0:d7 src

*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:4d:a0 entries 5 slotId O bssid 50:2f:a8:a2:0a:60 src

*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:4d:a0 entries 5 slotId O bssid 00:a3:8e:db:01:al src
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:4d:a0 entries 5 slotId O bssid 00:a3:8e:db:01:b0 src

*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 New RSSI report from AP 00:27:e3:36:4d:a0 rssi
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:4d:a0 entries 5 slotId O bssid 00:a3:8e:db:01:b2 src
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al Found Rogue AP: 00:a3:8e:db:01l:al on slot O

*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Rogue SSID timestmap expired. Tast update at O
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:4d:a0 fakeAp check: knownApCount=0, totalNumOfRogueE
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al New RSSI report from AP 00:27:e3:36:4d:a0 rssi
*apfRogueTask_2: Jun 05 08:39:57.105: 00:27:e3:36:4d:a0 fakeAp check: avgNumOfRogues[0]/10=4, rogueAla
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 SYNC for Channel (new/old : 40/0) or channel w
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al Rogue SSID timestmap expired. Tast update at O
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 rg changed rssi prev -28, new -28
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al SYNC for Channel (new/old : 13/0) or channel w
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Updated AP report 00:27:e3:36:4d:a0 rssi -28,
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al Updated AP report 00:27:e3:36:4d:a0 rssi -16,
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 RadioType: 3 lradInfo->containSTotId = 1 Receiv

*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Rogue before Rule Classification : Class unclas
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Created rogue client table for Rogue AP at Oxff
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Rogue is Rule candidate for : Class Change by
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Added Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Applying Rogue rule to this MAC
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Looking for Rogue b0:72:bf:93:e0:d7 in known AP
*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Rogue AP b0:72:bf:93:e0:d7 is not found either
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Rogue After Rule Classification : Class unclass

*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Manual Contained Flag = 0, trustlevel = 2

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Scheduled pending Time 184 and expiry time 1200
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 ssidLen = 0 min = 0 00:a3:8e:db:01:b2

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 Change state from 0 to 1 for rogue AP b0:72:bf:
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 This rogue does not use my ssid. Rogue ssid=

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 rg change state Rogue AP: b0:72:bf:93:e0:d7
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Rogue AP: 00:a3:8e:db:01:b2 autocontain = 2 Mo
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al Rogue detected by AP: 00:27:e3:36:4d:a0
*apfRogueTask_1: Jun 05 08:39:57.105: 00:a3:8e:db:01:b2 Checking Impersonation source 00:a3:8e:db:01:b2
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al RadioType: 3 lradInfo->containSTotId = 2 Receiv

*apfRogueTask_2: Jun 05 08:39:57.105: b0:72:bf:93:e0:d7 New RSSI report from AP 00:27:e3:36:4d:a0 rssi
*apfRogueTask_3: Jun 05 08:39:57.105: 00:a3:8e:db:01:al Rogue is Rule candidate for : Class Change by



*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:

*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_2:

*apfRogueTask_3:
*apfRogueTask_2:

*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_2:

*apfRogueTask_3:
*apfRogueTask_2:

*apfRogueTask_3:
*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_3:
*apfRogueTask_2:
*apfRogueTask_3:

*apfRogueTask_2:
*apfRogueTask_2:

*apfRogueTask_3:
*apfRogueTask_2:

*apfRogueTask_3:

Jun
Jun

Jun
Jun

Jun

Jun
Jun

Jun
Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun
Jun

Jun

Jun
Jun

Jun

Jun

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

Jun
Jun

Jun

Jun

Jun

05
05

05
05
05

05
05

05
05

05

05

05

05

05

05

05
05

05

05
05

05

05

05
05
05
05
05
05
05
05
05
05
05
05

05
05

05

05

05

08:
08:

08:
08:
08:

08:
08:

08:
08:

08:

08:

08:

08:

08:

08:

08:
08:

08:

08:
08:

08:

08:

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

08:
08:

08:

08:

08:

39:
39:

39:
39:
39:

39:
39:

39:
39:

39:

39:

39:

39:

39:

39:

39:
39:

39:

39:
39:

39:

39:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

39:
39:

39:

39:

39:

57.
57.

57.

57

57.

57.
57.

57.
57.

57.

57.

57.

57.

57.

57.

57.
57.

57.

57.
57.

57.

57.

57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.
57.

57.
57.

57.

57.

57.

105:
105:

105:
.105:
105:

105:
105:

105:
105:

105:

105:

105:

105:

105:

105:

105:
105:

105:

105:
105:

105:

105:

105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:
105:

105:
105:

105:

105:

105:

b0:
00:

b0:
b0:
00:

b0:
00:

b0:
00:

b0:

00:

b0:

00:

b0:

b0:

00:
bO:

00:

bO:
bO:

00:

b0:

00:
00:
50:
00:
50:
00:
50:
00:
50:
00:
50:
00:

50:
50:

00:

50:

00:

72:
a3:

72

72:
a3:

72:
a3:

72:
a3:

72:

a3:

72:

a3:

72

72:

a3:
72:

a3:

72:
72:

a3:

72:

a3:
a3:

2f

a3:
2f:
a3:
2f:
a3:

2f

a3:
2f:
a3:

2f:

2f

a3:

2f:

a3:

bf:
8e:

:bf:
bf:
8e:

bf:
8e:

bf:
8e:

bf:

8e:

bf:

8e:

:bf:

bf:

8e:
bf:

8e:

bf

bf:

8e:

bf:

8e:
8e:
:a8:
8e:
a8:
8e:
a8:
8e:
:a8:
8e:
a8:
8e:

as8:
:a8:

8e:

a8:

8e

93:
db:

93:
93:
db:

93:
db:

93:
db:

93:

db:

93:

db:

93:

93:

db:
93:

db:

:93:
93:

db:

93:

db:
db:

a2

db:
az:

db

az:
db:

a2

db:
az:

db

az:

a2

db:

az:

:db:

e0:
01:

e0:
e0:
01:

e0:
01:

e0:
01:

e0:

01:

e0:

01:

e0

e0:

01:
e0:

01:

e0:
e0:

01:

e0:

01:
01:
:0a:
01:
Oa:
:01:
Oa:
01:
:0a:
01:
Oa:
:01:

Oa:
:0a:

01:

Oa:

01:

d7
al

d7
d7
al

d7
al

d7
al

d7z

al

dz

al

:d7

dz

al
d7

al

d7z
d7z

b0

d7z

b0
b0
60
b0
60
b0
60
b0
60
b0
60
b0

60
60

b0

60

b0

Send Rogue Info Notificaiton for AP report 00:
Applying Rogue rule to this MAC

Rogue SSID timestmap set to 1559723997. Detecti
rg send new rssi -59

Rogue After Rule Classification : Class unclass

Updated AP report 00:27:e3:36:4d:a0 rssi -59,
Manual Contained Flag = 0, trustlevel = 2

Rogue detected by AP: 00:27:e3:36:4d:a0
ssidLen = 0 min = 0 00:a3:8e:db:01:al

RadioType: 3 TradInfo->containSlotId = 2 Receiv

This rogue does not use my ssid. Rogue ssid=

Rogue before Rule Classification : Class unconf

Rogue AP: 00:a3:8e:db:01:al autocontain = 2 Mo
Rogue state 1is pending or 1rad, cannot apply ro
Rogue doesnt qualify for rule classification :

Checking Impersonation source 00:a3:8e:db:01:al
Manual Contained Flag = 0, trustlevel =1

Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Checking Impersonation source b0:72:bf:93:e0:d7
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Found Rogue AP: 00:a3:8e:db:01:b0 on slot O
rg new Rogue AP: b0:72:bf:93:e0:d7

New RSSI report from AP 00:27:e3:36:4d:a0 rssi
Rogue SSID timestmap set to 1559723997. Detecti
New RSSI report from AP 00:27:e3:36:4d:a0 rssi
SYNC for Channel (new/old : 40/0) or channel w
Rogue SSID timestmap set to 1559723997. Detecti
rg changed rssi prev -28, new -26

SYNC for Channel (new/old : 1/0) or channel wi
Updated AP report 00:27:e3:36:4d:a0 rssi -26,
rg changed rssi prev -65, new -63

Rogue detected by AP: 00:27:e3:36:4d:a0

Updated AP report 00:27:e3:36:4d:a0 rssi -63,
RadioType: 3 TradInfo->containSlotId = 1 Receiv

Rogue detected by AP: 00:27:e3:36:4d:a0
RadioType: 3 TradInfo->containSlotId = 2 Receiv

Manual Contained Flag = 0, trustlevel =7
: Class malici

Rogue before Rule Classification

ssidLen = 8 min = 8 00:a3:8e:db:01:b0
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Manual Contained Flag = 0, trustlevel = 7
This rogue does not use my ssid. Rogue ssid=bli
ssidLen = 8 min = 8 50:2f:a8:a2:0a:60
Rogue AP: 00:a3:8e:db:01:b0 autocontain = 2 Mo
This rogue does not use my ssid. Rogue ssid=but
Rogue AP: 50:2f:a8:a2:0a:60 autocontain = 2 Mo
Known AP 0 mfp global 0 AP Auth Global 0 mfp Im

Checking Impersonation source 50:2f:a8:a2:0a:60
Known AP 0 mfp global O AP Auth Global 0 mfp Im

APF processing Rogue Client: on slot O

Rogue Client IPv6 addr: Not known

APF processing Rogue Client: on slot 0O

Rogue Client ssid: blizzard

Rogue Client IPv6 addr: Not known

Rogue Client ssid: buterfly

New AP report 00:27:e3:36:4d:a0 rssi -37, snr
rgc change from -38 RSSI -37

rgc change from -39 RSSI -39

Updated AP report 00:27:e3:36:4d:a0 rssi -37, s
Updated AP report 00:27:e3:36:4d:a0 rssi -39, s
APF processing Rogue Client: on slot 0O

Rogue Client IPv6 addr: Not known

Rogue Client ssid: buterfly

New AP report 00:27:e3:36:4d:a0 rssi -62, snr
rgc change from -61 RSSI -62

Updated AP report 00:27:e3:36:4d:a0 rssi -62, s
Looking for Rogue b0:72:bf:93:e0:d7 in known AP
Rogue AP b0:72:bf:93:e0:d7 is not found either
Change state from 1 to 2 for rogue AP b0:72:bf:
rg change state Rogue AP: b0:72:bf:93:e0:d7

rg change state Rogue AP: b0:72:bf:93:e0:d7
Deleting Rogue AP: b0:72:bf:93:e0:d7

Freed rogue client table for Rogue AP at OxfffO

rg delete for Rogue AP: b0:72:bf:93:e0:d7
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00:26:44:73:¢c5:1d.

ulddbd 1y Lo9d IUsgsdsé D4:28:d5:da:e0:d4 [Jos weo ldwel pu zolj

loedp B 1Usuesd Jdyuwlsb IUJIpudIdsé
lJIuwlws6:00:27:€3:36:4d:a0 |Jglzoé n0:0(802.11n(2.4 zsgloyw))

—_—

olpeise S SHUSY:
5:53:39 5 2019

w

PI9T O SIUSY:
5:52:17:2019 p

~

wIvosle

1. 9p vodosy Voo IJJuls IUs gese IJBusle Bl oo ouvd Bs 929> pehe peopds Vs

2. spJdu io SeodV 35 il 1IUso9d 1UEl 006 Viao_jé Juvd IJpgle 909880l pu 9le> JIJ
blog [Js 9lz> JIJ pous 95098 3Jd eds wibsb lduvwds IJwddss. po
IJpuwczawe lo S5 ould udlos 5,09 el sl2ss eds IJIBd s IJ blud eu
IJewus. Jiu 0dbs 1Js ool Idpglhes cubdo b louold Jeese peldle v Gvwds
IUbo$s 21Jes sz pldwool Blu ldsuoe sgops eds IJogbsb IJeubds Jduvods.

131 JIo 1J9és ) pLoud

w2dY pu wdssu IdBsles Idpghes vubvdd Logse.
ouoese IJigble |Jpdss6

<f#froot>

(Cisco Controller) >

debug dot 11 rogue rul e enable

(Cisco Controller) >*emWeb: Jun 05 09:12:27.095:
Debugging session started on Jun 05 09:12:27.095 for WLC AIR-CT3504-K9 Version :8.8.120.0 SN :FCW2245M0



(Cisco Controller) >
*apfRogueTask_1: Jun
*apfRogueTask_3: Jun

*apfRogueTask_1: Jun

*apfRogueTask_1: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

Rogue C assification:

*apfRogueTask_3: Jun

*apfRogueTask_1: Jun
*apfRogueTask_3: Jun

*apfRogueTask_3: Jun

wuosle

05
05

05
05

05
05

ma

05

05
05

05

09:12:57.135:
09:12:57.135:

09:12:57.135:
09:13:27.135:

09:13:27.135:
09:13:27.135:

i ci ous, Rul eNane:

09:13:27.136:

09:13:57.136:
09:13:57.136:

09:13:57.136:

00:
00:

ac:
ac:

50:
50:

00:

00:
50:

00:

a3:8e:db:
a3:8e:db:

22:05:ea:
22:05:ea:

2f:a8:a2:
2f:a8:a2:

Test Rul e,

a3:8e:db:

a3:8e:db:
2f:a8:a2:

a3:8e:db:

01:a0 Rogue Rule Classify Params:
01:al Rogue Rule Classify Params:

21:26 Rogue Rule Classify Params:

21:26 Rogue Rule Classify Params:
0d:40 Rogue Rule Classify Params:

0d:40

Rogue St at e: Cont ai nnent Pendi ng

01:al Rogue Rule Classify Params:

rssi=-16,
rssi=-15,
rssi=-89,
rssi=-89,
rssi=-62,
rssi=-15,

maxRssiLr
maxRssiLr

maxRssiLr

maxRssiLr
maxRssiLr

maxRssiLr

01:a0 Rogue Rule Classify Params: rssi=-16, maxRssilLr
0d:40 Rogue Classification:malicious, RuleName:TestRu

01:al Rogue Rule Classify Params: rssi=-15, maxRssilLr

I3l oo Jssd beldle pelbes pe 96, Bl ool B IJ8lisps 1pldeds Iy §p wopdso
IJe2dd pu lduozs wluwedsle IJeuolb §6 sldess s sldezluves (AAA) solds oo 9295 beldle
IJgpsd I1Jper9ds BOs $less wslole 1deuolb$s sldedss o gldpzlunas (AAA).

lo woolez RLDP JI s223 p9de IJI9gl>

93l DHCP o981,
o« Bl dloe udbs 1J9uo9d e IUsLoe IUpeds wése IJepsd B Guls DFS. Bloel JI ouulyd

s gpdso RLDP.

I3l i 1d9gs B $uls DFS. Ble, RLDP JI sgpd-
s&pd RLDP B 3b 3l Jlue 1o ds 1dppdss 1JJlunddss (WLAN) I eghes pbegzd

e Jlsopsep w9e9ds] RLDP Bs wiélb 1Usuo9d po lduvduwJs 1800i 9 1810 OEAP
1810W 9 1815 9 1830 9 1850 9 2800 9 3800 Series AP.

ouoese IJigble |Jpds6

<{froot>

(Cisco Controller) >

debug dot11 rldp enable

l-—— RLDP not available when AP used

*apfRLDP: Jun
*apfRLDP: Jun
*apfRLDP: Jun
*apfRLDP: Jun

05 12:24:41.291: 50:2f:
05 12:24:41.291: 50:2f:
05 12:24:41.292: Rogue
05 12:24:41.292: 50:2f:

to contain only has invalid channel for the AP country code

a8:a2:0a:61 Received request to detect Rogue
a8:a2:0a:61 Entering apfFindClosestLrad
detected slot :0 Rogue contains SlotId :2
a8:a2:0a:61



*apfRLDP: Jun 05 12:
*apfRLDP: Jun 05 12:
*apfRLDP: Jun 05 12:

nval i d channel

l--- ROGUE detected

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

Qur AP 00

*apfRLDP:
*apfRLDP:
*apfRLDP:

l--- RLDP

*apfRLDP:
*apfRLDP:
*apfRLDP:

Ski ppi ng
*apfRLDP:

*apfRLDP:
*apfRLDP:

Jun
Jun
Jun
Jun

05
05
05
05

12:
12:
12:
12:

24:

24

on

43:
43:
43:
43:

1 for the country IL for AP 00:27:e3:36:4d: a0

41.292: 50:2f:a8:a2:0a:61 Cannot find any AP to perform RLDP operation

:41.292: 50:2f:a8:a2:0a:61 Exiting apfFindClosestLrad
24:

41.292: Waiting for ARLDP request

DFS channel

16
16
16
16

.659:
.659:
.660:
.660:

50:2f:a8:a2:0d:4e Received request to detect Rogue
50:2f:a8:a2:0d:4e Entering apfFindClosestLrad
Rogue detected slot :1 Rogue contains SlotId :1
50:2f:a8:a2:0d:4e

:27:e3:36:4d: a0 detected this rogue on a DFS Channel 100

Jun
Jun
Jun

05
05
05

is not

Jun
Jun
Jun

RLDP

Jun
Jun
Jun

05
05
05

on

05
05
05

l-—-- Association

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

Moni tor Mode AP found b4: de: 31: a4: e0:

*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:

Jun
Jun
Jun
Jun
Jun

Jun

Jun
Jun

Jun
Jun

Jun
Jun

05
05
05
05
05

05

05
05

05
05

05
05

12:43:16.660:
12:43:16.660:
12:43:16.660:

supported on

12:
12:
12:

AP

12:
12:
12:

TO

15:
15:
15:
15:
15:

15:

15:
15:

15:
15:

15:
15:

52:
52:
52:

94:

52:
52:
52:

41.
41.
41.

d4:

41.
41.
41.

ROGUE

02:
02:
02:
02:
02:

02:

02:
02:

02:
02:

02:
02:

49
49
49
49
49

49.

49.
49.

50.
50.

50.
50.

ridp started associ ation,

*apfRLDP:

*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun 05 15:02:

Jun 05 15:02:
Jun 05 15:03:

Jun 05 15:03:

*apfOpenDt1Socket: Jun
*apfOpenDt1Socket: Jun

55.

55.
00.

00.

05
05

69:f5:f7:e0 AP Model

AP

.602:
.602:
.602:
.602:
.602:

980:
980:
980:

980:
980:
980:

602:

602:
602:

102:
102:

102:
302:

50:2f:a8:a2:0d:4e Cannot find any AP to perform RLDP operation
50:2f:a8:a2:0d:4e Exiting apfFindClosestlLrad
Waiting for ARLDP request

AP model 18001,

1810 OEAP, 1810w, 1815, 1830, 1850, 2800, and 3800 Series

9e:97:26:a2:al:1a Received request to detect Rogue
9e:97:26:a2:al:1a Entering apfFindClosestLrad
9e:97:26:a2:al:1a

Al R- AP18521 - E- K9

9e:97:26:a2:al:1a Cannot find any AP to perform RLDP operation
9e:97:26:a2:al:1a Exiting apfFindClosestLrad
Waiting for ARLDP request

50:2f:
50:2f:
50:2f:

Rogue

50

50:

50:

50

50:
50:

b4:
50:

at t enpt

346:

346:
390:

390:

50:

50
50

50

:2F:

1

:2F:
:2F:

:2F:

2f:

2f:
:2F:

2f:
2f:

de:
2f:

2f:

a8:a2:0a
a8:a2:0a
a8:a2:0a
detected
a8:a2:0a

161
161
161

Received request to detect Rogue
Entering apfFindClosestLrad
Skipping RLDP on AP 94:d4:69:f5:f7:e0 AP Model: AIR-AP

slot :0 Rogue contains SlotId :0

161

30 with RSSI

as8:

as8:
as8:

as8:
as8:

31:
as8:

as8:

as8:
as8:

as8:

15:03:00.608:
15:03:00.808:

az2:

az2:
az2:

az2:
az2:

a4:
az2:

az2:

az2:
az2:

az2:

Oa

Oa:
Oa:

Oa:
Oa:

e0:
Oa:

Oa:

Oa:
Oa:

Oa

161

61
61

61
61

31
61

61

61
61

161

-61
found closest monitor AP b4:de:31:a4:e0:30 slot = 0, ¢

Exiting apfFindClosestlLrad
Found RAD: Oxffd682b5b8, slotId = 0, Type=1

AP b4:de:31:a4:e0:30 Client b4:de:31:a4:e0:31 Slot = 0O

In rldpSendAddMobile:724 setting Central switched to T

RLDP could not finish the association in time. RLDP St

rldp started association, attempt 2
RLDP could not finish the association in time. RLDP St

rldp started association, attempt 3

apfRoguePreamble = 0 mobile b4:de:31:a4:e0:31.



50: 2f: a8: a2: 0a: 61 RLDP state RLDP_ASSOC DONE

3.

*apfRLDP: Jun 05 15:03:00.870: 50:2f:a8:a2:0a:61

Successfully associated with rogue:

l--- Attempt to get ip from ROGUE

*apfRLDP: Jun 05 15:03:

Starting dhcp

*apfRLDP: Jun 05 15:03:

Initializing RLDP DHCP

*apfRLDP:
*apfRLDP:

*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:
*apfRLDP:

*apfRLDP:

Jun 05 15:03

Jun 05 15:03:

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

00.870:

00.870:

for

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

10.

10.

10.

10.

10.

50:2f:a8:a2:

50:2f:a8:a2:

50: 2F: A8: A2: 0A: 61

Oa:o61l

Oa:o61l

rogue 50: 2f: a8:a2:0a: 61

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

877:

877:

877:

877:

877:

b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:
b4:de:31:a4:

DHCP option:

[0000]

b4:de:31:a4:

50:2f:a8:a2:
50:2f:a8:a2:
50:2f:a8:a2:
50:2f:a8:a2:
b4:de:31:a4:

b4:de:31:a4:

b4:de:31:a4:

:00.870: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
b4:de:31:a4:

e0:31 BOOTP[r1dp] op: REQUEST

e0:31 htype: Ethernet
e0:31 hlen: 6

e0:31 hops: 1

e0:31 xid: 0x3dalfl3
e0:31 secs: 0

e0:31 flags: 0x0

e0:31 hw_addr: B4:DE:31:A4:E0:31
e0:31 client IP: 0.0.0.0
e0:31 my IP: 0.0.0.0
e0:31 server IP: 0.0.0.0
e0:31 gateway IP: 0.0.0.0

e0:31 options:

e0:31 DHCP message: 1 DISCOVER
39/57.2: (2)

02 40

e0:31 host name: RLDP

0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61

0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61
0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61

e0:31 BOOTP[r1dp] op: REQUEST

e0:31 htype: Ethernet

e0:31 hlen: 6



*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 hops: 1

*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 xid: 0x3dalfl3

*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 secs: 0

*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 flags: 0x0

*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 hw_addr: B4:DE:31:A4:E0:31
*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 client IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.877: b4:de:31:a4:e0:31 my IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 server IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 options:

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:10.878: DHCP option: 39/57.2: (2)

*apfRLDP: Jun 05 15:03:10.878: [0000] 02 40

*apfRLDP: Jun 05 15:03:10.878: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:10.878: 50:2f:a8:a2:0a:61 RLDP DHCP SELECTING for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Initializing RLDP DHCP for rogue 50:2f:a8:a2:0a:61

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCPSTATE_INIT for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 BOOTP[r1dp] op: REQUEST

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 htype: Ethernet
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hlen: 6
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hops: 1
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 xid: 0x3dalfl3
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 secs: 0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 flags: 0x0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 hw_addr: B4:DE:31:A4:E0:31
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 client IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 my IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 server IP: 0.0.0.0
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 gateway IP: 0.0.0.0

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 options:
*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 DHCP message: 1 DISCOVER

*apfRLDP: Jun 05 15:03:20.885: DHCP option: 39/57.2: (2)



*apfRLDP: Jun 05 15:03:20.885: [0000] 02 40

*apfRLDP: Jun 05 15:03:20.885: b4:de:31:a4:e0:31 host name: RLDP

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 Sending DHCP packet through rogue AP 50:2f:a8:a2:0a:61
I-—- RLDP DHCP fails as there is no DHCP server providing IP address

*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 RLDP DHCP FAILED state for rogue 50:2f:a8:a2:0a:61
*apfRLDP: Jun 05 15:03:20.885: 50:2f:a8:a2:0a:61 DHCP failed
*apfRLDP: Jun 05 15:03:20.885: Waiting for ARLDP request

wuosle

1. lusl wlbwsd RLDP sl s IUbeldle 1Jpglses 1Jpuivw906.
2. 2>9J6 RLDP ¢ udd »9)s.

3. spJdu wuiy RLDP gJs udlb 1Js 09 (APS) 1Upedss 19 9 og 1dpilduws. wlduumed
Jepdsle IUouiy IJIde) Blodss JJobys) sddduale eds s olos) eds 206 Igpdle.
Sop uu) ©8uss RLDP gds ullb 1dyesd B 9uoe Il dws gus Idlpdls. 9pg 3
wolbde 030 1Josuoss lu sop wuiy wgubss udbs 5,08d (AP) Js o IJelGuws
O 0PRSS ped LS 9,09 9136 Jsuoe zoli IUesue JIJ 5 ullb 9u09d Vs
Iy e Idpeds. Jol spdu ldlgnedhs oo wdlb IJsuosd (APs) Os 9 o¢ zols IJesuo
bo,l; WIPS IU8lod JJodss Joso 1Jpeopes.

uldbé 1 Load JIlves 1Jpglbe

SpIJo 1986 1Jbgld IJpghe B zoly Juvd Idpglse luwegsle 03l 1l B 9238 wedpe AP.
oldouwed Jdpghbesu lduwdIdssu couodd IJgdles |Js wesso 1Jeglds.

<#root>
tiagoAP.6d09.effO#
show capwap rm rogue detecto

r
LWAPP Rogue Detector Mode
Current Rogue Table:
Rogue hindex = 0: MAC 502f.a8a2.0a6b1,

flag = 0

, unusedCount = 1
Rogue hindex = 0: MAC 502f.a8a2.0a60,

flag = 0

, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d41,

flag = 0



, unusedCount = 1
Rogue hindex = 7: MAC 502f.a8a2.0d40,

flag =0
, unusedCount = 1

I--- once rogue is detected on wire, the flag is set to 1

Iolo, wuoese IJigble [Jpbsr6 B 9236 wedp wdbs 19,09 (AP)

<#root>
Rogue_Detector#

debug capwap rm rogue detector

*Jun 05 08:37:59.747: ROGUE_DET: Received a rogue table update of length 170
*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lac4

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lac5

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.laca

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacb

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacc

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacd

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0023.ebdc.lacf

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0024.1431.e9ef

*Jun 05 08:37:59.747: ROGUE_DET: Got wired mac 0024.148a.ca2b

*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.148a.ca2d

*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.148a.ca2f

*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.3570

*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.3574

*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.357b

*Jun 05 08:37:59.748: ROGUE_DET: Got wired mac 0024.14e8.357c

*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.357d

*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.357f

*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.3dcd

*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.3ff0

*Jun 05 08:37:59.749: ROGUE_DET: Got wired mac 0024.14e8.3ff2

*Jun 05 08:37:59.774: ROGUE_DET: Got wired mac 0040.96b9.4aec

*Jun 05 08:37:59.774: ROGUE_DET: Got wired mac 0040.96b9.4b77

*Jun 05 08:37:59.774: ROGUE_DET: Flushing rogue entry 0040.96b9.4794
*Jun 05 08:37:59.774: ROGUE_DET: Flushing rogue entry 0022.0c97.af80
*Jun 05 08:37:59.775: ROGUE_DET: Flushing rogue entry 0024.9789.5710
*Jun 05 08:38:19.325: ROGUE_DET: Got ARP src 001d.alcc.0e9e

*Jun 05 08:38:19.325: ROGUE_DET: Got wired mac 00ld.alcc.0e9%e

*Jun 05 08:39:19.323: ROGUE_DET: Got ARP src 001d.alcc.0e9e

*Jun 05 08:39:19.324: ROGUE_DET: Got wired mac 00ld.alcc.0e9e
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<tfroot>

*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

*apfRogueTask_3: Jun

06
06
06
06

06
06

06

Cl ass nalicious, Change

*apfRogueTask_3: Jun

*apfRogueTask_3: Jun

*apfRogueTask_3: Jun 06 13:25:11.840:

06

06

13:
13:
13:
13:

13:
13:

13:

by

13:

13:

25:
25:
25:
25:

25:
25:

25:

11.
11.

11

11.

11

11.

11.

840:
840:
.840:
840:

.840:
840:

840:

00:
00:
00:
00:

00:
00:

00:

a3:
a3:
a3:
a3:

a3:
a3:

a3:

Auto State Conta

25:11.840:

25:11.840:

00:

00:

00:

Rogue AP: 00: a3: 8e:db: 01: b0 autocontain =

*apfRogueTask_3: Jun

*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

Contains rogue with

*apfRogueTask_3: Jun
*apfRogueTask_3: Jun

w9Losle

06

06
06
06
06
06
06
06
06
06
06
06
06
06
06
06
06

13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

25:

25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:
25:

11.

11.

11

11.
11.

11

11.
11.

11

11.
11.

11

11.
11.

11

11.
11.

840:

840:
.840:
840:
840:
.840:
840:
840:
.840:
840:
840:
.840:
840:
840:
.840:
840:
840:

00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

a3:

a3:

a3:

1

a3:

a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:

8e:
8e:
8e:
8e:

8e:
8e:

8e

db:
db:

db

db:

db

db:

:db:

:01:
01:

01:
01:
:01:
01:

01:

b0 Updated AP report b4:de:31:a4:e0:30 rssi -33,

S

b0 Looking for Rogue 00:a3:8e:db:01:b0 in known AP

b0 Rogue AP 00:a3:8e:db:01:b0 is not found eithe
bO Rogue in same state as before : 6 Containment

bO Rogue detected by AP: b4:de:31:a4:e0:30
b0 RadioType: 2 lradInfo->containSlotId = 1 Rece

b0 Rogue before Rule Classification :

ned Change by Auto

8e:db:01:

8e:db:01:

8e:db:01:

Mode

8e:

8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:
8e:

db:

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

=6

:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:
:01:

01:

b0 Rogue doesnt qualify for rule classification :

b0 Manual Contained Flag = 0, trustlevel = 6

b0

b0 apfRogueMode : 6 apfRogueContainmentLevel : 4

bO Trying Containment on 1 band for rogue

b0 Skipping xor radio for 1 band and cont sTotid
bO Found O channels to try containment for rogue
bO Trying Containment on 2 band for rogue

bO Rogue detected on detected slot 0 contains s]
bO Found 1 channels to try containment for rogue
bO RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -
bO RSSI SORTED AP MAC 00:27:e3:36:4d:a0 RSSI = -
bO RSSI SORTED AP MAC b4:de:31:a4:e0:30 RSSI = -
bO Detecting AP MAC 00:27:e3:36:4d:a0 RSSI = -28
bO Detecting AP MAC 00:27:e3:36:4d:a0 RSSI
bO Detecting AP MAC b4:de:31:a4:e0:30 RSSI = -33
b0 Rogue already contained by AP 00:27:e3:36:4d:
b0 Rogue already contained by AP 00:27:e3:36:4d:
b0 Rogue already contained by AP b4:de:31:a4:e0:
b0

Il

1
w
=

3 container AP(s).Requested contai nment |level : 4

06 13:25:11.
06 13:25:11.

840: 00:a3:8e:db:01:
840: 00:a3:8e:db:01:

b0 Checking Impersonation source 00:a3:8e:db:01:
b0 Known AP 0 mfp global 0 AP Auth Global 0 mfp
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/content/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/wireless_intrusion_detection_system.html?bookSearch=true#d144944e1748a1635
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/content/en/us/td/docs/wireless/controller/release/notes/crn88mr2.html#not_supported_key_AP_features
/content/en/us/td/docs/wireless/controller/release/notes/crn88mr2.html#not_supported_key_AP_features
/content/en/us/td/docs/wireless/controller/release/notes/crn88mr2.html#not_supported_key_AP_features
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