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; Createin: CISCOSYSTEMS local/LDAP-USERS
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From this location:
CISCOSYSTEMS local

Enter the object names to select (examples):
ANONYMOUS LOGON]

7. 86 Slisps IJozde wldsuosd (ACL). Jleb Iu ouwzsd 1Us¢9d Idpzesd Jsse 2 1Usuo9d
IJs weue presele uolisuo IJpuwedspe. 9ludy 998 OK. we puz 9009d cuwesd 289
IJpzosd Jodl IJpuwesp: Jol 09 p9uoe S IJuo9sé:



Fublished Cerificates | Member Of | Password Replication | Dialin | Object
Remote Desltop Services Profile COM+ Attribute Editor
eneral Address | Account Profile Telephones | Organization
Security Environment Sessions Remote control

IEI'IIZIIJIZ:I ar User names.

52, ANONYMOUS LOGON

52, Everyone

53 SELF

52, Autherticated Users

52 SYSTEM

% Domain Adming (CISCOSYSTEMS\Domain Admins)
52, Cert Publishers (CISCOSYSTEMS\Cert Publishers)

Pemissions for ANONYMOUS LOGON

>

Full contral

Read

Write

Create all child objects
Delete all child objects
Allowed to authenticate

i~ |

OO0 IO %

£

gjmmmmmmg y
:

For special pemissions or advanced settings, click
Advanced.

Leam about access control and permissions

OK Cancel

puz Bu prossle 1Uglses bs OU

ooesd IUgbes IJoldss Bs pue 3o "peossle 1U8lses" sds 1JIEd Jouvesd 1Us¢9d 1Jpzos
eds 9226 IJbeld 1dos 892> wol Idpuwegspe. Bs o3l Idpeld. s8¢ Userl gJs puwedspes OU
LDAP. |o e 03l steps in order to g 9. 9w o3l:



1. B Active Directory Users and Computers. 1o 8, wj, lJplouw IJispew 898 OU LDAP-Users
9lgw, Properties. Jpl 09 090z Bs 1Juo9,6:

File Action View Help
e nm 0/ XDeBmiuards
3 Active i and € ADNIBUBELRS.CIE [ Marme Type Description
B [ Saved Queries B usen) Wser
& F3 CBCOSYSTEMS.Jocal
b [ Builtin
b [ Computers
b 2] Doman Controliers
b [ FereigniecurtyPrncpals
L4 LDARamREES
b [ Les Delegate Cortrol
p ) Mal Move...
b [ Pro| Find_.
b 2 Syst
O Vs Mew
b NTL ANTasks
pETN

Cut

Delete

Rerarne

Retresh

Export List...
| Properties

Help

< w

(Cpens the preperties dialeg b for the cument selection.

2. 168, W89 1Jisle.

3. 108) B9 luolds (Add). B pywe IJeols 1Jss sBwe: bed wuvesd 289J pzosd 916,
pow€ U9l Jpl 09 p9 oz B 1Jue9,s:

Select this object type:

Users, Groups, or Built-in securty principals

From this location:
CISCOSYSTEMS local

Enter the object names to select (examples):

ANONYMOUS LOGON|
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Job puo9

oz IJ steps b 03l §uwpe in order to judJe puwegpd Jdpuols§6 1Jpedsé |Us IJ LDAP

uld.

1. Vo Windows PowerShell glJo,9g servermanager.exe

2. Vs vl "ess) IUEhe" 1u¥) eJs AD DS. e lud) wiy Idplouw IJLspL-, 998 luwpe [Jghpe
JJlgwsl) Active Directory Users and Computers.

3. 108, win el IJispo B96 1dpuweesesu. loodd [Js 238 > puwcse pu @Slse

lJuwsl IJolozs Jlogble puvcise 228>

File Action \View Help

e 2 J 0| XDz HE PesTE%

v T T T

3

B

3

p | System
| Userr

b 2 NTD

B TPM

Delegate Control...

Find...

New

< m

All Tasks
View
Refresh
Export List...
Properties

Help

: Active Directory Users and Computers [WIN-ADV| Mame
b [] Saved Queries

4 33 CISCOSYSTEMS.local

" Buittin

| Computers
2 Domain Contrellers

" ForeignSecurityPrincipals
2 LDAP-USERS

| LostAndFound

| Managed Service Accounts
" Program Data

Active Directory Users and Computers

P

Type *

82 Allowed RO...  Security Group...
52, Cert Publish... Security Group...
82, Denied ROD... Security Group...
82, DnsAdmins  Security Group...
32, RAS and IAS ... Security Group...
82, WinRMRem... Security Group...
82, Cloneable D... Security Group...
82, DnsUpdateP... Security Group...
5{ Domain Ad...  Security Group...
#2, Domain Co...  Security Group...
#2, Domain Con... Security Group...
53__ Domain Gue... Security Group...
52, Domain Users Security Group...
ads -~ o F.3 L.}

Computer

Contact

Group

InetOrgPerson

mslmaging-PS5Ps

MSMQ Queue Alias

Printer

User

Shared Folder

TP PP PP P I

Description

Members in this group c...

Members of this group ...

Members in this group c...
DNS Administrators Gro...
Servers in this group can...

Members of this group ...

Members of this group t...
DNS clients who are per...
Designated administrato...
All workstations and ser...

All domain controllers i...
All domain guests
All domain users

Members in this group c...

. Members of this group ...

Create a new object...

4. 8Os LoIRs lesh Idpuwe e Jp wogwss IJzd9d IJpbdsws Jel 09 p9 oz S o3l
IJeeld. sgwss o3l 1dpeld gds WLC-admin Ws 28 luwe ouwzsd 289d ldpuwwgsp. 03l
09 luwpe [Jpuwegse 1J3s uvsop luvegslpo Jdpuol> 96 Idpeedso Jgbe LDAP. 16,8, 999
Next (IJolds).

5. bgd JJps £19) 98p woldss IJps 1de,9,. I2ese 1Jddes lool coves ¢l sbEbds weo

3JJ.

6. 1By W9 luole.

Swp lugsle puwegspe g3y WLC-admin wew 2losé |Jpuwegdpesu. 030 oS puwgtle
lJp v pe:



» username: WLC-admin

« JJpo 1Jpey9): Admin123
eue leosble 1Jpuugsd J WLC-admin

IUTo sep logble puvegse IUpuob§6 1dpeds: sdipul puze leashle 1Ueuugsd. io,oo o3l steps
in order to g 9. 9w o3l

1. Bog puwoeses Active Directory 9izo;6 [JJpwsaw,.

2. olds po o 8500 IJpsile 1Jpo @06 wp B o0l

3. luedd Ids Idpuwegse WLC-admin 9lud,y 9o o) Idplouw IJisew. g, twelisue pu
Slises IJuwsld: ol 09 p9 oz B 1Juo9,6. Sop wersI 03l Idpuwetse wldluwe IUl9J
WLC-admin.

L] Active Directory Users and Computers |;|£-
File Action View Help

e 2@ 0/ XD ez BHm 3 8ETE%

[ Active Directory Users and Computers [WIN-AD\ | Name Type = Description A
3 Saved Queries 2 Domain Gue... Security Group...  All domain guests
4 34 C!SCOSY‘STEMS. local 82 Domain Users  Security Group... All domain users
b Builtin 82, Group Polic... Security Group... Members in this group c...
b £ Computers 42 RA_AllowAd... Security Group...
b : Dorﬂaln Cont_rolle.r‘s ) :_QJ RA_AllowCe... Security Group...
b & E;:;gzsse;&usrltypnnﬂpais H2,RA_AllowDa... Security Group...
= i 82 Ra_AllowHo.., Security Grod c
b | LostAndFound a . opy...
= ; 52, RA_AllowMe... Security Groy
p | Managed Service Accounts 1 . Add to a group...
. 52, RA_AllowNe... Security Groy
p | Program Data 4 . Mame Mappings
» Bl System 82 RA_AllowRe... Security Groy PRNgE..
T 82 RA_AllowSh... Security Groy Disable Account
b : NTDS Quotas 82 RA_AllowVp.. Sec urity Groy Reset Password...
b 7] TPM Devices :‘QJ Read-only D... Security Groy Move...
£, WSSUst.ars Securit'_.r Groy Open Home Page
.‘E& Enterpr.rse A Sec ur!ty Groy Send Mail _
52, Enterprise R... Security Groy =
82, 5chema Ad...  Security Groy All Tasks s
?_J aalfares User Cut
3, Administrator  User Delete
2, CiscoTAC User 5
3_. Guest User Ensine
2, kebtgt User | Properties I
_‘_, stduser User Help
< = - N .S WLC-admin  User d -
Opens the properties dialog box for the current selection.

4. 1038, 993 £,29 eJlpd IUoussw: Jol 09 p9 oz Vs IUuog,o:



Sessions Remote control

COM+ Atribute Editor

Profile Telephones

Fublished Certificates

Member of :

Password Replication

Mame Active Directory Domain Services Folder
Domain Users CISCOSYSTEMS local/Users

Set Primany Group

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

5. 108, 896 luolds (Add). B pywe 1Jzol) 1Jss sop Bogo: b>gd Administrators 9lo, ) B9

OK. Jol 09 p9 oz S 129,




Select Groups \L-

Select this object type:

(Groups or Builtin secunty principals Object Types...

From this location:
CISCOSYSTEMS local Locations. ..

Enter the object names to select (examples):
Administrators Check Mames

Advanced. .. QK Cancel

luwegsle LDP Jog)ssd gwple IJpgueise

516 9lzos I.J,ouuua)p I.JJuu_9,o.50 030 0 £psJ LDAP |Uss Suree Jquuua)psu vlele gpdslo.
ped Idleuold Iy 1 ob Iy 1oz s Iegssd Iy 1J1uolads Iy 1Jzsd. pdlod bs s3dsd pesldé oe
LDAP: p&J Active Directory. sop luweésle LDP Jg)uo Iddlisule Idos swp w@isuel Vs
Active Directory pg wslule IJog s 1Jgluos wole pod 9luoddle Iloly suslole lJog s
IJglued wldouwe 1dpwpled.

SOp SUPpSU b6 8lz0s IJpuuctse Iyuwsess (GUI) gu) 190999 LDP gus wowse bl sgp
Windows Server 2003 o5 1J8)00 e nésb 1Ugluo wldeocz. Suing 03l IlJBuve Jsdss
luwegsle 11518 1Jpuuless LDP Jogsss Iduwple 1Ueess6 IJplde,06 wldpuwaese 1. sop
lowegsle weuo 030 Idwple Joguiss pedplo wdssy élbe LDAP gds guuo) Idoedp B
IJubods Idpedss IUdlguddss (WLC): pod wog uwped Idpuwetse suse Jisu ldpuuegse.

1. eJss ¢bp Windows 2012 (zos s ¢l LDAP (8 wo). Idez Windows PowerShell glsgJ
LDP JJsuesd IUs puweerue LDP.

2. Vs bl 1dyissuvs J LDP oo dd Ids louold > wysosd 9900d wiéle LDAP gos I5¢ld
eu9lu IP 1Jgluo wélbp LDAP. Jpel 09 p9 oz WO 1Uuo9,)6.



Connection | Browse View 0

ptions Utilities Help

I Connect... |

Bind... Ctr+B

Disconnect

New Ctrl+N

Connect to :Eec'rfi:d SErVEr

3. v IJlouald wele LDAP. Tee, &500 pu 1J8lses 1U)ssuuss Slud) Wed uve)s: Jel 09
PILPT WS IJuey)e:

Connection Browse View O

ptions  Utilities  Help

defaukNamingContext: DC=CISCOSY STEMS. DC=local,

dnsHosthame: WH-A0W2BUGSLRI.CISCOSYSTEMS locat

domainControllerFunctionality: 5;

domainFunclionaity: 5;

dsServiceName: CN=NTDS Settings, CH=\WIN-A0VZBUGSLRY, CN=Servers, CN=Defaull-First-Ste-Name CN=5Sites, CN=Configuration DC=CISCOSY STEMS, DC=lacal;

forestFunctionalty: 5;

highestCommittedUSN: 16580,

isGhbalCatalogReady: TRUE:

isSynchronized: TRUE;

IdapServiceName: CISCOSY STEMS local win-alv2buBBIraS@CISCOSYSTEMS LOCAL;

namingContexts (5): DC=CISCOSYSTEMS, DC=local; CN=Configuration,DC=CISCOSYSTEMS DC=local CN=Schema,CN=Configuration 0C=CISCOSYSTEMS, DC=local;
DC=DomainbnaZones, DC=CISCOSYSTEMS, DC=kcal, DC=ForestinsZones DC=CISCOSY STEMS,DC=keal,

rootDomainNamingContext DC=CISCOSYSTEMS DCslocal;

ontext: C CN=Configuration,DC=CISCOSYSTEMS DC=local
h CH=WWH RE,CH=Servers, Ci=Defaul-First-Ste-Name CN=5ites, Ci=Configuration DC=CISCOSYSTEMS, DC=local,
 ChsAggregate C ,CNeConfiguration, DCwCISCOSY STEMS, DCelocal;

supponedCapabiltes (8): 1.2.840.113556.1.4.800 = { ACTWVE_DIRECTORY ), 1.2.840.113556.9.4.1670 = { ACTVE_DIRECTORY_VS1 ) 1.2.840.113556.1.41791 =
CTORY_LDAP_INTEG ); 1.2.840,113556.1,4.1935 = | ACTIVE_DRECTORY_VE1); 1.2.840.113556.1.4 2080 = ( ACTVE_DIRECTORY_WE1_R2 );

1.2.840.113556.1.4.2237 = ( ACTIVE_DIRECTORY_W8 )

supportedControl (35): 1.2.840.113556.1.4.319 = { PAGED_RESULT ) 1.2.340.113556.1.4.801 = { SD_FLAGS ), 1.2.840.113556.1.4.473 = ( SORT ) 1.2.840.113556.1.4528 = (
NOTIFICATION ); 1.2,840.113556.1.4,417 = ( SHOW_DELETED }; 1.2.840,113556.1.4.619 = ( LAZY_COMMIT ); 1.2.840.113556,1.4,841 = { DIRSYNC };
1.2.840.113556.1.4.529 = ( EXTENDED_DM ); 1.2.840.113558 1.4 805 = { TREE_DELETE }; 1.2.840.113556.1.4.521 = { CROSSDOM_MOWE_TARGET };
1.2840.113858.1.4.970 = ( GET_STATS ); 1.2.840.113558.1.4.1338 = ( VERFY_NAME ); 1.2.840.113558.1.4.474 = ( RESP_SORT ), 1.2.840.113556.1.4.1339 = (
DOMAN_SCOPE ); 1.2.840.113556.1.4.1340 = { SEARCH_OPTIONS ); 1.2.840.113556.1.4,1413 = ( PERMISSIVE_MODFY ); 2.16.540.1.113730,3.4.9 = { VLVREQUEST );
2.16.840.1.113720.3.4.10 = { VL\VRESPOMSE }; 1.2.840.113556.1.4.1504 = ( ASQ }; 1.2.840.113556.1.4.1852 = { QUOTA_COMNTROL }; 1.2.840.113556.1.4.802 = {
RANGE_OPTION }; 1.2.840.113556.1.4.1907 = { SHUTDOWMN_NOTFY }; 1.2.840.113556.1.4.1948 = ( RANGE_RETREVAL_NOERR }; 1.2 840.113556.1.4.1974 =
FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = { RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT J; 1.2.840.113556.1.4.2064 = { SHOW_RECYCLED );
1.2.840.113556.1.4. 2065 = { SHOW_DEACTWATED_LINK ); 1.2.840.112556.1.4. 2066 = { POLICY_HINTS_DEPRECATED }; 1.2.840.112556.1.4.2090 = { DIRSYNC_EX )
1.2.840.113558.1.4.2205 = ( UPDATE_STATS }; 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ), 1.2.840.113558.1.4.2206 = { SEARCH_HINTS ); 1.2.840.113558.1.4.2211
= { EXPECTED_ENTRY_COUNT ) 1.2.840. IISSSG 142233 = (POLICYJ!N'I'S}

(15):  IntRecvTimeout; MaxConnections; MaxCs

MaxBatchReturnMessages: MaxQueryDuration; HamepTuhlsSm Humlmus WinResultSets; MaxResultSetsPerConn; MamnhﬁcahonPsrcunn Max\VaRange;

supportedLDAPVersion (2): 3;

supportedSASLUechanisms (4); GSSAP] GS5-SPNEGO; EXTERNAL; DIGEST-MDS;

4. B ol3s g, 00 1duvzys IUolezs”. Ixgd BaseDN Jdpuwcgse. B o3l IUpeld: sée Usert

wepw OU "LDAP-Users" opu IJpgld CiscoSystems.local. b b §6 ok. Jel 09 p9 oz IS

IJuos,é:
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5]

Connection Browse View Options UHilities Help

Idap://WIN-AOV2BUGBLRY.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local = |=

Ready

defautamingContext: DC=CISCOSY STEMS, DC=local

dnsHosthame: WIN-A0W2BUSELRY.CISCOSYSTEMS local;

domainControberFuncticnalty: 5;

domainFunctionality: 5;

dsServiceName: CH=NTDS Settings, CN=WIN-A0V2BUGELRD, CN=Servers,CN=Defaull-First-Site-Name, CH=Sites, CN=Configuration DC=CISCOSY STEMS, DC=local,

forestFunctionalty: 5;

highestCommitiedUSH: 18585;

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

dapServiceName: CISCOSYSTEMS local win-a0vZbuB8iraS@CISCOSYSTEMS.LOCAL,

namngContexts (5 DC=CISCOSYSTEMS DC=local CN=Cenfiguration,0C=CISCOSYSTEMS, DC=local; CN=Schema, CH=Configuration, DC=CISCOSY STEMS,DC=local;
DC=DomainDnsZones, DC=CISCOSYSTEMS DC=lecal; DC=ForesiDnsZones DC=CISCOSYSTEMS, DC=local,

rootDomainNamingContéxt: DC=CISCOSY STEMS,DC=kcal,

schemalal

serverNan Tree View n,DC=CISCOSYSTEMS, DC=local
subschem
5 ({ ACTIVE_DRECTORY_WS1 ); 1.2.840.113556.1.4.1791 = (
ACTIV|| BaseDN: [OUsLDAP-USERS.DC=CISCOSYSTEMS DCslocal | [les0.112555.1.4.2080 = ( ACTIVE_DRECTORY_VE1_R2 );
1284
supportedy ’—] GS ) 1.2.840.113556.1.4473 = (SORT k; 1.2.840.113556.1.4.528 = (
NOTIF 2l OMMIT §; 1.2.840.113556.1.4.841 = ( DIRSYNC );
1284 3556.1.4.521 = ( CROSSDOM_MOVE_TARGET );
1.2.84 =1 = 3556.1.4.474 =  RESP_SORT ); 1.2.840.113556.1.4.1338 = (

DOMAIN_SCOPE §; 1.2.840.113556.1.4.1340 = | SEARCH_OPTIONS }; 1.2.840.113556.1.4.1413 = { PERMISSIVE_MODIFY J; 2.16.840.1.113730.2.4.9 = { VLVREQUEST J;
2.16.840.1.113730.3.4.10 = { VLVRESPONSE ), 1.2.840.113556.1.4.1504 = ( ASQ J; 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL }; 1.2.840.113556.1.4.802 = (
RANGE_OPTION ); 1.2.840.113556.1.4,1907 = { SHUTDOWN_NOTIFY J; 1.2.840.113556.1.4.1948 = ( RANGE_RETREVAL_NOERR }; 1.2.640.113556.1.4.1974 = (
FORCE_UPDATE ); 1.2.840,113586.1.4.1341 = { RODC_DCPROMO }; 1.2.840.113556,1.4. 2026 = { DN_INPUT }; 1.2,840.113556,1.4,2064 = { SHOW_RECYCLED );
1.2.840.113556.1.4.2085 = ( SHOW_DEACTIATED_LINK ); 1.2.840.113556.1.4.2086 = ( POLICY_HINTS_DEPRECATED ). 1.2.840.113556.1.4.2030 = { DIRSYNC_EX )
1.2.840.113556.1.4. 2205 = ( UPDATE_STATS ), 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX ) 1.2.840.113556.1.4.2206 = { SEARCH_HINTS ) 1.2.840.113556.1.4.2211
= { EXPECTED_ENTRY_COUNT ; 1.2.840,113556.1,4 2238 = | POLICY_HINTS |,

supportedLDAPPolicies (15) MaxPoolThreads; MaxDatagramRecy; MaxReceiveBuffer; IntRecvTimeout; MaxConnections; MaxConnlkiisTime; MaxPageSize;

} MaxQuer ; MaxTemp 3 ; Mi s onn; ificati onn; MaxVaRange;
supportedLD&Persion (2): 3; 2;
supportedSASLMechanisms (4): GSSAP, GES-SPNEGO, EXTERNAL, DIGEST-MDS,

5. s&yue Jzlow IJlsuw, po puvoe,ue LDP 1duiz)s wldedel IJos wlbo, iuud] BaseDN
lJez>> (OU=LDAP-Users. dc=CiscoSystems. dc=local). §, wwyuwse Iduvz)o Jogsss
P98 IJeuwese 1. Spdu wersS o3l lJpuwetse wdses CN IJos ceed Idluse IJlsd
JJpwegse. OS o3l peld: o9 cn=userl. lu @) udyl p29z! eJs CN=userl. Vs IJgje

Ilsew po ldeuwetruo
p9UPT SO 1Juoy,é:

LDP. sg,u0 LDP zpse Iduwplo |Jpyoulbs o Userl: Jol o9

L5

Connection Browse View Options Utilities Help

Idap://WIN-A0V2BU68LRS.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local l;li-

= QU=LDAP-USERS, DC=CISCOSYSTEMS, DC=local

< mn >

Ready

E¥ CN= User1,0U=LDAP-USERS, DC=CISCOSY! Expanding ba.se ‘CNslseri, OUsLDAP-USERS, DC=CISCOSYSTEMS, DCalocal...
Getting 1 entries

No children Dn: Cl=Usert,0U=LDAP-USERS,DC=CISCOSYSTEMS,DC=local

accountExpires: §2213T2036854TTER0T (never);
padPasswordTime: O (never);
badPwdCount; ;
cn: Usert;
codePage: 0
countryCode: 0;
displayName: Useri;
distnguishedName: CH=User! OU=LDAP-USERS DC=CISCOSYSTEMS DC=lecal
dSCorePropagaticnData (2} 12/24/2015 1:34:53 PM E. Europe Standard Time; 12/24/2015 1:20:39 PM E. Eurcpe Standard Time; Ox0 = }, 0x0={ };
givenName: Userd;
ingtanceType: 0x4 = { WRIE ;
lastLogoff: O (never);
lastLogon: O (never);
logonCount: 0;
name: User1;
objectCategory: CH=Person,CH=Schema, CN=Configuration, DC=CISCOSYSTEMS, DC=local
objectClass (4] top; person; organizationaiPerson; user,
7 UID: cad Sbal-41d7-9da1-5. fech;
objectSid: 5-1-5-21-986598191-3042038731-3456728873-1120;
primaryGrouplD: 513 = ( GROUP_RID_USERS J;
pwidLastSet: 12/24/2015 1:19:16 PM E. Eurcpe Standard Time;
sAMAccountName: Usert:
sAMAccountType: S05306368 = ( NORMAL_USER_ACCOUNT §;
userAccountControk 0x10200 » [ HORMAL_ACCOUNT | DONT_EXPIRE_PASSWD J;
userPrincipalName: User 1@CISCOSY STENMS local,
uSHChanged: 16576,
uSMCreated: 16570;
whenChanged: 12242015 1:20:39 PM E. Europe Standard Time,
whenCreated: 122472015 1:19:15 PM E. Europe Standard Time;

"

6. ewsel ©d9p wodsu euues Idopde Vs Idubods Idpedss IJJlunddss (WLC) Jglse
LDAP. Bs 28J uwed Ideuwcse: bed luwe Iduwes Bs puzd Ideuvotse 1Us Szess
eJs luvp IJpuwasp. po lelz LDP o3l spdod 1o o)s lu sSAMAccountName os L pd
91236 wpw9s £Js luwe Idpuwegse "User". JsJd bxgd uwes sSAMAccountName |Jo.s
oblod 28d wed IJeuwoise eds eouo) dorde s Iduveds Ipedss IJJIuudJdiss

(WLC).
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7. £ odosu gouey doede B IUuvwds 1ppdss IUluuddss (WLC) Jglse LDAP. §e
B 2dd wog Jlisu Idpuweese wbeld Bsps yues Jlisu-use LDAP IJos wg)yd Idyved
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK # Home
Security *  LDAP Servers New...
= MAA
Genaral . cure Mode{via
ndex Server Address(ipva/Ipve) Port Server State TLS) Bind
- 172.16.16.200 389 Enabled Disabled Authenticated [~

Password Policies

b Local EAP
Advance d EAP

¥ Priority Order
b Certificate
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Saye Configuration | Bing | Logout |Refresh

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELFP FEEDBACK fi Home
Security LDAP Servers > Edit < Back Apply
¥ AAR Server Index 1
General
- RADIUS Server Address{lpva/Ipve) 172.16.16.200
Authentication Port Number 389

Simple Bind Authenticated
Bind Username CH=WLC-ADMIN,CNe=Users,DC=CISCOSYSTEMS,C
Bind Password L
Confinm Bind Password e
User Base DN CH=Users DC=CISCOSYSTEMS, DCLOCAL
User Atiribute sAMAccountiame
User Object Type Person
Secure Mode(via TLS) Dizabled
* Local EAR Sarver Timeout 2z seconds
Advanced EAP Enable Server Status Enabled v

¢ Priority Order
* Certificate

3. 1Jly 0> wdsu wBluosd 29d e LDAP gJs suuo) Idoede Os IUuvwds Idpedso
IJJlgwdIse (WLC). Bl IUgbgs IJeldss os edysy v ds WLAN Jpol> 96 [J9sy.

odssu gvuds WLAN Je ol 86 1Jsso
copsd 1Jgbos IJlsds B logle sivwds WLAN JJeguegspsu. Ided IUgbsle IJoldss:
1. bglbge WLANS oy IJzol; wede guiin order to J§e WLAN.

Sbo, ulw3s WLANS. o) odo IJulwss vwdle WLAN IJos we wdysuol eds 9226
lJoede.

2. bgbyuo grss inorder to udJo WLAN goso.

B 03l el ouwps Lvods WLAN oLol3 86 [U9se.

wlaln
[of f. of o] MOMNITOR  WlAMs COMTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANMDS HELP  FEEDBACK
WLANSs WLANSs > New
¥ WLANs Type WLAN -
WLANS
Profile Mame LOAP-TEST
b Advanced
SsID LDAP-TEST
jiml 11 -

3. 108y V98 whosy.

4. B8s ulw3s WLAN > 028 9p wogrsd Idpedple 1Jgluoo wlduveds 1Jpedso
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1} I Il l [N Saye Configuration | Ping  Logout  Refresh

cisco MONITOR  WUANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANS WLANs > Edit 'LDAP-TEST' zeack’| [Asslv|
> WLANs General | Security | Qos | Policy-Mapping | Advanced |
WLANS
b Advanced Profile Mame LOAP-TEST
Type WLAK
SSID LDAP-TEST
Status ¥ Enabled
Security Policies [wPAZ][Auth(802.1%)]

(Modifications done under security tab will appear after applying the changes.)

Radia Policy Al -
Interface/Interface

Graup(S) management -
Multicast Wlan Feature Enabled
Broadcast $SID 1 gnabled

NAS-ID none

. 20 2lus IUlzesh 1Jzlds Jopdso IUubeds 1 pedss IUJlusJdss (WLAN).
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[of £als] MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANs > Edit 'LDAP-TEST® <macil| [agpy|
> W}J:Ns | General | Security | QoS | Policy-Mapping | Advanced |
WLANS ¥
¢ Advanced | Layer2 ! Layer 3 |_ RAA Servers

Layer 3 Security & web Policy +
9 puthentication
Passthrough =
Conditional Web Redirect
! Splash Page Web Redirect

On MAC Filter failursfl

Preauthentication ACL 1Pw4 Mone ¥  IPv6 None ¥ WebAuth FlexAd None v
Sleeping Client || Enable
Over-ride Glabal Confight Enable

Swp lgosl) 03l IJgsh ub)l Jluwegsle puolb 86 1Usse Jpuolb 96 1Jg pdle IUJlgvdIsso.
2 ¢lué Idlzosh ol IJodsse el JJopdso JIJ oIdose puols 96 95w WLAN. 3o,
w9g pLeb s IUssw Idpuluwe pu IJBkses Idpuuwsds wog puol> 96 IUssw. suweese o)l
lJpeold puol> 86 950 slgdsé.

~ pdlelbs: ,ouob:ga lJosw €5y 038900 .__,rouolﬁ,jé 802.1x. 03l sSELS iwo JI SpJdud
lewsl) 802.1x 19 WPA/WPAZ2 e 802.1x Julpsy Idbw 96 2 guspl ouwegsp puol> 96
lJ9sw- puol> 96 1U9sw 03896 pg JIWo pedple lplo IUbw @6 2 1JIE)s.

6. 108y 898 £Jled Ieusse 2915 AAA. T2, te LDAP 1Uss ¢p cdssuo oo UGS es


/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-27.gif
/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-28.gif

Ipouwsds Jgbe LDAP. |5l Juo cuuadsp Blgss wslole ppdssé Is ¢lse RADIUS,
Bspdud wessu 19d9s6 IJpuob s oo le) 19d9s6 IJpuob§s Jedd puwcire puol>§é

IUssew.
|||l||||| Save Configuration | Bing | Logout Eefresh
cisco MOMITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK A Home
WLANs WLANs > Edit ‘LDAP-TEST' <Back | | Apply | =
TveLAnE | General | Security | QoS | Policy-Mapping | Advanced |
WLANS s - - — - !
b Advanced | Lawr_z__[__uysra J AAA Servers

Interim Update
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@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to th

senver.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

% Continue to this website (not recommended).

® More information
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Login successiul |
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Iowegse 030 1JIgle, Jlpuad vl igble IJodssy sluadlzol:

» debug mac addr <client-mac-address XX:XX:XX:XX:XX:XX:XX>

* debug aaa all enable

* debug pem mode

* debug pem events enable

» debug dhcp , wlJsé enable

* debug dhcp ,ulb enable

03l up93z JJptrele pu IJisle, debug mac addr cc:fa:00:f7:32:35

debug aaa Idap enable

(Cisco_Controller) >*pemReceiveTask: Dec 24 03:45:23.089: cc:fa:00:f7:32:35 Sent an XID frame

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec
*apfMsConnTask_1: Dec

*apfMsConnTask_1: Dec
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*apfMsConnTask_1: Dec
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*apfMsConnTask_1: Dec
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*pemReceiveTask: Dec 24 03:45:43.555:

*apfMsConnTask_1: Dec 24 03:45:43.555:
*apfMsConnTask_1: Dec 24 03:45:43.555:
*apfMsConnTask_1: Dec 24 03:45:43.556:

CccC
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35

Processing assoc-req station:cc:fa:00:f7:32:35
Association received from mobile on BSSID 00:2
Global 200 Clients are allowed to AP radio

Max Client Trap Threshold: 0 «cur: 1
Rf profile 600 Clients are allowed to AP wlan

override for default ap group, marking intgrp
Applying Interface policy on Mobile, role Loca

Re-applying interface policy for client

172.16.16.122 WEBAUTH_REQD (8) Changing IPv4 A
172.16.16.122 WEBAUTH_REQD (8) Changing IPv6 A
apfApplyWlanPolicy: Apply WLAN Policy over PMI
In processSsidIE:6246 setting Central switched
In processSsidIE:6249 apVapId = 1 and Split Ac
Applying site-specific Local Bridging override
Applying Local Bridging Interface Policy for s
processSsidIE statusCode is 0 and status is O
processSsidIE ssid_done_flag is 0 finish_flag
STA - rates (3): 2416448 0000000000
suppRates statusCode is 0 and gotSuppRatesETel
AID 2 1in Assoc Req from flex AP 00:23:eb:e5:04
apfMs1xStateDec

172.16.16.122 WEBAUTH_REQD (8) Change state to

pemApfAddMobileStation2: APF_MS_PEM_WAIT_L2_AU
172.16.16.122 START (0) Initializing policy
172.16.16.122 START (0) Change state to AUTHCH

172.16.16.122 AUTHCHECK (2) Change state to L2

cc:fa:00:f7:32:35 172.16.16.122 Removed NPU entry.
cc:fa:00:f7:32:35 Not Using WMM CompTliance code qosCap 00
cc:fa:00:f7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Plumbed mobil
cc:fa:00:f7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Change state



*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:

type

Airespace AP Client - ACL passthru

00:f7:32:
00:f7:32:

on AP 00:23:eb:e5:04:10, slot 1, interface = 1, QOS

IPv4 ACL I

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

type

IPv4 AC

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

*apfMsConnTask_1:
*apfMsConnTask_1:
*apfMsConnTask_1:

*pemReceiveTask:
*pemReceiveTask:
*pemReceiveTask:
*pemReceiveTask:
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:f7:32:35 DHCP received op BOOTREQUEST (1) (len 322,vla
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP (encap type 0Oxec03) mstype Off:ff:ff:ff:
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

*DHCP
*DHCP

*DHCP
*DHCP
*DHCP

Socket
Socket
Socket

*DHCP
*DHCP

Socket
Socket

*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP
*DHCP

Socket
Socket
Socket
Socket
Socket
Socket
Socket

Task:
Task:
Task:

Task:
Task:

Task:
Task:
Task:
Task:
Task:
Task:
Task:

Dec
Dec

Dec

Dec

Dec

Dec
Dec

Airespace AP

Dec
Dec

Dec

Dec

Dec
Dec

Dec
Dec
Dec

Dec
Dec
Dec

Socket Task: Dec
Socket Task: Dec

Dec
Dec
Dec

Dec
Dec

Dec
Dec
Dec
Dec
Dec
Dec
Dec

24
24

24

24

24

24
24

03:
03:

03:

03:

03:

03:
03:

45
45

45:

45:

45:

45
45

Client -

24
24

24

24

24
24

24
24
24

24
24
24

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25

03:
03:

03:

03:

03:
03:

03:
03:
03:

03:
03:
03:

45
45

45:

45:

45
45

45
45
45

45
45
45

43.
43.

43.

43.

43.

43.
43.

556:
556:

556:

556:

556:

556:
556:

cc:
cc:

cc:

cc:

cc:

cc:
CccC

fa:
fa

fa:

fa:

fa
fa:

:fa:

ACL passthru
on AP 00:23:eb:e5:04:10, slot 1, interface

43.
43.

43.

43.

43.
43.

43.
43.
43.

43.
43.
43.

556:
556:

556:

556:

556:
556:

556:
556:
556:

556:
557:
557:

Dec 24 03:45:43.557:
Dec 24 03:45:43.557:
Dec 24 03:45:43.557:
Dec 24 03:45:43.558:

cc:
CccC

cc:

cc:

cc:
cc:

cc:
cc:
cc:

CccC
cc:
cc:

CccC
CccC
CccC
CccC

:fa
:fa
:fa
:fa

fa

fa:

fa:

fa:
fa:

fa:
fa:
fa

:fa:

fa
fa:

00:

:00:

00:

00:

:00:

00:
00:

f7:
f7:

f7:

f7:

f7

f7:
f7:

32:
32:

32:

32:

:32:

32:
32:

=1, QO0S

:00:
:fa:

00:

00:

00:

00:
00:

00:
00:

:00:

00:

:00:

00:

f7:
f7:

f7:

f7:

f7:
f7:

f7:
f7:
f7

f7:
f7
f7:

32:
32:

32:

32:

32:
32:

32:
32:

:32:

32:

:32:

32:

35
35

35
35

35

35

35

35
35

35
35

35

35

35
35

35
35
35

35
35
35

0

172
172.

172.
172

172.

172.

172

172.
172.

172
172.

172.

172.

172.

apfPemAddUser2 (apf_policy.

.16.
16.

16.
.16.

16.

16.

.16.

16.
16.

.16.
16.

16.

16.

16.
16.

16.
16.

16.

16.

16.

16.
16.

16.
16.

16.

16.

122
122

122
122

122

122

122

122
122

122
122

122

122

16.16.122

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD
WEBAUTH_REQD

WEBAUTH_REQD

(8
(8

(8
(8

(8
(8
(8

(8
(8

(8
(8

(8
(8
(8

pemApfAddMobile
Adding Fast Pat

rule
rule

Fast Path
Fast Path

Fast Path rule

Fast Path rule
Successfully pl
pemApfAddMobile
Replacing Fast

rule
rule

Fast Path
Fast Path
Fast Path rule
Fast Path rule

Successfully pl

c:359) Changing sta

apfPemAddUser2:session timeout forstation cc:f

Scheduling deletion of Mobile Station:
Func: apfPemAddUser2, Ms Timeout

(calle
1800, Sessi

Sending assoc-resp with status 0 station:cc:fa
Sending Assoc Response to station on BSSID 00:
apfProcessAssocReq (apf_80211.c:10187) Changin

VLAN: 16

:00:f7:32:35 172.16.16.122 Added NPU entry of type 2, dtlFla
:00:f7:32:35 Sent an XID frame
:00:f7:32:35 172.16.16.122 Added NPU entry of type 2, dtlFla
:00:f7:32:35 Sent an XID frame

24 03:45:43.708: cc:fa:00:f7:32:35 DHCP mscbhVaplLocalAddr=172.16.16.25 mscbVapLoc
24 03:45:43.708: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25 (local a
24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25
24 03:45:43.709: 00:f7:32:35 DHCP selected relay 2 - NONE

24 03:45:43.709:

CccC
CccC

dhcpServer: 172.16

dhcpGateway: 0.0.0.
709:
709:
709:
709:
709:
709:
709:

24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:

45

45:
45:
45:
45:

45:
45:

43,
43,
43,
43,
143,
43,
43,

CccC
CccC

CccC

cc:
cc:
:fa:
cc:fa:

cc:

:fa:

:fa

.16.

0,
:fa

:fa:
fa:

fa

fa

VLAN: 16

:00:f7:32:35 DHCP selecting relay 1 - control block settin

25, dhcpNetmask: 0.0.0.0,

dhcpRelay: 172.16.16.25 VLAN: 16
DHCP mscbVaplLocalAddr=172.16.16.25 mscbhVaplLoc
DHCP selected relay 1 - 172.16.16.25 (local a
DHCP transmitting DHCP DISCOVER (1)

op: BOOTREQUEST, htype: Ethernet, hlen
xid: 0x62743488 (1651782792), secs: O,

:00:
00:
00:
:00:
00:
00:
:00:

f7

f7

f7

f7:
f7:

f7:
f7:

132:
32:
32:
132:
32:
32:
132:

35
35
35
35
35
35
35

DHCP
DHCP
DHCP
DHCP

chaddr:

ciaddr: 0.0.0.0,

cc:fa:00:f7:32:35
yiaddr: 0.0.0.0



*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:f7:32:35 DHCP selected relay 2 - NONE

*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

24
24
24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:

45
45:
45:
45:
45:
45:
45:
45:
45:

143,
43.
43.
43.
43.
43.
43.
43.
43.

709: cc:fa:00:f7:32:35 DHCP received op BOOTREPLY (2) (len 572,vlan 0O
710: cc:fa:00:f7:32:35 DHCP sending REPLY to STA (len 418, port 1, vl
710: cc:fa:00:f7:32:35 DHCP transmitting DHCP OFFER (2)

710: cc:fa:00:f7:32:35 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6
710: cc:fa:00:f7:32:35 DHCP xid: 0x62743488 (1651782792), secs: O,
710: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35

710: cc:fa:00:f7:32:35 DHCP  ciaddr: 0.0.0.0, yiaddr: 172.16.16.122
710: cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0

710: cc:fa:00:f7:32:35 DHCP server id: 1.1.1.1 rcvd server 1id: 172

*DHCP Socket Task: Dec 24 03:45:43.714: cc:fa:00:f7:32:35 DHCP received op BOOTREQUEST (1) (len 334,vla
24 03:45:43.714: cc:fa:00:f7:32:35 DHCP (encap type 0Oxec03) mstype Off:ff:ff:ff:
24 03:45:43.714: cc:fa:00:f7:32:35 DHCP selecting relay 1 - control block settin
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16

*DHCP Socket Task
*DHCP Socket Task

*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:
*DHCP Socket Task:

*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*DHCP Proxy Task:
*ewmwebWebauthl:
*ewmwebWebauthl:
*aaaQueueReader:

*aaaQueueReader:
*aaaQueueReader:
*aaaQueueReader:
*aaaQueueReader:
*LDAP DB Task 1:
*LDAP DB Task 1:

*LDAP DB Task 1:

*LDAP DB Task 1:
*LDAP DB Task 1:

: Dec
: Dec

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

24
24
24
24
24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

45:
45:
45:
45:
45:
45:
45:
45:
45:
45:
45:

4
4
4
4
4
4
4
4
4
4
4

3.714: cc:fa:00:f7:32:35 DHCP mscbVapLocalAddr=172.16.16.25 mscbVapLoc
3.714: cc:fa:00:f7:32:35 DHCP selected relay 1 - 172.16.16.25 (local a
3.714: cc:fa:00:f7:32:35 DHCP transmitting DHCP REQUEST (3)

3.714: cc:fa:00:f7:32:35 DHCP op: BOOTREQUEST, htype: Ethernet, hlen
3.714: cc:fa:00:f7:32:35 DHCP xid: 0x62743488 (1651782792), secs: O,
3.714: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35

3.715: cc:fa:00:f7:32:35 DHCP ciaddr: 0.0.0.0, yiaddr: 0.0.0.0
3.715: cc:fa:00:f7:32:35 DHCP  siaddr: 0.0.0.0, giaddr: 172.16.16.25
3.715: cc:fa:00:f7:32:35 DHCP requested ip: 172.16.16.122

3.715: cc:fa:00:f7:32:35 DHCP server 1id: 172.16.16.25 rcvd server i
3.715: cc:fa:00:f7:32:35 DHCP selecting relay 2 - control block settin

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.715: cc:fa:00:f7:32:35 DHCP selected relay 2 - NONE

24
24
24
24
24
24
24
24
24
24

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

45:
45:
45:
45:
45:
45:
45:
45:
45
45:

43.
43.
43.
43.
43.
43.
43.
43.
143,
43.

715: cc:fa:00:f7:32:35 DHCP received op BOOTREPLY (2) (len 572,vlan 0O
715: cc:fa:00:f7:32:35 DHCP setting server from ACK (msch=0x40e64b88

715: cc:fa:00:f7:32:35 DHCP sending REPLY to STA (len 418, port 1, vl
715: cc:fa:00:f7:32:35 DHCP transmitting DHCP ACK (5)

715: cc:fa:00:f7:32:35 DHCP op: BOOTREPLY, htype: Ethernet, hlen: 6
715: cc:fa:00:f7:32:35 DHCP xid: 0x62743488 (1651782792), secs: O,

715: cc:fa:00:f7:32:35 DHCP chaddr: cc:fa:00:f7:32:35

715: cc:fa:00:f7:32:35 DHCP  ciaddr: 0.0.0.0, yiaddr: 172.16.16.122
715: cc:fa:00:f7:32:35 DHCP siaddr: 0.0.0.0, giaddr: 0.0.0.0

715: cc:fa:00:f7:32:35 DHCP server id: 1.1.1.1 rcvd server 1id: 172

Dec 24 03:46:01.222: cc:fa:00:f7:32:35 Username entry (Userl) created for mobile, Teng
Dec 24 03:46:01.
Dec 24 03:46:01.

Dec 2
Dec 2
Dec 2
Dec 2
Dec 2
Dec 2

Dec 2

Dec 2
Dec 2

40
40
40
40
40
40
40

40
40

3:4
3:4
3:4
3:4
3:4
3:4
3:4

3:4
3:4

6:01.

6:01.

6:01.

6:01.

6:01.
6:01.
6:01.

6:01.
6:01.

222: cc:fa:00:f7:32:35 Username entry (Userl) created in mscb for mobi
222: AuthenticationRequest: 0x2b6bdc3c

222: Callback. . vue i e e 0x12088c50

222: (] afe Y ale Yalo T N 11V o 1S 0x00000002

222: ProXyState. .ot e e e CC:FA:00:F7:32:35-
222: Packet contains 15 AVPs (not shown)

222: ldapTask [1] received msg 'REQUEST' (2) 1in state 'IDLE' (1)
222: LDAP server 1 changed state to INIT
223: LDAP_OPT_REFERRALS = -1

223: TdapInitAndBind [1] called lcapi_init (rc = 0 - Success)
225: 1dapInitAndBind [1] configured Method Authenticated Tcapi_bind (r



*LDAP DB Task
*LDAP DB Task

*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task
*LDAP DB Task

*ewmwebWebauth

*ewmwebWebauth
*LDAP DB Task
*ewmwebWebauth

*ewmwebWebauth
*ewmwebWebauth
*ewmwebWebauth
*ewmwebWebauth

1: Dec
Dec

=

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

RFRRRBERRRRRRRRRR

1: Dec

1: Dec
1: Dec
1: Dec

1: Dec
1: Dec
1: Dec
1: Dec

24
24

24
24
24
24
24
24
24
24
24
24
24
24
24
24

24

24
24
24

24
24
24
24

03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

03:

03:
03:
03:

03:
03:
03:
03:

46:
46:

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

46:

46:
46:
46:

46:
46:
46:
46:

type = Airespace AP Client
on AP 00:23:eb:e5:04:10, slot 1, interface = 1, Q0S = 0
IPv4 ACL ID = 255, IPve ACL
1: Dec 24 03:46
1: Dec 24 03:46

*ewmwebWebauth
*ewmwebWebauth

*ewmwebWebauth
*ewmwebWebauth

*ewmwebWebauth
*pemReceiveTas

1: Dec

1: Dec

1: Dec
k: Dec

24 03:46:

24 03:46:

24 03:46
24 03:46

ID
:01
:01

:01
:01

01.
01.

01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.
01.

01.
01.
01.
01.
01.
01.

01.
01.

01.

01.

.228:
.228:

.229:
.229:

225:
225:

225:
226:
226:
226:
226:
226:
226:
226:
226:
226:
226:
228:
228:
228:

228:
228:
228:
228:
228:
228:

228:
228:

228:

228:

LDAP server 1 changed state to CONNECTED
disabled LDAP_OPT_REFERRALS

LDAP_CLIENT: UID Search (base=CN=Users,DC=CISCOSYSTEMS,DC=1local,
LDAP_CLIENT: Tdap_search_ext_s returns 0 -5

LDAP_CLIENT: Returned 2 msgs including O references

LDAP_CLIENT: Returned msg 1 type 0x64

LDAP_CLIENT: Received 1 attributes in search entry msg
LDAP_CLIENT: Returned msg 2 type 0x65

LDAP_CLIENT : No matched DN

LDAP_CLIENT : Check result error 0 rc 1013

LDAP_CLIENT: Received no referrals in search result msg
TdapAuthRequest [1] 172.16.16.200 - 389 called lcapi_query base="
Attempting user bind with username CN=Userl,CN=Users,DC=CISCOSYST
LDAP ATTR> dn = CN=Userl,CN=Users,DC=CISCOSYSTEMS,DC=Tocal (size
Handling LDAP response Success

Authenticated bind : Closing the binded session

cc:fa:00:f7:32:35 172.16.16.122 WEBAUTH_REQD (8) Change state to
cc:fa:00:f7:32:35 apfMsRunStatelnc

TdapClose [1] called lcapi_close (rc = 0 - Success)
cc:fa:00:f7:32:35 172.16.16.122 WEBAUTH_NOL3SEC (14) Change state
cc:fa:00:f7:32:35 Stopping deletion of Mobile Station: (callerId:
cc:fa:00:f7:32:35 Setting Session Timeout to 1800 sec - starting

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Reached PLUMBFASTPATH: f
cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Replacing Fast Path rule

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...
cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...
cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Fast Path rule (contd...

cc:fa:00:f7:32:35 172.16.16.122 RUN (20) Successfully plumbed mob
cc:fa:00:f7:32:35 172.16.16.122 Added NPU entry of type 1, dtlFla

(Cisco_Controller) >show client detail cc:fa:00:f7:32:35

Client MAC Address. .....coiiiiiiiii it ieaannnn cc:fa:00:f7:32:35
Client Username .........eouiiiimnnnnnennnnnnnnnnn Userl

AP MAC Address. ...iiiiiii it ittt s i e 00:23:eb:e5:04:10
AP Name. . ... it i i it i et e e e e AP1142-1

AP radio sTlot Id.......iiiiiiiiiiiii it 1

Client State....viiiii it it ettt e e eaannn Associated

Client User GroUp.....uueve e nnnnns Userl

Client NAC OOB State.....cuiiiiminnniannnnnnnnnn Access

Wireless LAN Id.......oiiiiiiiniiain i iiannnnnnns 1

Wireless LAN Network Name (SSID)................. LDAP-TEST
Wireless LAN Profile Name......... ... iiiinann. LDAP-TEST

................................ Not Supported

BSSID. . ittt e e e e e 00:23:eb:e5:04:1f
Connected FOr ...ttt it ettt e e aaaann 37 secs

Channel . ... i i i i i et e ettt e e 36

IP AdAressS. .. iiii ittt ittt ettt 172.16.16.122
Gateway Address..........iiiiiiiinnnnnnnnnnnnnnns 172.16.16.1
1= ] 255.255.254.0
Association Id........oiiiiiiiiiiiiin it 2



Authentication Algorithm............. ... ..., Open System
Reason Code. ... iiiii i et e 1
Status Code. ..ot e e 0

--More or (q)uit current module or <ctrl-z> to abort

SESSTON TiMEOUL .« it ittt ettt ennnnns 1800
Client COX VErSTON. . v v vttt it i e i i e e eeeeaeeennnnns No CCX support
QOS LeveTl. .t it i e e e et e e Silver
Avg data Rate.....vuiiiiii e e e 0
Burst data Rate....uviiiiiiiiiiiiii i iennnns 0
Avg Real time data Rate.........ccviiiiiininnnann. 0
Burst Real Time data Rate.............cvvvvvnnnn 0
802.1P Priority Tag. . «eueeeersnnnnneeennnnnnnens disabled
CTS Security Group Tag....vvvrrrrnennnnnnnnnnnnns Not Applicable
KTS CAC Capabidity .o e e e e i i iieeeenns No
Qos Map CapabiTity...vvriiii it i iiiiennnnnnnnnnns No
L Y T o o o J o EnabTed
APSD ACS . . ittt ittt ittt ettt e e anaananaanananns BK BE VI VO
Current Rate. ... .ottt e e eenannn m7
SUPPOrted RateS. .. iii ittt i e 12.0,18.0,24.0
MobiTlity State.......vviiiiiiii ittt i i i i eeeennnns Local
MobiTlity Move Count........ovviirnnnennnnnnnnnnns 0
Security Policy Completed......... ..., Yes
Policy Manager State........ciiiiiinnnnnnernnnns RUN
AUudit SessTion ID. ... iii ittt nnnn ac10101900000005567b69f8
AAA ROTE TYPO. t ittt ittt ettt ennnnns none
Local Policy Applied. ... .o none
IPvA ACL Name. ..o v ittt e e et e e e e eaeaneenns none

--More or (q)uit current module or <ctrl-z> to abort

FlexConnect ACL Applied Status................... Unavailable
IPv4 ACL Applied StatuS......uiiiniinnnnnnnnnnnnn Unavailable
IPVE ACL Name. ..o it i i it ittt ee e e eaaaneenns none

IPv6 ACL Applied StatuS......viiininnnnnnnnnnnnnn Unavailable
Layer2 ACL Name. ... ...t iiiiii it eeananennns none

Layer2 ACL Applied StatuS.......oviiiinnnnnnnnnnn Unavailable
LG I 1Y T o 17 T SimpleIP
MDNS Status. ... viiiiit it i et eeeaans EnabTed
mDNS Profile Name...........coiiiiiiiiiiiiinnnnnn default-mdns-profile
No. of mDNS Services Advertised.................. 0

POTiCY TYPE. e ittt ettt i e e, N/A
Encryption Cipher.. ...ttt None
Protected Management Frame ............ouuuuvunnn No
Management Frame Protection...................... No

EAP Ty . ittt i et it Unknown
FlexConnect Data Switching........... ... .ot Central
FlexConnect Dhcp StatuS.....oviiiiiinnnnnnnnnnnnn Central
FlexConnect Vlan Based Central Switching......... No
FlexConnect Authentication....................... Central
FlexConnect Central Association.................. No
INterfaCe. i ittt i i i e e, management
VAN . Lttt ittt ettt et e, 16
Quarantine VLAN. . ... ...ttt i e e eaaanens 0

--More or (q)uit current module or <ctrl-z> to abort

Access VLAN. ..o i et e e 16

Local Bridging VLAN. .. ...« iiiiiaiiennnns 16

Client Capabilities:
CF Pollable.......ovvii i e e e e e e e Not implemented
CF Poll Request......vviiiiniiiinnnnnnns Not implemented
Short Preamble.........uiiiiiiniinnnnnnn Not implemented

PBCC. ittt i e it e et Not implemented



Channel Agility......coiiiiiiiiiiiiiiinnnnn Not implemented

Listen Interval......ooiiiiiiiiinnnnnnnnnnnn 10
Fast BSS Transition.......coeuiiinnnnnnnnn. Not implemented
11v BSS Transition.......oeuiiiinnnnnnnnnnn Not implemented
Client Wifi Direct Capabilities:
WFD capable. ...ttt nenn No
Manged WFD capable....... ... No
Cross Connection Capable.............coo.. No
Support Concurrent Operation............... No

Fast BSS Transition Details:
Client Statistics:

Number of Bytes Received................... 16853
Number of Bytes Sent...........ccvvivvvnnnnn 31839
Total Number of Bytes Sent................. 31839
Total Number of Bytes Recv................. 16853
Number of Bytes Sent (last 90s)............ 31839

--More or (q)uit current module or <ctrl-z> to abort

Number of Bytes Recv (last 90s)............ 16853
Number of Packets Received................. 146
Number of Packets Sent..................... 92
Number of Interim-Update Sent.............. 0
Number of EAP Id Request Msg Timeouts...... 0
Number of EAP Id Request Msg Failures...... 0
Number of EAP Request Msg Timeouts......... 0
Number of EAP Request Msg Failures......... 0
Number of EAP Key Msg Timeouts............. 0
Number of EAP Key Msg Failures............. 0
Number of Data Retries..................... 2
Number of RTS Retries.........covvvuvuunnnnn 0
Number of Duplicate Received Packets....... 0
Number of Decrypt Failed Packets........... 0
Number of Mic Failured Packets............. 0
Number of Mic Missing Packets.............. 0
Number of RA Packets Dropped............... 0
Number of Policy Errors.................... 0
Radio Signal Strength Indicator............ -48 dBm
Signal to Noise Ratio................cvun. 41 dB
Client Rate Limiting Statistics:
Number of Data Packets Received............ 0
Number of Data Rx Packets Dropped.......... 0

--More or (q)uit current module or <ctrl-z> to abort

Number of Data Bytes Received.............. 0
Number of Data Rx Bytes Dropped............ 0
Number of Realtime Packets Received........ 0
Number of Realtime Rx Packets Dropped...... 0
Number of Realtime Bytes Received.......... 0
Number of Realtime Rx Bytes Dropped........ 0
Number of Data Packets Sent................ 0
Number of Data Tx Packets Dropped.......... 0
Number of Data Bytes Sent.................. 0
Number of Data Tx Bytes Dropped............ 0
Number of Realtime Packets Sent............ 0
Number of Realtime Tx Packets Dropped...... 0
Number of Realtime Bytes Sent.............. 0
Number of Realtime Tx Bytes Dropped........ 0

Nearby AP Statistics:
AP1142-1(sTlot 0)
antennal: 25 SeCS aQg0. ... uuuuvnrnrnrrennn -37 dBm
antennal: 25 SeCS AQg0....uuuunvnrnrrrrennn -37 dBm
AP1142-1(slot 1)



antennal: 25 SeCS aQg0....uuunvnrnvnrrnnnn -44 dBm

antennal: 25 SeCS AQg0....uuininrnrnrnnnnn -57 dBm
DNS Server details:
DNS server IP ... ... i i i i 0.0.0.0

--More or (q)uit current module or <ctrl-z> to abort
DNS server IP ... ..ttt eaaanns 0.0.0.0
Assisted Roaming Prediction List details:

Client Dhcp Required: False
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