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' . Guest opens Web browser
' . Web traffic is intercepted by
Wireless LAN Controller and
. redirected to login page
Ciseo Guest ) :
ﬁn;ﬂi (captive portal)
10.1.1.14 . Guest logs in with details
provided by sponsor

WLC authenticates user
against Guest Server using
RADIUS

Guest can now access the
internet

Guest Access Recorded

A .
§ Internet
Guest VWiraless Accass Wireless LAN
Point Conitroller
10.10.51.2
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Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_44:36:c3]: WLC

Enter Administrative User Name (24 characters max): admin

Enter Administrative Password (24 characters max): admin
<Service Interface IP Address Configuration [none] [DHCP]: <ENTER
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Enable Link Aggregation (LAG) [yes][NO]:no

Management Interface IP Address: 10.10.51.2

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.10.51.1
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [l to 2]: 1

Management Interface DHCP Server IP Address: 10.10.51.1
AP Transport Mode [layer2] [LAYER3]: layer3

AP Manager Interface IP Address: 10.10.51.3

AP-Manager is on Management subnet, using same values
<AP Manager Interface DHCP Server (10.10.5<X>.1):<ENTER
Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: mobile-1

Enable Symmetric Mobility Tunneling: No

Network Name (SSID): wireless-1

<Allow Static IP Addresses [YES] [no] :<ENTER

<Configure a RADIUS Server now? [YES] [no]:<ENTER

Enter the RADIUS Server's Address: 10.1.1.12

<Enter the RADIUS Server's Port [1812] :<ENTER

Enter the RADIUS Server's Secret: cisco

<Enter Country Code (enter 'help' for a list of countries) [US]:<ENTER
<Enable 802.11b Network [YES] [no]:<ENTER

<Enable 802.1la Network [YES] [no]:<ENTER

<Enable 802.11g Network [YES] [no] :<ENTER

<Enable Auto-RF [YES] [no] :<ENTER

Configure a NTP server now? [YES][no]l: no

Configure the system time now? [YES][no]: yes

Enter the date in MM/DD/YY format: mm/dd/yy

Enter the time in HH:MM:SS format: hh:mm:ss
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CISCO MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT CDMMANDS HELP

Sacurity RADILUS Authentication Servers
Call Station ID Type |[IP Address =

Use AES Key Wrap [ [(Designed for FIFS cusbemers and requires a key wrap compliant RADIUS server)

Metwork Serves
Limer Management Index Server Address Part TPSes Admin Status
Lap —
il Ak LA = [+ 1 101112 1812 Desabled Enabled [~
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ClIsCoO MONITOR  WiAMs CONTROLLER WIRELESS SECURITY HMAMAGEMENT COMMANDS
Security RADIUS Authentication Sarvers > New
A Server Index (Priority) [2 =
Genera
Ehirian s Server IPAddress [to.1.11a

Authenbcation
Accnurfing

Falback Shared Secret Farmat ASETL -|
® TACACS+
Lok
Local Mat Liiers Shared Secret |. T
MAL Filtarirsg
Cisabled Clianks Confirm Shared Secret |- pEm
User Login Palicies
AP Paolices
Key Wrap [ [Designed for FIPS customers and requines & key weap complant RADIUS server)
¥ Lcal EAP
b Prigrity Ordar Port Number |1812
b Access ControlLists o rver Status Enabied 7]
" Wirabess Protection
Policies Support for RFC 3576 Enabled *|
b Web Auth
Server Timeout [z seconds
b Adwvanced
Metwork User [+ Enable
Managamant [+ Enabia
IPSec [T Enable

atfuar]us
CISCO MONITOR  ‘WilaNs CONTROULER WIRELESS SECURITY MANAGEMENT COMMAMNDS
Sacurity RADIUS Authentication Servers
w AAR Cali Station ID Type |[1IP Address ]
General
» BANLUS
Aukhanticybion Use AES Key Wrap [ (Designed for FIPS customers and requires a key wrap compliant RADIUS server]
Aceownting
Fallback » i i
* TALALE + User Management Index Server Address Port IPEee Admin Siatus
e [+ = 1 10.1.1.12 1812 Disabied Enakied o

Locad Rt Lisers
MAL Fikering [+ I= 2 10.9.1.94 181 Desabled Enalbhed = |
Cisabled Charts

Uger Losgin Policies

AP Pokcies
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Securnty RADIUS Accounting Servers pphy | B, |

¥ ARA Habwork Ussr Sarver Index Surver Addross Port 1F%sc  Admin Stafus
Genersl
#* RADIUS
Autterlalin
Accmranbing
® TACADS

Uses Loge Pakeses
AP Folcimn
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CISCO MONITOR WiLANS CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP
Security RADIUS Aceounting Servers > New
- AR Server Index T =
General (Priority)
= RADIUS
Bt e o Sarvar IPAddrass Ilﬂ.l.l.l‘
Acponting
Fallbaci =
¥ TACHCS+ Shared Sacret Farmat | ASCIT =|
LObF
Local Mes Lisers Shared Secret ["""
MALC Fikaring
Cisabled Cherks Canfirm Sharad |¢nt¢n
User Lagin Policies Sacrat
AP Polckes
v i i EAR Port Number |:|.I:I.H-
b Pricrity Order Server Status |Enabied =
v Access Control Lists
Sarver Timaout ] Seconds
b Wirsheas Probection
Palicies
Network User F Enable
¥ Web Auth
v Adwanced IPSec [T Enable
aul;
ot
CISCO MOMITOR.  WLANS CONTROLLER WRELESS SECURITY MAMAGEMENT COMMANDS —HELP
Saecurity RADIUS Accounting Servers
= AAA Hubwork Sarver Admin
General [T Index Bervier Addnress Part IPSas Bhabus
= RADIUS
Aiathanlication = i 10.1.1.12 1813 Dmablod Enabded B
Aepauntig o Fi 10.1.1.14 1817  Disabled Enabied -]
Fallback
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CISCO MONITOR  WLAN: [DONTROLLER WIRELESS SECURITY MANAGEMENT [(OMMANDS HELP
WLANS WLAN= > Edit
- WLANS e ————
et | Layer 2 Layerd | AMAServers
b Advanced | el U EeesselnlE

Laysr 3 Shsurity | Mans -

F Wk Policy 7

o Autrerication

" Pascthiough

" Canditinnal Web Badirect

" Splash Pape Web Redirect
Presuthenteation ACL None |

Over-ride Global Corfig [ Enable
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CISCO MONITOR  WiAkNs COWNTROLLER WIRELESS SECURITY MARAGEMENT COMMANDE  HELP
WLAMNS WLANSs > Edit
| Bt
- WLAMS || rity | QoS | Advanced
i Layer2 | Layerd  AAA Servers
+ Advanced |

Belect AMA derwirs below o everide uvie of defaull servers on tha WLAN

Rmdiiug Sanveng LDAP S&redis
Authenticsfion Sarvorn Acrounting Sarvers Server 1 | Nane i |
= Enmbigd Server I | Mene |
Corvar 1 [1P:3000.1.12, Port:iB22 =) [EP:10.1.1.14, Pert-1813 | 7| Server 3 | Mane =
Serear 2 | Moes | mane =
Carvar 3 [ S T EEE——

Local EAP Authenticatios

Local EAP &iuthenlicaliers | Enabled

Joe JS Jac dul> dlgo mmis poww 1399 AAA j9lxi 2loudl 805, doadio ohls wysull aode i
NAC lgz oo

vl
CI5Co MONITOR  WiAWs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLANS WLANs > Edit
- Defera S Advanced
- WLANS | | ey | S | -
WLA N
+ Advanced Al ARE Ovyerride = Enabled OHCP
H-RE&P Local Switching 4 | Brabled BHEE Sarwes [T Oyeride
Erablke Sesiien Timesut 7'!“”:'
Session Timeot [s605) DHCP &adr, Assignment [ Required
Almnet IE * Enatiad Hanagement Frame Petections [MFR)
Ciggriastic Cman el T Enabiad
I=vE Crakie r Infragireciure MFP Probection [+
Dweriade Deterface ACL Mane | MFE Chan Protoction § [ oetional =
PP Biocking Action [Baabed =] BT Pericd [in besan inbarals)
Client Exchugan £ F Enabied fen
Timesst ¥alue [sece] B812.13a4n [ - I55) |l

802 10k/pin 1 - 2581 b

NGS _lc Gl paziwoll _siiall Lol 8Vl ozl 285 iy SSID _le AAA j9lx (uSos aic tala>No
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
WLANs WLANs > Edit
v WLANS Ganaral | Security = QoS | Advanced |
WLANS
b Advanced Profile Mame wiraless-1
Type WILAMN
S50 wireless-1
Status = Enabled
Security Policies Wieb-Auth

[Medifications dorne under security tab will appear after applying the changes.)

Radio Policy Al |
Inite face management )
Broadcast 5510 F Enabled
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CISCO

Main
Authentication
Guest Pollcy

il

Devices

Cigco NALC Guest Sefver Administration

Wihat weikd you Bke o da:
« Add/Edit Local User Accounts

« Add/'Edit Administrator Accounts

« Configure NAC Appliance Setlings
+ Configure your Email Server Sattings
« Select the User Interface Template fo use

« Edit the User Interface Templates
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Add Radius Client

Ragers Chang b Deen sdoed. Changes will nol ke efect ol Radus service has been restarted

r— Radius Client

Juoc adlo| i3l lawvg
.Radius

S L H

IP Address: [10.10.61.2

Caninm Secet: [~
Coscriphicen: [

Add Radius Clani
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il Radius Clients

CIsco
Main Radius Clients
CAM
Ainhartication b
1] ) s
Guest Policy
WEFWO
Cevices
ML Appliar Agd Aiadios | Edit Radius Dot Facius. |
Reszart Ragius
User imerface
- X T any changes are made 1 the Rdius oers pleass cick the Resan Rediug butan o i
L] "y Rapan |
Sty i e
Sarver
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= Clsoo 2007 Version 100
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liali Add a Local User Account
CISCO
Local User Aocounts can creale guest ussr accounts
Main
Firsi Mama: lobby
At ntice o Last Mama: Ambassador
Username: jobby
SR T
Guast Policy Roreai Passwoed: Foeee
senama Polic
Password F .
Group: | DEFAULT x|
Davices
NAC Appilance
hadius Cllanis Email Address: lobbyfiyz oo
Add User | ResetForm
User Inierisce .

SErver
Mtk Sedings
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Create a Guest Usar Account
cIsco RAR TR

Main
Lsar Acsounts

Print Email | EMS |
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guast
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00
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(Cisco Controller) »show client detoil 89:13:ed:b7:5edd

Cliant MAC AQOreEE. cuvissnssasananssasanansnnnnns B13 a8 T i5e
Cliert USEIMOE . cucosssanssnsasnnsnsnsnsnnasonss podxdcisco.con

AP AL ARITEEE . cavanans s s nasa s ma s s s nam R [ Ll RO e g e s H = S H
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=2 A7 df o s i f
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TP ACreSS s cararanasasarasasisananssabdnsunspandns 18.1.1.22
AEEociation [d. e vacsnannsasansnnsananannnanans 1

uthenticotion AlQOrikm. ... ocvcimvrvnsransennuss Opan Systen
REEE0N Codf . vssavanansssnssasananssasanansnnnnns a

e e L 3]

ZREELI0N TIPMOUT s w v vamannnnsanannnnsanannnnnannns B9

Cliert CLX v ion. cocasansrscanansssssnansnssans 4

Client EZE version. oveuanasasansnssananansnanans 1

M NG s s sarasasasasosanasisisansbasansnasdsdss Dizobled

005 Lavel e vasasanananssanasasanamsnasananannnnns Silvar

Diff Sery Code Point {DECP) .. ..cicscsricsnsssnans dischled

B9 1P PTIOEILY TOQ.u s sausnsnsnansnannnnnnnnunns dizobled

[ I T 1 Enabilled

U=AFS0 S0Pt sawanansssnasasanamssasananannnnns Dizobled
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(Cisco Controller) =J
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