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Active Directory Installation Wizar x|

Welcome to the Active Directory
Installation Wizard

Thiz wizard helpz you install Active Directary services on this
zerver, making the zerver a domain controller.

[f thiz iz the firzt time you have installed Active Directony, it is
recommended that wou first read the overview in Active

Directary Help.

Ta continue, click, Hext.

.................................
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Active Directory Installation Wizarﬂéf

Operating System Compatibility
Irmproved zecurity zettings in Windows Server 2003 affect alder versions of
Windowz,

Diomain controllers running *windows Server 2003 implement secunty zettings that
require clientz and other zervers to communicate with thoze domain controllers in a mare

EECLNE Wal,

Some older versionz of Windows, including Yindows 95 and Windows NT 4.0 5P3 ar
earlier, do not meet these requirements. Similarly, some non-Windows spstems, including
Apple Mac 05 & and SaMBA clients, might not meet these requirements.

Far mare infarmation, zee Compatibility Help.

.................................
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Active Directory Installation Wizarﬂéf

Domain Controller Type
Specify the role wou want thiz server to have.

Do pou want thiz server to become a domain controller for a new domain or an
additional domain controller for an exizting dormain?

Select thiz option o create a new child domain, new domain tree, or new forest,
Thiz zerver will become the first domain cantraller in the new domain.

" Additional domain contraller for an existing domain
& Proceeding with thiz option will delete all local accountz on this zerer.

Al cryptographic keys will be deleted and should be exported befare
continuing.

Al encrypted data, such az EFS-encrypted filez or e-mail, should be decrypted
before continuing or it will be permanently inacceszsible.

Sl o 8> ale clisY JWI 88 il .4
Joll



Active Directory Installation Wizard

Create Hew Domain ;
Select which twpe of domain to create.

Create a new:

Select thiz optian if this i the first damain i your organization ar if pou want the new
domain to be completely independent of vour current forest,

™ Child domain in an exizting domain tree

[f vou want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named
headquarters. example. microzaft. com as a child domain of the domain

example. ricrozoft. com.

™ Domain tree in an existing forest

[f pou don't want the new domain to be a child of an exizting domain, zelect this
option. Thiz will create a new domain tree that i separate from any exizting trees.

£ Back MHeut » I Cancel |
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Active Directory Installation Wizard

Install or Configure DM5S
You can configure or install Domain Maming Service [DMS] on this computer.

Diomain Maming Serdice [DMNS] iz not configured on thiz computer. [z DMS already
running on thiz netwaork’?

" Yesz, | will configure the DNS client

ule Jailg Wireless.com placiuw| o (Jlall 138 (9 .32l Jxall JolSJI DNS puwl LiST .6
Sl




Active Directory Installation Wizard

Mew Domain Hame
Specify a name far the new domain.

Type the full DMS name for the new domain
[for emample: headguarters. example. microzoft. com).

Full DMS name far new domair:

wWireless. com

£ Back Hewut » i Cancel i
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Active Directory Installation Wizard

MetBI0OS Domain Hame
Specifp a MetBIOS name for the new domain.

Thiz iz the name that uzerz of earlier verzsions of Windows will uze ta identify the new
dorain. Click Mext to accept the name shown, or bppe a new name.

Domain MetB10S name: WIRELESS

Next 599 Ll .Jxall oMl g8lgog o llyl sacld 31 .8
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Active Directory Installation Wizard

Database and Log Folders
Specify the folders to contain the Active Directary databaze and log files.

For best performance and recoverabiliby, store the databaze and the log on zeparate
hard dizks.

Where da you want to gtore the Active Directory database?

Databaze folder:

CWINDOWS\HTDS Browse. .. i

Where da you want bo store the Active Directory log?

Log folder:
C:WAMDOWSAMTDS Browse. . 1

Next 595 ;a1 .Sysvol alxa) 8990 i1 .9



Active Directory Installation Wizard

Shared System Yolume
Specify the folder to be shared as the system volume.

The 5Y5SYOL folder stores the zerver's copy of the domain's public filez. The contents
of the S%'SWOL folder are replicated to all domain controllers in the domain.

The 5%SVOL falder must be lacated on an NTFS walume.
Enter a lozation far the S%5S%0OL falder.

Folder lozation:

Browsze...

Next (§99 Lail .olegaxoally ¢porziuall awsnl,idYl LoVl Lisl .10
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Active Directory Installation Wizard s x|

Permizsions
Select default permizzions for uzer and group objects.

Some server programs, such az Windows NT Bemate Accezs Service, read information
ztored on domain controllers.

Select thiz optian if you rin server programs of pre-swindows 2000 zerver operating
spztems or on Windows 2000 or Windows Server 2003 operating spztems that are
members of preswindows 2000 domains.

& Anonpmous users can read information on this domai.

™ Pemizzions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select thiz option if pou win gerver programs anly on Windows 2000 or Windows
Server 2003 operating zystems that are members of Active Directon domaing. Oaly
authenticated wzers can read information an thiz domain,

£ Back et = Cancel
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Active Directory Installation Wizard _ : : ___}_C_j

Directory Services Hestore Mode Administrator Password
Thiz pagsword iz uzed when you start the computer in Directory Services Restare
tode.

Type and confirm the pazsward pow want to azzign to the Adrministrator account uzed
when thiz server iz started in Directory Services Restore Mode.

The reztore mode Adminiztrator account iz different fram the domain Administrator
account, The pazzwords for the accounts might be different, =0 be sure ta remember

bath.
Restore Mode Pazsword: LI LI L
Confirm pazzword: ssssssns

For more information about Directory Services Restore Mode, zee Active Director Help.

£ Back et = Cancel
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Active Directory Installation Wizard

Summary
Review and confirm the options you zelected.

You choze tao:

Configure thiz zerver as the first domain controller in a new forest of domain rees.
The new domain name is \Wireless.cam. Thiz iz alza the name of the new farest.
The NetBIOS name of the domain iz WIRELESS

D atabaze folder; C:AWWINDOWSAHTDS

Loqg file folder: C:5wINDDWSSHTDS

SSYWOL folder: C:WwINDOWSASYSOL

The pazsword aof the new daomain administratar will be the zame as the paszword of
the adminizstrator of this computer.

To change an option, click Back. To begin the operation, click Mest.

|

£ Back et =

Cancel i
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Active Directory Installation Wizard : |

Completing the Active Directory
Installation Wizard

A ctive Directory iz now installed on this computer far the ..i“.j
daormain Wirelesz. com,

Thiz domain controller is aszigned ta the site
Default-First-5ite-Mame. Sites are managed with the
A otive Directory Sitez and Services adminiztrative tool.

Ta cloze thiz wizard, click Finish.

Hack Finizh Cancel i

Jhsai) oLl i 6slely pd .14
Active Directory Installati x|

Windows muzst be restarted before the changes made by the Active
Directory Installation wizard take effect.

Dion't Restart Mow
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Networking Services j:é: E_Ij

To add or remove a component, click the check bow. & shaded box means that only part
aof the component will be inztalled. To see what'z included in a component, click Details.

Sul:ugﬂmpnnents af Metworking Services:
B [ omain Mame Syztem [DMS) 1.7MB =
ﬁ Q Dunamic Host Configuration Protocal [DHCF) 0.0 KB

.....

| | ternet Authentication Service 0.0 MB

.....

] ™ Remate Access Quaranting Service 0.1 MB

(] M RPC over HTTP Prosy 0.0 MB

.....

.....

| W Simple TCPAP Services 0.0 MB

.....

] .E?;iWindnws [nternet Mame Service faIMNS) 0.9 B

e |

Dezcrption:  Setz up a DHCP zerver that automatically aszigne termporary [P
addreszes to client computers on the zame netwark.

Total dizk. zpace required: 3.4 MB
Space avallable on dizk: F224 5 MB

I
§ o

2hals.,

Q. i Cancel

.0k
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Windows Components Wizard

Windows Components
You can add ar remove components af Windows.

To add ar remaove a companent, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Detals.

Components:

1 & Internet Explorer Enhanced Security Configuration 0.0 kB _:_j
L] jjj b anagement and bonitoring Tools B.3 ME

jjj Other Network File and Print Services 0.0 ME
1 &4 Remnte Starane 4 2 MR ..:j

Description:  Containg a warety of gpecialized, network-related services and protocols.

Total dizk zpace required: 3.4 MB Detals 1
Space available on dizk: 2121 MB -

< Back et Cancel ! Helo !
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Windows Components Wizard : T =]

Completing the Windows
Components Wizard

You have succeszsfully completed the Windowes
Components \Wizard.

To cloge this wizard, click Finish.
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Mew Scope YWizard

Welcome to the New Scope
Wizard

Thiz wizard helps you zet up a zcope for diztributing 1P
addreszes to computers an your nebwark.

Ta continue, click Mest,

Cancel

- '
o roe
LG
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Mew Scope Wizard

Scope Name
You have to provide an identifping scope name. “'ou alzo have the option of

providing a dezcription.

Type a name and dezcription for this zcope. Thiz information helps wou guickly identify
how the zcope iz to be uzed on pour nebwark.,

M arne: DHCP-Clignts

Dezcription: DHCF Server for Wireless Clients

£ Back et = Cancel
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Mew Scope Wizard

IP Address Hange
“'ou define the scope address range by identifying a zet of consecutive [P

addrezzes.

Enter the range of addrezzes that the zcope diztributes.

Start IP address; | 10 . 77 . 244 218

End IP address: 1o .77 244 0113

& zubnet mazk defines hawe many bitz of an [P addrezs to uze for the network/zubnet
|0z and haw many bitz to use for the host [D. You can specify the zubnet maszk by
length or az an IP address.

Length: Reo)

Subnet mask: 2850 .0 .0

£ Back et = Cancel
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Mew Scope Wizard

Add Exclusions
Excluzions are addreszes or a range of addreszes that are not diztibuted by the

FEMET

Type the [P addrezs range that pou want to exclude. If pow want to exclude a zingle
addrezs, tppe an addresz in Start IP addresz only.

Start IP address: End IP address:
| . ) . . . . Add

Excluded addresz range:

Hemoye

£ Back et = Cancel |
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Mew Scope Wizard

Lease Duration
The leasze duration gpecifies how long a client can uge an IP address from thiz

SCOpE.

Lease durationz should typically be equal to the average time the computer iz
connected to the zame phyzical netwark. For mabile netwaorkes that conzigt mainly of
portable computers ar dial-up clients, shorter lease durations can be uzeful.
Likewize, for a stable netwaork, that consizts mainly of dezktop computers at fized
lozations, longer lease durations are more appropriate.

Set the duration for scope leazes when distibuted by thiz server.
Lirnited o

Days: Hours: Minutes:
= =

£ Back et = Cancel
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Mew Scope Wizard

Configure DHCP Ophions
ou have to configure the most cormmon DHCP options before clients can uze the

SCOpE.

When clents obtain an addresz, they are given DHCP optionz zuch as the [P
addrezzes of routers [default gatewaysz], DMS zervers, and WINS zettings for that
sCOpe,

The zettingz vou select here are for this scope and override setting: configured in the
Server Options folder far thiz server.

Do pou want to configure the DHCP optionz for this zcope now’?

" Mo, | will configure these options later

£ Back et = Cancel

a>g0ll ixaw 9 6,Lell azga; Lol IP glsie I 6,LuYl clled o)l 6,ke azgo JLd SIS 5] .17
999 il9 (awolidYI dlgll)
Sl



Mew Scope Wizard

Houter [Default Gateway)
You can gpecify the routerz, or default gateways, to be distributed by thiz zcope.

To add an IP addresz for a router used by clients, enter the addrezs below,

IP address:

1 D??E##EED EEE;:_:E"E':;'_:'-\.-';:_:

e T e
Ly I

£ Back et = Cancel

ozl (Jloll (9 s aiygSs a5 Sl Jall puwl wiST DNS 031939 Jlxall punl dxauall (6 .18
adlio| 398 L5l . a1l Lol IP Glgic J351 Wireless.com
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Mew Scope Wizard

Domain Mame and DMNS Servers
The Domain Mame Syztern [DMS] maps and ranzslates domain names used by

clientz an pour nebwork.

You can gpecify the parent domain pou want the clent computers on your netwark, o use for
DMS name resolution.

Parent domain: | ireless. com

T o configure scope clients to uge DMNS zervers on your netwaork, enter the IP addreszes far thoze

SEIVETS.
Server name: IP addrezs:
Fesolve 10.77.244. 217 Hemove
£ Back i et = Cancel

(JWI) Next 995 a1 .19
S G99 a1 WINS o513 dxsw 8 .20
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Mew Scope Wizard

Activate Scope
Clients can obtain addrezs leases only if a zcope iz activated.

B8 Lail o> §los pllze JlaS] aic .22
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Mew Scope Wizard

Completing the New Scope
Wizard

Y'ou have successfully completed the Mew Scope wizard.

To cloze thiz wizard, click Finish.

£ Back Cancel
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Windows Components Wizard

Windowz Components
You can add ar remove components af YWindows.

To add ar remove a companent, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click
Detals.

LComponents:

assa
...... =

L ;ﬁ.ﬂ.ccessnries and Utilities 4.3 MB :*j

in! izg.ﬁ.pplin:atinn Server 4.4 MB

™ [ Cerificate Services 1.8 ME

] ™ E-mail Services 1.1 ME
[ ¢34 Fax Services 7 9 R ..:j

Description:  Installz a certification authority [C&) o izsue certificates for use with
public key zecunty programs.

Total dizk zpace required: 138 MB ot i
Space available on dizk: FA106 ME -
< Back Mest = Cancel i Heln i

ol a9 JiguaSIl dwoui ddle| Sou ¥ "Oblgddl Sloas" Cudi A=y ‘_,,J_.'.\xdl Al J p=s 999 il 4
25 JB .aio aidls] 9l Jbro | plaiasVl LiguasJ

Cas, Lol
Microsofl Certificabe Services R il

After instalbng Cestific ste Services, the machine name and domain member ship may nat be changed due ko the binding of the machine name toC4 |
infoemation stored in the Active Divediary, Chanping the maching name ar domain membscship would inalidats the certficates ssued fromtha Ca, |
Please ensure the proper machine name and domain membership ane configured before instaling Cerbficabe Services, Do you want bo conkinue
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Windows Components Wizard

CA Type
Select the type of Ca pou want b zet up.

" Enterprize subordinate Cé
" Stand-alone root Ca
i Stand-alone subordinate Cé

DES':”I:'“DH I:II: |:|':'|| t_'.-'l:lE-' ..................................................................
The mozt trusted Ca inan enterprize. Should be installed before any other Ca, |

< Back M et > Cancel Help

Next 999 il .Wireless-CA JlaJl 138 pakiaw . §uanll @250l oy, lowwl Jz51 .6
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Windows Components Wizard

CA ldentifying Information
Enter infarmation o identify this C,.

Common name for this C:

wireless-Ca)|

Digtinguizhed name suffis;
DC=wireless, D C=com

Presview of diztinguizhed name:
CH=Wirelezs-Ca DC=irelezz,DC=com

Walidity pernod: E wpiration date:
5 ;‘T‘e ars :j 12242012 701 Ph
< Back M et > Cancel Help

Next (§59 Ll .obleall obly 6232 o5 "obleidl Jmuw" Jds clis] ax .7
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Windows Components Wizard

Certificate Database Settings
Enter lozations for the certificate databaze, database log, and configuration
inforrnation.

LCertificate database:

; Lo I DO S Savstem32iCertlog Browse. ..

Certificate databasze log:

iE:"»WIN DOwWShepztem32\Certlog Browse. .

I Store configuration information in a shared falder
Shared folder:

e
Mo
g LELEAES] =i

e = = TP T Eat s IR T o Pt e e i
FIEEEYE SRlEing Cernicale galalbgss

< Back M et > Cancel

Ola] wo29 Jlwis Gl izl dlw) 1" 3Sle G99 sail dsliall S adla] woxy (IS (a0 131
s A2y Wilal absein 6sle] o .1IS

Microsoll Certificale Services

.CA

Ve wo |

Baanll g all oloas i JlaSY elgl e Lasl .

(CA)



Windows Components Wizard : .._?..‘:j

Completing the Windows
Components Wizard

You have successfully completed the \Windows
Components \Wizard.

Ta cloze thiz wizard, click Finizh.

e i

.................................
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Computer Name Changes

rou can change the name and the memberzhip of this
computer. Changes may affect acceszs to network rezources.

Computer name:
Cligtt1 I

Full computer name:
Chentl.

kMember of
(*) Domair
Wireless

3 wWorkgroup:

e e
(I L e O 0
e s i 1. L AR R

| Ok || Cancel J

S50
ol 92 139) . el all puaiy, S Jlxall dol] 9,0l dalS9 username administrator a1 .9
Active Directo J95uall

Computer Name Changes

Enker the name and password of an account with permission

ko join the domain.

Uset name: ¥ administrator 2

Password: TTITTIIL

K, J | Cancel |

(ol



Computer Name Changes

G
) ) Weloome ko the Wireless domain.

|. Ok |
OK o8 Lisly .10

JiguaS)l i osley psi (999 Lail .11

«J9guuall = paiall puwl 1o logleall 04 plaziwl Jo3l iy 09 iguaSIl Jasini 6sle] 5,20y .12
wY = Jloll :<Jlbrall 49,0 dalS> = ;9 ,0ll dalS

wasbas §e8 il pi iguaSIl §o9 el Guslall 5 a5l 13

Jxall (9 il oo gl LiguaSIl puwl (uguill doMe (999 a5l .14
.Wireless.com

System Properties i| [g|
_ SystemPestore | AutomaticUpdates | Remote |
General Computer Mame | Hardware | Advanced

g |

Windows uzes the following infarmation tooidentify your computer
an the nebwork.

Computer dezcrphion:

For example: "Fibchen Computer or "'Man's

Compuiter'”.
Full computer narne: Client1 \Wireless. com
Crormairn: Wireless. com
T o uze the Metwark [dentification Yizard to join a Nehuark D
dormain and create a local uzer account, click MNetwark, i

L.

T o rename thiz computer ar join a dormain, click Change.

&, Changes will take effect after pou restart this computer.

| Ok || Cancel | Anphi
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Standalone | Extensions |

Ilze thiz page to add or rerove a standalone Snapein from the console.
Snap-ng added to: | Conzale Roat v'_
Diescription
Add. . Heminke bt
H] 8 | | Cancel

a9 Loyl

(Add) adlio] 595 ,as1 .18
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Add Standalone Snap-in

Axvallable Standalone Snap-ins:

S hap-in - Wendor A
% MET Framewark 1.1 Configuration ticrozoft Corporation
ﬂctive}{ Contral Microzoft Corparation
i Certificates Microzoft Corparation
@ Component Services Microzoft Carparation e
Computer kManagement ticrozoft Corparation
Device Manager ticrozoft Corparation
E Dzl Defragmenter Microzoft Corp, Execut...

% Dizk M anagernent Microzoft and VERITAS. .
Ewvent Viewer Microzoft Corporation

Folder Microzoft Carparation »
Dezcriphion

The Certificates snap-in allows you to browese the contents of the
certificate stores for pourzelf, a service, or a computer,

sdd | | Close

asSlo|

899 ,ailg LiguaSIl Llus> 31 .20
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Certificates snap-in

This gnap-in will always manage certificates for:

{3 My uzer account
) Service account

{*) Computer account

wHEnk [ Mt = J [ Cancel ]

cAxall JiguaSIl Joud) elg] §od Lail 21

Select Computer el

Select the computer you want thiz snap-in to manage.

Thiz znap-in will always manage:;

%) Local computer: [the computer thiz conzale is running on)

) Another computer: Hromieae:

[ ] Allow the selected computer to be changed when launching from the command line.  This
anly applies if you zave the console.

[ < Back J[ Firizh J [ Cancel J
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Networking Services : X

To add or remove a component, click the check box. & thaded box means that anly part
af the component will be installed. To see what's included in a component, chick Detalls.

Sul:u_g_g_mpnnents af Netwnrking Services:
v 3 1 omain Mame Syztern [DMNS) 1.7MB =
v ™ [ unamic Host Configuration Protocal [DHCP) 0.0rB

™ & Intemet Authentication Service 0.0 kB
(] ™ Remote Access Quarantine Service 01 MBe
1 B RPC aver HTTP Prosy 0.0 ME
- Simple TCPAP Services 0.0ME =
(] ™ findows Internet Mame Service [WINS) 0.9 kB __‘_"_'_’j

Descrption:  Enablez authentication, authorization and accounting of dial-up and WPH
uzerz. |45 supportz the RADIUS protocal.

Total dizk zpace required: 2.4 MB
Space avallable on dizk: F208.2 MB

e
b

ehalis,

QE. Cancel
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Windows Components Wizard : __:_-*_i_j

Completing the Windows
Components Wizard

You have succeszsfully completed the Windowes
Components \Wizard.

To cloge this wizard, click Finish.
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Add Standalone Snap-in

Available standalone snap-ins:

:‘E MET Framework 1,1 Configuration  Microsaft Corporation
":f'ﬁ fckive Directory Domains and Trusts  Microsoft Corporation
?_,L:'ﬁ'.ﬂ.ctive Direckory Sites and Services  Microsoft Corporation

rf_@.ﬂ.ctive Direckory Users and Compu...  Microsoft Corporation

:;‘fi{.ﬂ.ctive:-i Conkrol Microsoft Corparation
@ADSI Edit Micrasoft Corporation
ﬁg.ﬁ.uthnrizatinn Manager Microsoft Corporation
@Certiﬁcate Templates Microsoft Corporation

= Certificates Micrasoft Carparation

ﬁ Certification Authority Microsoft Corporation :j
E

r~Description
. The Certificates snap-in allows you to browse the contents of the
certificate stores For yourself, a service, or a computer,

add iZlose

.aslo|
Ay aslnslbg ol wewl o i3l .11
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Certificates snap-in o = : : x|

Thiz znap-in will always manage certificates for;

My uzer account

ervice account

f"‘u
'S
o

s
‘Lomputer account

< Bact Mest = Cancel i

Sl9 Ao yionaS il 12
el

Select Computer - - ; ..:f.j

Select the computer you want thiz snap-in to manage.

= Thiz znap-in will always manage:

i Local computer: [the computer thiz console is running onf

" Another computer: ; Broweee,

™ allow the selected computer to be changed when launching from the command line. Thiz
anly applies if pau zave the console.

< Back Finizh Cancel

ok dalilg plis dslaal .13
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Welcome to the Certificate Request Processor é>lgidl b gles 5 JWI 395 ;a1 .15

Certificate Request Wizard 35}

Welcome to the Certificate
Request Wizard

This wizard helps wou request a new certificate From a
cerkification authority (CA) in wour domain,

& certificate, which is issued by a certification authority,
iz a confirmakion of waour identity and conkains
infarmation used ko proteck data or to establish secure
network connections,

& private kew is the secret half of a public and private
kew pair associaked with a certificate, It is used to
digitally sign or decrypt data encrypted with the
correspanding public kesy.

To continue, click Mext,

2 Bart i Mext i iZancel 1

.................................

Sl (Jally oSl 8229 Jue o313 e jiguaS 63lgis culo 13]) Jrally pSaidl 8259 6olgis LB i3l .16
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Certificate Request Wizard S - |

Certificate Types

A certificate bype contains preset properties For certificates,

Select a certificate bype For your request, You can access only certificate bypes that
voul have permissions For and that are available from a trusted CA,

iCertificake bypes:

Directory Email Replication
Domain Controller
Damain Contraller Authentication

To select a cryptographic service provider and a CA, select Advanced.

[ Advanced

< Back Mext = Cancel
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Certificate Request Wizard

PEAP-wWireless

1a5 Server Certificake - 502, 1x Authentication

b ales JWSY "elg| §od il .18
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Certificate Request Wizard ' : |

Completing the Certificate
Request Wizard

You have successfully completed the Certificate
Request wizard,

You have specified the Following settings:

Friendly Mame PEAP-Wireless
Zompuker Marne TSWEB-LAPT
Certificate Template  Domain Controller

< Back Finish iZancel 1

y The certificate request was successhul,
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.Directory
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Toenable [45 to authenticate users in the Ackive Direchary, the computers ronning AS must be authoried bo read users® diakin propertiss from the domain.

Register Internel Authenticalban Server in Active Diredbory:

Car ol wiish £ aukhor ize this computer bo read users’ dial-n propesties from the Wireless.com domain?

awlidl U3 ok aalals 4
&l
=

erver regisbered:

1 This compunar is niow authionz2ed to read Uusess’ dal-in properies From domain srekss,com,

T authoriza this compiter ko read users’ diakin propesties From other domains, you must ragister this complter ba be a member of tha RASTAS

Sereers Groupin that domain,
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New Remote Access Policy Wizard T e x|

Policy Conhiguration M ethod
The wizard can create a tppical policy, or you can create a custorn policy.

Haowe do pou want to zet up this policy?

{* ze the wizard to et up a typical policy for a common scenario

" Setup a custom policy

Type a name that dezcribes thiz policy.

Policy name:  {PEAPwirelesd

Example; Authenticate all PN connections.

< Back et = Cancel

Sl Jlall 138 (8 . hildaio JI bliw! el olow i3l .13
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Mew Remote Access Policy Wizard _ : : ___}_C_j

Access Method
Policy conditions are bazed on the method uzed to gain accesz to the nebwark.

Select the method of accesz for which pou want to create a policy.

i WPN
Uze for allYPM connectionz. Ta create a policy for a zpecific VPN tppe, go back ta the
previous page, and select Set up a custom palicy.

" Dialup

ze for dial-up connections that uze a traditional phone line ar an Integrated Services
Diigital Hebwark. [I1SDM] line.

% Wfireless

TR S
Uze for wirelesz LAMN connections anly.

™ Ethemet
Ilze for Ethernet connections, such az connections that use a switch.

< Back et = Cancel
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New Remote Access Policy Wizard i i

User or Group Access

You can grant access to individual uzers, or you can grant access to zelected
groLps.

Grant acceszs bazed on the following:

|lzer access permizzions are specified in the user account.

" Group
Individual uzer permizzions overnde group permizsions.

mmmmmmmm

< Back et = Cancel
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New Remote Access Policy Wizard o x|

Authentication Methods
EAP uzes different types of securnity devices to authenticate uzers.

Select the EAP type far thiz policy.

Tvpe:
Pratected EAF [PEAF) Configure ...

< Back et = Cancel

e sasl9 65l ool daioll daslall (o duwliall 65lgid] i3l dwall EAP Lailas axao (8 .16
Protected EAP Properties o ommmm 2] =i

This server identifies ikself to callers before the connection is completed.
Select the certificate that wou want it to use as proof of idenkity,

Cettificate issued toweb-lapt, Wireless, com
Friendly name: PEAP-Wireless

IssLer: Wireless-Ch

Expiration dake: 12/16/2003 5:53:02 PM

™ Enable Fast Reconnect
Eap Tvpes

Secured password (EAP-MSCHAP w2) Viloi b In)

Add Edit Remoye 2K, i iZancel




999 Ll B8 sy e Jowogll pe Juolas o gaxi .17
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Mew Remote Access Policy Wizard i ___}_C_j

Completing the New Remote
Access Policy Wizard

You have successfully completed the Mew Remote Access
Folicy *izard. ou created the following policy:

PE&P-wireless

Conditions:

MAS-Port-Type matches "wWireless - Other OR Wireless -
IEEE 802.11"
Authentication: EAP[Protected EAP [PEAF])

Encryption: Bazic, Strong, Strongest, Mo encrpption

Ta cloze thiz wizard, click Finish.

< Back Cancel
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by il Gl JLasVl b

PEAP Properties j:jj : 21Xl

Settings

Specify the conditions that connection requests must match.

Faolicy conditions:

HAS-Part-Type matches ""Wireless - Other OF “Wirelezs - IEEE 2802 11"

Add. | Edt. Remove |

If connection requestz match the conditions gpecified in thiz policy, the
azzociated profile will be appled to the connection.

Unlezs individual access permizsions are specified in the user profile, this
policy controls access to the netwark.

It a connection request matches the specified conditions:
i Deny remate access permission

{* Grant remote access permission

J | i

Q. Cancel Snply

R SSCON||
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Liser

Mew Object -

Create in:  “Wirelezs comsUzers

First niame: Cliert 1 | itials: I
Last narme:
Full name: Client 1

Uzer logon name:
Client]|

Ehfireless. cam

Uzer logon niame [preadindows 2000]);
WIRELESSY

Client1

¢ Bask et Cancel |

(W)
2950l alS 2815, 28 9 19,0l dalS Jgi> (3 LS| o 59,0 dalS ST pasiiass - 22> IS dilis S .3
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Mew Object - User 2 o |

g Create in.  ‘wireless comdlU zers

Paszword: TTIILL

Confirm password: TIITIY

{7 User cannot change pazsword
{7 Password never expires

I Account iz dizabled

Jul

285 (Ao - 2> S Al 9 4

Pt

Mew Object - User

g Create in.  “wirelesz comdl zers

When you click Finizh, the following object will be created:

Full narme: Client 1 .f“..j

Uzer logon name: Client] @ reless. com

< Back i Frzh i Cancel 1

.................................
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Client 1 Properties :::* : 7] x|
Hemaote contral i Terminal Services Profile ; CO+ ;
General ; Address i Account i Profile i T elephones i Crganization ;
tember OF Cial-in ; E nvironment i Sezzionsg ;
_. HElTIl:ltE .":"J:CEES PE[miEEiDn [Dial_in ar "-.-"F'N] ....................................................................... ,_

_. I:EI"tlEICI“l I:Il:ltil:lr-IE ..................................................................................................................................... ,_
&% Mo Callback |

" Set by Caller [Bouting and Remaote Access Service anly)

" Alwaps Callback to:

..................................................................................................................................................................................

Define routes to enable for this Dialin e D I
cannechon.

ak. Cancel i Apply
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Security RADIUS Authentication Servers = Ao # Dachk | Appiy
] Server Index (Priority) 1 =
RADIUS Authentication
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Local Mat Usery
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Security

nnn
Canaral
RADIUS Authentication
REDILE Aposaanting
Local Mat Users
M&C Filtarisg
Crinibled Chants
Lisar Login Polcees
AP Poloas

Access Contral Lists

[PSer Certificates
A Cartificata
10 Cartificaks

Wiel Rull Certilicate

Wireless Protection
Palicins
Trusted 4P Folicess
Rogus Polices
Fhanderd Signstures
CUFDM Sanatures

Clisrk Exclusion Pobces

AP AR BTN

RADIUS Authenticalion Serwers

Call Btation ID Type |IP Addeess

Credentials Caching [

Use AER Key Wrap
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# ¥
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Il

Server Address  Port
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Tesneout Value (3ot valus of 2ero s infinityt will reguire
DHCP Server I ovesride SOTHNIEE EERE Cvernce fn reset exchsded clients]

. . & CKIP i vt supported by 10xx APs
DHCP Addr, Asgignmert [ Baquined

Interface Name MANEJEment =

MFP ersiam Pagial red i

MFP Dignabure
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Ernew Svuvemn Save Confgurstan T Ping T Logout " Rafrash
_ MONITOR,  WLANS  CONTRCLLER WIRELESS SECLURITY MAMAGEMEHT COMMANDS HELP
£l
LA WRAL+WRAZ =
Parameters

WLANE WPAL Palicy r

WLANE WRAT Policy ¥

AP Groups YLAN WPAZ Encryplion F aes e

At Kay Mgt |ll.'ﬂ.!|- v[

MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANSGEMENT COMMANDS  HELF
WLANS WLAMNSE 2
WLARS
LA Profile Mame wul"'k WLAM S51B :‘I:Jur:-ll!l': Socwrity Palidres
AF Groups VLAN
PEAP ] FEAP Enablad [WraZ][Awth{B02Z. 2u)] Edit Eim
* WLAN 10% 9-0% wil not ke garhed 1o LLI0.0190 snd 1240 AP model:

SLwl eMac (653
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Profile Management

General | Secury | Advanced|

Frofile Setiings
Prafile Name: {PEAP-MSCHAPY2 |

Chent Mame; |CLIENTT

5SiD1: - | PEAA

55102

S5103: |

Lok ][ canea |

PEAP _is| WPA/WPA2/CCKM EAP o WPA/WPA2/CCKM i3 ol gl dodle i3l 4
B899 Lisly [[EAP-MSCHAPV2



Profile Management

Set Secusity Options
(&) WPAAYPAZACCKM
i wWPAAPAZ Passphrase
) 802 1x
() Pre-Shared Key (Static WEF]
) Mone

[ Confglae, I

Group Folicy Delaw

802 1% EAP Type: | EAPFAST
|-l Bz sociation o Moed Lells
|| Prodile Leckled
[C] Limst Time for Finding Domain Controller To: [ j 3B

Ui DK,

|| cancel |

S50l LAzl gunaill g2 lhe daiall dailall oo Wireless-CA Lislg (poll 63lgis oo Béxill ji31.5



Configure PEAP (EAP-MS5CHAP V2)

| [Hse Machine inbomnation for Bomain Logon

Yalidate Server [dentity

Trusted Root Certification Autharities

When connecting, use;
() Certificate

{(#) User Mame and Password

Llze Windows User Mame and Fassword
Lizer Information for FEAR [EAP-M5CHAR W2 Authentization

Fesamnndi ]

f i = b
e By e P
ES PR FIEFE Epda Rl e (F B by

Advanced: | Ok :| | el |

g9

EAP- Jlas! a5t @3Lanll JsSe39,: plackiw] xic ala>Mo. anasill dilo lagi o839 (38lgo e il .6

aSlaJl 6,5 pii Microsoft XP SP2 go (PEAP-MSCHAPV2) 2 lao)l oxoll saxill go Microsoft
Microsoft Hotfix gulas =y (Microsoft Wireless Zero Configuration (WZC dlauwlg, aSlwMI

J gl Gl daleiall @88s5kaall 9 JSliall (o pa=ll &9a> gio LI 535, 1309 .KB885453
PEAP

le>MNoo]g elasVl BLiSiwlg dall o il

A Sl el Je PEAP-MSCHAPV2 Gawogill lowisiiy p9 (29gi0 98 oS (eS| Jac (0  géxil



fckion  Opkions  Help

Current: Status | Profile: Management || Diagnostics |

Cisco SYSTEMS

Frafile Hame:: FEAP-MSCHAR 2

Link: Status: Authenticated Metwark: Tippe: Infrastiuctine
Wireless Maode; "5 GHZ 54 Mbps Curent-Channel: 64
Server Bazed Authenticahon: PEAR [EAF-MSCHAR [rata Encription: = 4E S

IF&ddress; - 1077244218

Signal Strength: - Excellent

| Advanced

802.11 @skas Jsasll 5,2 (ADU) Jsosll, aSxill 6359 le PEAP-MSCHAPV2 laposill lagiss 5 ,%a
.ix>Wl PEAP-MSCHAPV2 @83kas e Jbs L lagd .PEAP-MSCHAPV2 @slas (5,2 a5 d>gico

o Ll Ol Judlus pgd) eVl aeas olgl pasiiwl

w22 (OIT) 23Vl a2 5io 6131 paiawl .ShOW Lolol ass (lad ulrualleNazl)) 213V p o 6131 acs
. Show oVl 2,50 >

6280 AL dydxall dSpidl L9 pSxill 6359 e 03 clasVl auzuas olol ass

802.1x &la>Y debug JI «si debug dot1x events enable — in order to -
AAA &lasi aouai eSi) — debug aaa events enable -
MAC debudebug mac debug mac «Siv debug mac addr <mac address> — in order to -
command
dlw, Uas DHCP (0 laua, cSui enable — in order to @lw, debug dhcp -
. <debug client <mac addresss debug dot1x events enable ,oV! 0 zii S| Jloll 92 13D

oSy &> debug dot1x

Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Sending EAP-Request/Identity to
(mobile 00:40:96:ac:e6:57 (EAP Id 2
Tue Dec 18 06:58:45 2007: 00:40:96:ac:e6:57 Received Identity Response (count=2) £from
mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

Tue

(mobile 00:40:96:ac:e6:57 (EAP Id 3

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 4

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 4, EAP Type 25

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 5

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 5, EAP Type 25

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 6

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 6, EAP Type 25

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 7

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 7, EAP Type 25

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 8

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 8, EAP Type 25

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 9

Tue Dec 18 06:58:51 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 9, EAP Type 25

Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 10

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 10, EAP Type 25

Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 11

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 11, EAP Type 25

Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending EAP Request from AAA to
(mobile 00:40:96:ac:e6:57 (EAP Id 12

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Received EAP Response from
(mobile 00:40:96:ac:e6:57 (EAP Id 12, EAP Type 25

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Processing Access-Accept for

mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Creating a new PMK Cache
(Entry for station 00:40:96:ac:e6:57 (RSN 0

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending EAP-Success to
(mobile 00:40:96:ac:e6:57 (EAP Id 13

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending default RC4 key to



mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Sending Key-Mapping RC4 key to
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:52 2007: 00:40:96:ac:e6:57 Received Auth Success while in
Authenticating state for mobile 00:40:96:ac:e6:57

:<debug mac addr <MAC address

Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0
- Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 STA: 00:40:96:ac:e6:57
rates (8): 12 18 24 36 48 72 96 108 0 0 0 0 0 0 0 O
(Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20
(Change state to START (0
(Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0
Initializing policy
(Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0
(Change state to AUTHCHECK (2
(Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2
(Change state to 8021X_REQD (3
(Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X REQD (3
Plumbed mobile LWAPP rule on AP 00:0b:85:51:5a:e0
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Stopping deletion of
(Mobile Station: 00:40:96:ac:e6:57 (callerId: 48
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending Assoc Response to
(station 00:40:96:ac:e6:57 on BSSID 00:0b:85:51:5a:e0 (status O
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
.Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 Removed NPU entry
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx - moving
mobile 00:40:96:ac:e6:57 into Connecting state
-Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Sending EAP
(Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 EAP State update from
Connecting to Authenticating for mobile 00:40:96:ac:e6:57
- Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57 dotlx
moving mobile 00:40:96:ac:e6:57 into Authenticating state
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Req state (id=3) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
(Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP I4d 3
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
(Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Req state (id=4) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
(Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 4
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
(Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 4, EAP Type 25
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57



Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Req state (id=5) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
(Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 5
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
(Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 5, EAP Type 25
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
Entering Backend Auth Req state (id=6) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:49 2007: 00:40:96:ac:e6:57
(Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 6
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
(Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 9, EAP Type 25
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Entering Backend Auth Req state (i1id=10) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
(Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 10
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
(Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 10, EAP Type 25
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Processing Access-Challenge for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Entering Backend Auth Req state (id=11) for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
(Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 11
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
(Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 11, EAP Type 25
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Entering Backend Auth Response state for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Processing Access-Accept for mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
(Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
(Sending EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Sending default RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57
Sending Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
(8021X_REQD (3) Change state to L2AUTHCOMPLETE (4
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
L2AUTHCOMPLETE (4) Plumbed mobile LWAPP rule on AP 00:0b:85:51:5a:e0
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218
(L2AUTHCOMPLETE (4) Change state to RUN (20
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
Reached PLUMBFASTPATH: from line 4041 (20)
Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
Replacing Fast Path rule (20)
type = Airespace AP Client
on AP 00:0b:85:51:5a:e0, slot 0, interface = 2
ACL Id = 255, Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 5006



(Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20
,Card = 0 (slot 0), InHandle = 0x00000000

OutHandle = 0x00000000, npuCryptoFlag = 0x0000

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
(Successfully plumbed mobile rule (ACL ID 255 (20)

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN
Reached RETURN: from line 4041 (20)

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Entering Backend
Auth Success state (id=12) for mobile 00:40:96:ac:e6:57

Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 Received Auth Success
while in Authenticating state for mobile 00:40:96:ac:e6:57

- Wed Dec 19 02:31:56 2007: 00:40:96:ac:e6:57 dotlx
moving mobile 00:40:96:ac:e6:57 into Authenticated state
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