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vpnrouter#show running-config

...Building configuration

Current configuration : 1623 bytes

!

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
1




hostname vpnrouter

!

boot-start-marker
boot-end-marker

|

!

aaa new-model

|

!

aaa authorization network employee local
!

aaa session-id common
!

resource policy

!

memory-size iomem 10
|

!

ip cef

no ip domain lookup
|

|

|

!

crypto isakmp policy 1

Create an Internet Security Association and Key ---!
Management !--- Protocol (ISAKMP) policy for Phase 1
negotiation. hash md5

Choose the hash algorithm to be md5. authentication ---!
pre-share

The authentication method selected is pre-shared. ---!
group 2

With the group command, you can declare what size ---!

modulus to !--- use for Diffie-Hellman calculation.
Group 1 is 768 bits long, !--- and group 2 is 1024 bits
.long

crypto isakmp client configuration group employee key
ciscol23 pool mypool

!

Create the Phase 2 policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des
esp-md5-hmac

Create a dynamic map and apply the transform set ---!
that was created. !--- Set reverse-route for the VPN
server. crypto dynamic-map mymap 10 set transform-set
myset reverse-route

|

crypto map clientmap isakmp authorization list employee




.Create the crypto map ---!

crypto map clientmap client configuration address crypto
map clientmap 10 ipsec-isakmp dynamic mymap

!

Apply the employee group list that was created ---!
.earlier

|

|

|

!

interface Ethernet0/0

ip address 10.0.0.20 255.0.0.0

half-duplex

!

interface Serial3/0

ip address 192.168.1.11 255.255.255.0

clock rate 64000

no fair-queue

crypto map clientmap

Apply the crypto map to the interface. ! interface ---!
Serial3/1 no ip address shutdown ! interface Serial3/2
no ip address shutdown ! interface Serial3/3 no ip
address shutdown ! interface Serial3/4 no ip address
shutdown ! interface Serial3/5 no ip address shutdown !
interface Serial3/6 no ip address shutdown ! interface
Serial3/7 no ip address shutdown ip local pool mypool
10.0.0.50 10.0.0.60

Configure the Dynamic Host Configuration Protocol ---!
!--- (DHCP) pool which assigns the tunnel !--- IP
address to the wireless client. !--- This tunnel IP
address is different from the IP address !--- assigned
locally at the wireless client (either statically or
dynamically). ip http server no ip http secure-server !
ip route 172.16.0.0 255.255.0.0 192.168.1.10 ! ! ! !
control-plane ! ! ' t 1t 1 1 1 1 1 line con 0 line aux 0
line vty 0 4 ! ! end ip subnet-zero . . . ! end
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inging 10.8.0.20 with 32 bytes of data:
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Packets Tranzpoat
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209 gaill cads col acluy ol aao Loyl GeSy 28 Jsb VPN JI 8 Josiuwy 4ol Jo,e 13D

ol 13D 0 2lsl Jbo Ld . gaidl > 0 s8>:ll show crypto session LoVl plasiw| pi

Crypto session current status

Interface: Serial3/0
Session status: UP-ACTIVE
Peer: 172.16.1.20 port 500
IKE SA: local 192.168.1.11/500 remote 172.16.1.20/500

Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 10.0.0.58
Active SAs: 2, origin: dynamic crypto map

LeusSs o5 il 1 d>Lell wleleo Lo ,) show crypto isakmp agi placiw! pi -

Le>Noly clas VI BLiSiwl

Le>Woly elasVl Blisiwy dxall o saxill aud 9 dxiogall Shows debug ,elsl plasiw] Sy las

debug crypto isakmp -
debug crypto ipSec -
sl dl> o, -

Jrosll o JolSI JoVI dl>,all oslasll dlac VPN psls 5 debug crypto isakmp oYl Lo =,
x>l JoVl dlsall olioglas _le Jlis Ll Lagd o519

Aug 28 10:37:29.515: ISAKMP: (0:0:N/A:0) :Checking ISAKMP transform 14*
against priority 1 policy

Aug 28 10:37:29.515: ISAKMP: encryption DES-CBC*

Aug 28 10:37:29.515: ISAKMP: hash MD5*

Aug 28 10:37:29.515: ISAKMP: default group 2*

Aug 28 10:37:29.515: ISAKMP: auth pre-share*

Aug 28 10:37:29.515: ISAKMP: life type in seconds*

Aug 28 10:37:29.515: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B*
Aug 28 10:37:29.515: ISAKMP: (0:0:N/A:0) :atts are acceptable. Next payload is 0*
Aug 28*

tAug 28 10:37:29.955: ISAKMP: (0:15:SW:1) :SA authentication status*
authenticated

,Aug 28 10:37:29.955: ISAKMP: (0:15:SW:1): Process initial contact*
bring down existing phase 1 and 2 SA's with local 192.168.1.11
remote 172.16.1.20 remote port 500
Aug 28 10:37:29.955: ISAKMP: (0:15:SW:1) :returning IP addr to*
the address pool: 10.0.0.57
Aug 28 10:37:29.955: ISAKMP (0:134217743): returning address 10.0.0.57 to pool*
Aug 28 10:37:29.959: ISAKMP: (0:14:SW:1) :received initial contact, deleting SA*
Aug 28 10:37:29.959: ISAKMP:(0:14:SW:1) :peer does not do pade*
to QM_IDLE 1583442981
Aug 28 10:37:29.963: ISAKMP: (0:15:SW:1) :Sending NOTIFY*
RESPONDER_LIFETIME protocol 1
spi 1689265296, message ID = 1583442981
Aug 28 10:37:29.967: ISAKMP: (0:15:SW:1): sending packet to*
my_port 500 peer_port 500 (R) QM _IDLE 172.16.1.20
Aug 28 10:37:29.967: ISAKMP: (0:15:SW:1):purging node 1583442981~*
Aug 28 10:37:29.967: ISAKMP: Sending phase 1 responder lifetime 86400*



Aug 28 10:37:29.967: ISAKMP: (0:15:SW:1):Input = IKE_MESG_FROM_PEER, IKE_AM EXCH*

Aug 28 10:37:29.967: ISAKMP: (0:15:SW:1):01d State = IKE_R_AM2*
New State = IKE_P1l_COMPLETE

B% clinly el 1 @> 0l IPsec oglas VPN o33 e 59>90)l debug crypto ipSec oVl o,

Aug 28 10:40:04
Aug 28 10

Aug 28 10:40:04.

, key

spi=

‘Jlio L lad VPN

.267: IPSEC (key_engine): got a queue event with 1 kei messages*
:40:04.271: IPSEC(spi_response): getting spi 2235082775 for SA*
from 192.168.1.11 to 172.16.1.20 for prot 3
279: IPSEC(key_engine): got a queue event with 2 kei messages*
, :(Aug 28 10:40:04.279: IPSEC(initialize_sas*
eng. msg.) INBOUND local= 192.168.1.11, remote= 172.16.1.20)

, (local_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

, (remote_proxy= 10.0.0.58/0.0.0.0/0/0 (type=1

, (protocol= ESP, transform= esp-3des esp-md5-hmac (Tunnel

,lifedur= 2147483s and 0kb

0x8538A817(2235082775), conn_id= 0, keysize= 0, flags= 0x2
, :(Aug 28 10:40:04.279: IPSEC(initialize_sas*

,key eng. msg.) OUTBOUND local= 192.168.1.11, remote= 172.16.1.20)

spi=

, (local_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

, (remote_proxy= 10.0.0.58/0.0.0.0/0/0 (type=1

, (protocol= ESP, transform= esp-3des esp-md5-hmac (Tunnel
,lifedur= 2147483s and 0kb

0xFFC80936(4291299638), conn_id= 0, keysize= 0, flags= O0xA

Aug 28 10:40:04.283: IPSEC(rte_mgr): VPN Route Event create routes for*

peer or rekeying for peer 172.16.1.20

Aug 28 10:40:04.283: IPSEC(rte_mgr): VPN Route Refcount 1 Serial3/0*

Aug 28 10:40:04.283: IPSEC(rte_mgr): VPN Route Added*

via 172.16.1.20 in IP DEFAULT TABLE with tag 0 255.255.255.255 10.0.0.58
Aug 28 10:40:04.283: IPSec: Flow_switching Allocated flow for sibling 8000001F*
,Aug 28 10:40:04.283: IPSEC(policy db_add_ident): src 0.0.0.0, dest 10.0.0.58*

dest_port 0

,Aug 28 10:40:04.287: IPSEC(create_sa): sa created*
,sa) sa_dest= 192.168.1.11, sa_proto= 50)
, (sa_spi= 0x8538A817(2235082775
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2002
,Aug 28 10:40:04.287: IPSEC(create_sa): sa created*
,sa) sa_dest= 172.16.1.20, sa_proto= 50)
s (sa_spi= O0xXFFC80936(4291299638
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2001
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